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Learning outcomes
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Core element 1: Business context
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There are many factors, both internal and external, that affect every business, and they can have both a positive and a negative impact on the business. These factors are what makes up the business environment. Factors include human resources, the quality of management, finance, marketing, logistics, research, design and development, as well as the political climate and environmental concerns. The range of factors that can affect the business environment is vast and within this unit you will learn about their common features and whether they are internal or external factors.

There are different types of organisations in a wide variety of sectors. All these businesses need, and must be able to use, digital technologies. Implementing and extending the use of digital technology requires careful strategic and project planning. This means considering not only the hardware, software and storage requirements, but also the needs of the end user, the business and its stakeholders, as well as social, political and legal factors.

[image: ]






[image: ]

Learning outcomes

In this core element you will learn about:


	  1.1  Types of organisations and stakeholders within the business environment

	  1.2  Key factors that can influence the business environment

	  1.3  The measurable value of digitalisation to a business

	  1.4  The influence and impact of digitalisation within a business context and market environment

	  1.5  The role of technical change management in digital operational integrity

	  1.6  The components of technical change management

	  1.7  Factors that drive change and a range of methods organisations can apply in response to change

	  1.8  The steps organisations take to respond to change

	  1.9  The measurable value of digital service to customers and end users

	1.10  The considerations and value of meeting customer and end user needs within a business context

	1.11  Risks and implications within a business environment

	1.12  The purpose and applications of codes of conduct within a business

	1.13  Types of hackers and the implications of hacking and non-compliance with a code of conduct
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1.1 Types of organisations and stakeholders within the business environment


Organisation types


Public

The public sector includes any organisation that is owned and operated by government agencies. Examples of public sector organisations include the local council, Her Majesty’s Revenue Collector (HMRC), the passport office, libraries and schools. Although it can be argued that these organisations provide a service, they are not classified in the same category as the tertiary sector that provides services such as banks, supermarkets, cinemas and hairdressers.



Private

Private sector organisations are owned by individuals and are driven by making a profit. This profit benefits the owners of the organisations, their shareholders and investors. Private sector organisations are usually financed by money from shareholders and bank loans. Categories that fall within the private sector are outlined below.


Small or medium enterprises

Businesses with financial turnover, assets and/or a number of employees that are below a certain level are classified as small or medium-sized enterprises (SMEs). The criteria for determining whether a business is an SME varies between countries and in some instances between industries. SMEs have full-time employees to manage their data and information technology (IT) infrastructure. Typical job titles for these people would include system administrator, network manager or IT manager.



Large enterprises

This type of business has a more comprehensive business model and will often have full-time staff who manage the applications and/or part of the IT infrastructure. In addition, they exceed the number of employees, financial turnover and assets that are the benchmark for SMEs.



Non-governmental organisations

These are non-profit organisations that function independently of the government. They are sometimes referred to as ‘civic societies’ and are organised at local community, national and international levels to serve a social or political goal such as causes for the environment or humanitarian reasons. Some non-governmental organisations (NGOs) rely on volunteers as their workforce, while others have paid staff. There are two groups of NGOs.


	•  Operational – these NGOs focus on the design and implementation of development projects.

	•  Advocacy – these NGOs promote and/or defend a specific cause and seek to influence public policy.



There are some NGOs that come under both categories. Examples include the support of human rights, improving health and living conditions, or encouraging political participation.

NGOs rely on funding from sources such as:


	•  membership fees

	•  sales of goods and services

	•  private donations

	•  grants.






Voluntary/charity

These are organisations whose purpose is to benefit society, often without profit as a motive and with little or no government intervention at all. Any money raised or earned by these organisations is usually invested back into the community or the organisation itself. Charities are registered with the Charity Commission and operate purely for charitable purposes. In order to be able to register with the Charity Commission a charity must be:


	•  established for a charitable purpose, in other words to provide public benefit

	•  subject to the High Court’s charity law jurisdiction.



Charities are eligible for various tax exemptions as they do not pay tax on income from donations or rental of premises.


Not for profit

People often confuse ‘not for profit’ with charities. Not for profit means that the organisation’s activities are not for the financial benefit of any individual or board of directors. There are various types of not-for-profit organisations and they do not have a legal structure. The main difference is whether the organisation is eligible to register as a charity with the Charity Commission. The benefit of being a not-for-profit organisation is that there are fewer restrictions on the types of charitable work they can carry out. They are not under the same restrictions as those registered with the Charity Commission.





Stakeholder types

A stakeholder is someone who has an interest in the business, and who can either affect or be affected by the business’s operation and performance. Stakeholders can be internal or external to a business.


Internal

This next section outlines who the internal stakeholders of a business can be.


End users

The internal end users can be owners, the board of directors, employees and departments.


Owners

The owners can be the same people who direct the business and have control over the day-to-day operations and processes. Or they may employ a manager to carry out that role for them or even a board of directors. Regardless of the size of the business, the owner(s) has overall control and decides whether to delegate important functions to others. The owner(s) can earn a monthly wage but is not an employee.



Board of directors

These are people who are elected to represent the shareholders’ interests. Every public company must have a board of directors that consists of members who are internal and external to the business. They make decisions about the employing and sacking of personnel, dividend policies and pay-outs, and executive compensation. They are also responsible for helping a business set its broad goals and ensuring that the business has adequate and well-managed resources.
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Key term

Dividend policy: contains the structure of the pay-outs made to shareholders based on how many shares a shareholder has and the profits made by the business.
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A board of directors should represent management and the shareholder interests. An internal member of the board of directors represents the interests of the major shareholders, managers and employees, and has experience within the business that adds value.

They do not normally receive a fee for their activities as they are already a high-level executive, a major shareholder or union representative. External directors are not involved in the day-to-day running of the business and are paid for being a board member. Their role is to bring an independent view to the setting of goals, and to settle any disputes.



Employees

These are people who have an employment contract.

A person can be employed but have a different tax status. It is the responsibility of the employer to establish an employee’s status in employment and tax law.

All employees are classified as workers and have additional employment rights and responsibilities that do not apply to people who are workers but not employees (such as contractors or suppliers who come to the business premises). These rights include:


	•  statutory sick pay

	•  statutory maternity, paternity, adoption and shared parental leave and pay (workers only get leave and not pay)

	•  minimum periods of notice if their employment is coming to an end

	•  protection against unfair dismissal

	•  the right to request flexible work hours

	•  time off for emergencies

	•  statutory redundancy pay.



Some of these rights are only available after an employee has worked for the business for a set period of time. The timescales are usually included in the contract of employment.



Departments

These are parts of a larger business/organisation/company. They are organised around their different roles. Typical businesses may consist of the following departments:


	•  accounting and finance

	•  administration

	•  human resource management (HR)

	•  research and development (R&D)

	•  purchasing

	•  production

	•  sales

	•  customer service.







External

External stakeholders do not have a direct relationship with a business. An external stakeholder is normally a person and/or company that is affected by the operations of the business. For example, a company that emits high levels of carbon emissions affects the local area by increasing pollution. In this case, the local area and the people who live there are external stakeholders.

An external stakeholder may also have a direct effect on the business without having any direct link with it. The government is an external stakeholder. Governments will initiate changes in policies (e.g. changes to the acceptable level of carbon emissions); these changes can have an effect on the operations of a business and, in this case, how it controls its carbon emissions in order to comply with legislative policy.


Customers/consumers

Customers are people/organisations who buy, pay for or recommend products and/or services. Customers can also be people who are internal to a business. Customers have an interest in the quality and availability of goods and/or services.

Consumers are also interested in the quality and availability of products and/or services. A customer will pay for a product and/or service but not necessarily be the person who consumes it. A consumer is the person who uses the product and/or service. For example, a mother purchases sweets for her children but only her children eat the sweets. The mother is the customer, and her children are the consumers. A man who buys a car to drive himself. He is the customer and the consumer.



Clients

A client is a person or company that pays for professional support or services from another company. For example, a person who pays for the services of a solicitor is a client, a company that pays for technical support from an IT company is a client. Clients have an interest in the quality and availability of the services provided by a business.



Direct/indirect competitors

Every business can directly or indirectly affect the performance of its competitors.


	•  Direct competitors sell similar products and/or services as another business. For example, two fast food burger chains are direct competitors.

	•  Indirect competitors also sell similar products and/or services in the same sector as another business, but they are sufficiently different in that they can act as a substitute for the product and/or service that a company is selling. For example, a pizza restaurant is an indirect competitor to a burger chain.



All businesses have an interest in what is happening with other businesses within the sector they are functioning.



Outsourced services and suppliers

Outsourcing is when a business hires another business to carry out tasks, handle operational activities or provide services on its behalf. The outsourced company is sometimes referred to as a service provider or a third-party provider. For example, a business may outsource the IT services from another company, instead of having an in-house IT department.

Suppliers provide goods and/or services to another business. They have an interest in how the business they are providing goods and/or services to is performing. This is because they want regular orders from the business and to receive prompt payment. They can also influence a business’s operation through the prices they charge for the products and/or services they provide, changes to delivery times, changes to the quality of their products/services and changes to any credit agreements.



Shareholders

A shareholder is a person, institution or company that owns at least one share of a company’s stock. They are subject to capital gains/losses and/or dividend payments on a business’s profit. Shareholders also have the right to vote at shareholder meetings to approve, for example, the members of the board of directors, the distribution of dividends or mergers with other businesses.



Investors

These are people, companies or other entities that provide funds with the expectation that they will get more money back than they invested. Investors may provide loans, buy shares, or act as guarantors, for example to pay creditors or provide labour. Investors can make a commitment in exchange for a fixed return (dividends or interest), to have a share in the business, and can sell their investment later on, in order to make a profit. If two or more companies commit to a joint project/venture and contribute to the overall costs, they are all investors.
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Key term

Capital gains/losses: the profits or losses from selling an asset, financial investments, real estate and so on.

Dividend payments: money paid regularly by a company to the shareholders. These are paid out from the profits of the company.
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Funders

These are wealthy organisations or individuals that provide financial backing for projects and/or business ventures. They offer financial support through a grant, an investment or a loan. They have an interest in how the business performs because of the money they have provided to support it.



Government

Government operates on local, national and international levels.


Local

Local authorities (also known as town and district councils) should have a strategy in place that enables them to understand the changing demands of their local communities’ habits and demands. This means that they can support local businesses in adapting and creating new business opportunities. The failures of businesses within a local community have a knock-on effect, with the local population having high unemployment. This means that there would be a lack of money to spend in shops and also more people needing benefits.



National

National government is made up of politicians who run a country for the benefit of the population. One of their roles is to encourage businesses to invest and create jobs. The laws that they introduce can have a negative or positive impact on businesses and may cause businesses to invest in other areas or even countries. Governments have to consider the employment rights of current and/or potential employees and not just the development opportunities of the businesses.

Governments have an interest in businesses performing well, so that they can:


	•  provide goods and services for the entire country

	•  create jobs and improve the wealth of the country’s population

	•  pay corporation tax.



They can influence the operating of a business by:


	•  offering grants to encourage businesses to move to depressed areas where employment prospects and wealth are low

	•  introducing or repealing laws that have an impact on businesses

	•  increasing or decreasing the amount of corporation tax that businesses have to pay.





International

International government is where the governments of different countries come together and set out regulation and legislation in connection with trade agreements between countries, the environment, import/regulations and so on. All countries want businesses to succeed and for their populations to be able to have access to a wide range of products and services. They also benefit from taxes and import/export duties that have to be paid by businesses trading in the global marketplace.






Business environments


Business to customer

This is where businesses sell products and/or services directly to customers. Business to customer (B2C) originally referred to people who went to shops to buy, for example, clothes or a car, or eat at a restaurant, or pay for a TV subscription. In recent times, it has also referred to the selling of products online. Manufacturers and retailers now sell their products directly to customers over the internet.



Business to business

These are businesses that sell products and/or services to other businesses in order for them to function. For example, a business will sell office furniture, write a software application or sell stationery supplies to another business. Business to business (B2B) businesses have a different target audience to a B2C business. They provide raw materials, finished parts/products, services and consultancy that other businesses need to function, grow and make a profit.



Business to many

These are businesses that sells their products and/or services to other businesses and to customers (a combination of B2C and B2B).
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Test yourself


	1  Explain the difference between a public and a private organisation.

	2  Describe the role of a board of directors.

	3  Identify three different types of external stakeholders.

	4  Describe the type of organisation referred to as an NGO.

	5  What is the difference between a B2B and a B2C?
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1.2 Key factors that influence the business environment


Political factors

Anything that involves the government can have an influence on the business environment. These are outlined below.


Government policy

Government can change the way a business has to function, as well as influencing the economy. This can occur by the government passing new legislation or by changing the way that it spends money or implements taxes. Passing or making amendments to legislation can protect customers and/or the workforce. It may even restrict where businesses can build new premises. When governments spend more money or lower taxes, this can result in more demands being made on the economy resulting in higher outputs and employment. The opposite can also happen if a government increases taxes and reduces its spending.



Foreign trade policy

Changes in a government’s trade policy can make it easier or more difficult for businesses to trade across international borders. A trade policy can include import tariffs and subsidies for local producers, for example farmers and fishers, to provide them with support against international competition. Quotas can be implemented on the importing and exporting of certain goods which can (if decreased) have a major impact on a business.

Governments sometimes sign up to a bilateral trade agreement with other countries. This is to reduce tariffs and barriers to businesses and to introduce a common market or free trade area. While this can be supportive for businesses in this country, it also increases the competition from other countries. Some countries impose trade sanctions and/or embargos against other countries.



Tax policy

Taxes include:


	•  Income tax (tax deducted from an employee’s salary). When income tax is increased, the employee has less money to spend.

	•  National Insurance contributions are deducted from an employee’s salary with a contribution also paid by the employer. If these are increased, then the cost to the employee and the business increases. Any increase in a business’s costs can cause inflation.

	•  Value added tax (VAT) is added to goods and services when sold. If it is increased, the prices of goods and services increase. This again means that a business/individual has less ‘spare’ money to purchase other things.

	•  Corporation tax is a tax on an organisation’s profits. If corporation tax is increased, there is less profit for the organisation. This can result in reduced investment by the organisation and even a loss of jobs.

	•  Local government charges businesses rates for premises as well as giving or denying planning permission for the development of new premises.
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Key terms

Tariffs: taxes that are charged on the import of goods from other countries. Thus the price of imported goods is increased to try and persuade consumers to buy products made in their own country.

Subsidies: given to businesses in order to support an industry, where it is struggling against international competition or where the international businesses have lowered their prices so that the local businesses cannot make a profit without the subsidy.

Quotas: imposed by the government to restrict the number/monetary value of goods that can be imported and/or exported during a particular period of time. The purpose of quotas is to reduce imports so that there is an increase in domestic production, therefore restricting competition from other countries. Sometimes governments impose quotas when there are concerns about the quality and/or safety of products from another country.

Bilateral: trade agreements made between countries in order to promote trade and commerce. Trade barriers such as tariffs, import quotas and export restrictions are removed. This is to encourage trade and investment between the countries. While bilateral agreements can expand the available market for businesses within a country, they can also result in the closure of smaller businesses who cannot compete with much larger multinational businesses.

Sanctions: political trade restrictions that are implemented against specific countries, with the intention of maintaining or restoring international peace and security.

Embargo: a government order restricting business with a specific country or the exchange of specific goods. An embargo is usually implemented as a result of political or economical issues between different countries. Embargos imposed on a country can have a serious impact on their economy.

Inflation: the increase in the cost of commonly used goods and services, for example food, clothing, transportation and housing. The higher the costs, the less purchasing power (money available to spend) people and businesses have.
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Cross party focus and agendas

This is where senior members of parliaments and assemblies come together to resolve an issue or agree a particular way forward on an issue. For businesses this may influence their relationships with other countries, for example their treatment of minorities, trading agreements and so on. This is relevant to the IT industry in relation to cyber security, data protection, sharing of technological innovation and the procurement of components. These cross party groups can influence legislation and regulation, and contribute to political pressure on IT organisations to change or modify their behaviour, for example the embargo on firms such as Google providing updates to Android systems to Chinese manufacturers.




Economic factors

Economic factors can have an impact on businesses, how they spend their money and how they make business decisions. These factors affect goods, services and money. The state of the economy on a local and/or global scale can have an impact on how a business operates, taxes that are imposed, the value of assets and consumer demand.


	•  Interest rates – increases in interest rates mean that businesses that have credit cards and/or loans will have higher interest payments, less disposable income (money available to use for other things) and larger overheads. It can result in a business only paying the interest on a loan and not being able to pay the loan off.

	•  Exchange rates – these can have an impact on businesses that trade with other countries, that is import/export. Changes to exchange rates, for example the value of the pound to the euro or the US dollar, can affect how much money a business has to pay to its international supplier. This in turn can affect any profit the business makes.

	•  Consumer trends – what products and the quantity of products a consumer buys can be impacted by the state of the economy. The factors that can have a major influence on consumer purchasing include employment, level of wages, prices/inflation, interest rates and consumer confidence. High unemployment, low wages (or loss of wages), increases in prices, high interest rates and lack of consumer confidence can all have an impact on how much consumers spend, what they buy and how regularly they spend their money.

	•  Periods of recession – an economic recession can change the purchasing attitude of customers. This can result in businesses dropping their prices, trying to produce smaller volumes of products or, in certain cases, going out of business.

	•  Competitors – new products/services appearing in the marketplace can cause consumers to change their buying behaviour. Businesses need to be creative and ensure that the products/services that they sell are up to date, reliable, will attract new customers and most importantly retain current customers. Careful market research should be conducted to see what is being offered by competitors and how the business has to implement change to compete with them.
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Key term

Overheads: ongoing expenses that businesses are required to pay that are not related to the production of goods and/or services.

Consumer confidence: how confident consumers are in the state of the economy and their own personal financial situation.

Economic recession: a decline in economic activity that spreads across the entire economy and lasts more than a few months. It can be related to income, employment, industrial production and retail sales.
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Social factors

Social factors include social mobility, market trends, cultural expectations and socioeconomic aspects.


Social mobility

This is a move in a person’s individual social status, for example from one status to another. This can be higher, lower, inter-generational or intra-generational. Social mobility can take different forms and people can experience difference types of social mobility at different stages of their lives.


	•  Horizontal mobility – this is when a person changes their occupation but their overall status in society remains the same. For example, a network manager could take up the position of teaching networks in a college. Their occupation has changed, but their social standing remains the same.

	•  Vertical mobility – this is a change to occupational, political or religious status that also changes a person’s position in society. Vertical mobility can be ascending and descending. An example of a descending social mobility is where a businessman is forced to declare bankruptcy and moves to a lower level in society. An example of an ascending social mobility is where a businessman stands as a Member of Parliament (MP) and successfully wins their parliamentary seat. They move to a higher level in society.

	•  Upward mobility – you may have heard the term ‘upwardly mobile’; this is what that term is referring to. This is when an individual moves from a lower position in society to a higher one. While it is similar to vertical social mobility, it can come at a cost to the individual. A person who moves upward can often leave behind familiar surroundings, for example family and places, and may also need to change the way they think and/or behave.

	•  Downward mobility – you may also have heard the term ‘downwardly mobile’. This is when an individual who is in a high social position moves down to a lower social position. This can occur when someone has committed a wrongful act, for example a chairman of an organisation has been caught committing fraud and is removed from his position in the company. Downward mobility is stressful for people who face a rapid decline in their social status. An individual may find it hard to adapt to the change in their environment and the standard of living they are used to due to the money they earned.

	•  Inter-generational mobility – this is a change in position from one generation to another. The parents of a child worked in a retail outlet while their child was being educated at school. This enabled the child to study hard and become a doctor. This type of social change encourages generations to adopt to a new way of living and thinking. Inter-generational mobility is affected by the differences between parents, their children’s upbringing, changes in the population and changes in occupation.

	•  Intra-generational mobility – this is when there is a change in the social position during the lifetime of a single generation. It can also refer to a change in position between siblings (brothers and sisters). An example is when a person starts in an organisation as an administrative assistant, they move up through the organisation to become an administrative supervisor, a manager and then possibly a director.



So how does social mobility influence the business environment? Social mobility is an important issue for countries around the world and their economies. In an ideal world, an individual’s future should be determined by their talent and hard work. Unfortunately, this is not always the case and businesses can play a major role in helping to solve the issue. They can ensure that they have a diverse workforce and provide equal opportunities for all, irrespective of their social standing.



Market trends

The analysis of market trends enables a business to identify any potential changes to their market as well as how the business can stay ahead of their competitors. Businesses identify current and potential changes to their customers’ needs and wants and then consider innovative and new ways of providing their products and/or services.



Cultural expectations

It is a mistake to make assumptions that just because people dress in a similar way that they think in the same way. It is also wrong to assume that because people make similar choices (e.g. the customers buying the products/services), they are the same type of people. People are different, they have different beliefs and their own ways of ‘doing’ things. Businesses who want to work on a global scale must consider the cultural differences with respect to how business is conducted in different countries, how to interact with businesses in other countries and what is considered acceptable and polite practice.



Socioeconomic aspects

These are characteristics that usually influence consumers. They are associated with the quality of people’s lives and determine the behaviours, preferences, tastes and lifestyle of the people within society. These factors can have an impact on businesses because consumers can affect the growth of any business, large or small. Businesses need to identify and consider the socioeconomic factors in order to compete in a market that is forever changing.


	•  Income – the amount of money people earn and what they have available to spend can have a huge impact on how much people spend and what they spend their money on. The more money people have available, the more money they spend and the more potential there is for them to spend their money on luxury items such as new cars, holidays and so on.

	•  Occupation – the amount of money an individual earns is largely linked to their occupation. The differences between occupations can determine the income gaps between consumers. Businesses must identify the occupations of their consumers so that they can make decisions about who to target to enable them to sell their products/services.

	•  Economic growth – the economic growth and development of countries also has an impact on the social status of their population. If a country experiences high economic growth, then the population has better access to good levels of income. This can attract more investors into the country and increase employment rates, for example when car companies open up new plants to produce their cars. If the economic growth of a country increases, then there is an increase in consumer spending and businesses can grow.






Technological factors

Many businesses use emerging technologies to try and reduce the operational costs, increase efficiency and profits, and improve stakeholder experience. The potential impacts of emerging technologies on businesses are that it:


	•  saves time and money by automating and optimising routine processes and tasks

	•  increases productivity and operational efficiencies

	•  makes faster business decisions based on outputs from cognitive technologies

	•  avoids mistakes and ‘human error’ (provided that the emerging technologies are set up properly)

	•  processes vast amounts of data to generate quality information which can be used to expand the business

	•  increases revenue by identifying and maximising revenue opportunities.





Legal factors

Legal factors influence businesses and how they operate. These can include laws and regulations relating to taxation, employment, contracts, securities, immigration and many more. They affect the way businesses operate and how customers behave.

It is important that businesses have a good understanding of the legal requirements that they must consider and adhere to. Legislation can be introduced, amended and changed. It is important that a business keeps up to date with current legal requirements. Failure to do so can result in heavy fines. These legal factors can determine the success or failure of a business.

All legal factors are important, but some more than others:


	•  Organisational law – businesses can be registered as a corporation, limited partnership, limited liability partnership, limited liability company and so on. The legal status of a business determines the types of activities it is allowed to carry out, taxation, customs and employment requirements.

	•  Employment law – employment laws operate differently in different countries. For example, the minimum wage in the UK is different to South Africa and the USA. The minimum wage in South Africa is a lot less than in the UK and the USA. In addition, laws relating to dismissal and discrimination are much stricter in the UK, than in some other countries.

	•  Consumer laws – these are laws that are used to regulate the legal relationships between consumers and businesses. They have been implemented to protect consumers from fraudulent behaviour. This requires businesses to provide detailed information with respect to the products they produce.

	•  Health and safety legislation – laws relating to health and safety can also vary greatly between countries. For example, heavy fines can be imposed on a business that creates high volumes of air pollution depending on the country it is based in. Not all legislation is consistent on a global scale. Some countries, such as the UK, ensure that their employees receive clothing and equipment (depending on job role) that is of the highest standard. People who look at computer screens for long periods of time are required to have regular breaks and their eye tests paid by the business. This can have an impact on the financial resources and administrative costs to a business.





Environmental factors

Environmental factors can be internal and external to the business. External factors can include technological, demographical, political and economic factors, while internal factors can include the interrelationships and objectives of the business. Businesses have no control over the external environment, but they can help to improve it.


Carbon footprint

This is the impact that businesses and individuals have on the environment. Carbon footprints are measures of carbon dioxide (CO2) and are determined by the greenhouse gases that are generated by the actions of the business.

The business sector across the world has always played a major role in the creation and subsequent reduction of greenhouse gases. Businesses are encouraged to prioritise sustainability and reduce the energy they use. An example from within the UK was the introduction of shops having to charge for plastic carrier bags. This was to encourage customers to use their own bags and reduce the amount of waste that was generated by customers throwing their plastic carrier bags away, which ended up in landfill. In many countries there are heavy fines levied at businesses who do not consider the environment.

Here are some of the ways that businesses can reduce their carbon footprint:


	•  Use renewable energy, for example use of wind turbines and solar panels to generate energy.

	•  Reduce the level of air travel. Businesses are now travelling less and using video conferencing software for meetings and projects.

	•  Reduce emissions from road travel by implementing remote working and video conferencing facilities. Businesses that have a fleet of cars and/or lorries could look at more fuel efficient or alternative fuel/electric vehicles. Government grants are available to subsidise the cost of new low-emission vehicles.

	•  Training drivers of company vehicles could implement eco driving techniques that can save fuel and reduce emissions. The training could include encouraging drivers to be more aware and anticipate road considerations and consider greater fuel economy.

	•  Install more efficient lighting such as light-emitting diode (LED) lights, installing motion sensors so that lights automatically turn on when people enter rooms and automatically turn off when rooms are empty. The installation of dimmable lights can also help to reduce energy costs as not all areas of the building need to have 100% full lighting.

	•  Reduce data centre and communication’s room energy usage by increasing the cooling systems to a higher temperature. This saves energy and increases the cooling capacity.

	•  Implement building temperature controls that will switch on and off at regulated times and time periods.

	•  Reuse, reduce, recycle is about how a business considers sustainable purchasing of products. Water, paper, food, mobile technology and packaging, as well as the manufacture and transportation of these items, all have an impact on a business’s carbon footprint. Businesses can use recycled paper and refurbished telephones and IT equipment.

	•  When packaging products for sale, businesses should consider the packaging they use and implement a strategy to remove the use of single-use plastic. Businesses should consider alternative packaging that is biodegradable.

	•  Reduce printing – businesses consume vast quantities of paper and should consider reducing their printing costs by digitising, for example signing contracts online using digital signatures, and avoiding printing emails and other documents by storing them digitally.





Digital waste

Digital waste, sometimes referred to as e-waste, is any type of digital/electronic equipment that is no longer used and is discarded. The rate at which technology is updated with new devices such as computers, servers, monitors, laptops and smartphones has rapidly increased over the years.

Unlike other recyclable products and waste, digital waste needs careful disposal and compliance with legal requirements. The vast majority of digital waste contains rare earth materials and strong chemicals. Some of the components can be very expensive while others are extremely toxic. Businesses must consider local, national and international regulations (depending on where they are disposing of the equipment) or they can face heavy fines and damage the business’s reputation. The correct recycling of digital waste can aid the reclaiming and repurposing of available material within the components as well as properly disposing of hazardous components that can harm the environment and people’s health.

As well as the environmental issues surrounding the disposal of digital waste, there are also major security issues. Hard drives and other storage media should not be disposed of in standard landfills when they contain sensitive business or personal information. If a business does not recycle its digital waste properly, it is at risk of exposing confidential information. This is also a breach of legislation and regulation.
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Research

In small groups, research the Fairtrade organisation and how it is attempting to improve the social mobility of the cocoa plantation farmers and their employees across the world. Develop a presentation to be delivered to the group of the results of your research. Consider the following:


	•  the countries where Fairtrade are trying to improve social mobility

	•  the current social mobility of the plantation farmers and their employees

	•  how Fairtrade can help to support the farmers and their employees.
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Test yourself


	1  Explain the difference between inter-generational and intra-generational mobility.

	2  Describe how socioeconomic aspects can influence the business environment.

	3  Identify three legal factors that can influence a business’s operation.

	4  Discuss the political factors that can influence the business environment.

	5  Describe the term ‘carbon footprint’ and explain how businesses can reduce their carbon footprint.
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1.3 The measurable value of digitalisation in business


Sales and marketing

Marketing plays an important role for a business when it comes to promoting and selling products and services. Sales are important to a business because this is how the business makes a profit and survives. You cannot sell a product/service without marketing it. Marketing takes place first and includes identifying the needs and wants of the customer. If a product/service is not wanted or needed, then it cannot be sold.


Enhanced market research

Thanks to digitalisation, businesses can transform the way they obtain information about consumers by viewing multiple channels and touchpoints as a mechanism to capture relevant data. Businesses can use the data gathered through digitalisation to analyse consumers’ lifestyles, needs and preferences. This enables the businesses to deliver personalised product recommendations, promotions, rewards and content. It also enables businesses to consider how to develop new products/services or improve the products/services they already offer.



Increased opportunities for brand promotion

Businesses can use social media and any other digital device to promote their products and services (brand). It allows the businesses to interact with their customers and potential customers more easily. They can quickly answer queries, and share news, promotions and updates. It is a good way of keeping customers engaged and interested. There are many benefits to a business when using digital promotion techniques.


	•  Global access – the use of the internet means that businesses have access to a much wider audience. A business can provide customers with their products/services regardless of where they live (and of course legislation for the relevant countries being adhered to).

	•  Target audience – it enables businesses to target specific audiences. Depending on the product/service a business provides, it can for example target specific age ranges or locations and so on.

	•  Cost-effective – digital advertising is more economical (costs less) than more traditional methods, for example television advertisements, billboards and advertisements in newspapers.

	•  Tools – there are many programs that allow businesses to analyse their effectiveness with respect to promoting their brands. This enables businesses to be more effective when planning their promotional strategy.

	•  Even playing field – regardless of the size of a business, they all have the same opportunity to promote their brands using digital technology.





[image: ]

Key term

Customer touchpoints: any point of contact between a business and a customer, for example through email, call centres, websites, social media, advertisements, third-party review sites and so on.

Brand: a type of product manufactured by a particular company under a particular name.
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As with all things, there are also disadvantages of digitalisation as follows:


	•  Social media – while social media can be a business’s best friend, it can also be a big problem for a business. Once a business has posted, they have little or no control over how that post is accepted by people. An innocent phrase or photograph can be misinterpreted, and the misinterpretation can go viral.

	•  Time and skills – businesses need to ensure that they have people who are allocated the time and have the skills to manage the marketing and promotions. Therefore, careful consideration needs to be given to the return (the amount of income) that can be generated from using digital marketing and promotional techniques.

	•  Criticisms – any negative comments from people will be visible to everyone else on the internet. Just as important are the responses made by businesses. It can be difficult not to take negative comments personally and to provide responses that are defensive.

	•  Competition – all businesses are doing the same thing. A business needs to keep pace with their competitors in order to attract the attention of the target audience.





Increased communication and coverage via social media

Social media is now one of the most important platforms for digital marketing. As stated in the section relating to brand promotion above, it can help businesses reach millions of customers on a global scale. If businesses want to increase their communication and coverage using social media, the following must be considered:


	•  What social media channels are the customers using?

	•  How can the business target audiences by using these channels?

	•  What are the business’s objectives for using social media?



Social media can help businesses in the following ways:


	•  channel engagement – it can boost user engagement across different channels by engaging with more customers and delivering a better online experience

	•  business growth – the social interaction between businesses and their customers increases sales and improves brand loyalty

	•  brand building – as stated above, social media can boost a business’s visibility with potential customers.





Online opportunities for selling/e-commerce

Due to the increase in the use of digital technology, customers expect fast despatch of the products/services they purchase. In addition, they expect instant access to products/services through accessing websites as well as customer service availability 24/7. Research has shown that people shop online at least once a week. This has resulted in businesses moving their sales operations online (e-commerce). As previously mentioned, this enables them to reach a much larger audience (global access) and increase their brand awareness (brand promotion through social media etc.).

Setting up websites to display products/services and advertising online takes less time and costs less than running what is referred to as a ‘bricks and mortar’ store or premises. The use of digital technologies such as e-commerce, retail apps, chatbots and marketing automation tools can streamline a business’s operations. Many manufacturing industries now use artificial intelligence and deep learning as part of their manufacturing process.

Smaller businesses that sell online find it easier to compete with much larger businesses. A business can set up a website very quickly (sometimes within hours). All that is required is a domain name and hosting. Free website templates are available for download or businesses can hire the services of a web designer. If businesses are planning to sell their products/services online, they can implement an e-commerce theme.
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Key terms

Deep learning: an artificial intelligence function that works like the human brain. It is used to process data, detect objects, make decisions, and for speech recognition and language translation. It is able to learn without human supervision.

Domain name: the name of the website, for example google.com.
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When businesses use an online platform (sell online), they do not have to consider the cost of rent, utilities (gas/electric, water) or rates as they would if they used a physical building. Customers have access to a business’s products and services 24/7 and once the order is placed, the system deals with the rest of the transaction.

Online trading provides customers with a more personalised experience. Websites collect customer data that can then be analysed to create customer mailing lists based on the customers’ location, purchase history and product preferences as well as many other criteria. This means that businesses can use targeted online advertising with customers (even those who visit the store but either abandon the shopping cart they started or just leave without attempting to purchase anything). Using the analytics obtained from customer data, businesses can then display on their website their best-selling products/services as well as promote those that other customers have bought. This can increase the amount of traffic (number of people accessing the website) and therefore increase sales.

If a business uses a physical store or warehouse and so on then as the business increases, they have to consider purchasing or renting more space. Not only can this be costly, but it may be difficult to find in the correct location. With online selling, businesses can increase the space allocated to their site by increasing their hosting plan and therefore increase availability as their customer base increases.

There are also drawbacks and some of these have been mentioned previously but the most important ones to consider are:


	•  competition – everyone is using e-commerce these days and it can be difficult to promote and grow a business and be ‘better than the rest’ who offer the same products/services

	•  returns – customers are unable to ‘try before they buy’ and this can lead to a high return rate (customers returning goods because they do not like them, or they are not what they were anticipating).





Tracking and management of customer/service-user retention

Technology can be used to calculate and track customer/service-user retention rates. So, what is a customer retention rate (CRR)? This is the number of customers a business has retained over a given period. There is a simple formula that is used to calculate the retention rate. Below is an example for a business who had 1000 customers at the beginning of the period and attracted 300 new customers. At the end of the period they had 1000 customers.
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As can be seen from the results of the formula, the company actually lost 100 customers, so their retention rate was only 90%. This is important information for businesses. They can use it for further analysis to identify why they lost the customers and what they can do to possibly attract the customers back, as well as not lose anymore.

The way that the customers/service-users view a business impacts on the success of the business and potential revenue. If the customer service provided by the business is poor (or in some cases non-existent), customers/service-users will find other businesses to purchase from. This is because they do not feel valued or important to the business. When customers/service-users are happy with the business, then they continue to purchase from them (customer retention).


Personalisation

Customers/service-users will remain loyal to a business if the service that they are provided with is personalised. This approach is important to a business and can make them stand out from other similar businesses. This is how digital technology is useful because by implementing technology such as artificial intelligence (AI) and Internet of Things (IoT), customers’ data can be processed more accurately and faster. This helps businesses to have a better understanding of their customers/service-users and how to provide them with:


	•  the best solution for their individual needs, requirements and/or problems

	•  more relevant search results

	•  personalised product recommendations

	•  suggestions and emails based on the individual customer’s buying habits and experience.



An effective way for businesses to build customer/service-user retention is by making customers/service-users feel more valued and appreciated by improving the service offered.



Customer experience

AI is widely used to improve the service and customer experience. This includes the use of virtual assistants and bots for tasks that are repetitive and simple. This allows businesses to:


	•  provide customers/service-users with more relevant product recommendations

	•  give immediate answers and information about prices and the availability of the products/service

	•  identify any delivery charges based on a customer’s location.
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Key terms

Virtual assistants: bots that perform various tasks that include understanding the users’ questions, providing relevant information and creating product descriptions. These are available 24/7 for the customers/service-users and improve their overall customer experience.

Bots: used by businesses online to provide answers to customers’/service-users’ questions, as well as product information and suggestions for products they can buy or articles that they can read.
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AI bots can provide human-like intelligence to keep customers engaged and increase customer satisfaction.



Automated processes

Customers are impatient and expect immediate responses, so the use of virtual assistants and bots that are available 24/7 is important. Also, multiple customer enquiries can be responded to simultaneously. By using technology, employees can focus on more productive tasks as opposed to the more repetitive ones.




Digital analytics

Digital analytics is the collection, measurement, analysis, visualisation and interpretation of digital data that indicates the users’ (customers/service-users) behaviours when accessing a business’s website, mobile sites, mobile applications, social media and so on.

It is often used to improve customer experiences, attract new audiences and convert them into customers. The analytics produces insights into how a business is performing in the digital marketplace. The information gathered from the analysis allows the business to track the way their products/services are performing, information relating to the audience, and how to change or enhance the promotion of their products/services. This can help businesses to develop efficient plans and make appropriate business decisions.




Operations

Digitalisation improves the operations within a business. It enables automation, an increase in data quality, as well as the collection and structure of data. This helps a business to work better and smarter.


Enhanced communication channels

Digital technology can help a business to improve business communications with internal and external stakeholders.


	•  Accessibility – messages can be sent and received 24 hours a day from anywhere in the world. This can be through emails, social media, websites and text. People can work remotely thanks to mobile technology and are no longer required to always be on the premises of the organisation. Businesses that carry out research and/or carry out projects can now conduct this process online and are able to bring relevant people/experts together regardless of where they are located in the world. Human resource departments can promote potential vacancies to a wider audience online and also receive applications online.

	•  Reliability – messages can get lost in translation easily, for example a receptionist misunderstands a message from a customer and therefore an incorrect message is passed on, which results in a customer not receiving the service they expect. Relying on web-based communication software ensures that the message is delivered instantly.

	•  Marketing exposure – digital technology expands the scope of organisations marketing their products and/or services. The use of social media and websites has enabled organisations to access a much wider audience and gather data on how many people are looking at their business.

	•  Training – employees can be trained online instead of attending training sessions on the premises or travelling for sessions in other locations. This makes training more widely available and reduces overall training costs.





Automation of internal processes

This involves using digital technology to make processes run themselves. This makes the processes more efficient and improves reporting. There are a number of benefits of automating business processes:


	•  Operational efficiency – automated software does not require someone to be continually working on a task as it progresses from one stage to the next. For example, a customer places an order online and the automated process will process this order through to the warehouse for the warehouse staff to select the product and arrange for despatch. Automation of processes can also help to identify and support the correction of errors and bottlenecks in workflow.

	•  Document/file management – the maintenance of documents, files and data can be very difficult and time-consuming for any business. Moving data, documents and files manually can introduce errors.
With automation, document and file management requires less effort and the organisation and retrieval of data is simplified. Confidential data can be made more secure by implementing levels of access (through the use of usernames and passwords, people can be provided with levels of access – who can access what). Information is more accurate and can be transferred between different processes, which in turn increases employee productivity (how much work they do).


	•  Improved customer experiences – by automating the internal business processes, the customer experience is improved. This is because products/services can be made readily available to the customer/service end user. The quality levels of the products/services and customer service itself can be maintained and standardised thereby improving efficiency. Virtual assistants and bots have already been discussed and how they can be used to resolve customer/service end user cases quickly, efficiently and accurately.

	•  Improved employee morale – the automation of processes allows employees to work more efficiently because the work environment is less tedious (there are fewer repetitive tasks). The activities within the workplace can be streamlined, remove potential bottlenecks and decrease the risk of human error. This provides more time for employees to focus on other work which may be more valuable to the business (and more interesting to the employees).
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Key term

Bottleneck: when congestion occurs within a production system, for example a computer network or an assembly line in a factory. It occurs when the workloads arrive at such a speed that the production process has difficulty in processing them quickly enough.
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Remote working functionality

Mobile and remote working is now more accessible to a wider range of people. Organisations with a larger remote workforce require less office space, and fewer materials and utilities, which in turn reduces costs. The drawback of remote and mobile working is the work/life balance and an employee’s mental health. Remote workers can find it difficult to ‘switch-off’ at the end of the working day as everything is still accessible to them and they can be contacted. In addition, remote workers can be lonely, and therefore good communication through enhanced technology allows them to communicate effectively with their colleagues. In this way, their quality of work and productivity will not suffer.




Finance

The automation of core processes and transactions frees up the finance team so that they can focus on strategic business performance and at the same time improve the service to other key functional areas using the digital reporting tools that are available.

The effective use of financial software solutions ensures that current information is readily available to support the business when making up-to-date strategic decisions. Technology also enables the finance functional area to assess the current situation of how the business is performing against the set budget. This provides an overview of the financial health of the organisation as well as a detailed analysis of any business-critical areas posing a risk to its viability.

Technology increases the speed of critical financial business tasks such as the production of:


	•  quarterly financial reports

	•  profit and loss statements

	•  balance sheets

	•  payroll runs (weekly, monthly or both).



Finance software is often hosted in the cloud. This means that a finance team can access information that they require wherever they may be situated. The latest technology can also gather and consolidate data and information from other systems within the organisation wherever they are. The benefits in timesaving alone are enormous. The use of technology by the finance functional area has resulted in greater collaboration across functional areas regardless of their location.


Increased fiscal performance

The fiscal policies implemented by the government in relation to taxation and spending can have an impact on every business. A fiscal policy includes the actions that governments take to influence the economy. This can include new taxation and spending policies. The objectives are to stabilise the growth of the economy, keep inflation low and to stimulate growth during recessions. There are different types of fiscal policies:


	•  expansionary – this is where governments spend more and lower taxes, but it requires governments to borrow more money

	•  contractionary – this is when the government cuts spending and raises taxes. With higher taxes, people spend less money. This type of policy improves the budget (money available to governments) through the collection of more money through higher taxes.



Fiscal policies are controlled by the government and relate to government spending and taxation.


Government spending

Government spending within the UK can cover a wide range of different programmes. Government spending is divided into different categories:


	•  infrastructure spending – this can include the building of hospitals, prisons and roads

	•  current spending – this is the spending of money that has been allocated to services provided by the state (government) and includes healthcare and education

	•  transfer payments – this includes other types of payments and includes state pensions (money paid to people when they retire) and other welfare benefits, for example family tax credits, income support and so on.



How a government spends money has an impact on the economy and what is referred to as ‘consumer confidence’. The more money that the government spends on infrastructure and welfare payments (expansionary policy), the more consumer confidence is boosted. Any increase in government spending can also increase government jobs and this results in wider spending.

Infrastructure projects require the use of contractors and this also boosts the economy as more jobs become available. This has a positive impact on businesses as there are greater demands for the products/services they provide as people have more money to spend and feel more positive about the future.

It is therefore clear that contractionary spending has the opposite effect. People do not have money available to spend and they lose confidence in the economy and are less positive about their future situation with respect to employment, money and so on.



Taxation

Taxation is used to:


	•  increase revenue (money coming into the government) to pay for the increased spending

	•  correct issues within the market

	•  manage income and wealth distribution.



When a fiscal policy is expansionary, taxes are reduced and businesses make more profit. During a contractionary fiscal policy, taxes are higher, there is reduced spending and businesses make less money.

Through digitalisation, governments have greater access to information relating to how businesses in different sectors are performing, the wages employees receive and so on. This allows them to make quicker decisions based on what is happening in the economy and adapt to the needs of the economy promptly.




Increased reporting options and functionality

The two main responsibilities of the finance functional area are accounts receivable and accounts payable. This functional area is also responsible for the payroll – making sure that the employees are paid accurately and on time.
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Key terms

Accounts receivable: money that is coming into the organisation.

Accounts payable: money that is paid out by the organisation.
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Another function involves the planning required to obtain capital finance and management of the organisation’s fund. Within the finance functional area, finance managers plan for short-term and long-term financial capital needs and analyse any impact that the borrowing of money can have on the organisation. This functional area produces reports and financial statements that can be used for budgeting, forecasting and other decision-making processes.

The automation of core processes and transactions frees up the finance team so that they can focus on strategic business performance and at the same time improve the service to other key functional areas using the digital reporting tools that are available.

The effective use of financial software solutions ensures that current information is readily available to support the business when making up-to-date strategic decisions. Technology also enables the finance functional area to assess the current situation of how the business is performing against the set budget. This provides an overview of the financial health of the organisation as well as a detailed analysis of any business-critical areas posing a risk to its viability.

Technology increases the speed of critical financial business tasks such as the production of:


	•  quarterly financial reports

	•  profit and loss statements

	•  balance sheets

	•  payroll runs (weekly, monthly or both).





Reduced operating costs

Manually carrying out business processes can lead to a waste of resources. Processing takes time and while employees are working through the processing activities, they are not available for other tasks that may be just as important. Automation uses resources such as the workforce more effectively and efficiently, therefore reducing waste. If the cost of processing operations is reduced, then a business’s profit margins increase.

The use of digital technologies and analytics can help a business to increase productivity through the implementation of more streamlined operations. Information-intensive processes are important to digitalise as it can reduce business costs by up to 90%.

With the increase in remote working, employers are providing their employees with the digital tools to work smarter and not harder. This allows for increased productivity, collaboration and improvement in communication. This results in a reduction of costs to a business with respect to travel expenses to meetings, wasted time and so on.




Key performance indicators

These are measurable values that indicate how effectively a business is achieving its key business objectives. There are two forms of key performance indicators (KPIs):


	•  high-level KPIs which focus on the overall performance of the business

	•  low-level KPIs which focus on the processes within departments, for example sales, marketing, production and so on.




Easier to monitor

Customisable dashboards provided by many automated software packages allows things such as KPIs to be monitored easily and quickly for multiple processes that may be running. Reports can be produced indicating clearly where certain areas may need improving. It also enables the efficient monitoring of tasks and encourages employees to be responsible and answerable for the tasks they are involved with.
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Key terms

Dashboard: a digital interface that is used to obtain, combine and analyse data across a business. It provides an in-depth analysis of the business as well as providing a real-time indication of the function of the different departments within the business. This can include productivity, trends and activities as well as the key performance indicators.

Brand differentiation: this is what sets your brand apart from the competition. Why should customers look at your brand before others? (Think of Richard Branson and Virgin, or Jeff Bezos and Amazon.) That is brand differentiation.
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Research

Amazon constantly undergoes digital transformation. It started as a small mail-order bookstore in 1994 and now it is a global business with over $1.7 trillion of revenue in July 2021.

Research how Amazon stays ahead of its competitors by implementing the latest digital technologies. Consider the following:


	•  how technology has improved its operations

	•  what the manufacturing industry could learn from Amazon

	•  how Amazon Business has implemented digital technology to work with other businesses (B2B).



Prepare a report of the results of your research.
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Test yourself


	1  Discuss how the implementation of digital technology can help businesses improve the promotion of their brand.

	2  Describe how digital technology can reduce business costs.

	3  Explain how digital technology can increase reporting options and functionality.

	4  Compare the two types of fiscal policy.

	5  Explain how digital technology can support remote working.
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1.4 The influence and impact of digitalisation within a business context and market environment


Brand differentiation

Brand differentiation can be created by using one or more of the following ideas when marketing your product or service:


	•  physical characteristics

	•  emotional response by the customers to brand triggers (think of the John Lewis Christmas advertisements and charity advertisements using those who receive their funds and services, for example injured animals or victims of natural disasters, to encourage generous donations)

	•  presentation of the brand (think of Compare the Market campaigns using meerkats)

	•  altering the price of the goods and services to differentiate your brand from others (think of Lidl and Aldi who claim the best quality at the least price)

	•  the story behind the brand (think Jimmy Choo shoes)

	•  the overall customer experience of the brand: was the advertising an accurate reflection of the quality and presentation of the product or service? Are returning customers given special discounts? Does the offer include free shipping and free returns? These are experiences that determine whether customers will buy your products or services.
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Research

Select one service such as a holiday firm and one product such as a smartphone and research how each one has differentiated itself from its competitor.

Use the six bullets highlighted above to start the process and consider whether you can identify any other methods of brand differentiation.
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Brand values

Brand values are what the company stands for and what the customer thinks when they see the logo or website and so on. They may think it is beautifully designed, very funny or serious, but these are not reasons why a customer will purchase from a company or remain loyal to a company. To do this they must be:


	•  memorable – when they see the logo or name, do they immediately remember what they stand for?

	•  timeless – although as times change it might be necessary for a business to adjust some of its values; they should be designed to remain tough and constant over the years so that its reputation grows

	•  exclusive – it should not be a version of another company’s brand values. It must be unique to the business and its values of customer service, inclusivity, quality and so on.

	•  actionable – the brand values must be things which the company and its employees expect to deliver in every interaction with customers and the world in general. Therefore, the words used must be action verbs with examples of how these will be achieved for example:
‘We meet your targets for using only renewable energy by our installation of solar panels and wind turbines at our storage facility and are working with renewal energy companies to identify new opportunities to expand this provision to our local outlets.’




A business should also supply a glossary of brand values. To ensure that all business staff and their customers understand their values the business should write them down and publish them.
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Research

Select two organisations, one a national company and one an international company, and for each one identify their brand values.

Compare and contrast the two sets of values and explain how being a national or international company may influence their brand values.
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Virtualisation/cloud services enabling scaling and elastic computing solutions


Types of virtualisation

Types of virtualisation enabling scalability include:


	•  Server virtualisation – enables one physical server to run multiple operating servers as virtual machines. The benefits are:

	–  more efficient use of IT equipment

	–  faster workload distribution

	–  better application operation

	–  improved server access

	–  reduced operating costs.




	•  Network virtualisation – reproduces the physical network requirements as a virtual network to allow applications to run in exactly the same way as on the physical network but with logical rather than physical ports, devices, routers, firewalls and so on.

	•  Desktop virtualisation – enables organisations to provide software configured for the specific needs of the particular workplace or individual. Any changes or upgrades can be rolled out quickly and easily from the IT department to all relevant locations. It also allows easy rollout to mobile or remote workers who may be using iOS, Android, Windows or any other permitted operating system.
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Key terms

Brand values: these are at the centre of any brand and are incorporated into the look of the brand, the marketing content and language used, and the relationships that are built with customers through good customer service. Brand values are the beliefs that the company or individual holds as essential to delivering the products or services they provide.

Virtualisation: using their own physical hardware, a company can create and use virtual resources such as servers, devices, or computing resources. The results are: reduction in costs of hardware, associated infrastructure and maintenance; reduction in operating costs; reduction in downtime due to security or other risks; and improved reliability as different host machines share the load.
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Cloud solutions enabling elastic computing solutions

Cloud solutions deliver computing services such as servers, storage and networking over the internet. Data storage and processing occurs remotely from a location which may be anywhere in the world. Cloud solutions provide:


	•  Connectivity – employees are connected to the business at any time and anywhere in the world, using any device available. This reduces the danger of important files being stored on individual computers with risk of loss, theft or damage.

	•  Faster implementation – installing a cloud solution can take as little as a few hours rather than the months or even years it takes to deploy a physical solution.

	•  Improved collaboration – the improved connectivity allows workers to work together wherever they are and using whatever facilities are available at their location. This allows them to concentrate on the business needs rather than those of their IT equipment.

	•  Reduced risk of data loss – better backup facilities at distant locations avoiding local natural disasters and cyber attacks.

	•  Security – cloud facility providers employ highly trained and experienced computer security staff and spend far more on security hardware and software than individual organisations can afford.

	•  Cost saving – reduces the costs of physical servers, physical data storage and processing power.



So, from a business viewpoint, these approaches provide two of the three possible ways that business can be supported by information technology and digitisation.

The first way would be for the business to have its own hardware, software and internet resources which are expensive but will also be costly in terms of the space and personnel needed to run and maintain the system. Many of these roles such as programmers, developers and maintenance engineers are highly skilled roles which are in high demand; attracting and holding on to these staff may be difficult, and costly when a key member leaves the organisation. Other issues include security of the facilities, and problems caused by security and hardware or software failures that can cause long periods of shutdown which will have a negative impact on the company’s standing with their customers.

The second way is virtualisation as this will reduce the costs in some areas such as power consumption and the number of servers, but the company still needs to make a major investment in hardware to support the virtual environment. The company, through its virtual machines, can give guest access which prevents guests accessing sensitive data. One issue with virtualisation is that scalability is limited because of the configuration of virtual machines and a failure on one machine can have a knock-on effect on all other connected machines.

The third way, cloud solutions, reduce the IT budget considerably as hardware and software costs and purchases are much reduced.
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Key terms

Cloud services: a wide range of services delivered on demand to businesses and individuals over the internet. They are designed to provide easy and affordable access to applications and resources such as file storage, without the need for internal infrastructure or hardware.

Elastic computing solutions: provision of variable service levels based on the changing needs of the business.

Scalability: the ability of a digital system to respond to variable amounts of load (users, requests, connections, etc.) while maintaining good performance in a cost-efficient way.
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Case study

The managing director of your company has asked you to produce a case for moving to a cloud or virtualisation approach to IT delivery. The company sells building designs to the global market and has to decide whether to upgrade its own IT systems or make use of the virtualisation or cloud options available.


	•  Research the positive and negative aspects of each approach.

	•  Write a report to the managing director comparing the approaches and explaining the differences and similarities that could influence the decision that the company makes.
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Digital innovations

Digital innovation is simply using digital technology to solve or improve existing business problems. Clearly, to understand how to ensure that a business remains competitive and responds to changing environments and trends, the technology needs to collect and interpret very large amounts of data from a wide range of sources. By using digital technology such as dashboards, which automatically identify, locate, collect and present data, companies can have an instantaneous update on the state of the company and that of its competitors. These tools can also be used to:


	•  identify why customers turn to the business for particular products or services

	•  identify unique selling points

	•  provide insights into how the uniqueness can be maintained over time.




Business intelligence and insight

Business intelligence uses software and other tools to interpret data so that a business identifies problems, such as losing sales to competitors, or trends, such as customers preferring a new smartphone format rather than the current version on offer. The reports, charts and graphs generated provide insight into the issues and identify potential ways of dealing with them.



Unique selling points

A unique selling point (USP) is the core reason why customers prefer the product or service of one company rather than that of its competitors. It gives the company a distinct position in the marketplace as it clearly demonstrates a special benefit that it can provide which others do not. This may include the value of the product for its price or the solution it provides to a particular business problem.




Processes and business models

A process is not the same as a model. However, in business the terms are sometimes used interchangeably.


	•  Business processes – the business as a whole and its various departments all have their own business processes. These are the practical and/or technical steps that must be followed to produce the required outcome. These steps form the systems which ensure that the business operates effectively and efficiently. Each process or system will collect data on its performance which it can analyse so that it can improve or correct the way in which it works.

	•  Business models – these are simply the plans that businesses devise to ensure that they make a profit. A business model will identify the products and services which a business offers to generate a profit, its target market and the expenses or costs involved in achieving the profit. The target market is the type of individuals or companies which they need to buy their products or services. Business models must be updated regularly to check that they are still fit for purpose.




Digital manufacturing

This is the use of IT systems for the production of products or services for a company. It enables the organisation to integrate its processes and systems across the organisation, from the initial design stage to the final product or service offer. This approach has advantages such as:


	•  reduction in the loss of data resulting in mistakes and errors

	•  development of a virtual process which can be tested and corrected before time and money is spent on the physical implementation of the systems

	•  it speeds up new innovations or redesigns of the service or product and subsequent implementation.





Financial

Business finance includes:


	•  paying salaries and suppliers

	•  receiving payments from customers

	•  ensuring that the company meets its legal obligations in terms of tax and insurance payments

	•  the production of predictions on the future financial position of the company

	•  quarterly, half-yearly and annual reports on the company’s financial position.



Many of the tasks are carried out manually and are repetitive and straightforward. As a result, digital technology enables companies to automate these tasks, saving time and effort. Scanning technology allows cheques, expense receipts and similar documents to be easily captured without having to be keyed in by an individual.



Research

Businesses need to understand their competitors, the marketplace, their customers, government policies and any international events. To enable this understanding, businesses carry out research. Market research is one example where customer views, sales figures, competitors’ success or failure, customer aspirations and local culture are just some of the elements which enable companies and their marketing department to measure the success of its marketing approach. This allows a business to devise new marketing strategies and increase its market share.

Companies can gather their own information from their own research and draw on data and findings from secondary sources such as government agencies and published information from other companies. Digital technology has enabled companies to work with online research companies who collect data into huge databases which form big data sets. The data is continuously updated, and detailed information can be put together for companies in a shorter period of time.

Therefore, digital technology has enabled companies to access a far wider range of data than they could with their own resources and with a reduction in costs and time.




Wider access

The aim of every business is to keep its existing customers while attracting new customers. The business must work to ensure that their customers are happy to stay customers. An important element of achieving this is communication. It is important that any communication is positively received, and this means avoiding causing offence or seeming to belittle the intelligence, personality and so on of the customer.


Customer base

This term is used to describe a business’s most loyal and involved customers: those who regularly purchase products or services and match its target market. Digitalisation allows the business to widen the potential customer base by increasing its presence such as creating a website to enable customers to purchase products and services from international locations.

Customer relationship management (CRM) systems, for example, enable a business to collect information on all customers very quickly by storing and analysing customer information from age, ethnicity, location, income and lifestyle to purchasing behaviour and feedback such as star ratings. This allows businesses to continuously adjust their products and/or services to maintain and increase their customer base.



Range of products and services

This refers to the types of product or service which a company provides and may include a very wide range such as those offered by businesses, for example Amazon and Marks and Spencer, to very specialist services which sell only one type of product, for example a florist.

Digitalisation can support the business in producing and delivering its range of products or services in various ways. Digital manufacturing systems such as robotic production lines, monitoring software for quality control and augmented reality and three-dimensional (3D) modelling and printing can support the building of the products.

Digital services can be built using big data, data modelling techniques, automated data collection and storage techniques, providing better accounting or investment opportunities which meet the customer needs. These techniques support the business by reducing the costs of developing new products and/or services, as well as customising products and services and delivering them to the customer in a timely way.




Contextualising customer behaviour

Contextualising means that the business considers the circumstances of the individual customer. How old are they? Are they working? Are they studying? What can they afford to spend? Where do they live? What is their favourite sport? With answers to questions like these, the business can design their communication to match the circumstances of the individual. So, if the business is selling books, they could send out marketing information to someone studying with the words

‘The new academic year will soon be here. Have you managed to collect all the textbooks you need for the next stage of your course? Check our digital bookshelves now.’


Digital personalisation

This is a step beyond contextualisation which is aimed at a group of customers. Personalisation means that the communication is written to a particular person. So, using the example above, the business could use the name of the customer, which they have on their customer database, together with the fact that their course of study is medicine, to produce a communication which speaks to them personally.

‘Dear Adam, you are off to study Medicine in September. We have a wide selection of medical textbooks available, and Gray’s Anatomy is currently on special offer. Good luck with your studies.’



Platform interoperability

Customers use a range of computer hardware, software and operating system (OS) platforms, for example iPads, other tablets, smartphones, desktops, laptops, smart TVs and iOS, Windows, Linux, Android to name but a few. Businesses cannot be certain what their customers and potential customers use and do not wish to lose customers or fail to reach those on different platforms. Interoperability means the ability of different devices and software to communicate with each other without the customer being aware.




Open standards

Open standards allow people to share data freely. They prevent the lock-in and barriers to interoperability and allow choices to be made between suppliers and technology solutions. It promotes free competition in the IT market by ensuring that businesses and people find it easy to move their data between different system solutions.


Using non-platform specific digital identity

A digital identity of a person can refer to:


	•  username and password

	•  date of birth

	•  social security number

	•  purchasing behaviour/history

	•  online search activities, for example electronic transactions.



People can use a variety of platforms when registering themselves for an account, for example with an e-commerce retailer, or to use a banking app. The businesses must ensure that there are no barriers to customers and potential customers accessing their products and services due to using the variety of different platforms.

The European Union (EU) demands that EU countries have interoperability for digital identity across the EU. However, although governments have signed up to the concept of non-platform specific digital identity, the ability to create a single digital identity, regardless of which software or hardware platforms it was designed upon, and which can be used on any system in any country or situation, has not yet been achieved.
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Test yourself


	1  Describe the term ‘brand differentiation’.

	2  Discuss the use of virtualisation and cloud solutions by businesses and how they enable scalability and elastic computing solutions.

	3  Explain how unique selling points (USPs) provide useful intelligence to businesses.

	4  Describe the term ‘customer base’.

	5  Explain the difference between contextualising customer behaviour and digital personalisation.
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1.5 The role of technical change management in digital operational integrity

Organisational change means a change, reorganisation or replacement with respect to processes, methods, systems, operations, technologies and structure of an organisation. This change can be developmental, transitional and transformational.
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Key term

Developmental: concerned with the development of someone, something or even both.

Transitional: the transition (movement) from one position, stage, state or concept to another.

Transformational: producing a change or improvement in a situation.
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So how does change occur and what causes the change? There may be one or more factors which can create the need for change. These can be financial, economic, technological, social, political, legal, staff related and so on.


Preparation and planning


Preparation

Any digital change can be a very complex process and therefore careful preparation is required to ensure that it is successful. The following are examples of the steps that should be taken by an organisation preparing for digital change.


Choosing the appropriate digital change strategy to meet the goals of the organisation

It is important for organisations to identify where digital change is needed and not invest in digital technology just for the sake of it. It is important that organisations carefully consider the overall business goals and objectives they want to achieve. This includes short term, medium term and long term, followed by an assessment of what digital technology is required to achieve the goals and objectives that have been identified. An example could be that an organisation has a goal to expand into new markets. It is therefore more important to focus on the technology required, for example to implement a solid cloud infrastructure to support processes from multiple locations as opposed to investing in AI technology to trial a new production idea.



Investing in technology

Digital change means different things for different businesses in different contexts. Spending a lot of money on digital technology does not always guarantee success. Research has shown that there are three forms of digital technology that can have an impact on the operational functions of organisations:


	•  the Internet of Things – because it can provide operational intelligence

	•  the cloud – because of its scalability

	•  big data analytics – which can transform vast amounts of data into predictive and actionable information.
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Key term

Operational intelligence: this is data relating to the operational performance of the business that is captured in real-time. It enables a business to analyse its operations and make them more effective. The analysis of this real time data is usually automated and therefore is immediately available for consideration by relevant personnel within the business.
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It is therefore important that organisations invest in the digital technology to meet their specific needs.



Communicating the benefits and rationale of the change

Once an organisation has identified how digital change can support the overall business goals, it has to convince the stakeholders. This is because digital change strategies change the way businesses function. There is an impact on people’s jobs, how they work together and how they complete tasks.

Engaging the stakeholders is not always an easy task for organisations. All staff from the boardroom to the ‘shop floor’ need to believe that they have a personal and professional interest in the changes being made. It is important that they can understand the reason for the investment so that there is less resistance to new processes. This is extremely important when digital technology is being used to automate processes that would otherwise be carried out by people or when the investment in technology will deliver a profitable return.



Using data to enhance the decision making

It is well known that organisations collect huge amounts of data. But it is important that the data is used to provide insights into the industry, guide the changes that need to take place and even identify new revenue opportunities. Data analytics provides organisations with critical information relating to customer trends, market predictions and how products/services are performing.



Re-evaluating the digital change strategy

A digital change within any organisation is never complete as new technologies are launched continuously. This can be robots to complete production line tasks quicker than humans or it can be machines which can solve equipment issues without human intervention. It is therefore important for organisations to constantly adapt the digital change strategy as new possibilities arise. They need to reassess the digital journey being taken and consider the rate at which the digital change is taking place. Does it meet customer expectations? Does it meet the business goals? If the answers are ‘no’, then it is possible the digital technology needs to change.



Managing and reinforcing digital change

When managing and reinforcing digital change, there are a number of key concepts that should be considered by organisations.


Getting ‘buy in’ from all areas of the business affected by change

The vision is the future aspirations of the business and what it hopes to achieve. A business, for example, might want to move to a fully automated warehouse, migrate all its IT systems to the cloud or enable 50% of the workforce to work remotely.

An initial vision meeting is held to ensure that all relevant interested parties e.g. managers, workforce, stakeholders etc. understand the business’ vision and any impact it may have on the way they work or the working relationships with their clients/customers/suppliers. Regular vision meetings are then held to facilitate the development of a shared vision by all parties and to identify any changes that may need to be made as it progresses through the change cycle.



Designing the digital change roadmap

It is important that any form of digital change is communicated to all interested parties across the business. This includes the customers and the workforce. The customers need to be made aware of any digital change that is going to have an impact on how they secure products and/or services, communicate/interact with the business, how their information is being securely stored, how payments will be processed. By making customers aware of how any digital changes will impact on how they interact with the business, it is hoped that this will retain customer confidence. As far as the workforce is concerned, they will need to know the impacts these changes will have on their job role. This includes whether their job will change, what it means as far as the tasks they do on a daily basis. Will there be a requirement for training in order to upskill, will they still have a job? It is therefore important that the workforce is made aware of any changes and to provide them with a degree of confidence in the direction the business is going and what it means to them personally.



Developing the teams and resource acquisition

This is the stage where the main team members are identified and recruited. Each member of the team is selected based on their expertise and knowledge. The team members can be internal to the organisation or hired specialists, e.g. software developers, systems analysts, engineers, depending on what the change is for. Resources also include things such as hardware, software or equipment that may be required to support the changes. The teams will attend meetings and provide feedback on how their particular tasks are progressing, any issues identified and how they may need to be addressed (or were addressed). These meetings ensure that any digital change remains on track and still meets the goals of the organisation.




Launching and monitoring

The previous sections relate to the key considerations that must be made when carrying out any digital change transformation. Time needs to be given to each of these considerations prior to launching the actual digital transformational change. Once all considerations have been analysed, considered, adopted, then the digital change process can be launched.

Once the digital change process has been launched, it should be monitored closely to ensure that it is still aligned with the documented considerations. There is always the possibility that further considerations materialise and things need to be adapted or amended to address any potential problems/issues. This careful monitoring will ensure that the organisation vision can be achieved even if the end result has to be slightly adapted.




Planning

Planning can be categorised into two groups: planned-for factors and unforeseen/previously unpreventable factors.


Planned-for factors

Planned change is the preparation of the organisation either as a whole or a part of it, for new goals or a new direction for the business to go in.


Adding additional features and/or services

This is where an organisation identifies the need to include additional features and/or services such as additional ways that a customer can communicate with the organisation. For example, this might be by using social media or implementing chatbots on the website. It usually relates to improving business processes and the stakeholder experience.



Diversification

This is when an organisation develops a new product or expands into a new market. Usually, diversification is a way that an organisation manages risk by minimising any potential harm to the business during potential economic downturns. Consider how many high street stores now provide online access to their products and/or services due to the lack of customers using the high street to shop. Business diversification is also a strategy for growth.



Scaling

This is implemented to support the growth of a business. It enables a business to grow without, or with at least minimal, barriers. Scaling requires careful planning, finance, appropriate systems, staff, processes, technology and if appropriate partners.



Rebranding

This is the process of changing the corporate image of the organisation. It is usually a marketing strategy of giving a new name, logo or change in the style of a brand which is already established. The purpose of rebranding is to create a different identity within the marketplace.




Innovations within digital technology

As we all know, technology evolves at a fast pace. It is important that organisations adopt new technologies for the following reasons:


	•  Competitive advantage – organisations that gain a competitive advantage do not just do one thing. Organisations aim to be ahead of their competitors and to stay ahead by adapting to new technologies and using them in an innovative way.

	•  Avoid possible extinction – organisations that do not adapt to change, especially in relation to technology, can become extinct. An example of this is when the iPhone hit the market and many mobile phone companies lost their position in the smartphone industry.

	•  Prevent potential financial loss – the executives within an organisation that do not encourage the managers and employees to embrace new technology can cause the business to lose its standing within the marketplace. This can lead to a loss of reputation, a loss of finance (profit) or even going out of business. Adapting to new technology of course can have the opposite effect and show that the business is a market leader, thereby increasing profits through more customers.

	•  Changes in legislation – these are imposed changes that are mandatory. Organisations must always be compliant when it comes to legislation to avoid severe penalties. Finance and utility industries are very carefully regulated. Organisations may need to reorganise their business processes and systems to maintain compliance with a change in legislation.

	•  Response to competition – it is important that an organisation understands what its customers want and need, and to react quickly, so that its competitors do not gain competitive advantage. To remain competitive, an organisation must ensure that its main focus is on its customers. Organisations must also understand the strengths and weaknesses of its competitors and how well they react to their customers’ needs and changes within the industry. Organisations need to ensure that they are one step ahead of their competitors while complying with regulation and competition law.
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Key term

Competition law: the purpose of this law is to promote healthy competition. It makes it illegal for anticompetitive agreements to be in place between two or more organisations, for example to share markets and fix prices. It also makes it illegal for businesses to abuse their dominant market position.
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Unforeseen or previously unpreventable factors


Crisis

This is when bad things happen requiring all kinds of changes by an organisation. This can include natural disasters such as floods, terrorism and cyber attacks.



Zero-day vulnerabilities

This is a vulnerability in a system or device that has been identified but not yet resolved. Somebody who makes use of and benefits from a zero-day vulnerability is called a ‘zero-day exploit’. Zero-day vulnerabilities pose a higher risk to organisations and users because they have been discovered before security researchers and software developers become aware of them and can issue a patch. Cyber criminals are quick to exploit these types of vulnerabilities, and vulnerable systems are exposed until an appropriate patch has been issued.



Data corruption

Damaged files and/or corrupt data can be inevitable and not a matter of ‘if’ it happens but ‘when’ it happens. There are several possible causes of data corruption:


	•  malware/virus infections

	•  sudden loss of power forcing a power shutdown

	•  voltage spikes

	•  physical hardware issues

	•  bad program exits

	•  any interruption in the normal processes being carried out by the IT system

	•  over-sized databases

	•  Network transmission issues for example attenuation, where there is a loss of signal strength. Within WiFi technology this can occur as the device is moved further away from the router. With wired networks it can be as a result of signal loss within the network cables and the connectors. Potentially, any degradation in the quality of the signal can result in transmission errors and the corruption of data. Packets of data can be dropped meaning that although they are transmitted, they do not arrive at their intended destination.





System failures

System failures can occur through hardware and/or software faults and/or cyber-attacks. There is also the possibility for the system to fail due to human error. When a system failure occurs, it may not always display an error message and the system may freeze, reboot or stop functioning altogether. Any system failure can cause major issues for a business and can result in it being unable to function until the problem is rectified. This can take time, while the reason for the failure is investigated and a solution is identified and implemented. The results of the investigation into any system failure can trigger an unforeseen change in a business. It can result in:


	•  new equipment and/or software having to be sourced and installed

	•  legal, ethical and moral repercussions of a cyber-attack such as a restriction in operations leading to customer dissatisfaction e.g. if there is a system failure with a bank, then its customers may not be able to pay their bills or access their money

	•  changes to operating processes

	•  additional staff training

	•  loss of business, either because of downtime or reputational damage



The types of change that are triggered within a business and the timescales available to implement the change(s), depends on the severity of the system failure.






Operations

Operations is how a business functions – the processes, procedures and tools needed to conduct daily business. It is important that whenever there is a technical change, that the upgrade/new technology/equipment, processes or procedures allow the business to function to its maximum potential.


Interaction of new or upgraded tools and processes into current digital ecosystem

A digital ecosystem is a group of interconnected digital resources that functions as a unit. It consists of:


	•  suppliers

	•  customers

	•  trading partners

	•  applications

	•  third-party data service providers

	•  other relevant technologies.



All these components must be able to function as a combined unit. The integration of business to business practices, applications and data within an ecosystem allows an organisation to control new and old technologies and build automated processes around them that allows the business to continue to grow.

Digital ecosystems enable businesses to implement more efficient business processes and manage them more effectively. They provide business value by:


	•  creating new sources of revenue allowing businesses to track and analyse comprehensive data flowing through the business. This data can be used to create new products/services.

	•  lowering costs through improved business processes by improving workflow efficiency and improving relationships with customers and partners. It also reduces operational costs due to the automation of data processing.

	•  increasing the speed of technology adoption by taking advantage of cloud services and software as a service (SaaS) solutions as opposed to relying on outdated software that can no longer support modern business processes.
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Key term

Software as a service (SaaS): a cloud-based service where software is accessed via a browser as opposed to being downloaded onto a network or PC.
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Establishing best practice for use of new or upgraded tools and processes

One of the most important components when establishing best practice is communication. The information for the implementation and use of new/upgraded tools and processes must be clear and concise. The people involved must know what the best practices are and why they are important to the business.

Once key people within the organisation are aware of the best practices, they must implement them and identify the employees that will be responsible for carrying out these best practices.

A plan should be created to assess and evaluate the success of the practices to ensure that they are not only being carried out, but that they are effective. Best practices evolve



Facilitating processes and business models




	•  automation – the use of digital technology to automate existing workflow processes and activities

	•  extension – the use of digital technology to support new ways of conducting business activities which add to rather than replace existing processes

	•  transformation – the use of digital technology to support new ways of conducting business activities by replacing the existing processes.
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Applying fixes




	•  Parallel – this involves operating the old and the new system simultaneously over a period of time. This ensures that any major issues can be identified and rectified without any loss of data, functionality and/or production. This also allows end users to familiarise themselves with the changed system/process.

	•  Phased – this is where changes are made in stages, that is not all changes are made at the same time. This is to ensure that the changes are functioning as intended before implementing further changes and, as with the parallel method, ensure that there is a reduced risk of data loss, and to operation and production. The phased method can also be used in conjunction with the parallel method.

	•  Direct – this is where the changes are implemented directly into the system already in place or a new system/technology is installed but is not phased or parallel.

	•  Pilot – the pilot is used to test the change deliverables as they are being used. This is to identify any problems which can be fed back to the technical working group to address. The pilot is usually carried out by end users who have experience in using the current system. Microsoft would often ask people to trial their new version of Windows (beta versions) and feed back any issues they identified.
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	1  Identify the three types of operational change.

	2  Explain why it is important for businesses to choose the appropriate digital change strategy.

	3  Describe one example of an unforeseen or previously unpreventable factor when planning digital change.

	4  Explain the importance of getting ‘buy in’ from all areas of the business who are affected by the digital change.

	5  Describe the term ‘digital ecosystem’.
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1.6 The components of technical change management



Change advisory board




	•  Prioritise and review change requests – the CAB review the requests for change and use knowledge, experience and background information to assess the changes for risks and any unintended consequences. They will ask questions to ensure that the proposed changes are fully understood and then evaluate the changes for risks and mitigation, and make sure that the business outcomes are documented. They may also ask for revisions to the original change proposals to address any perceived issues or to seek further clarification. Once this is completed, the changes can be scheduled and prioritised.

	•  Monitor the change process – the CAB will monitor the proposed changes to ensure that the intended outcomes do not negatively impact the business and ensure that the proposed time schedule does not conflict with the business’s needs to operate. In addition, they ensure that the technical and architectural standards are met and determine the possibility of any unintended impacts. During the change process, they will make recommendations to reduce any risks, minimise any negative impact on the business and increase the likelihood of success. Quarterly CAB meetings will be held to review outstanding changes and monitor progress.

	•  Provide feedback – the CAB team will provide managerial feedback. Feedback is ongoing by the CAB team during the change management process. It begins with the submission of the request for change documentation. As previously mentioned, this is reviewed by the CAB and feedback provided. This may be whether further information is required, whether any adaptations need to be made to the proposal, whether the request for change has been accepted and the timescales when it can be carried out. During the change, the CAB will provide feedback based on their analysis of the monitoring of the change. Finally, they will provide feedback on completion after evaluating the effectiveness of the implementation of the change, the issues that may have occurred, the impact on the business and so on.





Request for change




	•  Major changes – these changes may mean a significant change to hardware, software, a product and/or operational processes. These are usually made because of unexpected changes/issues with the technology or a change in strategic planning within the business.

	•  Minor changes – this is when the CAB have requested minor changes to the request.

	•  Scheduled changes – business usually have set periods of time when systems, processes and so on are reviewed. The results of these reviews may well identify the need for change. Scheduled changes are predictable and therefore manageable.

	•  Spontaneous changes – these usually occur when meetings have been held and feedback has been provided about the progress or further identified issues. These should always be kept to a minimum.




Viability



	•  Finance – depending on the type of change, the cost of the change can vary considerably. But whatever the cost, it is important that the benefit for the business outweighs the cost. In some cases, the change will cover the costs incurred and possibly increase profits. There is no point implementing a change if it is not cost-effective for the business.

	•  Resources – resources can be human resources, for example employees from different departments, as well as hardware, software, time and so on. Implementing change management can take time and may involve many people. Depending on the type of change, the people involved may not be able to carry out their normal work activities while working on the change. So, questions have to be answered as to whether there are other people available who could carry out these additional work activities, and whether there will be costs involved. Will the business processes weaken or fail if these people are busy implementing the change? Will there be an impact on the use of the current hardware/software system that will again have an impact on the functioning of the business? It is important to remember that with any change management situation, the business must be able to operate normally, or it will lose money.





Analysis of benefits of implementing the change request



	•  Fact-finding to ensure that the benefits for implementing the change are fully understood.

	•  The impact of the change on processes, procedures, documents, workforce and customers should be traced through the entire business to ensure that any impact does not have a negative effect.

	•  The impact of the change should be checked with all stakeholders, team members and other relevant people.

	•  Identify if the solution is practical and ensure the cost of implementing the change includes the timescales and resources involved.





Stages of approval




	•  Is there a clear strategy to implement the change? If the proposed planning for the change is not well thought out (or does not exist), then this causes confusion as no one can visualise the purpose for the proposed change.

	•  Does the entire business understand what the proposed change is, why it needs to take place, who will be impacted by the change, the expected outcome from the change and the tactics used to reach the goal?

	•  Is there too much focus on the systems as opposed to the people? The people who will implement the change as well as use and support the changes are as important as the system and technology to be implemented. Any changes should benefit the workforce and increase the efficiency of the organisation.

	•  Is there a lack of ‘buy in’ from people within the business? Every level of the business is crucial to the successful implementation of change. If senior managers do not understand or have confidence in the change, it will definitely be rejected. If middle management, supervisors and team leaders do not ‘buy in’, then the implementation and execution of the change will suffer and possibly create failure.







Setting SMARTER objectives




Specific



	•  Who is involved in this objective?

	•  What do we want to accomplish?

	•  Where is the objective to be achieved?

	•  When does this have to be achieved?





Measurable



	•  How much time is required?

	•  How will the business know the objective has been achieved?

	•  What will the indicator be that progress has been made?





Achievable



	•  Are the required resources and skills available to achieve the objective? What is missing?

	•  Have the same or similar objectives been achieved before?





Realistic



	•  Can the objective be achieved with the resources and time available?

	•  Is the business able to commit the resources and time to achieve the objective?





Time-bound



	•  Does the objective have a deadline?

	•  When must the objective be achieved by?





Evaluate



	•  Are the tasks involved successfully working towards achieving the objective? If not, why not?

	•  Can changes be made to remove tasks or make them work more effectively?

	•  What is working well and not so well?





Re-evaluate
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	1  Discuss the role of the change advisory board.

	2  Explain the purpose of a request for change.

	3  Describe the stages of approval for the request for change.

	4  Identify three questions that a business should consider when setting specific objectives.

	5  Describe the meaning of a time-bound objective.
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Risks


Resistance to change from staff/teams




Misuse of the new tools and processes



	•  the purpose of the changes

	•  why they have been implemented

	•  how to use any new equipment/technology

	•  the processes to follow

	•  the consequences if the correct processes and procedures are not followed.





Inadequate support, infrastructure, or resources



	•  The correct support mechanisms must be put in place and can include regular communication, training on new technology and processes, as well as obtaining feedback from the people involved.

	•  Infrastructure can refer to the physical infrastructure such as the technology (networks, equipment, etc.) and buildings, as well as organisational (people’s roles and responsibilities when managing and implementing the change).

	•  Resources relates to the tools people use, any raw materials used for production and the people involved and the time allocated to them. If these are not carefully planned for and sufficient, then there is a risk that any change will fail or at the very least not be as effective as intended.





Change stalling or impeding workflows




Knowledge management and single sources of dependencies





Impact


Forecasting the impact of change implementation on the operational environment



	1  The possible implications of making the change.

	2  The identification of all files, documents and operational processes that may require modification if the change goes ahead.

	3  The identification of the tasks/activities that are required to implement the change and the time and effort needed to complete them.






Measuring negative and positive impact



	•  surveys/questionnaires – given to all relevant stakeholders to obtain feedback

	•  data

	–  number of sales

	–  number of products produced

	–  time take to complete tasks

	–  costs involved

	–  customers – retainment, new customers, customer enquiries, complaints.








Analysis of positive and negative impact



	•  any reduction in costs

	•  any increase in revenue

	•  efficiency of the processes involved

	•  speed of any transactions

	•  usage rate of the system(s)

	•  productivity of the employees

	•  customer satisfaction.






Configuration of digital system impacted by the change


Current and proposed



	•  Identify the items that require configuration, for example networks, servers, digital devices and so on.

	•  Label the items requiring configuration with version numbers (this helps with the identification of them.

	•  Protect configurable items that are to be used for any upgrading or replacement purposes so that they are securely stored and cannot be accessed or changed by any unauthorised person.

	•  Retain baseline and any other relevant information with respect to the configurable items. Records should be kept of when they were implemented, what was changed during implementation and who made the changes. The records should also include the location of the configurable item, what the proposed configuration changes are and the person responsible for carrying out the configuration changes.

	•  There should be a configuration verification and audit log that confirms that the configurable items are checked regularly to ensure that they are in the consistent state (baseline) and function as intended.






Rollback planning – recovering to a previous stable configuration



Backup methodology




	1 Full backup – this is a complete backup of every file and folder stored on the system. They take up more space and require more time to carry out than other types of backup. They are, however, the most comprehensive form of backup. It is much faster to restore lost data from a full backup.

	2 Incremental backup – an initial full backup of the system is created. All subsequent backups only backup files where there has been a change since the previous backup. Many organisations use full and incremental backups to store files during different backup windows.

	3  Differential backup – this creates an initial full backup of the system and then every following backup only stores the files that have changed. The same changed file will continue to be backed up until there is another full backup carried out.

	4 Mirror backup – this stores an identical copy of the source data. It is an exact copy of the system at a given time and is much faster to backup.





Local/cloud


	•  Hot site – this is a backup site which runs continuously. It enables an organisation to continue with its business functions and processes quickly should an issue occur such as a system failure and so on. A hot site can be configured at local level (within the premises of the organisation), a data centre or in the cloud. A hot site must always be online and available. In addition, it must be equipped with the required hardware, software, network and internet connectivity. Organisational data is regularly backed up and replicated on the hot site so that it is readily available should a disaster occur. The hot site must be located far away from its original site location so that it can not affected by the same disaster as the main site.

	•  Warm site – this is also a backup site, but it is not equipped in the same way as a hot site. A warm site is configured with phones, power, network and so on and may have many servers and other resources. However, it is not available for immediate switchover should a disaster occur. While it is not as fast to switch over as the hot site, it does cost less.

	•  Cold site – this contains fewer facilities than either the hot site or the warm site. It takes longer to switch across to a cold site as opposed to the hot site and warm site should a disaster occur. However, it is the cheapest option.





Disaster recovery planning






Reproducibility


Replicating change across other departments or businesses




Test environment – servers and software
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Traceability



	•  Who has the authority to change the requirements?

	•  What is the impact of the change?





Responsibility



	•  Creator of the management traceability record – this is usually a business analyst with supporting input from the project manager.

	•  The traceability log is usually approved by relevant personnel from the various areas of the change management process. For example, if part of the change is to install new digital production equipment, then the production manager would be involved.

	•  Business experts who were involved with the instigation of the proposed change and requirements will also have responsibilities within the traceability log, whether it is to provide information and/or to review content and confirm its relevance and accuracy.

	•  The business analyst will collect, analyse and document the requirements.

	•  The ‘change designer(s)’ will use the requirements to design the solutions.

	•  The developer(s) will develop the solutions based on the design to the determined requirements.

	•  The testers will verify that the solution(s) satisfies the requirements.

	•  The change manager will provide reports on the status of the change management.

	•  There may be a change management analyst who will determine the organisational change due to the requirements. Depending on the size of the business, this may be carried out by the change manager.

	•  The business analyst will maintain the traceability log.





Accountability




Auditing





Document



Maintaining up-to-date information




Recording all decisions




Retaining change documentation



	•  whether this negative impact could have been avoided

	•  if it had been previously identified, what within the change management process had not addressed the problem

	•  whether any adaptations to the change management implementation had caused the problem.





User training materials




Version control
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	1  Identify three possible results from the analysis of positive and negative impacts of change.

	2  Compare and contrast the different backup methodologies.

	3  Describe the term ‘traceability’.

	4  Explain the purpose of version control.

	5  Describe disaster recovery planning.
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1.7 Factors that drive change and a range of methods organisations can apply in response to change



Internal factors


Restructuring




	•  Will there be any redundancies?

	•  Will there be a need to recruit more staff?

	•  Will staff need additional training and support (to address any skills gaps or change in operational processes)?





Expansion/growth



	•  sustain its place in the marketplace

	•  retain its customers

	•  provide its products/services effectively and efficiently.





	•  digital systems for processing and storing data and information

	•  production processes by implementing new and emerging technology

	•  interaction with customers, developers, designers and so on.





Downsizing





New strategic objectives



	•  launching a new product/service

	•  increasing profits

	•  expanding the market presence for its products/services.







External factors


Political
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	•  What has the impact been on businesses within the UK?

	•  How has this driven them to make changes to the way they operate?
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Change in government



	•  local and international trade

	•  taxes such as import and export duties

	•  minimum wage levels for employees

	•  VAT and taxes.
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War
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Economic



Meeting new funding/revenue streams



	•  How does the business make money?

	•  Are the current revenue streams the most appropriate for the product/service?

	•  How can the current streams be changed to increase the income to the business?





	•  income from the sale of goods/services

	•  interest revenue – money earned from investments such as debt securities

	•  rent revenue earned from renting out buildings and equipment

	•  dividend revenue earned from holding shares in other companies. If the company that a business holds shares in makes a profit, then the shareholders are paid a dividend (given a percentage of the profits based on the number of shares they hold).





	•  Debt financing includes business loans (for major business purchases, for example very expensive equipment/technology, buildings) and short-term loans to finance the cost of new equipment over a shorter time period. These types of funding streams require the business to repay scheduled payments, for example monthly.

	•  Equity finance is provided in exchange for the sale of ownership interest to another person or group of people. These can be in the form of selling shares on the stock market or from private investors.





	•  it is currently viable

	•  it is making a profit

	•  the proposed change or changes will enhance the business further.





Recession, inflation and consumer trends
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Competitors


New product/services




Entering new markets



	•  what products/services they could sell

	•  how they are going to sell them

	•  who the intended target audience is.







Social


Change in human behaviour





Market/social trends






	Challenge
	Impact





	Reduced workforce
	If birth rates fall, the working-age population will eventually fall. This will lead to a shortage in labour in countries where there is a decline in the working-age population. This slows down the growth in many of the different industries and has a negative impact on the country’s economic competitiveness. If birth rates were to increase, then the impact would be more positive.



	Reduced number of consumers
	When the birth rates fall and the working-age population also declines, there are fewer consumers. This reduces the potential for growth for businesses. Fewer customers results in businesses not having the necessity or opportunity to expand their business, unless they consider diversifying in some way.



	Older population
	The life expectancy of many populations has increased. If this is also considered in association with lower birth rates, then the average age of the population also increases. This is why people are encouraged to work past the legal retirement age. If older people cannot work, they are not economically productive, and this will put a strain on the economy.



	Reduction in wealthy marketing environments
	Wealthier countries tend to have lower birth rates. This results in small segments of the population having a greater concentration of wealth as the business opportunities for growth become more focused. But this also means that poorer countries have a reduction in export opportunities as the growth in rich markets slows down.



	Incentive for greater automation
	If the labour market shrinks (fewer people available for work), then the incentive for implementing automation will increase. As population growth continues to slow down (due to lower birth rates), productivity needs to increase in order to maintain economic growth. Automation is an important consideration to address this issue.
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Socioeconomic aspects




	•  Occupation and income capacity – the amount of money people spend depends on what they earn. The amount they earn from employment can also depend on their occupation. The more money they earn, the more they have to spend on products and services. It is therefore important for businesses to consider changes that they may need to make so that they can meet the needs of a range of customers with varying incomes.

	•  Level of education – education can also influence the type of occupation that a person can have and therefore their income level. Education determines the occupational opportunities available to them and so influences how much they can afford to spend. It is also known that people with a higher education level are more demanding. Businesses need to analyse their potential customer market and consider the changes needed to meet their demands (and budget).

	•  Economic growth – the higher the economic growth of an area or country, the greater access the population has to income.
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Remote working



	•  Communication – regular communication between the management team and the workforce is important. Remote workers still need to feel part of the business environment and receive updated information, participate in business projects and ideas, and have the appropriate access to ‘tools’ to enable them to carry out their work activities.

	•  Technology and security – remote working can be very effective, but it comes with challenges, especially with respect to the security of data and information. For businesses working in a global market, the reliability of technology and the technological infrastructure in different countries has to be considered. The remote working environment can also create privacy issues. There have been occasions when sensitive business information has been ‘leaked’ to the national press or social media through overheard conversations on trains and in cafes, or lost flash drives and laptops left behind on public transport. Businesses have to implement changes to mitigate against risks to enable remote working to function effectively, efficiently and safely.





Cultural expectations
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Technological


Emerging technologies
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Artificial intelligence





Innovation/efficiency





New payment methods



	•  E-commerce and online shopping are fast and convenient. Customer expectations have therefore changed, and they expect payments to be processed quickly. Due to digital technology, customers expect a more rapid service.

	•  While customers adapt to new payment mechanisms, the payment industry recognises that customers still need a variety of options on how to pay. Customers may want to pay by cash, cards, bank transfers, digital wallet and so on.

	•  Emerging technologies and adaptations to existing technologies have provided customers with a variety of ways to pay. Smartphone technology in particular has provided customers with a range of services using ‘apps’. This can include mobile banking and apps for booking taxis and hotels.
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	•  the different payment methods and how they function.

	•  the changes that the retailer would need to make to their operations and processes to support these payment methods.
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	•  Regulation and legislation define how payment service providers and customers interact, exchange data and make payments. Regulations support innovation, encourage competition in the marketplace and protect customers.

	•  Payment service providers compete by providing new products and services to customers. The new payment services are a result of industry-driven collaborative initiatives, for example contactless technology on cards.






Legal/regulatory
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Removal of European Union legislation
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Environmental


Sustainability



	•  operate their business

	•  transport their products

	•  travel

	•  operate in general.
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Reduction in carbon footprint and use of green energy



	•  Reduce emissions by travelling less and using video conferencing software.

	•  Switch to green energy, for example solar powered energy, wind farms, efficient office lighting, for example LED bulbs, room sensors to turn lights on and off dependent on whether there is any movement in the room, or asking employees to turn lights off in rooms they are vacating.
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	•  Reduce the amount of energy used in data centres and communications rooms by:

	–  setting cooling systems for keeping the equipment cool to a higher temperature

	–  setting up hot and cool sections within the room

	–  using plastic curtains to prevent air of different temperatures mixing.




	•  Reduce, reuse, recycle – this includes water, paper, food and drink, packaging, laptops and smartphones. Businesses can purchase recycled paper and reconditioned IT and phone equipment.

	•  Reduce the use of single-use plastic, for example plastic cups for water.

	•  Reduce food waste, for example if a business has a canteen, kitchen staff should be encouraged to minimise food waste.

	•  Keep printing to a minimum.
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Digital/tech waste



	•  re-evaluate – whether they need the digital device/equipment

	•  extend the life of the equipment they have by careful maintenance

	•  purchase digital/tech devices that are environmentally friendly, for example LED light bulbs

	•  donate redundant equipment to social programmes to raise money to support people who are disadvantaged

	•  reuse digital/tech equipment where possible

	•  recycle digital/tech waste using professional recycling companies.





	•  cell phones/smartphones

	•  desktop computers

	•  laptops

	•  monitors

	•  circuit boards

	•  hard drives

	•  copiers/printers

	•  IT server racks

	•  IT servers

	•  cords and cables

	•  Wi-Fi dongles

	•  phone equipment

	•  audio/video equipment

	•  network hardware (e.g. servers, switches, hubs, etc.)

	•  power supplies.





Pandemic








Methods to respond to change


New or amended


	•  Whenever a business’s plans change, whether it is a forced change through legislation or a business strategic decision for change, it has to consider the policies that are already in place and whether they need to be amended or if new policies are required. Health and safety policies in particular may need to be amended due to new health and safety legislation and regulation and/or because new equipment will be installed.

	•  Whenever digital technologies are planned for change, the processes already carried out by the businesses must be analysed and may require amending or a new process introduced, for example the process for running and using new digital technology.

	•  Any changes such as amendments to products/services or implementation of new products/services, will require businesses to consider how these changes will be implemented, the processes involved, any legislative requirements and changes in regulation. This is an important aspect of any implementation for change and drives the change within the business environment.





New/improved digital systems



	•  Operations – technology can help businesses to manage the changes to their operations. Businesses can reduce costs by analysing the business processes and removing activities that customers do not believe are valuable. For example, time-consuming application processes, purchasing of products/services, purchasing of flight tickets and so on. Businesses face the challenge of transferring their focus on projects to develop new and innovative products/services and increase revenue.

	•  Support – by analysing how different departments within an organisation use internal support services, a business can identify functions that can be shared by multiple departments through the use of shared technology. By implementing automation, businesses can remove duplication and if appropriate outsource some of the administrative functions. It is important, however, that businesses consider the return they will have on any investment when implementing new or improved digital systems. It is important that any implementation benefits the business as a whole and not just a few staff members.

	•  Centralising systems – businesses can use new and improved digital systems to centralise, for example purchasing and logistics, and that in turn reduces costs. Communications technology allows businesses to integrate their digital systems with their customers and suppliers. The marketplace is fast-changing, and decisions can be made more quickly and efficiently to address these changes.






Training needs analysis



	•  decide on the skills sets that are required

	•  evaluate the skills of the staff

	•  identify any skills gap.





	•  It identifies any knowledge and/or skills gap before it becomes a problem. For example, it would not be good business practice to install a new digital production line if the workforce do not know how to use it.

	•  It is much easier for a business to schedule any training and decide on what order training should be conducted, when it should be available and so on.

	•  It can highlight training that a business may not have considered.

	•  It ensures that any training is focused on the correct areas of the business.

	•  It helps to identify the members of the workforce who need to attend the training.





Restructuring of priorities and resources




[image: ]



	1  Describe how the removal of European Union legislation drives change for businesses.

	2  Identify three internal factors that can drive change in the business environment.

	3  Describe the term ‘training needs analysis (TNA)’.

	4  Discuss how social factors drive change in the business environment.

	5  Explain how businesses can reduce their carbon footprint and how it drives change within the business environment.
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1.8 The steps taken to respond to change



Planning for change



Setting budgets and timescales







Communicating the change activity to all stakeholders




Clarifying resources required



	•  hardware – these could be digital devices, new robotic equipment, servers, laptops, desktops and so on.

	•  software – new technological equipment may require specialised software to run them. New devices such as laptops, computers, smartphones, will require applications (and in some instances operating systems) to be installed in order to function with the other systems already in place.

	•  staffing – change does not happen without the assistance of people. It is therefore important that the staff who are going to be involved in the implementation of the change are identified and their roles and responsibilities within the change process clearly defined.






Managing change implementation



	•  Is there a digital statement that expresses the goals and methods to be used to achieve the goals?

	•  Have the stakeholders been contacted and are they on board with the planned changes?

	•  Has a centre of operations within the organisation been set up to lead the digital change process and monitor its progress?

	•  Are there records of any problems within the process including employee grievances, resistance to change and the abolition of or adaptation of traditional business methods?




Monitoring progress during implementation of change



	•  Real-time change reporting – this will ensure that there are no negative changes inadvertently taking place, and should something occur, it can be acted upon quickly and rectified.

	•  Centralised audits – this would be a single storage location of changes made to critical files and configurations that identifies who made the change, the location and the time.

	•  Understandable reporting – any alerts and reports should be easy for the relevant member of staff or team to understand. This will reduce any margins of error.






Maintaining quality of service during change




Business acceptance and compliance with change




Team upskilling and development to facilitate the change
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Communicating outcomes of change





Post-project reviews





Reinforcing change



	•  people prefer what is comfortable, familiar and easy

	•  people who resisted the change may continue to resist it even after the change has been implemented.





Reinforcement planning


	•  Checking change is implemented – when planning reinforcement of change, it is important to ensure that the actual desired change has been implemented. Once this is confirmed, then it is possible to identify what changes were required to processes, procedures, working practices and so on and whether these have also been implemented. It is then necessary to review whether these changes have also been adopted by the staff. If there are desired changes that have not been implemented, then questions should be asked as to why this is the case.

	•  What steps to take if change isn’t implemented quickly enough – if it is identified that change has not been implemented in the appropriate timescales, then it is important to see what the reasons are and what impact this is having on other areas of the overall change. Once this is established, a plan can be created to reinforce the change. This may require the retraining of staff or a meeting with the person/people involved, with emphasis on the importance of what changes must be implemented and the set timescales. It is always important to make it very clear why these changes are important and why they must be carried out in a timely manner.





Collating and analysing outcomes of change data



	•  how effective the change has been

	•  whether it has achieved the desired outcomes

	•  whether there are any issues not previously identified that need addressing.







Monitoring change



	•  to ensure that the change continues to function as intended

	•  to ensure that updated/new policies and procedures are being followed in line with the requirements of the change

	•  to ensure that the workforce has received appropriate training and guidance and are now implementing the new skills and knowledge into their working practices

	•  to identify where revised working practices are not being adhered to and why this may be

	•  to ensure that customer satisfaction is being maintained.
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	1  Explain why it is important to set budgets and timescales when planning change within a business.

	2  What is the purpose of a post-project review?

	3  A business is implementing change by installing new technological equipment on a production line. Identify two potential skills and developments that the production team may require.

	4  Explain the purpose of reinforcing change.

	5  Explain the importance of clarifying the resources required when planning for change.
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1.9 The measurable value of digital service to customers and end users



Value to customers



Efficient digital support for products and services






Timely response to customer queries or needs


	•  Communicating expected response time – customers expect services to be available when they need them, whatever the time of day or day of the week. Digital technology such as chatbots and live chat enable businesses to provide immediate responses regardless of when the customer contacts them. Businesses that do not have such facilities can still send automated responses to customers informing them of when they can expect a response to their query. Instant answers may be available from frequently asked questions (FAQs) and quick resolutions to problems are therefore available without any person-to-person interaction.

	•  Communicating any changes in response and why – businesses can notify their customers of any response changes and the reasons for the changes by posting notices on their websites, so that customers can see them as soon as they access the site. Other forms of digital communication can be used such as social media, text messaging and emails. Prompt notification to customers makes them feel valued.





Financial savings





Access and engagement


Multi-platform multimodal format





Time saving





Social integration for user and support community





Value to end users


Efficient first line, second line and third line digital support to internal staff



	•  First line support – the people providing first line support have a basic/general understanding of the product/service and do not always have the relevant competency to resolve more complex problems. Communication is usually via email or a chat box but if the situation is more complex, then a phone communication takes place.

	•  Second line support – this is used when the problems are more complex and time-consuming. Second line support staff have more specialist technical knowledge. They focus on problems that require in-depth knowledge about the products/services.

	•  Third line support – these are technically trained, experienced and knowledgeable technicians. Whatever the problem is for the end user, they will probably be able to fix it and, if necessary, conduct a site visit (visit the end user to resolve the problem).





Efficient resolution of end user needs




Effective hardware or software deployments
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	1  Describe how a business can ensure that it has efficient digital support for its products and services.

	2  Explain the term ‘multimodal format’.

	3  An end user has a serious digital system failure that has stopped the production of a new product. What line of support would deal with this problem?

	4  Define the term ‘social integration’ for customers.

	5  When considering providing support for its products to the customers, what communication channels should a business consider? Justify your response.
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1.10 The considerations and value of meeting customer and end user needs within a business context


Considerations to meet customer and end user needs



Customer or end user profile


Cultural awareness/diversity
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Inclusivity



	•  access to good quality hardware, software and internet connectivity

	•  access for people with disabilities

	•  computer literacy and skills

	•  education

	•  geographic location

	•  culture

	•  age

	•  language

	•  economic situation.





Accessibility




Adhering to guidelines, policies and regulatory requirements




Level of technical knowledge and skills






Customer or end users


Problem type and pain points


For an organisation



	•  Low budgets – while organisations are under pressure to embrace digital technology, in some instances there is not sufficient funding to implement it. The costs can increase quickly, and organisations often try to cut costs in an attempt to save money.

	•  Communication – the lack of communication or miscommunication between the IT department and other departments in the organisation can be a barrier to adapting to, and entering, the digital technological era. All departments have the same goal – the success and growth of the business. But invariably these departments have different strategies to grow the business and increase its success. It is therefore important that all departments communicate effectively with each other to share their visions and collaboratively improve the business.

	•  Lack of technical knowledge by end users – IT professionals often spend precious time explaining basic IT functions to people because they lack the knowledge to do things for themselves. It can be very time-consuming during meetings to explain in detail how potential new and/or upgraded digital technology can improve the functions of the business. A wider knowledge of digital technology within an organisation can save time and resources.

	•  Lack of training – a lack of knowledge is an issue when implementing digital technology. End users who do not receive appropriate and adequate training will not be able to use the technology effectively, which in turn will have an impact on their ability to carry out the required functions. Good training for the end users will ensure the overall successful implementation of the digital technology, saving time and resources.

	•  Security – this is one of the biggest priorities of any IT department. Data virtualisation (although costly) has made organisations more vulnerable to security breaches. Data breaches can have an impact on an organisation through data loss as well as damaged customer confidence and trust. Budget cuts can lead to a reduction in the funding of security of systems.
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For the customer



	•  Usability – a customer’s pain points can include usability issues. Usability requirements are the documented expectations and specifications that are created to ensure that products, services and processes (and even environments) are easy to use. There are five key components for usability:

	–  Learnability – how easy is it for an end user/customer to perform simple activities when they initially interact with the product/service?

	–  Efficiency/effectiveness – how efficient is the product/service? Customers and end users do not like wasting time. The effectiveness means that it supports users in completing actions accurately.

	–  Memorability – is the experience a good and memorable one? Is it easy to use the product/service again and remember what actions were taken?

	–  Errors – there should be no errors. Errors create frustration in customers and end users (especially when it is not their fault). The products/services should support a wide range of user actions and only show errors in genuine and erroneous situations.

	–  Satisfaction – does the product/service give the customers and end users satisfaction? If the above points are addressed, then satisfaction is usually easy to achieve.




	•  Functionality – customers and end users need the services/products of businesses to function in a way that solves their problems or meets their desires.

	•  Training on new systems – businesses need to consider new and innovative ways to train their customers on how to access and use their products/services. It is always important to consider the possible skills level of a wide range of customers (and end users), so that the methods used are clear, understandable (not too much technical jargon), accessible and memorable.






System or service response time




System or service availability





Value of meeting customer and end user needs



Increased financial benefit




Improved user experience




Reputational



Protection of brand reputation



	•  Mistakes – these can happen in any business, such as failing to meet a delivery schedule, or a product is received damaged or goes missing during transportation. Mistakes should be admitted immediately by the business, an apology given to the customer and a commitment made to resolve the problem as soon as possible.

	•  Ethics – customers place their trust in a brand when they purchase the products and/or services. Employees must have a set of ethical principles to comply with every day to show that the business ‘means what it says’. Ethical principles include honesty, integrity, loyalty, respect and concern for others, commitment to excellence and law abiding.

	•  Trust – businesses have a responsibility to their workforce and customers. It is therefore important that they maintain a positive reputation with respect to moral and legal obligations. Consider businesses that have been the victims of cyber attacks where the attacker has had access to personal and sensitive information relating to the workforce and the customers. It is important that a business makes every effort to mitigate risks against such activities.

	•  Politeness – all businesses will come across an angry customer. They may vent their anger via the telephone, write a negative review online using social media or the website, or even in a shop/store. It is important that every employee responds in a polite, professional and calm manner. This approach will help to retain customer loyalty (even from the angry customer) and also prove to other customers/potential customers that the business and its workforce are part of a helpful, caring and rational brand.





Brand awareness




Positive media exposure





Qualitative and quantitative market research


	•  Qualitative market research usually involves customer motivation and reaction through observation that may be face to face or in a small group of people. Qualitative market research provides a business with descriptive data that enables them to gather information on the experience of the customers and end users. It can be used to test new ideas and/or products/services and discover how customers and end users would react.

	•  Quantitative market research is the process of collecting large amounts of data using questionnaires, surveys and polls. While quantitative market research provides statistical data, for example how many people have purchased a specific product or service, it does not give an indication of their feelings and views about it.





Product development through product use analysis




More sophisticated markets for personal and targeted advertisements




Positive third-party reviews



	•  Unboxing – this is where a person will record a video where they open a product from a box, display it, review it, show its contents and even demonstrate how it works. There are a lot of unboxing third-party reviews on YouTube and many other social media channels.

	•  Meta critic – these are websites that collect the reviews of video games, films, TV shows, music and so on. Each product is given a numerical score from each review obtained and the total is summed to provide an overall score. Content from reviews (including a hyperlink to the source of the review) is also provided. This provides customers and end users with an insight into the popularity of the product/services.

	•  User reviews – these are reviews on products/services created by the customers and end users. Consider Amazon and the user reviews available for different products. These can have a major influence on the purchases made by customers and end users. They are more likely to believe a user review than the sales pitch provided by the business selling the product/service.
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	1  Identify three considerations that a business needs to take into account to meet customer and end user needs.

	2  Describe the term ‘pain points’.

	3  Explain why meeting customer and end user needs increases the financial benefit to a business.

	4  Explain the term ‘unboxing’.

	5  What is the difference between qualitative and quantitative market research?
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1.11 Risks and implications within a business environment
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Privacy and security


Potential loss of control and compromise to confidentiality, integrity and availability of data



	•  theft or manipulation of sensitive or private information, for example financial records

	•  computer fraud where cyber criminals send the user an email/message to trick them into providing valuable data and information, for example log-in details to a system that can be used to steal further data or money. The emails are designed to look as if they are from an official source, for example a bank

	•  computer viruses that can destroy data, damage hardware, render systems inoperable and disrupt business processes.





	•  Financial loss – as well as a business potentially having its own money stolen, there are further costs that may have to be paid. This includes compensating customers and suppliers who have been affected, setting up incident responses, investigating the breach, investing in new/updated security measures, legal fees and regulatory penalties, for example non-compliance with the General Data Protection Regulation (GDPR).

	•  Loss of reputation – customers need to be able to trust the businesses that they deal with. Cyber attacks can damage a business’s reputation and destroy their customers’ trust. This can lead to loss of customers and sales, and a reduction in revenue. Loss of reputation can also damage the relationships a business has with its suppliers.

	•  Operational downtime – once a business has been victim of a cyber attack, the incident has to be investigated to see how it occurred and why it occurred. This involves taking down the system to ensure that there are no further attacks while it is being investigated and resolved. Operational downtime also means that the business cannot function as normal which, again, results in a loss of customers, sales, revenue and customer trust.

	•  Legal action – the data protection and privacy laws require businesses to manage the security of all personal data they store for staff and customers. If this data is accidentally or deliberately compromised and it is found that the business did not implement appropriate security measures, the business can be fined and face regulatory sanctions.





	•  loss of reputation and loss of customer loyalty

	•  financial loss through legal action being taken by customers

	•  disruption to operations

	•  business failure.






Non-compliance
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Audience exclusion



	•  reaching a more relevant audience

	•  avoiding ‘ad fatigue’ and overloading audiences for whom the product/service may not be relevant.







Insufficient business resilience



	•  Inability to adapt to disruptions – when disruptions occur, for example a pandemic, businesses need to react immediately to prepare and adapt for the challenges they face. While doing this, businesses must remain true to their business goals, and be supportive of customers and staff, while making frequent and rapid adaptations based on new information.

	•  Inability to adapt to change – businesses need to be flexible and must be able to adapt efficiently and effectively to change. Businesses that have are innovative and adapt quickly to changing circumstances also have the opportunity to take larger market shares in the process. Those that do not adapt to change will lose their share of the market and may even fail altogether. Businesses need to strengthen and constantly review their risks mitigation strategies to ensure that they are resilient to future changes.





Technical



System not fit for purpose




System does not meet user requirements





Potential impact of risks



	•  Lawsuits/fines – any breach in regulation and legislation can result in businesses being taken to court. (See the section on the privacy and security of personal and business information.) Businesses can face very high financial penalties if they fail to ensure that their systems are secure, and that data and information are protected. These heavy financial penalties can result in a business going out of business and/or severely damage its reputation and brand.
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	•  Dismissal/loss of job – all businesses should have policies and procedures in place that not only comply with regulation and legislation but also explain clearly to the workforce (at all levels) their roles, responsibilities, permitted and non-permitted activities while at work, for example not using the IT system for personal use such as online shopping or answering personal email/social media posts. This is in place to help protect the business’s digital system from being infected by a virus or malware, and from being at risk from hackers. If during the investigation of a cyber attack it comes to light that an employee has ‘broken the rules’ and caused the problem (that may be catastrophic to the business), then they might be dismissed.

	•  Reputational/brand damage – through this section it has been highlighted how risks that occur within a business can have severe implications and this includes damage to the business’s reputation and brand image.

	•  Withdrawal of licence/rights to practise – a business licence is a mandatory approval/permit issued by a government agency. It provides the business with authorisation to operate within a specific sector. Not all businesses require a licence; it depends on the nature of the business, the types of products/services it sells and any local government regulation that is in place. These licences hold businesses answerable for their actions and behaviours and are also used to protect the health and safety of the public.


	–  healthcare

	–  insurance

	–  construction

	–  engineering

	–  retail sales

	–  charities

	–  security

	–  utility companies.




	•  Loss of business/reduction in sales – any risk that actually occurs and impacts on customers invariably results in a loss of sales. Depending on the severity of the issue, the loss of sales may be permanent as customers will lose confidence in the business and shop elsewhere. A loss of sales is a loss of business. A loss of business results in a loss of revenue. As you can see from the sections on the potential risks and subsequent implications, they can all result in a loss of business and a reduction in sales. This reduction in revenue can mean that some of the workforce may have to be made redundant or the business may even fail altogether.
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	1  Explain why insufficient business resilience is a risk to business survival.

	2  A business has had a cyber attack and had customer data stolen. Discuss the implications to the business.

	3  Describe one risk to a business of having a system that is not fit for purpose.

	4  Explain the reason why a business licence can be withdrawn.

	5  Explain why business risks can impact on a business’s reputation and brand.
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1.12 The purpose and applications of codes of conduct within a business


Purpose and application





Ensures individuals and organisations operate within policies, procedures and legislation




	•  Industry standards are criteria within a specific area of business that are the minimally accepted requirements followed by members of that industry sector. They provide a clear definition of what is and what is not acceptable practice. An industry standard is a mechanism used to simply and concisely communicate goals that have been developed both internally and externally to a business within a specific industry. It supports the improvement of customer and consumer experience external to the industry, for example creating performance specifications for the manufacturing of components, or creating minimum performance standards for those providing services.

	•  Professional practice refers to the conduct as well as the work of someone from a specific profession. Professions are defined as occupations that require extended periods of training.





Describes accepted practice for individuals and organisations


	•  Confidentiality – in many professions, for example healthcare, confidentiality is required to protect people and their personal information, to preserve their privacy, dignity and rights. Therefore, in these situations, organisations develop codes of conduct for confidentiality to ensure that data and information are kept safe and provide employees with guidelines about what they can and cannot do.

	•  Ethical principles – these are principles that are designed to guide employees and provide assurance to customers and colleagues about what to expect. Ethical principles include:

	–  maintaining high standards of competence in the work carried out

	–  maintaining integrity by being honest, fair minded and knowledgeable about their personal competences and limitations

	–  upholding standards of ethical conduct that reflect the business and their profession/job role in a positive way

	–  respect for people’s rights and dignity.




	•  Use of equipment and facilities – this section of a code of conduct gives clear direction to all employees about what they can and cannot do when it comes to using equipment and facilities. This can include confirming that employees cannot install their own software on the system, use the business equipment for personal use, for example for online shopping, going on social media or answering personal emails.

	•  Standard working practice – this section provides clear guidelines to all employees on the processes and procedures that they must follow when carrying out their work activities.

	•  Access permissions to data and systems – the code of conduct provides all employees with guidelines on the process of using usernames, passwords and so on to access systems and data. It will inform them about the requirement to keep passwords safe and not to share them with anyone else. It will also stipulate the job roles that can have access to certain systems and data.

	•  Supports individual company values – codes of conduct should support company values. These are the beliefs and principles that a company works toward. They impact on the employee experience as well as the relationship developed with customers, partners and shareholders.







Types of codes of conduct within a business


Organisational codes of conduct




Professional codes of conduct




Governmental



	•  Technology Code of Practice – a set of criteria to help government design, build and buy technology.

	•  Data Ethics Framework – a set of principles that have been developed by the government to provide guidance on the appropriate use of data in the public sector.
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	1  Research the organisational codes of conduct for X, Google and COBC and compare and contrast them. In your comparison, consider the similarities and differences between them.

	2  Research the professional code of conduct for BCS and identify the key aspects of conduct expected from their members.

	3  Research the Data Ethics Framework and identify the key principles that provide guidance on the appropriate use of data in the public sector.
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1.13 Types of hackers and the implications of hacking and non-compliance with a code of conduct


Types of hackers


Authorised hacker




Semi-authorised hacker




Unauthorised hacker




	•  Hacktivist – often work in groups to carry out united cyber attacks in support of political causes and personal beliefs, for example animal rights campaigners. They target entire industries or sometimes specific organisations who they believe do not align with their views, opinions or practices. They may target organisations based on the clients and partners they do business with.

	•  Organised crime syndicate – these are groups of hackers, programmers and other tech bandits who combine their skills and resources to commit major crimes that might not otherwise be possible. They are motivated by financial gain.

	•  Nation state – some people carrying out hacking are known as nation state actors. They carry out cyber attacks on behalf of one government (nation) on another government (nation) in order to obtain information, secrets and even cause chaos with a country’s infrastructure. The motivation is purely political.






Implications of hacking and non-compliance



Internal implications



	•  Disciplinary action/loss of employment – disciplinary action is a reprimand or corrective action in response to an employee’s misconduct, violation of the codes of conduct, policies and procedures or poor performance. Depending on the severity of the case, the disciplinary action can be any of the following:

	–  verbal or written warning

	–  poor performance review/evaluation

	–  performance improvement plan

	–  reduction in pay or role status

	–  dismissal (loss of employment).




	•  Restriction of potential employability – if an employee leaves one company and applies for a position with another company, they usually have to provide references. One of these references would be from their previous employer. If an employee was dismissed for gross misconduct, then the reference from the previous employer would not be favourable. This could restrict any potential employment opportunities.

	•  Restricted privileges – employers can restrict privileges that they allow other employees as a form of disciplinary action. What these restricted privileges are will depend on what privileges the business allows the employees and the seriousness of the misconduct of the employee. It could be restricted access to data and systems, or they may not be able to remain in the office on their own.





External implications



	•  Loss of status with professional bodies – some job roles require employees to be registered with a professional body, for example teachers, healthcare staff, accountants and so on. If the employee loses this professional registration, they lose their status or are suspended by the professional body, and they are not permitted to practice.

	•  Prosecution – if an employee is accused of hacking into their employer’s computer system or some other form of non-compliance, they can be prosecuted under the Computer Misuse Act. There is other legislation, for example General Data Protection Regulation/Data Protection Act 2018 that can also be used within a prosecution case. The penalties can be high and can include:

	–  fines

	–  imprisonment.




	•  Loss of reputation – the impact on the reputation of the business if a member is discovered to be hacking into the system or not complying with the codes of conduct can be severe. The severity depends on the impact that the situation has had on the business’s customers, suppliers and other stakeholders. The reputation to the employee will also suffer based on the penalties they are given.
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	1  What are the implications to a person of losing their status with a professional body?

	2  Describe the term ‘nation state’.

	3  Why would a business pay for the services of an authorised hacker?

	4  Identify two internal implications to an employee of hacking or non-compliance within the business they work for.

	5  Explain how an employee caught hacking or non-complying can be restricted from potential employability.
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	•  The measurable value of digitalisation to the business with respect to:

	–  sales and marketing

	–  operations

	–  finance

	–  KPIs.




	•  The influence and impact of digitalisation with respect to:

	–  brand differentiation

	–  digital innovations

	–  wider access to customers

	–  digital personalisation

	–  platform interoperability

	–  open standards.




	•  The role of technical change management with respect to:

	–  preparation and planning

	–  operations.




	•  The components of technical change management with respect to:

	–  requests for change

	–  setting SMARTER objectives

	–  the risks and impacts involved

	–  rollback planning

	–  traceability

	–  documentation.




	•  Factors that will drive the change with respect to:

	–  technology

	–  legal/regulatory requirements

	–  access and engagement

	–  social integration

	–  value to end users.




	•  Considerations to meet customer and end user needs.

	•  The risks and implications within the business environment.

	•  The considerations for the implementation for codes of conduct.
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	  1  Compare and contrast public, private and voluntary/charity organisations.

	  2  Describe the term ‘business to many (B2M)’.

	  3  Explain how political factors can influence the business environment.

	  4  Describe how business digitalisation can enhance operational communication channels.

	  5  Explain how virtualisation/cloud solutions enable scalability within a business context.

	  6  Why is it important to get ‘buy in’ from all areas of the business when preparing and planning for digital change?

	  7  Describe one reason why war can drive change in a business.

	  8  Why is it important to clarify the resources required when planning for change?

	  9  Discuss the measurable value of digital services to end users.

	10  Describe the reputational value to a business of meeting customer needs.
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