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Part I: Foundations and Architecture
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Chapter 1: The Linux Kernel Landscape and Development Environment
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Welcome to the deep end of the pool. If you are reading this, you likely already possess a solid grasp of C programming and a working knowledge of operating systems. You know what a process is, you have used pointers to manage memory, and you are comfortable with the command line. Now, we are going to look beneath the surface of the user-space interfaces you are accustomed to. We are going to dismantle the engine while it is running.

The Linux kernel is widely considered one of the largest and most complex open-source projects in history. It manages the hardware resources of everything from tiny embedded IoT devices to the world's most powerful supercomputers. To master it, you must move beyond the mindset of an application developer. In user space, a segmentation fault kills your program; in kernel space, a bad pointer deference crashes the entire machine. In user space, you have the luxury of virtually unlimited stack space and distinct memory isolation; in kernel space, the stack is tiny, and you share the address space with every other kernel subsystem.

This chapter establishes the foundation for everything that follows. We will not merely compile a kernel; we will construct a purpose-built development environment that allows for rapid iteration and safe experimentation. We will explore the architecture of the kernel, learn to navigate its massive codebase efficiently, and master the build system that holds it all together.

The Big Picture: Architecture and Design Philosophy

To understand the Linux kernel, one must first understand where it sits in the hierarchy of computing abstraction and the design choices that shaped its evolution.

Monolithic vs. Microkernel Architectures

Operating system designs generally fall into two primary categories: monolithic kernels and microkernels. This distinction is crucial because it dictates how drivers and system services interact with the hardware.

Linux is a monolithic kernel. In a monolithic architecture, the entire operating system kernel runs as a single, large process in a single address space. The scheduler, memory management, file systems, and device drivers all share the same memory and have full access to hardware resources.

The advantages of this approach include:


●  Performance: Because all subsystems share the same address space, communication between components (e.g., a file system talking to a disk driver) is extremely fast. It is simply a function call. There is no message-passing overhead or complex context switching required to move data between subsystems.

●  Simplicity of Shared Resources: Data structures can be easily shared across different parts of the kernel.


The historical criticism of monolithic kernels is stability. Theoretically, a bug in a sound card driver can overwrite memory belonging to the scheduler, causing a total system panic.

Contrast this with a microkernel architecture (like Minix or GNU Hurd). In a microkernel, the kernel itself is tiny, handling only the bare minimum: Inter-Process Communication (IPC), basic scheduling, and low-level memory handling. Everything else, including file systems, drivers, and network stacks, runs as separate processes in user space. If a driver crashes in a microkernel, it can simply be restarted without taking down the system. However, the overhead of constant message passing between these isolated processes historically impacts performance.

Linux bridges this gap using Loadable Kernel Modules (LKMs). While Linux is monolithic (everything runs in Ring 0), it is not static. We can compile drivers and subsystems as modules that can be loaded and unloaded at runtime. This provides the modularity and development ease of a microkernel while retaining the raw performance of a monolithic design.

The User-Space vs. Kernel-Space Divide

The Central Processing Unit (CPU) enforces isolation through protection rings. On the x86_64 architecture, there are four rings (Ring 0 to Ring 3). Linux utilizes only two of them:


●  Ring 0 (Kernel Space): This is the privileged mode. Code executing here has unrestricted access to the hardware, can execute any CPU instruction, and can reference any memory address. The kernel lives here.

●  Ring 3 (User Space): This is the restricted mode. Code executing here cannot directly access hardware or arbitrary memory. Web browsers, shells, compilers, and your custom applications live here.


The boundary between these two modes is strictly policed. When a user application needs to read a file or send a network packet, it cannot do so directly. It must request the kernel to perform the action on its behalf. This request is made via a System Call.

We will explore system calls in depth in Chapter 2, but for now, visualize the kernel as the gatekeeper. It protects the hardware from the software, and applications from each other.

Setting Up the Lab

A professional kernel developer does not test experimental code on their primary workstation's main operating system. Doing so is a recipe for data loss and file system corruption. Instead, we use virtualization.

However, we will not simply install a heavy distribution like Ubuntu or Fedora inside a Virtual Machine (VM). Those distributions are too noisy; they have hundreds of background processes that interfere with debugging. To truly understand the kernel, we will build a minimal environment consisting of nothing but the Linux kernel and a lightweight root filesystem based on BusyBox.

Prerequisites and Toolchain

You need a Linux host environment (a physical machine or a robust VM) to act as your compilation station. You will need the following tools installed:


●  build-essential (GCC, Make): The core compilation tools.

●  bison and flex: Parsers required for the kernel build configuration.

●  libncurses-dev: Required for the text-based menu configuration tool.

●  libssl-dev: Required for signing modules.

●  libelf-dev: Required for resolving kernel symbols.

●  qemu-system-x86: The emulator we will use to boot our kernel.


On a Debian-based system, you can install these with:

sudo apt-get update
sudo apt-get install build-essential bison flex libncurses-dev libssl-dev libelf-dev qemu-system-x86
––––––––
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Building a Minimal Root Filesystem with BusyBox

The kernel's final job during the boot process is to find an init program in user space and execute it. If it fails to do this, you get the dreaded "Kernel panic - not syncing: No working init found" message. We need to provide that user space.

BusyBox is often called "The Swiss Army Knife of Embedded Linux." It combines tiny versions of many common UNIX utilities (ls, cp, grep, sh) into a single small executable.

1. Download and Configure BusyBox

Download the latest stable source tarball from the BusyBox website and extract it.

wget [https://busybox.net/downloads/busybox-1.36.1.tar.bz2](https://busybox.net/downloads/busybox-1.36.1.tar.bz2)
tar -xvf busybox-1.36.1.tar.bz2
cd busybox-1.36.1
––––––––
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Now, configure it. We need to ensure BusyBox is built as a static binary so it does not depend on shared libraries (like glibc) inside our virtual machine.

make defconfig
make menuconfig
In the menu, navigate to Settings and check Build static binary (no shared libs). Exit and save.

2. Compile and Install

make -j$(nproc)
make install
This will create a directory named _install inside the source folder containing the binary and symbolic links.

3. Create the Directory Structure

Now we create a directory that will serve as our virtual hard drive image.

mkdir -p ../rootfs
cd ../rootfs
mkdir -p bin dev etc home mnt proc sys tmp var
mkdir -p usr/bin usr/sbin
cp -a ../busybox-1.36.1/_install/* .
4. Create the Init Script

When the kernel boots, it runs /init. We need to create this script to set up the environment (mount filesystems) and drop us into a shell. Create a file named init in the root of your rootfs directory.

#!/bin/sh
# Mount essential kernel filesystems
mount -t proc none /proc
mount -t sysfs none /sys
mount -t devtmpfs none /dev
# print a boot message
echo "Welcome to Mastering the Linux Kernel!"
# Drop to a shell
exec /bin/sh
Make the script executable:

chmod +x init

5. Pack the Filesystem

We will pack this directory into a CPIO archive, which is the format the Linux kernel expects for an initramfs (Initial RAM Filesystem).

find . -print0 | cpio—null -ov—format=newc | gzip -9 > ../rootfs.cpio.gz

You now have a minimal user space.

Compiling the Linux Kernel

Now we compile the kernel itself.

1. Download the Source

Go to kernel.org and download a recent stable kernel (e.g., a version in the 6.x series).

wget [https://cdn.kernel.org/pub/linux/kernel/v6.x/linux-6.6.1.tar.xz](https://cdn.kernel.org/pub/linux/kernel/v6.x/linux-6.6.1.tar.xz)
tar -xvf linux-6.6.1.tar.xz
cd linux-6.6.1
2. Configure the Kernel

We will use the default configuration for x86_64 as a base.

make x86_64_defconfig

This generates a .config file. We will verify it works before modifying it.

3. Build the Kernel

make -j$(nproc)

This process will take time. Upon completion, the kernel image will be located at arch/x86/boot/bzImage.

Booting with QEMU

We now have the two critical components: the OS kernel (bzImage) and the user space (rootfs.cpio.gz). We use QEMU to boot them together.

qemu-system-x86_64 \
-kernel arch/x86/boot/bzImage \
-initrd ../rootfs.cpio.gz \
-append "console=ttyS0" \
-nographic
Explanation of flags:


●  -kernel: Specifies the kernel image to use.

●  -initrd: Specifies the initial RAM disk (our BusyBox environment).

●  -append "console=ttyS0": Tells the kernel to output logs to the first serial port (ttyS0) instead of looking for a graphics card.

●  -nographic: Tells QEMU to use the current terminal for input/output rather than opening a new window.


If successful, you will see the kernel boot logs fly by, followed by "Welcome to Mastering the Linux Kernel!" and a standard shell prompt (/ #). You are now running a custom kernel. To exit QEMU, press Ctrl+A then c, then type quit.

Source Code Navigation

The Linux kernel source tree is massive, containing millions of lines of code. Navigating it blindly is impossible. You need a mental map of the directory structure and tools to jump between definitions.

The Source Tree Layout

While the root directory contains many folders, these are the ones you will interact with most frequently:


●  arch/: Architecture-specific code. This contains the low-level assembly and C code that interfaces directly with the CPU. Subdirectories like arch/x86, arch/arm64, and arch/riscv contain the boot code, page table management, and interrupt handling logic specific to those chips.

●  drivers/: This is the largest directory by far. It contains code for interacting with peripherals (USB, PCI, Network cards, GPIO). If you are writing a device driver, you will spend 90% of your time here.

●  fs/: The Virtual Filesystem (VFS) implementation. It contains the generic file handling logic and subdirectories for specific filesystems like ext4, btrfs, and fat.

●  include/: Header files. include/linux contains the headers used by the majority of the kernel. include/uapi (User API) contains headers that define the interface between the kernel and user space.

●  kernel/: The heart of the OS. This contains the scheduler (sched/), signal handling, timers, and core process management capabilities. It is architecture-independent core logic.

●  mm/: Memory Management. This subsystem handles physical and virtual memory, page allocation, and swapping.

●  net/: The networking stack. It contains the implementation of protocols like TCP/IP, as well as socket layers.


Navigation Tools: cscope and LXR

Standard grep is insufficient for kernel development because the same function name (e.g., probe) might be used in hundreds of different drivers. You need context-aware tools.

Using cscope

cscope is a classic, terminal-based tool for browsing C code. It allows you to instantly jump to where a function is defined, where it is called, or where a variable is assigned.

To use it, first generate the index in the root of the kernel source:

make cscope

This creates a cscope.out file. Now launch the tool:

cscope -d

You can navigate using the arrow keys. For example, to find the definition of kmalloc, tab to "Find this global definition," type kmalloc, and press Enter.

Linux Cross Reference (LXR)

For a more visual approach, the Linux Cross Reference (LXR) is an online tool that indexes the kernel source. Websites like elixir.bootlin.com provide an interactive version of the source tree. Code is hyperlinked; clicking a function name immediately takes you to its definition. This is often faster than cscope for casual browsing or verifying how a specific kernel version implements a feature.

The Build System: Kbuild and Makefiles

The Linux kernel does not use a standard Makefile setup. It uses a sophisticated system called Kbuild. Kbuild handles the complexity of compiling thousands of source files, managing dependencies, and handling the conditional compilation required by the configuration system.

Kconfig and the .config file

The kernel is highly configurable. You can enable or disable almost any feature (e.g., WiFi support, specific filesystems, debugging tools). This configuration is controlled by Kconfig.

The configuration interface (make menuconfig) reads Kconfig files scattered throughout the source tree. These files define the menus and the dependencies between options. For example, a driver might depend on the USB subsystem being enabled.

When you save your configuration, it is written to a file named .config in the root of the source tree. This is a simple text file containing key-value pairs.

CONFIG_SMP=y
CONFIG_USB=m
CONFIG_E1000=y
There are three main states for a configuration option:


●  y (Yes): The feature is compiled statically into the kernel image (bzImage). It will be available immediately upon boot.

●  m (Module): The feature is compiled as a separate .ko file. It is not loaded into memory until explicitly requested (e.g., by modprobe).

●  n (No): The feature is not compiled at all.


Understanding Kernel Makefiles

Kernel Makefiles are designed to be declarative. You simply tell the build system which object files correspond to which configuration options.

A typical Makefile in a driver directory looks like this:

obj-$(CONFIG_MY_DRIVER) += my_driver.o

If CONFIG_MY_DRIVER is set to y in the .config file, the line expands to obj-y += my_driver.o. Kbuild sees this and compiles my_driver.c into the main kernel image.

If CONFIG_MY_DRIVER is set to m, the line expands to obj-m += my_driver.o. Kbuild compiles my_driver.c into a module named my_driver.ko.

If the config option is not set (or set to n), the variable expands to nothing, and the file is ignored.

This elegant system allows the kernel to support thousands of optional features without a monolithic, messy Makefile.

Out-of-Tree Builds

When developing your own modules or kernels, it is best practice to keep the source directory clean. You should avoid cluttering the pristine source code with object files and binaries. Kbuild supports out-of-tree builds using the O= flag.

mkdir ../build-output
make O=../build-output x86_64_defconfig
make O=../build-output -j$(nproc)
This command tells make to read the source from the current directory but write all temporary files, configuration files, and final binaries to ../build-output.

Conclusion

You now have a functional kernel development laboratory. You have compiled the kernel from source, built a root filesystem from scratch, and booted them using QEMU. You also understand the geography of the source code and how the build system decides what gets compiled.

This environment is your sandbox. In the following chapters, we will use this setup to inject code into the running kernel, hook system calls, and interface with virtual hardware. The mystery of the kernel is beginning to fade; now the engineering work begins.

In Chapter 2, we will examine the first instruction the kernel executes and follow the path all the way to the implementation of system calls, the primary interface between your programs and the kernel's power.
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Chapter 2: Kernel Architecture and System Calls
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In Chapter 1, we established our workspace. We built a custom kernel, created a minimal root filesystem, and learned to navigate the sprawling source tree. Now, we turn our attention to the boundary that separates your applications from the kernel itself. This boundary is not merely a software convention; it is a hardware-enforced barrier that ensures system stability and security.

Understanding how the processor transitions between user mode and kernel mode is the most fundamental concept in operating systems development. Every time you read a file, send a network packet, or allocate memory, your application must negotiate this crossing. For a kernel developer, this is where the action begins.

This chapter dissects the architecture of the Linux kernel's entry points. We will analyze the mechanics of the system call interface on the x86_64 architecture, explore the profound differences between legacy interrupts and modern syscall instructions, and perform one of the classic rites of passage for a kernel hacker: implementing a new system call from scratch. Finally, we will examine the Virtual Dynamic Shared Object (VDSO), a clever mechanism Linux uses to accelerate specific system calls by avoiding the kernel transition entirely.

Kernel Entry Points

To an application programmer, the operating system is a library of functions. You call printf, and text appears on the screen. To a kernel programmer, the operating system is a distinct execution domain. The transition from the application to the kernel is a drastic change in the processor's state.

The Privilege Rings

The x86 architecture defines four levels of privilege, known as rings, numbered 0 through 3.

Ring 0 is the most privileged level. It allows direct access to all hardware resources, including physical memory, I/O ports, and control registers that define how the CPU operates. The kernel executes in Ring 0.

Ring 3 is the least privileged level. Code running here is restricted. It cannot modify the page tables that map virtual memory to physical RAM. It cannot disable interrupts. It cannot halt the processor. User applications execute in Ring 3.

Rings 1 and 2 were originally designed for intermediate services like device drivers, but modern operating systems, including Linux and Windows, largely ignore them, relying solely on the binary distinction between Ring 0 and Ring 3.

The CPU enforces these restrictions using the Current Privilege Level (CPL), which is stored in the CS (Code Segment) register. When the CPU attempts to execute a privileged instruction while the CPL is 3, the hardware generates a General Protection Fault. This is the hardware saying, "You are not allowed to do that." The kernel catches this fault and typically terminates the offending process with a segmentation fault signal.

The Transition Mechanisms

The CPU execution flow is linear. It fetches an instruction, executes it, and moves to the next. To enter the kernel, the CPU must non-linearly jump to a specific address in kernel memory and simultaneously raise the privilege level from Ring 3 to Ring 0. This cannot be a simple JMP instruction, because that would allow any application to jump into arbitrary kernel code, bypassing security checks.

The transition must be controlled. The application can only jump to specific, pre-defined entry points that the kernel has set up. There are three primary ways this transition occurs:

	Hardware Interrupts: An external device, such as a network card or timer, signals the CPU that it needs attention. The CPU pauses the current process, saves its state, and jumps to the Interrupt Service Routine (ISR) defined in the Interrupt Descriptor Table (IDT). This is an asynchronous event.

	Exceptions (Traps and Faults): The CPU detects an error or a specific condition during instruction execution. Examples include division by zero, a page fault (accessing unmapped memory), or a breakpoint. Like interrupts, these trigger a jump to a handler defined in the IDT. This is a synchronous event, tied directly to the instruction stream.

	System Calls: This is a voluntary request by the user application to enter the kernel. The application explicitly executes an instruction that triggers the transition. This is the mechanism we will focus on.


Historical Context: The Evolution of the System Call

In the early days of 32-bit Linux (x86), system calls were triggered using a software interrupt. The instruction was int 0x80.

When the CPU encountered int 0x80, it looked up entry 0x80 (128) in the Interrupt Descriptor Table. The kernel had pre-programmed this entry to point to the system call dispatcher. This method worked, but it was slow. Treating a system call like an interrupt involves a significant amount of overhead: the CPU must check permission levels in the Global Descriptor Table (GDT) and IDT, save a large amount of context, and switch stacks.

As processors became faster, the overhead of the int 0x80 instruction became a bottleneck for performance-critical applications. CPU manufacturers responded by introducing optimized instructions specifically for system calls.

On 32-bit Pentium processors, Intel introduced sysenter and sysexit. On 64-bit processors, AMD introduced syscall and sysret. The 64-bit x86_64 architecture, which is the focus of this book, standardizes on the syscall instruction. It is significantly faster than a software interrupt because it skips many of the redundant checks involved in the IDT lookup.

The System Call Interface

When a user application invokes a system call, it must provide two things:

	The System Call Number: A unique integer identifying which kernel function to run (e.g., sys_read might be 0, sys_write might be 1).

	Arguments: The parameters for the function (e.g., file descriptors, buffer pointers, lengths).


The x86_64 ABI

The Application Binary Interface (ABI) dictates how these parameters are passed between user space and kernel space. It defines which registers hold which values. This is critical knowledge for debugging; when you look at a crash dump or use a debugger, you must know where to look for the data.

For x86_64 Linux, the arguments are passed in the following General Purpose Registers:


●  RAX: System Call Number

●  RDI: 1st Argument

●  RSI: 2nd Argument

●  RDX: 3rd Argument

●  R10: 4th Argument (Note: The user-space function calling convention uses RCX for the 4th argument, but the kernel uses R10 because the syscall instruction destroys RCX. The wrapper library, glibc, handles this translation.)

●  R8: 5th Argument

●  R9: 6th Argument


The return value of the system call is placed in RAX.

Values between -4095 and -1 in RAX indicate an error. The standard library (glibc) detects these negative values, negates them to make them positive, stores them in the global errno variable, and returns -1 to the application. This is why your C code checks for -1, but the raw kernel returns codes like -EINVAL or -EBUSY.

The Entry Path: entry_SYSCALL_64

Let us trace exactly what happens when the syscall instruction is executed. You can find the assembly definition for this entry point in arch/x86/entry/entry_64.S.

When the processor executes syscall:

	It saves the address of the next instruction (the return address) into the RCX register.

	It saves the current flags register (RFLAGS) into R11.

	It switches the instruction pointer (RIP) to the value stored in a special Model Specific Register called MSR_LSTAR. The kernel writes the address of its entry function, entry_SYSCALL_64, into this register during boot.

	It changes the privilege level to Ring 0.


At this exact moment, the CPU is running kernel code, but the stack pointer (RSP) is still pointing to the user-space stack. This is dangerous. The kernel cannot trust the user stack; it might be too small, unmapped, or malicious.

The very first task of the entry_SYSCALL_64 routine is to switch to a kernel stack. Linux maintains a separate kernel stack for every process (and distinct stacks for interrupts).

The assembly instruction swapgs is executed. This swaps the GS segment register. In the kernel, the GS register points to a special per-CPU data area. This area allows the kernel to find the kernel stack associated with the current running task.

Once the stack is switched, the kernel pushes the user-space register values onto the new kernel stack. This creates a structure called pt_regs (pointer registers). This structure preserves the state of the userspace application so it can be restored later.

After saving the state, the kernel validates the system call number in RAX. It compares it against the maximum number of system calls. If valid, it looks up the function pointer in the sys_call_table and calls it.

The System Call Table

The sys_call_table is an array of function pointers. It is indexed by the system call number. If RAX is 0, the kernel calls the function at index 0.

In older kernels, this table was defined manually in C files. In modern kernels (5.x/6.x), it is generated from a script. The definitions are found in arch/x86/entry/syscalls/syscall_64.tbl.

This file looks like this:

0  common  read  sys_read
1  common  write  sys_write
2  common  open  sys_open
...
The build system processes this file to generate the C header files and the assembly array that constitutes the dispatch table.

Practical Lab: Implementing a New System Call

Reading about system calls is necessary, but implementing one demystifies the process completely. In this lab, we will add a new system call named sys_orb_counter.

This system call will be simple but illustrative. It will take a structure pointer from user space, populate it with some internal kernel statistics (like the current process ID and the number of seconds the system has been up), and return it. This requires us to handle data transfer between user space and kernel space safely.

Step 1: define the System Call Number

We need to assign a unique number to our new call. Open the syscall table file in your kernel source tree:

arch/x86/entry/syscalls/syscall_64.tbl

Scroll to the end of the common system calls section (usually typically around number 450+ in newer kernels). Add a new line:

462  common  orb_counter  sys_orb_counter
Replace 462 with the next available number in your specific file. The format is:

<number> <abi> <name> <entry point>


●  number: The unique syscall ID.

●  abi: common indicates this is for the standard 64-bit ABI.

●  name: The name used by the build system to generate prototypes.

●  entry point: The actual C function that implements the logic.


Step 2: Declare the Function Prototype

The kernel needs to know that sys_orb_counter exists. Standard system calls are prototyped in include/linux/syscalls.h. Open that file and add the following line at the bottom, before the #endif:

asmlinkage long sys_orb_counter(struct orb_stats __user *stats);
Let us break down this declaration:


●  asmlinkage: This is a special macro that tells the compiler to look for arguments on the stack rather than in registers. This is a historical artifact for 32-bit x86, but it remains part of the macro definition for system calls to ensure consistency.

●  long: System calls always return a long. This ensures the return value fits in a register (64-bit on x86_64).

●  __user: This is a sparse annotation. It documents that the pointer stats points to memory in user space, not kernel space. It warns static analysis tools that we cannot dereference this pointer directly.


Step 3: Implement the System Call

We can add our code to an existing file like kernel/sys.c, but to keep things clean, we will create a new file.

Create a directory named orb in the root of the kernel source, and a file named counter.c inside it.

orb/counter.c:

#include <linux/kernel.h>
#include <linux/syscalls.h>
#include <linux/uaccess.h>
#include <linux/sched.h>
#include <linux/jiffies.h>
/* Define the structure we share with user space */
struct orb_stats {
long pid;
long uptime_seconds;
};
/*
* SYSCALL_DEFINE1 macro creates the necessary boilerplate.
* The '1' indicates this system call takes 1 argument.
*/
SYSCALL_DEFINE1(orb_counter, struct orb_stats __user *, stats)
{
struct orb_stats kstats;
/* Print a message to the kernel log */
printk(KERN_INFO "orb_counter: Request received from process %s\n", current->comm);
/* Populate the kernel-side structure */
kstats.pid = current->pid;
kstats.uptime_seconds = jiffies_to_msecs(jiffies) / 1000;
/*
* Copy data to user space.
* We CANNOT just do *stats = kstats;
* User memory might be paged out or read-only.
* copy_to_user returns 0 on success, or the number of bytes failed.
*/
if (copy_to_user(stats, &kstats, sizeof(kstats))) {
return -EFAULT;
}
return 0;
}
Key Concepts in the Code:


●  SYSCALL_DEFINEx: You should never define a system call with long sys_mycall(...). You must use the macros SYSCALL_DEFINE0, SYSCALL_DEFINE1, etc., based on the argument count. These macros handle parameter aliasing and ensure security mitigations (like wiping registers) are applied to prevent information leaks.

●  printk: This is the kernel's version of printf. KERN_INFO is the log level.

●  current: This is a macro that returns a pointer to the task_struct of the currently executing process.

●  jiffies: A global counter that ticks at a fixed frequency. We use it to calculate uptime.

●  copy_to_user: This is the most critical part. You effectively have a barrier. You cannot trust the stats pointer. It could point to kernel memory (an attempt to overwrite kernel data) or invalid memory. copy_to_user checks the pointer to ensure it is within the user's valid address range. If the memory is valid but currently swapped out to disk, this function triggers a page fault, pauses the kernel thread, fetches the page from disk, and then resumes the copy. A direct pointer dereference would simply crash the kernel (Panic).


Step 4: Update the Build System

We need to tell Kbuild to compile our new directory.

First, create a Makefile in your new directory orb/Makefile:

obj-y := counter.o
Second, open the main kernel Makefile in the source root. Find the line that defines core-y. It usually looks like this:

core-y  += kernel/ certs/ mm/ fs/ ipc/ security/ crypto/

Add your directory to the list:

core-y  += kernel/ certs/ mm/ fs/ ipc/ security/ crypto/ orb/
Step 5: Compile and Install

Return to the root of the source tree and run your build commands:

make -j$(nproc)
sudo make modules_install
sudo make install
Reboot your machine (or your QEMU instance) into the new kernel.

Step 6: Testing from User Space

Since libc (glibc) does not know about our new system call, there is no wrapper function for it. We must invoke it using the syscall() function provided by unistd.h.

Create a file named test_orb.c:

#include <stdio.h>
#include <unistd.h>
#include <sys/syscall.h>
#include <errno.h>
/* Must match the kernel definition */
struct orb_stats {
long pid;
long uptime_seconds;
};
/* Use the number you added to syscall_64.tbl */
#define SYS_ORB_COUNTER 462
int main() {
struct orb_stats stats;
long result;
printf("Invoking sys_orb_counter...\n");
result = syscall(SYS_ORB_COUNTER, &stats);
if (result == 0) {
printf("Success!\n");
printf("Kernel reports PID: %ld\n", stats.pid);
printf("System uptime: %ld seconds\n", stats.uptime_seconds);
} else {
perror("System call failed");
return 1;
}
return 0;
}
Compile and run it:

gcc test_orb.c -o test_orb
./test_orb
If successful, you will see your PID and the uptime. Check the kernel logs using dmesg to see the "Request received" message we added.

Congratulations. You have successfully breached the barrier between user space and kernel space.

The VDSO: Optimization via Shared Memory

The transition we just described—syscall instruction, context switch, stack switch, validation—is fast, but it is not free. It takes anywhere from 100 to 200 nanoseconds on modern hardware.

For most operations, like reading a file, this overhead is negligible compared to the time it takes to fetch data from the disk. However, for some operations, this overhead is massive.

Consider the function gettimeofday. High-performance databases and logging systems call this function millions of times per second. If every call required a full context switch into the kernel just to read the current timestamp, the system would spend all its CPU time processing the overhead of the system call rather than doing useful work.

The kernel developers realized that for certain read-only data (like the current time), they did not need a full context switch. They just needed a way to safely share that variable with user space.

Enter the vDSO (Virtual Dynamic Shared Object).

How VDSO Works

The vDSO is a small shared library (an ELF object) that the kernel automatically maps into the address space of every user-space process. When you run ldd /bin/ls, you will often see it listed as linux-vdso.so.1.

This library contains user-space implementations of specific system calls, most notably gettimeofday, clock_gettime, and getcpu.

The kernel maintains a page of memory containing the current time
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