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	Disclaimer

	The information contained in this book is provided for use by the general public. This book contains non-affiliate products and parts. If you choose to purchase of any of these parts or products, I receive no commission. I’ve provided product images and links simply for your convenience. The information I’ve provided is accurate to the best of my knowledge at the time of publishing. Meshtastic® is a rapidly evolving field of interest. The protocols are likely to undergo small changes soon after this book is published, but the basic concepts presented will remain relevant as the project grows.

	Meshtastic® is a registered trademark of Meshtastic LLC. Meshtastic software components are released under various licenses, see Meshtastic GitHub for details. No warranty is provided – use at your own risk.
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	Introduction

	My interest in emergency preparedness began in the 1990s when I worked as a paramedic firefighter in the Pacific Northwest. I became licensed as an amateur radio operator in 2021, and in 2023, published a book titled: Emergency Preparedness and Off-Grid Communication. That book includes a short chapter about Meshtastic® but it seemed good to write a book dedicated solely to this subject, due to its growing popularity and its potential for use as an off-grid communication solution. There are many other applications for Meshtastic, and they will be discussed in this book, but my personal focus is on its potential to provide secure, inexpensive communication in the event of a large-scale loss of cellular and internet service.

	Imagine being able to communicate without relying on cellular networks, Wi-Fi, or the internet. Imagine a system that allows you to stay connected with others across vast distances, even in remote locations, using only tiny, low-power devices that require no license to operate. Welcome to the world of Meshtastic, an open-source communication project that allows users to create resilient, long-range inexpensive, mesh networks.

	When disaster strikes, communication is often the first lifeline to break. Hurricanes, earthquakes, floods, wildfires, and widespread power outages can shut down cellular networks, disrupt the internet, and isolate communities. In these moments, the ability to stay connected with loved ones, coordinate rescue efforts, or access critical information can save lives. This is where Meshtastic steps in—a powerful, affordable, and easy-to-use tool for creating resilient communication networks that operate even when traditional systems fail.

	Meshtastic combines cutting-edge LoRa (Long Range) radios with open-source software to build decentralized, long-distance, low-power encrypted mesh networks. These networks allow devices to relay text messages across state lines, providing communication capabilities without relying on cell towers, satellites, or internet infrastructure.

	Here are a few of the applications of Meshtastic:

	Outdoor Adventures

	Picture this: you are hiking in a remote national park with no cellular coverage. With Meshtastic devices, your group can stay connected, sharing GPS locations and text messages across miles of rugged terrain. No more worrying about losing track of each other in the wilderness.

	Emergency Response

	In disaster situations where infrastructure is damaged, Meshtastic networks can be quickly deployed to coordinate rescue efforts. For example, first responders can use it to share critical information, like survivor locations or resource requirements, without needing cellular towers or the internet.

	Community Networks

	Meshtastic can be used to create resilient community communication systems, whether for neighborhood watch programs, community event coordination, or local projects. Its decentralized nature ensures that the network remains functional even if some nodes go offline.

	Internet of Things and Automation

	From monitoring weather stations in remote locations to managing agricultural sensors across vast farmlands, Meshtastic is a powerful tool for Internet of Things (IoT) enthusiasts. Its ability to handle small packets of data efficiently makes it ideal for controlling devices or gathering environmental data.

	Education and Experimentation

	Meshtastic is a fantastic platform for learning about wireless communication, networking, and open-source development. Schools, universities, and makerspaces can use it to teach students about real-world technology.

	Tactical and Field Operations

	In professional fields like search and rescue or military operations, Meshtastic can be used for secure, short-range communication over large areas without requiring expensive equipment. Meshtastic can be used together with the popular ATAK mobile app.

	Traditional email and text messaging relies on networks others have built, but mesh networks are created and maintained by their users. Meshtastic enables you to build your own communication network. If that sounds intimidating, don’t worry. It’s not difficult. Whether you’re a seasoned tinkerer or a beginner, this book will guide you step by step as you build and deploy your own network, regardless of your technical background.

	1
How Does Meshtastic Work?

	Most people are familiar with the dynamics of two-way radio communication, where two people operating handheld radios send voice messages to each other. To communicate successfully, both radios must be set to the same frequency, both operators must be within range, and both operators must be listening or available at the same time. Mesh networking uses a completely different dynamic.

	A mesh network is a system where two or more radios send messages back and forth continually. Once the radios are powered on, they begin transmitting and receiving automatically. Rather than two radios communicating to each other, a mesh network may consist of dozens or even hundreds of radios communicating simultaneously. Each device communicates directly with other devices that are within range, and can forward messages to other nodes within the network.

	A radio is a device that can be connected to other devices to form a mesh network. Each device in a network is called a node. In this book, the terms radio, device, and node are used interchangeably.

	How Does Meshtastic Work?

	Imagine a hiker who sends a message from a remote mountaintop to his wife. If the hiker is too far from his wife for direct communication, but other hikers with connected nodes are between them, the message can hop through other hikers’ devices, and relay the message to the wife.

	Meshtastic® uses LoRa radios, which are designed to send data over long distances at low power. Users connect a phone or table to their device via Bluetooth or Wi-Fi. The phone uses a mobile app interface that allows the user to send text messages to the radio, which transmits a message that can be received by any radio within range. The Meshtastic software enables nodes to automatically discover each other when they are within radio range. The mesh protocol ensures that messages can “hop” from one device to another to reach the intended destination, even if the destination is outside the direct communication range of the originating device.

	Most radios require users to be listening at the time a message is sent because most two-way radios do not allow messages to be stored. Meshtastic works with a smart phone or tablet, which stores messages as they are received. One brilliant feature is the fact that if your radio is connected to the mesh network, it will save messages, even if your phone is not within range of the device. When it is convenient, you can reconnect your phone to the device, and messages that were received while you were away will be downloaded to your phone.

	Unlike traditional networks that rely on a central server or infrastructure such as cellular towers and Wi-Fi routers, mesh networks in general operate without a central point of failure. If one device goes offline, the network can continue functioning as long as there are other devices to interact with.

	Mesh networks can be scaled according to need. They can be expanded by adding more radios. The effective range of a network increases as more devices are added. However, very large networks develop performance problems, which will be addressed in a later chapter.

	Mesh networking offers resilience. The more nodes there are in a network, the more potential paths messages can take. If one path fails, a message can find another route, making the network more reliable and resistant to interference.

	2
Hardware

	A step-by-step guide will be provided to help you build your own mesh network. The process begins with selecting hardware. Meshtastic® utilizes low power radios built on small printed circuit boards. Because the radios use little power, battery equipped units can operate for long periods on a single charge. Battery life is extended by software that periodically shuts down non-essential functions. This “sleep” mode allows Meshtastic devices to run on a single battery charge for days or even weeks.

	If you’re looking for a device that requires no assembly, several options are available. Preassembled Meshtastic radios are sold by several manufacturers. Rokland sells the WisMesh pocket, a small, battery powered device with a 3D printed case. They also offer the WisMesh Tap; a weatherproof radio with a touchscreen interface. Both models require no assembly by the user.

	[image: Image]

	Continuing with devices requiring no assembly, LILYGO offers the T-Echo, an inexpensive battery powered unit (below left).

	If you want an integrated keyboard, the LILYGO T-Deck (below right) is a popular choice that resembles a Blackberry phone. It can be purchased with or without a case from several retail outlets, including Amazon.
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	Etsy has many vendors that sell preassembled Meshtastic devices in a range of prices and specifications. LoRa devices can also be built by the user, and it’s not as complicated as you might imagine.

	As I mentioned, Meshtastic radios are integrated into small printed circuit boards. Each board has a USB port for power, a small radio transmitter, an antenna connector, and a connector for a battery. Some boards have GPS modules or connectors for solar panels. The required software is downloaded onto the board through the USB port. That process is covered in the next chapter.

	Meshtastic hardware suitable for do-it-yourself builders include devices like the LILYGO T-Beam, T-Beam Supreme, several Heltec development boards, and modules made by RAK Wireless. A list of supported devices is available on the Meshtastic.org website. To find them navigate to Hardware > Supported Hardware > Devices.

	Providing a source of power should be a consideration when choosing your device. The LILYGO T-Beam shown below has an optional holder for a rechargeable 18650 style Lithium-ion battery.
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	Before choosing a device, consider your specific needs. If you do not need GPS, consider a board that doesn’t have a GPS module. It will use less power.

	Some boards like the Heltec LoRa 32 V3 use more power when compared to other boards and require frequent recharging. A board with a display screen will use more power than a similar board without one. Strictly speaking, display screens are not necessary since Meshtastic relies on a phone and mobile app for the user interface.
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	In December 2024, Heltec made available their Mesh Node T114 V2. It’s a redesign of an earlier model with major improvements. The T114 is built on a LoRa board that uses a fraction of the power the Heltec ESP32 V3 uses. I connected one to a 950 mAh battery and it lasted four days on a single charge with occasional use. This unit sells for around $35. For a few dollars more, it can be purchased with a plastic case that encloses all its components. The case has room to accommodate a 950 mAh battery.

	Some LoRa boards incorporate modules for barometric pressure, temperature, and other environmental conditions. If your use case requires this data, consider buying one of these boards. But the more data a unit acquires or is needed more frequently, the more it will transmit, and that has a downside: it drains the battery quicker.

	Some applications will benefit from a simple, energy efficient board without the bells and whistles. My favorite is the Rak 4631 Wisblock. It has no display screen, it’s energy efficient by design, and has the option to add a solar panel for charging the battery.  (The 4630 is a smaller and less expensive version.)
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	You could operate a Meshtastic board by simply connecting the printed circuit board to a USB power supply (or battery) and an antenna, but this doesn’t allow for portability. To protect the device, you’ll need an enclosure of some kind. An enclosure shields the electronics from dust, moisture, and impact, and allows for a permanent battery to be installed. It also keeps the antenna from accidentally disconnecting and to maintain its vertical orientation.  

	If you have a 3D printer, you can print a case for your device. Print files for most LoRa boards can be found on sites that aggregate 3D print files. I designed a 3D printed case for the Heltec LoRa 32 V3 board. The body of the case has two compartments. The lower compartment accommodates a rechargeable 3,000 mAh battery. The upper compartment houses the Heltec board and antenna cable. Once the components are placed inside, a cover is installed that has a window for the display screen, an opening for the USB port, and “buttons” on the face that allow the user to operate the power and reset buttons on the board. This device will run for 2.5 days with light use on a single charge.
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	If you 3D print your own Meshtastic case, I recommend using PETG filament. It will survive hot climates better than PLA or other materials. I also recommend Creality brand filament. I’ve tried other brands and generally found the finished product to be more brittle, which causes 3D printed objects to be easily broken.    

	Batteries

	Unlike a handheld radio, a Meshtastic device does not need to be held in the hand for it to send messages. Messages are (generally) composed on your phone using
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