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INTRODUCTION

IT COULD HAPPEN TO YOU

It could happen when you pull out your credit card at the mall, write a check at the grocery store or place an order online. In 2005 alone, about 8.9 million American adults discovered their personal information had been stolen and used to commit fraud. I was one of them. Fortunately, I was among the lucky ones and there was no financial toll, but it was an extremely upsetting event.

While the number of identity theft cases has been slowly declining over the years—down from 10.1 million in 2003—the size of losses is growing. The average theft resulted in a loss of $6,383 in 2005, up from $5,885 a year earlier, for a total loss of nearly $56.6 billion. The term “identity theft” covers several different specific crimes, and collectively, it is one of the easiest crimes to commit, one of the hardest to prosecute and one that is drawing increasing attention from the media.

No wonder you’re reading this book! Like millions of other people, you’re worried that it could happen to you and you don’t know how to prevent it or what to do if you become a victim. Maybe the first time you’ll be aware that someone is using your personal information illegally will be an unexplained charge on your monthly credit-card statement or a call from your credit-card issuer asking you if you’ve recently made several large purchases in a city you’ve never visited. In some cases, you may never know that your identity has been stolen and is being used by an illegal immigrant a thousand miles away so he or she can get work under a fraudulent Social Security number. In a nightmare scenario, you may find out the hard way, as did Abigail Kelly, a San Diego resident, who has sued her sister Delia—twice—for $50,000 after she discovered Delia had used her Social Security number to open fraudulent credit and utility accounts in her name. We’ll learn more about Abigail’s plight later in this book.

We tend to think of identity crimes as being committed by opportunists who steal our wallet or purse and use our credit cards to go on brief—but expensive—shopping sprees. There’s plenty of that going on out there. But it may surprise you to know that almost half of those opportunistic crimes are committed by people we know, often relatives like Abigail Kelly’s sister. Someone with a history of being fired from previous jobs for problems like theft or sexual harassment may “borrow” his more responsible big brother’s or sister’s name, Social Security number and other credentials to get another job.

While such one-on-one crimes are the most common, it’s the dedicated criminal, intent on stealing personal information for use in committing a crime, who attracts the media attention when a case breaks. It might be an individual or a group of technology hackers who break into computers to steal information stored on the machine or install software programs that monitor your keyboard strokes for account and password information—all without your knowledge. Or the thief may be part of a group of criminals who simply buy the information from any number of unregulated legal or illegal sellers of sensitive consumer data, known as data brokers. Legitimate companies use the information to market products or run background checks on prospective customers or employees. Criminals can use the trove of information to commit virtually any type of identity theft or fraud.

At its core, identity theft is a violation of personal privacy that causes immense psychological distress. Victims haven’t just lost cash or belongings, they’ve lost control of their own financial lives. Many aren’t aware they’ve been robbed until it’s too late, and the thief has already wreaked havoc on their personal and financial lives. Reclaiming control can be difficult, since stolen information can be used fraudulently again and again, sometimes by multiple criminals. Particularly draining are those cases involving perpetrators we know: parents or children, extended family members, neighbors, in-home employees or coworkers. Often, when a crime has been committed by a relative, a victim will find it emotionally difficult to report the crime or will be pressured by the family to keep the theft quiet. Even when thefts are small or when losses are covered by financial institutions, victims spend many frustrating hours notifying creditors, contacting credit-reporting agencies and, in some extreme cases, proving to skeptical law-enforcement officials that they’ve been victims of identity theft.

Unnerving, isn’t it?

Well, the news isn’t all bad. A survey done in 2006 found that nearly 70 percent of victims incurred no out-of-pocket expenses thanks to zero-liability offers extended by banks, credit unions and credit-card issuers. While the overall loss from each such incident averaged $6,383, the average out-of-pocket loss was just $422 because the financial institutions absorbed the rest. There’s plenty most of us could do with $422, but a loss of that magnitude probably won’t result in bankruptcy.

The media, of course, makes much of the huge amounts of data carelessly lost by companies and agencies or stolen from them. The U.S. Department of Veterans Affairs has had a particularly embarrassing run of bad luck. In May 2006, it lost one laptop computer that contained approximately 26.5 million names and other personal data. It recovered that one—only to lose another laptop a few months later. Fortunately, the risk of loss for victims of those security breaches is statistically low. It’s simple math. It would take a thief an estimated forty years to exploit a million stolen IDs.

More importantly, individuals, companies and lawmakers are becoming increasingly aware of the various ways in which identity theft can occur and are trying to take steps to prevent it and prosecute those who engage in it. Lawmakers have stepped up efforts to help protect individuals and assist victims. Identity theft officially became a federal crime in 1998, with the passage of the Identity Theft Assumption and Deterrence Act. Many states have also introduced stricter laws, with the state of California leading the nation in consumer-protection laws that not only help to prevent identity theft, but aid victims in recovery.

But don’t relax yet. Identity theft poses a daunting problem. Passing laws doesn’t help much for two reasons. First, many law enforcement agencies and prosecutors aren’t interested in enforcing the laws at the local level because they would rather pursue crimes and criminals with a higher likelihood of conviction. More troublesome, perhaps, is that identity theft—particularly on the Internet—is extraordinarily difficult to trace, so perpetrators are seldom identified. Even when they are, there’s a jurisdictional problem since the victim is usually in one place and the thief is somewhere else—sometimes in a foreign country.

Many experts believe the real solution to identity theft is going to be technological, not legal. And there’s reason for some optimism in that arena, too. Techniques for enhancing data transactions over the Internet are being studied. Companies often have a vested interest in making their systems more secure, since they lose far more than their customers in most cases of identity fraud. Banks, for example, usually wind up defraying any customer losses due to identity theft. As a result, they’re investing more money to adopt sophisticated antifraud technologies, and the efforts are paying off. Visa USA Inc. reported that risk-management techniques have cut fraud levels in half to six cents for every $100 processed, down from twelve cents a decade ago.

But many companies are more interested in protecting themselves than they are in protecting you. The banking and credit-card industries, for example, have actively lobbied against legislation that would restrict the use of your personal information to issue offers for new cards. Such legislation would have made it easier for you to prevent credit-card fraud. While they often will let you off the hook for debts incurred by someone fraudulently using your credit card, don’t think it’s out of kindness. Businesses are just accepting the losses as a cost of doing business, in their own interest of preventing more stringent restrictions on their operations.

This book is aimed first and foremost at helping you avoid becoming a victim. In the first section, I’ll examine the myriad ways in which criminals steal identities, and the strategies and tactics you can use to keep them at bay. Some are obvious, but it’s surprising how many people don’t follow them. Others aren’t so well known. For example, did you know the single most important tool you have to protect yourself from identity theft is your credit report? I’ll dissect this critical document to show you what to look for and what to do if you find something amiss. Finally, for those of you who aren’t tech geeks, I’ll take an in-depth look at Internet scams and explain what steps you can take to foil criminals.

The second part of the book is devoted to the more common, and sometimes confusingly complex, situations that confront you when you find you’ve become a victim of identity theft. No question about it, you’ll be frightened when you discover that unexplained $4,000 charge on your credit-card statement. But don’t panic. There are many ways to go about fixing the problem and preventing recurrences.

After being burned, I now pay close attention to my credit-card statement online for signs of fraudulent charges, and when shopping online I always use a credit card, rather than my checking account’s debit card. If things get more serious and you start getting calls from collection agents trying to dun you for debts you didn’t incur, you can invoke an array of legal rights—probably more than you realize—to stop the harassment and fix the mistake. If worse comes to worst and you’re arrested or charged with a crime committed by the person who stole your identity, there’s advice on how to secure the proper legal counsel and what steps to take to clear your name.

Identity theft and identity fraud are huge problems, but they aren’t the end of the world. Use the first part of this book to protect yourself, and you may never need to use the second half.
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CHAPTER 1

WHAT IS IDENTITY THEFT, ANYWAY?

Jerome Powell remembers being irritated with himself for not paying closer attention to his driving. When the Mountain View, Colorado, police car’s lights came on behind him, Powell, a government contractor, had just driven through a yellow light as it turned red. Now he would be late for his next appointment. He apologized to the officer and handed over his driver’s license and insurance information. He watched in his rearview mirror as the officer radioed from his cruiser for a license check.

It seemed to be taking a long time to write a routine ticket. Finally, the officer approached Powell’s window and told him to get out of the car. Powell was stunned to find himself under arrest on an outstanding warrant. He was shocked and humiliated as the officer made him put his hands behind his back and then cuffed him and read him his Miranda rights. The Navy veteran spent hours in jail, shaking from fear that he might wind up charged with a crime he didn’t commit.

The warrant for his arrest was issued in 2003, when a thief used Powell’s driver’s license to buy more than $10,000 in computer equipment and other items. Despite overwhelming evidence that it was a case of identity theft—the stolen goods were delivered to the apartment of a career criminal who bore no resemblance at all to Powell—he was forced to spend several thousand dollars to post bond and get a lawyer to clear his name.

Jerome Powell’s unnerving and expensive experience is a true case of identity theft—the thief used Powell’s driver’s license to impersonate Powell. Not to be picky about it, but what the media and most people call “identity theft” is actually an umbrella term for two different crimes: identity theft and identity fraud. As in Powell’s case, identity theft occurs when criminals steal personal information and use it to impersonate the victim. An illegal immigrant using a stolen Social Security card to get a job is a good example of such an impersonation, as is a driver who has lost his or her license because of multiple convictions for driving while intoxicated and buys a fake driver’s license from an underground dealer containing the name and information of an identity-theft victim. True identity theft accounts for about a third of the 685,000 identity crime complaints reported to the Federal Trade Commission in 2005.

Far more common is identity fraud. It happens when thieves obtain a victim’s sensitive personal information to steal money from bank accounts, buy goods and services with existing credit-card accounts or use the data to open new credit lines. The shocking thing is that these types of criminals are frequently people we know. Such betrayals by family or close friends are emotionally draining and almost certainly underreported, since victims often find it difficult to report the crime or feel pressured by family members to keep the theft quiet.

Not Abigail Kelly. Abigail had given her Social Security number to her sister Delia after Delia said she was going to make Abigail the beneficiary of her life-insurance policy. Delia promptly used Abigail’s information to open fraudulent credit and utility accounts. As a result, Abigail not only suffered damage to her credit history, but she didn’t get the job after an employee background check turned up an arrest warrant in her name in Maine. Abigail had never even been to Maine. But Delia lived there. Abigail later learned that her sister was behind numerous accounts opened in her name, though Delia wasn’t arrested or charged with any crime. Local law enforcement refused to get involved in what looked like a family dispute, so Abigail wound up suing her sister in civil court instead. After Abigail sued her—once in California and again in Maine—Delia finally agreed to pay most of the $50,000, but the incident tore their relationship apart. “You are dead to me,” Delia later told Abigail.






IDENTITY THEFT IS NOTHING NEW

[image: image]         Identity theft is a crime most people associate with the Internet age, but imposters have been assuming the identities of others throughout time. Identity theft has often been used as a means to gain power. Pretenders to the European and Russian thrones once were very common. In the mid-14th century, as many as four people attempted to take on the persona of Portugal’s King Sebastian, both in his country and abroad. In the 15th century, at least two imposters came very close to taking the throne of Russian tsar Dmitriy Ivanovich. The Roman Catholic Church uses the term “antipope” to describe people who make widely supported claims that they are the Pope.

Impersonating other people for financial gain began long before the introduction of credit cards and the Internet. In one of the most outrageous examples of identity theft in the early 20th century, conman Victor Lustig adopted the persona of a top French official using forged government documents. He then “sold” the Eiffel Tower to an unsuspecting scrap-metal dealer in 1925. The tower was badly in need of repair and Lustig managed to convince the dealer that the government had decided to do away with the land mark and sell it for scrap. (He even got the dealer to pay him a bribe to sell it!) Most recently, filmmaker Steven Speilberg made a movie based on the life of Frank Abagnale Jr., a teenage con artist who in the mid-1960s stole almost $40,000 by printing his own bank-account number on blank bank deposit slips, which were processed right along with legitimate deposit slips. His life was portrayed in the 2002 motion picture Catch Me If You Can.
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Routine one-on-one crimes are the most common and are largely ignored by the media and, unfortunately, many times by law enforcement. It’s the big-time scams and plots that get the attention. In August 2005, employees at Sunbelt Software Inc. stumbled upon a massive identity-theft ring while researching “CoolWebSearch,” a dangerous software program that hijacks Internet servers and Web home pages—as well as other browser applications. The software was routinely obtaining and broadcasting data such as individual names, bank-account numbers, passwords and PINs, and other extremely sensitive personal information from millions of infected computers. That investigation continues today.

It’s surprisingly easy to become an identity thief or fraudster by joining the ranks of criminals who simply buy the information from any number of legal or illegal sellers of sensitive consumer data. Once little-known to most Americans, the data-broking industry burst into the spotlight in February 2005, when ChoicePoint, a seller of consumer data to financial institutions and government agencies, disclosed that criminals posing as legitimate businesspeople had purchased personal information on 145,000 people. (Later, the figure was revised to 162,000.) Americans were staggered by the types of personal information being sold by ChoicePoint, including their names, their spouses’ names, current and previous addresses, phone numbers, Social Security numbers, names of employers and even information about family members and neighbors. While individuals can sometimes buy such data legally, most legitimate data brokers sell only to corporate customers. But the fact that there’s little regulation of legal data sales means it’s easier for criminals to get their hands on your information.






COMPANIES RESPOND TO DATA BREACHES

Here’s a sampling of what some specific companies and organizations have offered to do in response to disclosures that sensitive consumer information was lost or stolen from their databases.

Time Warner

A contractor moving backup tapes discovered that computer tapes containing data, including many Social Security numbers, on 600,000 current and former employees, were missing. Time Warner offered a year of free credit-monitoring service.

Fidelity Investments

A Fidelity employee’s laptop, containing personal information on 196,000 current and former Hewlett-Packard workers, was stolen from a rental car. In response, the fund giant alerted credit-reporting agencies and offered free credit-monitoring service for a year to current and former HP employees.

Tufts University

Administrators discovered unusual activity on a university-owned computer with data, including some Social Security numbers, on 106,000 alumni. Tufts set up an 800 number for assistance and encouraged people to put alerts on their credit reports, but did not offer to pay for monitoring.

University of California, Berkeley

A stolen laptop containing Social Security numbers belonging to as many as 98,000 students, alumni and applicants. UC Berkeley set up a hotline and encouraged people to put alerts on their credit reports, but didn’t offer to pay for monitoring.

Wells Fargo

Four computers containing sensitive personal data for thousands of people were stolen from a vendor that prints loan statements. Wells Fargo responded by offering a year of free credit monitoring using its own service.

         

Source: The Wall Street Journal. Online
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Over the last five years, media coverage has increased as dozens of companies, universities, government agencies and other organizations have reported that vast amounts of sensitive consumer information was either lost or stolen. The list of companies that have reported lost or stolen consumer information reads like a “Who’s Who” of big business: Bank of America, Fidelity, Time Warner, Verizon and Wells Fargo, among others. In some instances, data-storage tapes went missing or laptops containing sensitive information were stolen; in others, employees of the companies or organizations obtained unauthorized access to the information. Even the federal government isn’t immune. In 2006, thieves stole data on about 26.5 million military personnel from the U.S. Department of Veterans Affairs. The laptop with the missing data was recovered, and two teens were arrested for the theft. But the department stumbled twice more, first when it canceled the credit-monitoring service it had offered the victims of the laptop theft, infuriating innumerable veterans who were counting on it to help protect the breach of their sensitive information. And then it happened again! Another department laptop, containing information on up to 38,000 veterans, disappeared. Needless to say, there are some decidedly unhappy vets wondering just how inept the department can get.

Not surprisingly, victims are beginning to fight back in the courts against companies and organizations that report breaches of sensitive consumer data. In June 2006, a coalition of veterans’ groups filed a suit against the federal government in the U.S. District Court in Washington, D.C., seeking $1,000 in damages for each of the roughly 26.5 million military personnel, both current and former, whose data was on the stolen laptop mentioned earlier. The case is ongoing. In July 2005, a group of plaintiffs filed a class-action lawsuit in California Superior Court against CardSystems Solutions Inc. after the company disclosed that computer hackers had obtained data on about 250,000 credit-and debit-card accounts. This case is also ongoing.

GARDEN VARIETY IDENTITY FRAUD

I’ll get into some of the more exotic types of identity theft and fraud later. For the moment, let’s take a look at some of the most common forms of identity crimes. It isn’t hard to guess that by far the favored tool of identity thieves is the ubiquitous credit card. We all have them and we love to use them. So do identity thieves. The Federal Trade Commission (FTC) found that 26 percent of all complaints of identity fraud in 2005 involved fraudulent charges on an existing account or new accounts opened using lost or stolen consumer information.

How easy is it to fall victim to credit-card fraud? Let me count the ways.






TOP FIVE MOST COMMON TYPES OF FRAUD





• Credit-card fraud

• Phone or utilities fraud

• Bank fraud

• Employment fraud

• Government documents/benefits fraud



Source: Federal Trade Commission






We use credit cards so often and in so many places—online and in person—that it is almost impossible to avoid tripping up and revealing your account information to a potential thief. I shudder to think of how careless I was with my credit-card account information before I discovered that I’d become the victim of identity fraud. I would routinely crumple up credit-card receipts containing my signature and entire account number and then casually toss them in the nearest trash receptacle for a would-be thief to snatch. When making travel reservations at work, I’d broadcast my credit-card number when giving it out to hotels or car-rental agencies, and so anyone within the sound of my voice could jot it down. When using ATMs, I worried more about the guy behind me invading my personal space than I did about whether the offending person was “shoulder surfing” to learn my account’s password. Online, I remembered—occasionally—to check to see if a site’s Web address started with the telltale “https://” and the tiny closed-padlock symbol at the bottom of the Web browser that indicated I was shopping at a secure site. I almost never checked sites such as the Better Business Bureau (www.bbbonline.org) and TRUSTe (www.truste.com) to ensure that the Web site I was using was a legitimate business.

Then a phone call from my credit-card issuer made me aware of just how easy it is to fall victim to identity fraud. The company’s representative said the company noticed I’d made two purchases within hours of each other using my card—one in New York, the other in France. Fortunately for me, the card company put the purchases on hold until it could contact me and verify that I had made them. I was shocked—and a little scared. If my credit-card information had been stolen, what other personal information could the thief have?

So now I pay close attention to things
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