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Course Overview

 

This course will cover audit standards and practices, techniques and methodologies, audit tools, planning and scheduling an information systems audit, preparing an audit report, and delivering the results to management. 

 

Audit Standards and Risk-based Audit

 

Introduction to the CISA Certification

 

Welcome to this course. I will guide you through the Information Systems Auditor course, starting with the process of auditing. We will take a look at audit standards and risk-based audit. This is the first of the five modules we will look at in this course. We will start by taking a look at the process of auditing. This course, therefore, will help you be more effective as an information systems auditor, but perhaps your greatest goal is to pass the Certified Information Systems Auditor examination. This course will help you in preparation for the CISA exam. It is developed by ISACA, originally the electronic data processes organization and information systems audit and control association, and it is a globally recognized organization with more than 140,000 members around the world. Their certifications are also recognized globally as the leaders in the field of information security and audit. The certified information systems auditor designation is globally recognized for information systems audit control, assurance, and security professionals. 

 

Being CISA-certified showcases your skills, knowledge and experience, and shows you can report on compliance, institute controls and assess vulnerabilities within the enterprise. The requirements for certification include well, first of all, pass the exam and demonstrate that you have five or more years of experience in information systems audit, control, assurance, or security. You can gain a waiver for up to three years of experience with the University education. The domains of the certified information systems auditor examination include the process of auditing information systems; this makes up approximately 21% of the questions on the exam. Next, you have governance and the management of IT, this makes up 16% of the exam. Also information systems acquisition, development, and implementation, the first part of the SDLC, this makes up 18% of the exam questions. The operations of our systems, information systems, operations, maintenance, and service management will make up 20% of the examination. And finally, the last domain, protection of our information assets will make up approximately 25% of the actual exam content. In summary, it is a challenging test, but it is worthwhile and following the content of this course will help you in a successful result. 

 

Audit Standards and Risk-based Audit

 

To become an information systems auditor, we must understand the process of auditing. This starts with an understanding of audit standards and risk-based audit. The process of auditing. We will look at areas such as the entire process of how to plan and set up and conduct the audit of information systems. We will examine several of the methodologies used in conducting an audit, as well as the various procedures used when an audit is being performed professionally and skillfully. The objectives of this chapter are to ensure that we have an appropriate level of knowledge on how to provide audit services professionally and skillfully. This means we must adhere to the various audit standards, which are in existence and understand that the purpose of the audit is to assist the organization and audit can help us protect and control our information systems and ensure that the controls are adequate and appropriate for the organization. 

 

For a person sitting for the CISA, Certified Information Systems Auditor exam, they must be familiar with the various tasks statements that will be addressed in the examination. This includes how to execute a risk-based IS audit strategy, how to plan specific audits based on that strategy, and how to conduct those audits per audit standards. When an audit has been performed, we must properly communicate the audit result and make recommendations to management based on the findings and observations and the various audit work papers and evidence that we have gathered. Management has the opportunity to mitigate any of the issues that are found and to address and audit issues. We will next conduct audit follow-ups to ensure that those responses of management have been appropriate and that the organization continues to operate securely. 

 

Information is one of the most valuable assets an organization has today, and we use information systems as a manner to manage that information. Information systems themselves are made up of hardware, software, utilities and all of the various components necessary to build a system to manage information appropriately. Information systems play a very strategic role in ensuring that our business is able to meet the challenges of business and to adapt to the changes in technologies and business processes in the future. We must manage our information systems in a very stable, reliable manner and operate our systems following good practice. An information system starts by gathering data from many sources, could be from upstream systems, for example, and our system will process that information through various transactions or operations. In many cases, we will store that data. We will put that data into databases, files, or reports, or even in some cases, share that information and distribute it into other systems, such as downstream applications. We must ensure that our information system properly uses information through its use of various types of technologies. 

 

As an auditor, we will look at all of these processes. The audit itself is a very clear, governed 

operation starting with the management of the IIS audit function. An audit is there to meet certain audit objectives. What are the objectives for the organization? To ensure that our systems are being operated and protected appropriately. To ensure that our audits are truly professional, the auditor must be independent and competent. In other words, they must not have a bias or a conflict of interest with the area with which they are auditing, and they must have the skills necessary to perform that audit professionally. 

 

An auditor is there to provide value. The purpose of the audit is to help the organization to identify any risks and to be able to make recommendations on perhaps how any outstanding issues could be addressed. The auditor will add value through this work. When we conduct an audit of an information system, we want to ensure that the technology and the investments we have made are being managed effectively and appropriately. We also want to ensure that the information technology, applications, and systems we have are aligned with business objectives that we are able to use technology in a way that it is supporting the achievement of business goals. As an auditor, we will review from that perspective to ensure that our systems truly are aligned and enhancing business operations. 

 

So what is an audit? Information systems audit is a formal examination. We are going to take a look at our information system, which includes quite often interviewing the personnel and conducting various forms of tests on those information systems. We want to ensure that our systems are being operated and our data is being protected following the various laws and regulations and contracts, such as service level agreements we may have. These may be laws from a federal or a state-level; they could also be industry standards and contracts we have put in place with business partners. In all of this, we often define information security using three terms. We want to ensure that we have protected both the information and the information systems with appropriate levels of confidentiality or protection from the disclosure of information through appropriate integrity, the integrity of our data, and integrity of the process itself, and through availability so that our systems and our data is available to the users when it is required. To conduct an audit, we need the approval or the authority to do so. This comes from an audit charter. 

 

An audit charter is issued usually by the senior management or board of directors of the organization to internal audit the right to be able to conduct an audit of information systems, this includes, the right to gather information, gain access to systems, and personnel, and the audit charter will be an overarching approval letter that covers the entire scope of the audit activities for an entity, such as an organization. Next, we will conduct various audits. Based on that charter or the approval we have; we begin an audit engagement. An audit engagement is focused on a specific audit activity or audit objective. Usually, an audit charter will authorize numerous audit engagements over the coming year. In many cases, the audit charter will be renewed on an annual basis. It can be issued both the internal and to the external audit entities. There are many different types of audits that we will conduct. 

 

An internal audit, for example, done by an internal team, delivers audits to the audit committee of the board of directors or to the highest level of management. In many cases, an internal audit team is directed to look at the areas that management considers to be critical or important. An external audit is conducted by an external organization which has brought on board and very often in conjunction with compliance or legal requirements. The external audit group is given a specific scope of what they are to examine, and they operate according to a formal contract and statement of work. This places a correct perimeter or defining the scope of the audit to be conducted. To conduct audits, we need the right people, and this requires audit resource management. An important part of audit resource management is to maintain auditor competence, especially as technology changes. As the business evolves, auditors must keep abreast of those changes and be trained so that they can conduct audits of those areas in a skillful manner. 

 

An auditor must have the technical competence to conduct the audit of which they have been assigned. They also need the skills and knowledge necessary to conduct that audit in a professional, independent, and objective manner. It is important that auditors also are examined on an annual basis to ensure that they have appropriate training and especially in the area where specialized audits may need to be conducted. In summary, audits may be either internal or external, and the auditor conducting the audit engagement must have appropriate skills, knowledge, and independence to be able to conduct that audit professionally. The audits are authorized through an audit charter usually issued on an annual basis and the engagement letters that specify the specific audits to be conducted per the audit charter. 

 

 

 

Audit Planning

 

Planning an IS Audit      

 

We are going to take a look in this module at audit planning and specifically at how to plan an information systems audit. We need to have a knowledge of how to set out these strategic and operational plans for an audit. This includes both short-term audit plans that which we will conduct hopefully within the next year, as well as, long term audit plans, strategic looking at major projects or ongoing types of audit direction. To conduct an audit, we must, first of all, understand the environment of the universe in which an audit is being conducted. To conduct audits, we have to understand the business. It is the business that is most important, not just the information systems. So to conduct an audit of an information system, I need to understand how that system supports the business operations. We will consider out of all of the various activities within the business and the various systems which one that should be planned for an audit in this next should we say one year or maybe it is part of longer, strategic audit plan. 

 

To conduct audits, we will usually try to focus on the areas of highest risk. We call this risk-based auditing. When we take a look at risk, we must understand both the monetary and non-monetary values of risk. Monetary risk is usually known as quantitative risk, whereas, non-monetary areas such as reputation, brand, employee morale, for example, those are more what we call qualitative risk factors. When we understand what the risk is to our business and to the specific information systems, we will be able to plan appropriate audits based on understanding what would be the impact if we had a risk event and the likelihood of such an event happening. Depending on the severity and frequency of impacts and likelihood, would also determine whether or not an area is more likely to be subject to an audit this year or maybe in a longer-term. When we set out audits, we have in most organizations a myriad of different areas that need to be audited. In most cases, we are not able to conduct enough audits to address the entire audit universe, so, therefore, we set out an audit plan. In audit planning, we will focus on the higher areas of risk. 

 

Quite often, this will mean that we talk to the business owners, and we ask them what the areas that concern them are. Quite often, we will ask questions such as what are the things that you keep you up at night, what are the areas you worry about. And when we talk to the business owners, they will often help guide the direction of the audit and the areas to be reviewed within the coming year. We will always have the problem of not enough resources. Auditors are in scarce supply, especially those with adequate skills and we will need to plan the management of those audit resources effectively. We also in the planning have to consider what are the ongoing projects and changes within the organization. I am not going to want to audit an area which is going to be subject to a major say change within the next few months. We also will need to identify if there is a requirement for additional skills or resources. It could be that we are dealing with an audit of a new technology or a rather difficult area that may require the skills of an auditor that has those specialized skills, say in forensics, financial forensics, or for example, examination of a web application. 

 

When have identified all of these areas, we can bring those together into an effective audit plan. Once we have an audit plan, we will review that plan with management. We will review the plan at least once a year to make sure that we have focused in on the areas of greatest importance. We will also especially look at areas where there are new control issues such as new vulnerabilities, new threats, new legislation where there is been major changes in the risk environment, such as a system which is now opened
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In this course, you will develop expertise for auditing
information systems and learn how to prepare for the Certified
Information Systems Auditor examination.






