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Introduction


This book will help you to develop the knowledge, understanding and practical skills you need to complete your Level 1/Level 2 Cambridge National IT course. As well as preparing you for your final exam and set assignments, the book will introduce you to the IT sector. You will learn how to design, plan, create and review IT products to meet client briefs and target audience demands.

The chapters in this book closely follow all the topics required for each unit in the course specification, which you can find on the OCR website. To help with your learning the book covers the key content in detail and includes a range of real-world examples. There are also lots of activities and learning features; you can find out more about these and how to use them on the next page.

Note for teachers: You can find out more about how we have designed the textbook to support you at: www.hoddereducation.co.uk/it-teacher-intro


Qualification structure

The Cambridge National in IT qualification is made up of three different subject units. You will need to complete all of these:


	•  R050: IT in the digital world

	•  R060: Data manipulation using spreadsheets

	•  R070: Using augmented reality to present information



A chapter of this book is dedicated to each unit.



Assessment: Examined unit and final set assignments


	•  Unit R050 is an examined unit where you will sit a 1½ hour exam paper, which is set and marked by OCR.

	•  Units R060 and R070 are assessed through a series of tasks for a set assignment that you will be given. The assignments are set by OCR, marked by your tutor and then moderated by OCR.



All the examination questions contain ‘command’ verbs. These tell you what you have to do to answer the question or complete the task. You should always check the command verb before starting a task or answering a question. For example, if you describe something when an explanation is required, you will not be able to gain full marks; this is because an explanation requires more detail than a description. There are a range of practice questions in this book in Unit R050 to help you get to grips with the command words. A list of command verbs is available on the OCR website.

Once you have learnt all the required parts of the moderated units, you will complete an assignment that will be used to assess your knowledge and skills of the subject. It will be set in a vocational context, which means that it will simulate what it would be like to be given a project by a client or employer in a work situation. You will use the OCR set assignment or a modified version of it for the assessment. This assignment will include a series of tasks that follow the same process and sequence of the topic areas in the R060 and R070 units. The assignment practice features in this book will help you get used to working in the relevant IT contexts.

Note: The practice questions and accompanying marks and mark schemes included in this resource are an opportunity to practise exam skills, but they do not replicate examination papers and are not endorsed by OCR.






How to use this book


This student textbook contains all three units for the redeveloped OCR Level 1/Level 2 Cambridge National in IT (J836).

These are:


	•  Unit R050 IT in the digital world

	•  Unit R060 Data manipulation using spreadsheets

	•  Unit R070 Using augmented reality to present information.



Each unit is then divided into topic areas. All of the teaching content for each topic area is covered in the book.


Key features of the book

The book is organised by the units in the qualification. Each unit is broken down into the topic areas from the specification. Each unit opener will help you understand what is covered in the unit, the list of topic areas covered, and what you will be assessed on, fully matched to the requirements of the specification.
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About this unit

An introduction to the topics covered by the unit.
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Topic areas

A list of the unit’s topic areas, so you know exactly what is going to be covered.
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How will I be assessed? [image: ]

Information on how the unit will be assessed.
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Getting started [image: ]

Short activities to introduce you to the topic.
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Key term

Definitions of important terms.
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Case study

See how IT concepts can be applied and learn about real-life scenarios.
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Activity [image: ]

A short task to help you understand an idea or assessment criteria.
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Test your knowledge [image: ]

Short questions designed to test your knowledge and understanding.
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Research [image: ]

Research-based activities that draw on the content covered in the book, to reinforce your understanding.
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Synoptic link [image: ]

Links to relevant details in other parts of the book so you can see how topics link together.
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Practice questions [image: ]

Summary questions that allow you to apply the knowledge and skills covered in the unit. This feature appears in the examined Unit R050 and will help you prepare for the exam. The mark schemes are available online at www.hoddereducation.co.uk/cambridge-nationals-2022/answers

Note: The practice questions and accompanying marks and mark schemes included in this resource are an opportunity to practise exam skills, but they do not replicate examination papers and are not endorsed by OCR.
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Assignment practice [image: ]

A summary activity that allows you to apply the knowledge and skills covered in the unit. This feature appears in the non-examined units R060 and R070, and will help you prepare for the set assessments.
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Unit R050 IT in the digital world
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About this unit

We all use IT every day in a range of different ways. When we interact with digital devices, we use a Human Computer Interface (HCI), we create data which is stored and processed, and we create a range of digital communications which are distributed. We interact with smart devices to make our lives easier.

In our interactions with IT, we use different types of devices (hardware), which need software to be able to carry out our tasks. In this unit you will learn about the design tools that can be used to create software solutions or products, and how testing can be used to make sure these work as intended. We interact with devices through an HCI, and you will learn about how these are used in everyday life in a range of different application areas.

Smart devices connect to the Internet of Everything (IoE). You will learn what the IoE is and how it is used in a range of different application areas.

As data is collected, stored and processed when we use IT, it is important that this data is kept secure. You will learn about the different types of threats to data and digital devices and the measures that can be taken to prevent these threats, including the legislation that relates to the use of IT.
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Topic areas

In this chapter you will learn about:


	1  Design tools (TA1)

	2  Human Computer Interface (HCI) in everyday life (TA2)

	3  Data and testing (TA3)

	4  Cyber-security and legislation (TA4)

	5  Digital communications (TA5)

	6  Internet of Everything (IoE) (TA6)



[image: ]






[image: ]

How will I be assessed? [image: ]

Unit R050 is assessed by taking an exam. The mark you are awarded will count towards the final grade you get for this qualification. The exam will be 1½ hours long and will have two sections. Section A will have short-answer questions, which will range from one to two marks per question. Section B will have a context and all the questions in this section will relate to this context. Section B will also include a question where you will need to sketch a solution to a problem and an extended answer question.

You will be assessed on the following performance objectives in the exam:

PO1 – Recall knowledge and show understanding

PO2 – Apply knowledge and understanding

PO3 – Analyse and evaluate knowledge, understanding and performance

[image: ]





Topic area 1 Design tools
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Getting started [image: ]

The first stage in developing any product, resource or system is to design the solution. By designing the solution first it is possible to check that it will meet the requirements, be fit-for-purpose, and enable the end users to use the product, resource or system as intended.

There have been some design failures in the IT world. Research one or two of these failures and investigate the impact they had on the end users.
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1.1 Types of design tools

There are different design tools that can be used to design a solution.

Which design tool is used will depend upon the product, resource or system being designed. For example, if the product manipulates data, then a flow chart could be used to show the calculations and decisions, and a wireframe or visualisation diagram could be used to design the Human Computer Interface (HCI).
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Synoptic link [image: ]

The HCI is covered in Topic area 2 of this unit.
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There are four design tools you need to learn about. These are:


	•  flow charts

	•  mind maps

	•  visualisation diagrams

	•  wireframes.




Flow charts

A flow chart can be used to show the steps, decisions and outputs in a process. For example, how the discount on an order can be calculated. You will have learnt about creating this type of design tool in your KS3 study.

A flow chart can also be used to create a simple diagram of all the steps and decisions needed to produce the required output. When using a flow chart as a design tool, each step is set out in the proposed sequence – the order in which the steps and decisions have to be completed.

Each step will lead to the next, displaying the sequence of steps with any decisions which will show the steps to be taken as a result of the decisions. It is important that every flow chart begins with a ‘Start’ box, with the end of the process being shown by an ‘End’ box.

Table 1.1 Flow chart symbols




	Symbol
	Name
	Description





	

[image: ]


	Line
	Shows the flow through the process being shown by the flow chart
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	Decision
	Shows when a decision has to be made during the process. Two lines must come out of a decision box: Yes/No or True/False
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	Start/End
	Indicates the start and end of the process being shown by the flow chart
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	Step or process
	Shows what is done at any specific step, for example:
price × quantity = total cost
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	Input/Output
	Shows an Input or Output. This can be generated by a user or automated, for example a report or invoice





The components of a flow chart are:


	•  start point

	•  end point

	•  decisions

	•  processes

	•  input/output

	•  connecting lines with directional arrows.



These are shown by symbols in a flow chart (see Table 1.1).



[image: ]

Activity [image: ]

Create a flow chart, using a decision, to show this process:

Ask a user to input three numbers. Add the numbers together. Output the total.
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Mind maps

A mind map is based around a central theme (the central node) and has branches to nodes and sub-nodes for the different aspects of the theme. Mind maps are also known as spider diagrams.

The purpose of a mind map is to generate outline ideas or to present ideas to an audience. They can be used to develop and show links between different thoughts, aspects and processes of a project. They are also used to provide an overview, or summary, of a topic or idea.

For all mind maps:


	•  The main subject, topic or idea is in the centre: this is the central node or central theme.

	•  The related ideas and information branch from this central node: these are called nodes.




[image: ]

Figure 1.1 A mind map




	•  Each related idea can have further ideas and information branching from it: these are called sub-nodes.

	•  The central node, nodes and sub-nodes are connected by lines (or branches).

	•  The central node, nodes and sub-nodes should each include a word and/or an image.

	•  Each node can have many branches.



The components of a mind map are:


	•  nodes

	•  sub-nodes

	•  connecting lines (branches)

	•  key words

	•  colours

	•  images.



There are three different types of mind map, each with a different purpose:


	•  library

	•  tunnel timeline

	•  presentation.




Library

Library mind maps sort and organise information to provide a clear understanding of a topic. Figure 1.1 is an example of a library mind map about classroom equipment.



Tunnel timeline

Tunnel timeline mind maps are mainly used for problem solving. The central node is the outcome, or the problem that needs to be solved. The nodes and sub-nodes show the paths that need to be taken to solve the problem.



[image: ]

Activity [image: ]

Find the basic structure of a tunnel timeline mind map. Use this to create a mind map to show the tasks and subtasks that are involved in decorating a bedroom.
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Presentation

Presentation mind maps are used to present ideas to an audience. They should be laid out in a way that the audience can understand.


[image: ]

Figure 1.2 A presentation mind map






Visualisation diagrams

Visualisation diagrams are rough drawings or sketches of what a final solution will look like. They can be used to plan the layout of an image in a visual way, and show where text and images will be placed. Visualisation diagrams can be used to check that what is being produced will work and that the objectives of the product can be met.

Visualisation diagrams are usually used when a static product is being created. A static product is one that doesn’t move, such as an HCI for a spreadsheet solution or augmented reality (AR) resource. They can also be used to show the format and layout of any outputs, such as a report.

Visualisation diagrams cannot be used for anything that has a timeline.

The components of a visualisation diagram might include:


	•  multiple images/graphics

	•  size and position of images/graphics

	•  position and style of text

	•  fonts

	•  labels/annotations, including:

	•  size/style of text

	•  font

	•  size/style of text images/graphics

	•  size of other elements





	•  colours

	•  themes.
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Activity [image: ]

Draw a visualisation diagram for the front cover of this book.
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Wireframes

A wireframe is a plan of what is to be designed – it focuses on what the product will do, rather than what it will look like. Wireframes help people understand the outline or the frame of the design before detailed designing begins. This allows the designer to see if sizes and proportions are correct, and that all the required elements are included. The detail for each element is not included in a wireframe. A wireframe is a layout design tool, meaning changes can be quickly and easily carried out before creation.


[image: ]

Figure 1.3 A basic wireframe



A well-constructed wireframe will help when creating a solution such as an AR resource or the HCI for a spreadsheet solution. A wireframe could also be created for a website home page. This would show the layout of the home page including the positioning of elements such as buttons.

A wireframe can be low fidelity or high fidelity.

A low-fidelity wireframe includes boxes showing the position of basic content and images with no specific details. They use basic shapes, image placeholders and generic ‘lorem ipsum’ text to show the draft layout of the product. (Lorem ipsum text is dummy text without meaning that shows where text should be placed.) Low-fidelity wireframes:


	•  are usually created in greyscale rather than colour

	•  are static, which means the interactive elements are shown in boxes

	•  do not show the functionality of any interactive elements such as drop-down lists

	•  are usually a hand-drawn sketch but could be created using software.



A high-fidelity wireframe shows the product in more detail. This detail includes fonts, colours, images, text and branding such as logos. If the wireframe has been created using software, then it is possible that the functionality of the user interactions can be shown, for example any drop-down lists. They are usually created using software so the functionality can be shown.


[image: ]

Figure 1.4 A high-fidelity wireframe





[image: ]

Key terms

High-fidelity wireframe A wireframe that shows actual content, fonts, colours, image dimensions and branding.

Low-fidelity wireframe A wireframe that uses basic shapes and image placeholders with limited specific details.

[image: ]




The components of a low-fidelity wireframe are:


	•  boxes

	•  box labels

	•  image placeholders

	•  layout grids.



A high-fidelity wireframe also includes:


	•  branding

	•  colours

	•  fonts

	•  text

	•  user interaction functionality.
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Synoptic link [image: ]

You will need to use design tools when designing your spreadsheet solution and your AR model prototype.
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Activity [image: ]

Create a low-fidelity wireframe for the home page of your school’s website.
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Test your knowledge [image: ]


	1  What symbol is used to show the start of a flow chart?

	2  Identify two components of a mind map.

	3  What is a tunnel timeline mind map used to show?

	4  What sort of products cannot be designed using a visualisation diagram?

	5  Identify two components of a high-fidelity wireframe which are not used in a low-fidelity wireframe.
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Advantages and disadvantages of design tools

Each design tool has advantages and disadvantages (Table 1.2). The choice of design tool will depend upon what is being designed. If a design tool is used that is not appropriate or useful then, in some cases, this is worse than having no design.
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Key term

Concurrent processes Processes that can be carried out at the same time.
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Table 1.2 Advantages and disadvantages of design tools




	Design tool
	Advantages
	Disadvantages





	Flow charts
	Can be useful for simple designs with a small number of tasks and decisions.
Does not need any specialist knowledge to understand the flow chart.

Can show sequence/steps that need to be followed in order.

	The processes and decisions are shown sequentially so do not show concurrent processes.
Can become complicated if a lot of decisions need to be shown.

Cannot be used to create visual designs.




	Mind maps
	Easy to add ideas at any time.
Can help focus on the ideas and links between them.

Show dependent ideas.

	Can be difficult for others to understand.
The correct type of mind map needs to be used.




	Visualisation diagrams
	Simple to produce.
Non-technical so most people can understand them.

Ideas can be clearly shown.

Can clearly show the layout of documents.

Can see if the layout will work before building a prototype.

	Can lack detail.
A lack of technical details can cause issues, confusion and misinterpretation.




	Wireframes
	Information and graphical elements can be positioned and moved around.
The size of the elements can be changed.

The design can be finalised in a low fidelity without the clutter of, for example, font types/colours.

High fidelity can be used in the testing process.

Changes can be made efficiently.

	Interactive features cannot be shown in low fidelity.
High fidelity can become over designed.








Types of software used to create design tools

Software can be used to create a design tool. The type of software selected will depend upon the type of design tool that is being created. The types of software that could be used include:


	•  DTP (desktop publishers)

	•  word processors.



Word-processing software can be used to create a flow chart, mind map or low-fidelity wireframe. There are in-built tools and features in word-processing software which allow shapes and lines to be used to create these design tools.

DTP software can be used to create a visualisation diagram where images and text are combined. DTP software can also be used to create a mind map or high-fidelity wireframe. One advantage of using DTP to create a design is that the software allows elements from different files to be combined. This means that images can be imported from, for example, a scanner or a graphics package. Text can be added from a word-processing file or inputted directly. The different elements can be grouped, which means that a group of elements can be moved as one. Elements can also be positioned by using a ‘drag and drop’ feature which will enable precise positioning to be used.

There is also specific software that can be used to create different design tools. As this software has been specifically created, the features and function it includes can help when creating designs. For example, software created for a visualisation diagram may include features such as automatic lining up of elements, and grids for accurate positioning of elements and templates.
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Research [image: ]

Research the different software applications that are available specifically for creating a mind map and a high-fidelity wireframe. Think about the advantages of using a specific software application to create design tools.
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Test your knowledge [image: ]


	  6  Identify one disadvantage of using the flow chart design tool.

	  7  Which design tool shows dependent ideas?

	  8  Which design tools could be created using a DTP package?

	  9  How can images be imported into a DTP package?

	10  What does it mean when components are grouped?
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Practice questions [image: ]


	1  One symbol used in a flow chart shows the start and end. Draw and label two other symbols used in a flow chart.
[4 marks]


	2  Identify two advantages of using a mind map to present ideas.
[2 marks]


	3  Explain how a library mind map will help a client understand the basic ideas for the design of a website home page.
[2 marks]


	4  Compare the use of low- and high-fidelity wireframes to present a design for a website to a client.
[4 marks]


	5  Explain how, using an example, a word-processing package could be used to create a visualisation diagram.
[3 marks]
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Topic area 2 Human Computer Interface in everyday life
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Getting started [image: ]

We all use HCIs every day, for example, every time a smartphone is accessed by a user, an HCI is used.

Think about the digital devices you interact with every day at home and in school. Make a list of these and what you use the digital device and HCI for.

[image: ]





2.1 The purpose, importance and use of HCI in application areas

The purpose of an HCI is to allow communication between the user and a digital system. The communication takes the form of different types of interaction such as type, touch, gesture and voice. The interaction can be captured by the digital system through a keyboard, sensor, camera or microphone.
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Synoptic link [image: ]

You will learn more about the application of an HCI in Unit R060, Topic area 1, section 1.2, and Unit R070, Topic area 2, section 2.1.
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An HCI can also be known as a user interface.

A well-designed HCI will:


	•  be clear in its layout: important information stands out, user interactions are clear

	•  be consistent in its layout: users know where to find things

	•  be simple: users can quickly learn how to use the HCI

	•  be user-controlled: which means the user decides the actions to be taken

	•  provide feedback: when a user makes an error, the messages should be clear and provide detailed feedback as to how to rectify the error.



There are a range of different application areas where an HCI is used. These include:


	•  embedded systems

	•  banking

	•  entertainment

	•  fitness

	•  home appliances

	•  retail.




Embedded systems

An embedded system is one that is built into a device or system. Washing machines, cars and fridges all contain an embedded system; these are the systems that run the devices. The HCI for these devices shows the user the options that are available for them to change such as the wash cycle temperature, cruise control speed or temperature for the fridge. The range of options available on an embedded system cannot be changed by the user.
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Synoptic link [image: ]

You will need to create an HCI for your spreadsheet solution. This is covered in Unit R060, Topic area 1, section 1.2, HCI, and Unit R060, Topic area 2, section 2.1, User interface.
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Banking

Most people have at least one bank account. They may also have a savings account and other types of accounts. Over the last few years there has been a decrease in the number of physical banks and a move to people banking online. It is very important that a high level of security is applied to the banks’ websites.
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Synoptic links [image: ]

Security and prevention measures are covered in Topic area 4, section 4.3 of this unit.

HCI design conventions and principles are covered in Unit R060, Topic area 1, section 1.2.
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To access online banking, an HCI is presented to the user often on a mobile device or PC. The HCI will provide the user with the ability to access and manage their account. This is done by providing instructions and interaction opportunities for logging in through typing in a username/password, scanning a fingerprint, or recording a phrase using a microphone. Once into the account, options are shown to the user through the HCI regarding the key tasks that they need to do to manage their account.



Entertainment

There is a large range of HCIs available in the entertainment area. These include gaming, e-readers, smart TVs, streaming services and cinema. When a smart TV is switched on, the user is provided with a range of options on the screen to select from. These options are an HCI as each option has a pre-defined action. Some video streaming services require a user to select who is watching; once a person has been selected a further HCI is shown which provides the user’s personalised screen, allowing them to customise their experience.
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Activity [image: ]

Investigate other areas of entertainment such as gaming and websites. Look at the HCI and think about how it is used.

[image: ]






Fitness

There has been an increase in the number of fitness devices that are available. These include devices such as wearable fitness trackers, smart bikes and rowing machines. Each device has an embedded HCI which can act both as an output to show users their progress and enable the user to input settings such as the amount of time to exercise or the number of calories to be burned.

It is common for these devices to have a second HCI on a different device such as a smartphone or tablet. This usually takes the form of a downloadable app and allows the user to chart their progress through wireless connectivity between the devices. This is an example of use of the Internet of Everything and smart devices.
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Figure 1.5 A fitness tracker on a smartphone



Figure 1.5 shows the HCI for a fitness tracker on a smartphone. It is possible to see a range of different information such as the number of minutes exercised and for how many days exercise has been taken. This HCI is tailored to a specific user based on the details they first input when they started using the fitness tracker.
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Synoptic link [image: ]

The Internet of Everything (IoE) and smart devices are covered in Topic area 6 of this unit.
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Home appliances

Homes today are packed with devices such as cookers, microwaves, heating systems and fridges that are run by small computer systems. As mentioned earlier, these are usually embedded computer systems with their own HCI. However, there is an increasingly wide range of secondary HCIs for these devices that appear as apps on our mobile devices or within smart devices such as the Amazon Show or the Google Nest.


[image: ]

Figure 1.6 An embedded HCI on a washing machine



The secondary HCI on a separate device will enable the user to select options remotely and, if the washing machine is switched on, will send these options to the washing machine which will then start.

Another example is smart lights. These can be controlled through voice commands to a digital assistant that will then carry out the command; this is a voice-activated HCI using a microphone attached to the device. The lights can also be controlled through an HCI on a device where the lights carry out the command using wireless connectivity between the device and the lights.



Advantages and disadvantages of using an HCI

Using an HCI in each of these areas has advantages and disadvantages (Table 1.3).
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Activity [image: ]

In groups of two or three, choose a retail sector, for example fashion, home furnishings, furniture or holidays. Investigate the range of HCIs that are used in your chosen area, and how they enhance the user journey. You should also describe the advantages and disadvantages of using an HCI in your chosen sector. Present your findings to the rest of your class.
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Table 1.3 Advantages and disadvantages of using an HCI




	Area
	Advantages
	Disadvantages





	Embedded systems
	Greater flexibility in use compared to older devices.
Ability to set preferences such as specific heating levels.

	Limited number of functions/options for the user.



	Banking
	Increased security.
A customer only has access to their own accounts.

Can operate bank facilities without the need for bank staff.

Flexibility in when and how to use bank.

	Cannot access accounts if the HCI fails.
Incorrect programming could lead to incorrect accounts being shown.




	Entertainment
	Offers users a personalised experience.
Different users can use the same device.

	If connection is lost, then the entertainment device will no longer offer a personalised experience to the user.



	Fitness
	Personalised settings.
Clear set-up of exercise plans.

Easy to see and monitor progress.

	Device-based HCI can be small to read.
Input methods can be very restrictive.




	Home appliances
	Appliance performance can be tailored to meet the user requirements.
Appliance can be user activated or delayed whenever and wherever the user is located.

	If connectivity is lost, then the appliance will not work as required.
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Test your knowledge [image: ]


	1  Identify one way interaction can take place with an HCI.

	2  Why is it important that an HCI is clear in its layout?

	3  What is an embedded HCI?

	4  What is the purpose of a secondary HCI?

	5  Identify one advantage of using an HCI in the banking application area.
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2.2 Hardware considerations

All HCIs are displayed to the user. This can be visually on a display or using audio such as Amazon Alexa’s voice. Embedded HCIs are built into a display on the device or system, while others are displayed on a separate digital device.


Display

There are different types and sizes of displays. It is important that these different types and sizes are considered when the HCI is being designed.
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Synoptic links [image: ]

Digital devices are covered in Topic area 5, section 5.3 of this unit.

Devices used with AR are covered in Unit R070, Topic area 1, section 1.3.
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The main types of displays include:


	•  touch screen

	•  LCD

	•  LED

	•  OLED.




Type


Touch screen

There are displays that are touch enabled (touch screens) and displays that are not touch enabled. Touch-enabled displays allow the user to physically touch the screen as part of the interaction. Displays that are not touch enabled will require another interaction method such as a mouse or tracker pad.

Touch-screen devices are becoming more common, ranging in size from smart watches and smartphones to interactive advertising boards and smartboards in the classroom.

For example, touch can be used to select the options available on a car touch screen.
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Figure 1.7 A touch screen in a car





Liquid crystal display

Liquid crystal displays (LCDs) are usually found on a range of devices including smartphones, laptops and PCs. LCDs use a separate backlight to illuminate the display from behind. This means that sunlight does not affect the view seen. However, the colour representation and contrast are not as good as other display types.

An extra layer is placed on top of the LCD element to provide touch-screen ability. Without this the display would require another device to enable any interaction with an HCI. This type of display can also be navigated using a remote control, for example on a smart TV and smartboards.
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Key terms

Backlight A built-in light source that is needed to produce a readable display.

Liquid crystal display (LCD) A type of display that uses a liquid crystal film sealed between glass plates.
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Figure 1.8 The left-hand HCI has the backlight on and the backlight is off on the HCI on the right





Light emitting diode

Light emitting diodes (LEDs) are similar to LCDs, but LED displays generate their own backlight. This means that a backlight does not have to be built into the device. This means that sunlight does not affect the view seen. However, the colour representation and contrast are not as good as other display types. An LED display uses very little power.



Organic light emitting diode

An organic light emitting diode (OLED) display produces its own light. This means it uses less power and is thinner than LCD and LED displays. OLEDs are more flexible and can contain the touch response layer in the display itself. Using an OLED means that screens can be folded or rolled.

An active-matrix organic light-emitting diode (AMOLED) is a type of OLED.
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Key terms

Light emitting diode (LED) A small device that emits light when an electric current is passed through it; lots of LEDs are used together to make self-illuminating displays.

Organic light emitting diode (OLED) display A type of display that produces its own light; it is flexible and can include a touch response layer.
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Size

The display size is the size of the area on the display where, for example, the HCI, pictures and videos are displayed. The size of a screen is usually described by the length of its diagonal, which is the distance between opposite corners.
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Research [image: ]

Investigate the different display sizes available on smartphones.
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The size of a display can have an impact on how a user uses an HCI. If the display size is too small, it can mean that the size of the HCI is small or not all of the HCI can be seen. This can mean that the user can find it difficult to use the HCI as they may not be able to touch an icon with their finger.

Embedded HCIs are usually very small. This is because they are embedded into a device and so need to fit with the other components that make the device work. If the embedded HCI is large, then other components may not work as intended or may make the device much larger in physical size.

An HCI for a software application, such as a spreadsheet, will be built into the software itself. This means that the processing power requirements will be reduced but the display area can be quite large on display. The size of the HCI can be reduced by the user with some software such as only showing icons and no text.
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Synoptic link [image: ]

User interaction methods are covered in Topic area 2, section 2.4 of this unit.
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Resources

An HCI will also need to use resources, including memory and processing power. When designing an HCI, the size of display, cost of device, method of interaction and the processing power and memory requirements should be considered.


Memory

If the HCI has a lot of options then the file size needed to store the HCI will be large, as the HCI is almost a program in its own right. This will take up a lot of memory which could mean there is limited memory for other applications, including an operating system.



Processing power

When a user is communicating with an HCI, processing power will be needed to complete the requested tasks.

The more options, and sub-options, an HCI has, the more processing power is needed. Having an HCI that needs a lot of processing power means there is less processing power available for the device to carry out other tasks, or the response to the options could slow down.
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Test


	  6  What does LED stand for?

	  7  How is backlight generated in an LCD device?

	  8  How is the size of a screen described?

	  9  What happens to the processing power needed when more options are included in an HCI?

	10  Identify one consideration when designing an HCI.
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2.3 Software considerations
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Operating system
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	•  Windows: mainly PCs, laptops and tablets

	•  Mac OS/iOS: Apple-based devices including Mac desktops and laptops, iPhones and iPad tablets

	•  Android: used on mobile devices such as laptops and smartphones

	•  Chrome: used on Chromebook laptops

	•  Ubuntu: mainly PCs but can also be used on a server

	•  Linux: mainly PCs and laptops but can also be used on, for example, cars, smartphones, web servers and networking hardware

	•  Unix: can be used on devices ranging from supercomputers to mobile devices.
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	Operating system
	Proprietary or open source
	Interface





	Windows
	Proprietary
	GUI



	Mac OS/iOS
	Proprietary
	GUI



	Android
	Open source
	GUI



	Chrome
	Open source
	GUI & CLI



	Ubuntu
	Open source
	GUI



	Linux
	Open source
	GUI & CLI



	Unix
	Proprietary and open source
	GUI & CLI












	Operating system
	Advantages
	Disadvantages





	GUI
	Intuitive and easy to use.



	Very experienced programmers can find these slow to use and select the options needed.





	CLI
	An experienced user can quickly interact using the correct commands.


	Commands have to be spelt and typed precisely for the operating system to react.
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Digital platform



	•  databases

	•  mobile apps

	•  spreadsheets

	•  websites.
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	11  What type of devices use Mac OS and iOS?

	12  What might happen if an HCI is run on an operating system different to the one it was designed for?

	13  Identify one digital platform.

	14  What does an HCI on a spreadsheet enable a user to do?

	15  When should a software-based HCI open?
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2.4 User interaction methods




	•  touch and gesture

	•  keyboard and mouse

	•  voice.
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Touch and gesture
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Keyboard and mouse
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Voice
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	Interaction method
	Advantages
	Disadvantages





	Gesture and touch
	 
	 



	Keyboard and mouse
	 
	 



	Voice
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	16  Identify and explain one gesture that can be used on a touch screen.

	17  Identify one task that can be completed using touch and gesture in an AR product.

	18  What type of devices usually use a keyboard and mouse?

	19  How can keys be selected on an on-screen keyboard?

	20  What happens when voice interaction is activated?
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	1  Explain one advantage and one disadvantage of using an HCI in the entertainment application area.


	2  Describe the interaction method that can be used on a touch screen.


	3  Why is it important to consider the memory hardware resource when designing an HCI?


	4  Identify two different interaction methods that can be used with an HCI.


	5  An HCI has been created for a database digital platform. Explain two advantages to the user of using a keyboard and mouse to interact with the HCI.
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Topic area 3 Data and testing
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3.1 Information and data


What data is
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	•  Data has no meaning.

	•  Data is raw facts and figures before they have been processed.

	•  Data can be made up of letters, numbers, symbols, graphics and sound.





What information is








	•  NN/NN/NNNN






	•  LLNN NLL






	•  15, cabbage, rabbits





	•  15 cabbage plants were planted but the rabbits ate all of them.








	Data
	Structure
	Context
	Meaning





	01/01/2017
	NN/NN/NNNN
	A UK date
	New Year’s Day in 2017



	30 40 50 60 70
	Integer numbers
	Miles per hour
	Speed limits on different types of UK roads and motorways



	TRNB14
	First two letters: type of clothing



	A clothing shop stock code
	A navy-blue pair of trousers, UK size 14
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	Shoe shop
	Sports club
	School





	Data
	MTNSS10
	 
	 



	Structure
	LLLLLNN
	 
	 



	Context
	A shoe shop stock code
	 
	 



	Meaning
	Men’s trainers, non-slip soles, size 10
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The relationship between data and information





	•  information is in context, while data has no context

	•  information is data that has been coded/structured

	•  data must be processed to become information.
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	1  What can be classed as data?

	2  What does ‘raw facts and figures’ mean?

	3  How is information created?

	4  What does ‘N’ mean when defining the structure of data?

	5  What is the difference in context between information and data?
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3.2 Data use



Use of data types in different contexts



	•  alphanumeric

	•  Boolean

	•  date

	•  numeric (currency, decimal, integer, percentages, real)

	•  text.
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	School
	Online retailer
	Sports club





	Alphanumeric
	 
	 
	 



	Boolean
	 
	 
	 



	Integer
	 
	 
	 



	Date
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	  6  What are the three choices in the Boolean data type?

	  7  Which data type would be used to store money?

	  8  What is represented by the integer data type?

	  9  How could the percentage data type be used?

	10  Describe the real data type.
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The difference between validation and verification




	•  checks that the data being entered into a digital system is sensible and reasonable

	•  does not check that the data is correct

	•  checks the data against pre-set rules

	•  is usually carried out by the digital system at the point at which the data is being entered

	•  is usually set as part of the creation of a solution.







	Data type
	Characteristics
	Example of data
	How it could be used





	Alphanumeric
	Any combination of letters, symbols, spaces or numbers
	AjcY6&9£4
	To store postcodes or stock codes as these contain numbers and letters



	Boolean
	There are only two choices, such as True or False. It can sometimes be shown as a drop-down list, radio buttons or a tick list where only two options are shown.
	Yes or No, True or False, 1 or 0
	To answer a closed question such as ‘Are you over 16?’ or to select a delivery option



	Date
	There are different formats of date that can be used. Which one is chosen will depend upon how the date is to be stored and processed.
	09/03/2022

	To show a date, such as 09 March 2022



	Numeric
	Currency
	Shows data in the format of money. It can be used to show currency signs (such as £ or $) and have decimal places to show the full currency details.
	£29.99
	To store prices



	Decimal
	A number format that shows an exact number using a decimal point and numbers after the decimal point
	12.75

	To show the result of a calculation expressed as a decimal



	Integer
	Whole numbers
	2012

	To store number of items in stock, number of lengths swum in a pool, number of tickets sold in one day to a live concert, television channel number, years



	Percentage
	A number format that includes a percentage sign (%) and can include decimal places
	25%
	To show a percentage of a discount, such as 25% off the price



	Real
	Any number, with or without decimal places
	12.30
	To store height/weight



	Text
	Any character
	DB7&~?→hT5
	To store names of items or people










Data validation tools







	Validation tool
	The purpose
	Example





	Data type check
	Checks that the data entered is of the required type.
	A name must be in text form.




	Input mask Format check
	An input mask can be set to make sure the input data is in a specific format. The input mask defines which type of character can be in each position.

	A UK postcode usually follows the format of LLNN NLL – this would be set as the input mask.





	Length check
	Sets the length of the data entry.
	A password has to be 8 characters in length.



	Limited choice
	Includes drop-down lists, radio buttons and tick lists. Provides users with a limited choice to select for data entry.
	Providing a drop-down list of months in a year for a user to select from.




	Lookup
	Looks up acceptable values in a list. This is not a search but a comparison against a set of values in the list.
	Checks that a postcode or a car manufacturer is valid by looking up the data in a list.



	Presence check
	Checks that data has been entered into a specific field. This makes sure data has been entered in the field.
	When data is a key field, such as a delivery postcode, as this cannot be left blank.



	Range check
	Sets an upper and lower boundary for data entry. The entered data must be between these values.
	In a secondary school a student can be in Years 7 to 11. The lower boundary is 7 and the upper boundary is 11. Any number not in the range 7–11 will produce an error alert.
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Data verification tools




	•  double entry

	•  manual checking.






[image: ]









[image: ]



	11  What is the purpose of verification?

	12  Which validation tool would check a postcode is in the correct format?

	13  Identify one type of the limited choice validation tool.

	14  What sort of error does the presence validation tool check for?

	15  How does the double entry verification tool check for errors?
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3.3 Data collection methods



	•  the type of data to be collected

	•  where the data and information are to be collected

	•  how the collected data and information will be stored

	•  if the data is collected using a primary or secondary collection method.





	•  A primary collection method is where the data and information collected is fresh data collected for a specific purpose.

	•  A secondary collection method uses data and information that has already been collected. A good example of secondary research is using a book to find out statistics that have already been collected and, possibly, processed.








	 
	Primary
	Secondary





	Meaning
	Research that collects first-hand or fresh data for a specific purpose
	Research that uses data and information that has already been collected



	Based on
	Raw data and information
	Analysed and processed data and information



	Carried out by
	The researcher
	Someone else



	Data
	Specific to the purpose
	May not fully meet the specific needs



	Process
	Very involved
	Quick and easy



	Cost
	High
	Low



	Time
	Long
	Short







Primary collection methods


Email





Interview






Online questionnaire and survey



	•  closed question

	•  open question

	•  rank order

	•  rating.
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Secondary collection methods


Books and magazines





Government statistics and websites
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	•  where the data and information will be collected

	•  what data and information is to be collected

	•  how it is to be stored and processed.







	Collection method
	Advantages
	Disadvantages





	Email
	The same email can be sent to many people at the same time.


	Emails may be diverted into spam/junk folders by the email provider.




	Interviews
	Questions can be modified based on the answers given to previous questions.


	Can be time consuming and costly to carry out.





	Online questionnaires and surveys
	Large numbers of people can be asked to fill in the same questionnaire/survey.


	People need the technology and a stable connection to be able to complete it.




	Books and magazines
	Can be reused for a range of data collection.


	Can become out of date very quickly.






	Government statistics
	A trusted source.




	Some statistics may not be available.







	Websites
	The data has already been collected and possibly processed.

	May not have been collected for the same purpose so may not provide clear and full data.
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	16  Identify two primary collection methods.

	17  What is an interview?

	18  What is a closed question?

	19  What is qualitative data?

	20  Identify one advantage of using a questionnaire to collect data.
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3.4 Storage of collected data



Logical location



Cloud










Physical location










	Device
	Characteristics
	Advantages
	Disadvantages



	Internal storage devices





	Primary hard drive
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	A primary hard drive uses solid-state or magnetic disks, or both, for storing software and data in files.



	Data files can be read, edited, re-written or deleted on many occasions.

	The disks can be susceptible to dirt and dust.





	Network drive
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	A storage location that is part of a network.


	Different user profiles can be set up to limit access to data and software.

	They can fail, which means that data can be lost if not backed up to a different location.



	External storage devices



	Portable solid-state drive (SSD)
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	A solid-state drive uses flash memory to store software and data in files.
	As there are no moving parts, they are reliable and durable.

	More vulnerable to abrupt power loss and electro-magnetic fields.




	Portable USB flash drive
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	There are no moving parts.

	Low power consumption.



	Constant plugging into a device can degrade the physical USB port or the USB connector.





	Network-attached storage (NAS) device
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	Connects to a network using the router.

	Multiple users can access the drive at the same time.



	File transfer speed can be slow.





	Portable wireless drive
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	A hard drive placed inside a protective case.



	Can be located in one place with data still accessible.



	Can be discoverable by other devices if security protection methods are not used.
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	21  What is the cloud?

	22  How can cloud services be accessed?

	23  Identify one disadvantage of using physical location devices to store data.

	24  Identify one internal storage device.

	25  Describe one advantage of using a portable USB flash drive to store data.
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3.5 Application of testing to a range of contexts


Importance and purpose of testing









	Advantages
	Disadvantages





	The final solution will be fit for purpose and be of high quality.
	Creating a full and complete test plan can be time consuming.



	Testing will have covered all functions and features so all errors should have been identified and rectified.
	The planned tests must cover all functions and features of the solution.



	Technical testing means that the solution will have been tested on a range of digital devices and operating systems.
	If the test plan is not full and complete then errors may not be identified if the tests are not specifically detailed.



	User testing will ensure the user journey is error free and intuitive to use.
	Full and complete testing can take a long time.



	Carrying out testing can ensure the reliability and robustness of the solution.
	If testing does not identify errors at the testing stage, then the completion of the solution may be delayed as errors may be identified later in the creation process.



	 
	If the solution is complex then many people may need to test it, meaning a large number of resources in terms of time, people and money may be needed.







Test data



	•  extreme

	•  invalid (erroneous)

	•  valid.








	Type of test data
	Description
	How it can be used during testing





	Extreme
	A data value that is on the boundary between valid and invalid data.

	A range validation tool has been set as having acceptable values between 18 and 64.





	Invalid (erroneous)
	A data value that will cause an error. This will be unacceptable but could also be incomplete or not meet the validation.
	A password has been set as having 8 characters including 1 capital letter and 1 number.





	Valid
	A data value that is acceptable, sensible and reasonable. This type of data will not cause an error.
	A postcode has been set in the format LLNN NLL.
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	Field
	Type of test data
	Example of test data
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Types of testing



	•  technical

	•  user.
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Technical testing






	Type of testing
	Advantages
	Disadvantages





	Technical
	The solution will be fit-for-purpose and error free.


	It can be time consuming to carry out full and complete technical tests.






	User
	Real users will interact with the product, following a complete user journey.



	If the incorrect demographic users are selected, their user journey may not be indicative of the actual or target demographic group.











	Date
	Test number
	Test purpose
	Type of test data
	Test data
	Expected result
	Actual result
	Remedial action needed
	Retest number





	 
	 
	 
	 
	 
	 
	 
	 
	 







	•  links on a web page or mobile app to take the user to the intended internal or external page

	•  testing an HCI to make sure the buttons and macros work as intended

	•  calculations used in a spreadsheet solution

	•  how a solution loads on opening on a range of digital devices and operating systems

	•  user interaction in an AR product

	•  how an AR product loads on a range of digital devices

	•  output including the contents and layout

	•  data validation on a form.
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	Feature
	Purpose
	Technical tests
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User testing






	•  data entry including validation

	•  functionality of an HCI

	•  output format

	•  different user interaction methods

	•  ease of use

	•  whether it is intuitive with informative error messages.
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	26  Identify one advantage of testing.

	27  Which type of test data is on the boundary of a range?

	28  Identify one technical test that can be carried out.

	29  What is user testing?

	30  Identify one user test that can be carried out.



[image: ]






[image: ]



	1  An online retailer provides customers with an order total. Identify and explain the data type that should be used for the order total.


	2  Explain, using an example, how the validation tool length check can be used when a customer is selecting a username on a website.


	3  Describe one advantage and one disadvantage of a charity using an online survey.


	4  Discuss the advantages and disadvantages to a team who are working remotely of collecting, storing and using data in the cloud.


	5  Identify two examples of technical tests.
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Topic area 4 Cyber-security and legislation
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4.1 Threats
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Denial of service





Hacking




Black hat




Grey hat




White hat





Malware







	Type of malware
	Why it is used
	How it works
	How to mitigate





	Adware
	Adware generates revenue for its author.
	Adware is also known as advertising-supported software. This is any software package that automatically shows adverts, such as pop-ups. It may also be in the user interface of a software package or on an installation screen. Adware, by itself, is harmless, however some adware may include spyware such as key loggers.
	Install, run and keep updated a security software package.





	Botnet
	A botnet, and the person who created it, attempts to take control of digital systems.
	A botnet is an interconnected network of several digital systems infected by bot malware. Bot malware is a type of malware that allows a cyber-security attacker to take control of an infected digital system without the user’s knowledge.
	Install, run and keep updated a security software package.





	Ransomware
	Ransomware holds a computer system captive and demands a ransom, usually money, to release it.
	Ransomware can restrict user access to the computer system by encrypting files or locking down the digital system. A message is usually displayed to force the user to pay so that the restrictions can be lifted and the user can have access to the data or digital system. It is spread like a worm and can be started by downloading an infected file or by a vulnerability in the digital system.
	Do not open any files from an unknown source.





	Spyware
	Spyware can collect data from an infected digital system, including personal information like websites visited, user logins and financial information.
	Spyware is usually hidden from a user and can be difficult to detect. It is often secretly installed on a user’s personal digital system without their knowledge. Some spyware such as key loggers, however, may be installed intentionally to monitor users. Spyware can also install additional software or redirect web browsers to different websites. Some spyware can change system settings, which could lead to slow internet connection speeds or changes in web browser settings.
	Do not open any files from an unknown source.





	Trojan horse
	A Trojan horse is a standalone malicious program designed to give full control of an infected digital system to another digital system.
	Trojans often appear to be something that is wanted or needed by the user of a digital system. They can be hidden in valid programs and software.

	Do not open any files from an unknown source.





	Virus
	A virus attempts to make a computer system unreliable.
	A virus is a computer program that replicates itself and spreads from one digital system to others. Viruses can increase their chances of spreading to other digital systems by infecting files on a network file system or a file system that is accessed by other digital systems.
	Do not open any files from an unknown source.





	Worm
	A worm is a standalone computer program that replicates itself so it can spread to other computers.
	A worm can use a network to spread. Unlike a virus, it does not need to attach itself to an existing program.

	Do not open any files from an unknown source.









Social engineering







	Type of social engineering
	Why it is used
	How it works





	Baiting
	Baiting tries to get victims to give cybercriminals the information they need.
	Baiting is very similar to phishing. The cybercriminals make a promise of goods to get the information they need.




	Phishing
	Phishing tries to get users to input their credit or debit card numbers, or security details or log-in details into a fake website.
	Phishing uses a fake website that looks identical to a real one. The most common targets for phishing are bank, building society and insurance websites. For example, the attackers send out emails or text messages that pretend to be from a bank. A link is contained in the email, which the user is asked to click on. This link takes the user to a fake website.



	Pretexting
	Pretexting is when a cybercriminal lies to get data or information.
	Pretexting usually involves a scam where the criminal pretends to need the information to confirm the identity of the person they are talking to.



	Quid pro quo
	Quid pro quo tries to disable anti-virus software so that software updates, usually malware, can be installed to gain access to a digital system.
	Quid pro quo is very similar to baiting, except the promise is that of a service rather than goods. A common method is a telephone call claiming to be from an IT service provider. These people offer assistance in fixing IT problems.



	Scareware
	Scareware tries to scare people into downloading and buying useless software.
	Scareware is malware, usually pop-ups, that attempts to convince a user that there is a problem with their digital system, such as a virus or hacking attack.



	Shoulder surfing
	Shoulder surfing aims to steal data and information.
	Shoulder surfing is when a person’s private and confidential information is seen. For example, an attacker may stand very close to someone using a cash machine in order to see their PIN. This is very effective in crowded places when a person uses a smartphone or mobile device and log-in details can be seen.
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	1  What does DoS stand for?

	2  What is a black hat hacker?

	3  Why is a Trojan horse used?

	4  How does phishing attempt to get financial details from a user?

	5  Identify two types of social engineering.
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4.2 The impacts of a cyber-security attack on individuals and/or organisations



Data destruction






Data manipulation





Data modification
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Data theft – in transit and at rest
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Denial of service to authorised users





Identify theft




Impacts
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	  6  What is meant by data destruction?

	  7  What is the difference between data at rest and data in transit?

	  8  What does a DoS attack aim to do?

	  9  Identify one type of data that could lead to identity theft being committed.

	10  Identify one impact on an organisation of a cyber-attack.
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4.3 Prevention measures




Physical prevention measures



Biometric devices







Keypads and radio-frequency identification
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	11  What is the aim of physical protection?

	12  Identify one characteristic that could be used in a biometric device.

	13  How do keypads allow access into a room?

	14  What does RFID stand for?

	15  How does RFID transfer data?
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Logical prevention measures



Access rights and permissions
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Anti-virus/malware software




	•  scanning files or directories for any viruses, malware or known malicious patterns

	•  automatic real-time scanning

	•  performing a manual scan of a digital device

	•  removing any malicious code detected – sometimes you will be notified of an infection and asked if you want to clean the file; other programs will automatically do this behind the scenes

	•  blocking unsafe websites or alerting a user about infected emails.





	1  Quarantine the malicious program so the software cannot infect the digital system; this option gives the vendor the opportunity to analyse the program so that they can offer an update to users.

	2  Delete the malicious program; this option clears the digital system of the infection.






Automatic updates





Manual updates





	•  It can take time to download the patch.

	•  There may be a time delay between the patch being released by the software vendor and the time when the manual update takes place.

	•  The digital system must be switched on and connected to the internet for the update to be downloaded. If the manual update has been scheduled for a time when the digital system is switched off, then the user will never get updates or download patches. This can leave the digital system open to attacks and threats and could result in data being lost or stolen.
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	Provider 1
	Provider 2





	Internet links scanner
	 
	 



	Live support
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Two-factor authentication
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Encryption
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Asymmetric and symmetric encryption
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Firewalls
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	•  A software firewall is a program installed on each digital device that monitors traffic through port numbers and applications.

	•  A physical firewall is a piece of hardware installed between the network and the gateway.







	•  Packet-filtering firewalls mitigate against threats by analysing the data packets and blocking any packets that do not meet the pre-defined security rules.

	•  Inspection firewalls mitigate against threats by marking the key features of any outgoing requests for information and checking for the same key features of the data coming into the system and deciding if the incoming traffic is relevant.





Secure backups
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Usernames and passwords
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	16  What permissions can be given to a user?

	17  What does 2FA stand for?

	18  Identify the two different types of encryption.

	19  What does a firewall do at a port?

	20  What does a password act as?
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Secure destruction of data




Data sanitation





Data erasure





Magnetic wipe




Physical destruction
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	21  What is one reason why data would need to be securely destroyed?

	22  What is a sector?

	23  Can a storage device be reused when it has been magnetically wiped?

	24  Identify one physical destruction method.

	25  How can paper-based forms be securely destroyed?
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4.4 Legislation related to the use of IT systems
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Computer Misuse Act




1 Unauthorised access to computer material
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2 Unauthorised access with intent to commit or facilitate the commission of further offences




3 Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of a computer




4 Making, supplying or obtaining any articles for use in a malicious act using a computer




5 Unauthorised acts causing, or creating risk of, serious damage







Copyright, Designs and Patents Act




	•  70 years after the work was created or published

	•  70 years after the death of the author

	•  50 years for computer-generated work.






	•  images

	•  software

	•  writing

	•  music.
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	•  illegal download of video and audio files

	•  software piracy, either by illegal download or illegal distribution

	•  theft of intellectual property, for example text/written work, including on websites

	•  use of software without the relevant licence

	•  using/downloading images without permission of the copyright holder.






1 Using software without the correct software licence




2 Downloading files from the internet




3 Copying music, DVDs, CDs and software
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	26  What is meant by unauthorised access?

	27  How many parts does the Computer Misuse Act have?

	28  How long does copyright last for on computer-generated works?

	29  What is intellectual property?

	30  Identify one way the CD&PA can be broken.
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Data Protection Act







1 Used fairly, lawfully and transparently





2 Used for specified, explicit purposes




3 Used in a way that is adequate, relevant and limited to only what is necessary




4 Accurate and, where necessary, kept up to date
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5 Kept for no longer than is necessary




6 Handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage
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	31  Who can people complain to about the DPA?

	32  Define ‘data subject’.

	33  Identify two principles of the DPA 2018.

	34  How can people opt in?
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Freedom of Information Act









	•  already in the public domain

	•  contained in court records.
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Health and Safety at Work Act
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1 Analyse workstations and assess and reduce risks



	•  a new workstation is set up

	•  a new employee starts work

	•  a change is made to an existing workstation or the way it is used

	•  employees complain of pain or discomfort.






2 Ensure that workstations meet the minimum requirements




3 Plan work so that there are breaks or changes of activity




4 Arrange and pay for eye tests and glasses (if special ones are needed)



	•  tired eyes

	•  discomfort

	•  temporary short-sightedness

	•  headaches.






5 Provide health and safety training and information




	•  provide adjustable chairs and suitable lighting

	•  provide tilt and swivel monitors

	•  ensure that a workstation has sufficient space for the keyboard, monitor and any paperwork.
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	•  check their screen is well positioned and properly adjusted

	•  make sure lighting conditions are suitable

	•  take regular breaks from screen work.
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	35  Who oversees the Freedom of Information (FoI) Act?

	36  Identify one type of information that does not have to be provided under an FoI request.

	37  Identify two tasks that an employer must complete to ensure the safety of their employees.

	38  What health issues could occur when working with DSE?

	39  Identify two responsibilities of an employee when using DSE.
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	1  Discuss the different types of hacking.


	2  Identify and describe two different types of social engineering.


	3  Explain how encryption can be used to mitigate against security risks.


	4  Explain, using an example, the importance of the Health and Safety at Work Act when working with display screen equipment (DSE).


	5  Describe one way in which the Copyright, Designs and Patents Act (CD&PA) should be considered when selecting images for a website.
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Topic area 5 Digital communications



[image: ]




[image: ]





5.1 Types of digital communications
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Audio




Collaboration tools
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Leaflets




Infographics
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Newsletters
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Presentations




Reports




Social media
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Video




Advantages and disadvantages of digital communication
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	1  What is the purpose of collaboration tools?

	2  What is an infographic?

	3  Identify two elements that could be included in a presentation.

	4  Identify one advantage of using a report to communicate information.

	5  Identify one disadvantage of social media.
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	Type of digital communication
	Advantages
	Disadvantages





	Audio
	It is a fast communication method.


	The audio message may be incorrectly interpreted.






	Collaboration tools
	People can work from any location where there is an internet connection.

	If there is no connection, then collaboration cannot take place.




	Leaflet
	A template can be set up and reused to maintain consistency of layout.



	It can be easily ignored or recycled without being read.




	Infographic
	It provides a quick overview of a topic.


	It can become too complex if too many elements are used.




	Newsletter
	A template can be set up and reused to maintain consistency of layout.


	Not every newsletter will be read so important information could be missed.





	Presentation
	Slides can include a range of different components (elements), for example text, images, graphs.




	Too much text on a slide can make the information difficult to read.





	Report
	Information about a topic can be collated and presented as a report.


	If too much information is included then the user may not read the report thoroughly.





	Social media
	Posts can be uploaded which can be seen by many people.




	Negative posts can be seen by many people and shared.





	Video
	It can grab attention and get instant feedback from audience.

	It can take a long time to create.









5.2 Software



Desktop publishing (DTP)
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Standard office applications



	•  word processing

	•  spreadsheet

	•  database

	•  presentation

	•  collaboration tools.





Word processing







Spreadsheet
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Database
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	1  One-to-one: Where both tables have only one record.

	2  One-to-many: Where the table with the primary key has only one record that relates to many records in the other.

	3  Many-to-many: Where each record in one table can relate to many records in the other. A third table is often needed in cases of many-to-many relationships.
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Presentation
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	•  Slide master – this is applied to set the appearance and maintain consistency of the slides.

	•  Animations – these are visual effects that can be added to elements on each slide. They control the way the elements become visible.

	•  Transitions – these are the different ways that one slide can change to the next.

	•  Speaker notes – these appear on the presenter’s screen and can be used as a reminder about what to say about the contents of each slide. The audience cannot see these notes.
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Collaboration tools







Uses of software






	Software/application
	Can be used for





	DTP
	Infographics





	Word processing
	Infographics







	Spreadsheet
	Creating elements to be used in other digital communications





	Database
	Creating elements to be used in other digital communications





	Presentation
	Slideshows



	Collaboration tool
	Recording meetings
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	  6  Identify one feature of DTP.

	  7  Identify two documents word-processing software can be used to create.

	  8  What does a graph provide in spreadsheet software?

	  9  What is a record in a database?

	10  Where do speaker notes in a presentation appear?
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5.3 Digital devices




	•  smartphones, tablets and laptops (mobile devices)

	•  smart TVs

	•  PCs

	•  smartboards.
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Smartphones, tablets and laptops




	•  They have a battery that powers them for several hours.

	•  They have an on-screen or physical keyboard which is used to enter data and/or information.

	•  They have cellular or Wi-Fi access to the internet.

	•  They usually have a touch screen.

	•  They are of a size and weight that allows them to be carried.

	•  Many have a virtual assistant (such as Alexa, Siri, Cortana, Google Assistant, Bixby).

	•  They can download, and store, data and information including websites, apps, photographs, books and music.





Smart TVs
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PCs
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Smartboards



	•  projected

	•  television style.




Projected smartboards
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Television-style smartboards
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	11  Identify two characteristics of a smartphone.

	12  What is a smart TV?

	13  How can a smart TV be connected to a home network?

	14  Identify one difference between a PC and a laptop.

	15  How does a user interact with the display on a smartboard?
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5.4 Distribution channels


Types of distribution channel



Cloud
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Email
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Messaging






Mobile apps
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Multimedia







Voice over Internet Protocol





Websites




Blogs and vlogs




[image: ]



[image: ]








Intranet/internet
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Advantages and disadvantages
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	16  What does RTD stand for?

	17  What is a mobile app?

	18  What does VoIP stand for?

	19  What is the difference between an intranet website and an internet website?

	20  Identify one disadvantage of using the multimedia distribution channel.



[image: ]







Distribution channel connectivity



4G/5G
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Bluetooth





	•  a smartphone to a vehicle such as a car or van

	•  keyboards, mice and printers to a digital device

	•  smart watches and activity trackers to other digital devices including smartphones and tablets.







	Channel
	Advantages
	Disadvantages





	Cloud
	Files are stored off-site so can be used as a backup.





	Must have internet access to be able to download stored files.






	Email
	Communications can be sent to a large number of people at once.





	Emails may go into the junk/spam folder so may not be seen.







	Messaging
	Posts and messages can be sent to alert users about the communication.







	Messaging needs to be kept up to date.







	Mobile apps
	Can be used to provide communication ‘on the go’.




	Need connection to access the apps.






	Multimedia
	Can include a range of elements such as text, graphics and sound.





	The message given through multimedia can be lost if too many elements are used.







	VoIP
	Can be easier to have a discussion where questions can be asked.


	Needs a stable connection.







	Websites
	Websites are used by many people.


	Some indication of where the communication is located needs to be provided.
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Mobile Wi-Fi hotspots





Wi-Fi
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Wired




Advantages and disadvantages






	Connectivity method
	Advantages
	Disadvantages





	4G/5G
	Increased bandwidth for all users which means faster transfer speed.
	Possible less coverage as more transmitter masts will be needed to provide the increased bandwidth.






	Bluetooth
	No cables are needed so paired devices can be moved.


	Slow compared to, for example, Wi-Fi and wired connections.






	Mobile Wi-Fi hotspots
	Provides internet access wherever it is needed.

	Speed can be lower than other connectivity methods.




	Wi-Fi
	Increased mobility as devices can be moved and still be connected to the WAP.


	The WAP (router) needs to be password protected or unauthorised people could access the Wi-Fi.






	Wired
	Greater bandwidth so increased transfer of data speeds.



	Devices cannot be moved as a wired connection may not be available.
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	21  What was 5G designed to provide?

	22  What is Bluetooth?

	23  What is a mobile hotspot?

	24  What does WAP stand for?

	25  Identify one disadvantage of the wired connectivity method.
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5.5 Audience demographics




	•  accessibility

	•  age

	•  gender

	•  location.





Accessibility
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Age




Gender
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Location
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	26  What is meant by demographics?

	27  How can a digital communication be presented to a user with a visual disability?

	28  Identify one accessibility option that can be found on a website.

	29  Identify one method of presenting information to primary school students.

	30  Identify one category of location.
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	1  Explain one advantage of using an infographic to inform people about a new service at a doctor’s surgery.


	2  A leaflet can be created using DTP or word-processing software. Discuss the advantages and disadvantages of each type of software to complete this task.


	3  Explain the difference between automatic and manual transition in a presentation.


	4  Explain two disadvantages of using email to communicate with friends.


	5  Describe one advantage of using the Bluetooth connectivity method.
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Topic area 6 Internet of Everything (IoE)
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6.1 Use of IoE


What is the IoE?
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The four pillars of the IoE
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Humans




Processes




Data
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Devices






The interactivity between the four pillars



	•  The human interacts with the device (smartphone) to set the required heating temperature (data).

	•  Data is sent from the smartphone to the heating controller (device).

	•  The heating controller (device) interacts with the data by processing the data.





IoE digital interactivity


Device to device




Human to device
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	•  an autonomous (driverless) car and traffic lights

	•  a smart doorbell and a smartphone.
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How devices can be tailored to meet the needs of the user



	•  lights

	•  fitness trackers

	•  heating controls

	•  smart TVs

	•  smart electric plugs

	•  autonomous (driverless) cars

	•  printers that automatically order ink when supplies are low

	•  smart energy meters.
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	•  the home

	•  transport

	•  manufacturing

	•  health.
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Advantages and disadvantages of the IoE
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	Advantages
	Disadvantages





	Increase in technology-based jobs.
	Reduction in some job roles carrying out tasks that are repetitive and can be automated.



	Increase in automation and control in homes and cities via smartphones. This control can increase personal protection so increasing security of people, homes and buildings.
	People can become reliant on the IoE which could lead to a decrease in control of people’s personal and working lives.



	Increase in information and data available.
	Security – how strongly is the data being transmitted being encrypted? If hackers got hold of information this could cause problems for users such as identity theft.



	Time can be saved as devices could complete tasks.
	If there is no power, the IoE will ‘fall over’ and no interaction between the four pillars can take place.



	Monitoring of, for example, food in a fridge and automatic reordering to have the food delivered.
	Compatibility between devices as there is, currently, no agreed standard.



	It can assist in the smarter control of homes and cities via mobile phones. It enhances security and offers personal protection.
	Safety – if a hacker were to change some of the automated tasks, then safety could reduce. For example, changing traffic light sequences.



	Information is easily accessible anywhere there is a signal, with the information being regularly updated in real time.
	Any failure, hacking attacks, viruses or bugs in the software or hardware will cause problems for users as this could cause the IoE to fail.
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	1  What is the IoE?

	2  Identify two pillars of the IoE.

	3  What does H2D stand for?

	4  Describe one advantage and one disadvantage of the IoE related to jobs for people.

	5  Identify one smart device that can be found in a home.
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6.2 Application areas in everyday life



Energy management
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	Advantages
	Disadvantages





	Accurate consumption readings leading to more efficient supply of energy.
	If there is a power cut, devices will not work so readings can be delayed.



	Renewable sources energy can be used to supply energy based on analysed data about energy consumption.
	If the network to provide smart meter readings is not available, for example in remote or rural areas, smart meters will not work as intended.



	Less air pollution and CO2 in the air leading to better health.
	Installing smart devices to monitor energy can be complicated and require a restructured distribution system.



	Data is provided automatically so analysis can be carried out on accurate readings.
	Smart devices may not work correctly if a customer changes energy supplier.



	Faulty supply equipment can be identified and fixed with little, if any, break in supply of energy.
	Security of data.
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Health





	•  Automated insulin delivery device: This automatically monitors the blood sugar levels (glucose) of patients who have diabetes. The glucose level is monitored, and the correct amount of insulin is automatically provided to keep the readings within the acceptable range. This means that patients can be reassured that their blood sugar readings will stay stable.

	•  Asthma monitor: This predicts an asthma attack before it happens. The device takes readings and warns the patient if the readings show that an asthma attack is about to happen. The monitor can also keep track of inhaler use and can remind the patient to use it and request a new one if it’s running low.

	•  Swallowable sensors: These sensors are like little tablets which are swallowed. This means that internal organ functions, for example heart, lungs, liver, can be monitored and treatment can be given based on these readings.
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	Advantages
	Disadvantages





	Remote monitoring of patients in real time using smart devices can diagnose illnesses, treat diseases and save lives in case of a medical emergency.
	Security of data and privacy.



	Smart sensors can analyse health problems and lifestyle choices. Alerts and recommendations can then be used to reduce the symptoms and keep the patient safe.
	If there is a power cut, then devices will not work, and the real-time data will not be collected which could lead to loss of life in an emergency.



	A patient’s medical history is accessible meaning that wherever the patient is their medical history and records can be accessed.
	There are no standards so devices produced by different manufacturers may not work well together. This can mean that there may not be complete integration between the smart devices which could reduce the effectiveness of the devices.



	Smart devices help monitor a patient and provide the correct medication, for example insulin delivery devices.
	The initial cost of the devices and integration is high. New cables, equipment and an increase in cloud storage area may be needed which can also add to the cost.



	Equipment can be located quickly.
	The smart devices may fail or be the victim of a cyber-security threat. This can prevent the devices and sensors working. If a remote operation is taking place, this could lead to loss of life if the connection and operating devices fail.



	The collected real-time data can be used in research which can help in finding a cure for some diseases.
	Scheduled software updates may not be installed by patients which means that the smart device may not work as intended or it may fail.







Manufacturing




[image: ]









[image: ]



[image: ]













	Advantages
	Disadvantages





	Employee safety and productivity can improve.
	Fewer jobs available on the production line.



	The quality of the products manufactured will be consistent and to specified parameters.
	Can be difficult, time consuming and expensive to convert a manual production line to IoE.



	Faulty production elements can be identified and fixed with little, if any, break in manufacturing.
	Employees will have to be retrained to manage an IoE production line so increasing costs.



	Decisions can be taken based on analysed data.
	If power or connectivity is lost then production will stop and no real-time data will be able to be sent.



	Energy use can be reduced as those areas not being used can have lights and heating reduced.
	Security of the data network and real-time data can be compromised meaning more cost will be needed for security.
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Military/emergency services



	•  ambulance

	•  coastguard

	•  fire service

	•  mountain rescue

	•  police.
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	•  ambulances

	•  fire engines

	•  police cars

	•  mountain rescue and coastguard 4 × 4.
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	Advantages
	Disadvantages





	Training can be carried out with little, if any, risk to personnel.
	Security of the devices, and the data being transferred.



	Tracking of personnel can make sure their location is known at all times while on duty.
	Lack of connectivity in remote areas in the UK and abroad.



	Real-time data can be used to send appropriate, or more, resources.
	Increased threats and the cost of security to reduce the chance of threats.



	 
	If power or connectivity is lost, then devices will stop ‘talking’ to each other and safety can be reduced as no real-time data will be able to be sent.
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Smart devices



Home
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	Smart device
	How it is activated
	Features
	Connectivity





	Fridge
	 
	 
	 



	Lights
	 
	 
	 



	Plugs
	 
	 
	 



	Vacuum cleaner
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	•  listen to music

	•  create ‘to do’ lists

	•  check a weather forecast

	•  learn first aid

	•  control smart devices in a house, such as lights and plugs

	•  check, and add events to, a calendar.
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Personal
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Business
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	•  Visa’s AR campaign ‘Try something new with Visa’
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	Advantages
	Disadvantages





	All smart devices can be controlled from a central device, for example a smartphone or tablet.
	The installation costs can be high.



	New devices and appliances can be added.
	A stable and reliable connection is needed.



	Increased security of houses and buildings.
	Vulnerable to data breaches and hardware failure.



	Safer than sending a person to carry out dangerous tasks.
	Technological problems, such as devices not talking to each other, can reduce efficiency.



	Decreased energy costs.
	Some people may be wary of smart devices and technology.



	 
	Maintenance may be expensive in terms of time and money.
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Transport
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	•  fuel consumption

	•  average fuel consumption

	•  tyre pressure

	•  distance before fuel needed

	•  distance before oil change needed.
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	Advantages
	Disadvantages





	It is safer to use an AV because digital devices do not get distracted or tired.
	Extra costs in terms of creating and maintaining the infrastructure for road use.



	Better public transport management as data is collected about the progress of the journeys and if any problems have been identified.
	Increased costs of vehicles because of research and development costs.



	Better service for passengers using, for example, a train or bus, as data can be used to see how many passengers use the service which means that changes can be made such as more frequent services.
	A stable connection is needed to send and receive data between devices and vehicles.



	More cost effective as the collected data can be used to identify problems so maintenance can be carried out; as this is safer, this means that fewer accidents will happen meaning the costs of dealing with accidents are reduced.
	Increased threats and the cost of security to reduce the chance of threats.



	Data can be used to identify trouble spots in terms of congestion meaning action can be taken to reduce these areas.
	If power or connectivity is lost, then devices will stop ‘talking’ to each other and safety can be reduced as no real-time data will be able to be sent. Major accidents could happen leading to loss of life or serious injuries.
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Smart device security
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	  6  Identify one health reading that can be monitored by a fitness tracker.

	  7  What are smart glasses?

	  8  What is meant by V2V?

	  9  What does ANPR stand for?

	10  What is a default password on a smart device?
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	1  When do smart meters send data to an energy company?


	2  Explain how the IoE can be used when a patient is being taken to a hospital in an ambulance.


	3  Explain why the default password on a smart device used in healthcare should be changed.


	4  Discuss how a digital assistant can be used in a home.


	5  Explain one advantage and one disadvantage of using the IoE in the transport application area.
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