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Preface

Hackers and Hacking: A Reference Handbook examines the many forms of computer exploits—some positively motivated and some negatively motivated—from the hacking prehistory era prior to 1969 through the present. Hacking is a skill that can be used for beneficial purposes, such as protecting computer systems and ensuring the safety of personal data. At the same time, hacking can be used by malicious actors to engage in revenge, sabotage, blackmail, or pure personal gain. What is more, experts now fear that some hacks against nuclear plants and electrical grids might lead to death or devastation of large populations depending on the severity of the attack.

This book takes a novel approach to the presentation and understanding of this controversial topic in society. The term “hacker” was originally used to denote positively motivated individuals interested in stretching the capabilities of computers and networks. In contrast, the term “cracker” was more recently introduced into mainstream society to denote those negatively motivated individuals wanting to cause harm to property or persons—or to personally gain, whether reputation-wise or financially. In recent decades, media stories have tended to focus on the dark side of hacking because that kind of news sells. Nevertheless, there is growing interest by individuals in mainstream society about hacker superheroes—even female ones—such as the fictional character Lisbeth Salander, the protagonist in the hugely successful Millennium book and film series The Girl with the Dragon Tattoo.

Clearly, the fascination with hackers has grown over the past 15 years because of the massive damage that might be potentially caused by computer and network intrusions—including death. Our book explores the information that is known about hackers and their exploits—how they do what they do, why they do what they do, and how their unique thinking and behaving patterns make elite hackers so interesting—and so powerful. We were inspired to write this book because of the increasing use of technology across all facets of society and the controversies surrounding the issue of hacking. While many people depend on computers, mobile phones, and the Internet in their daily lives, they know less about the individuals who may compromise these resources. Thus we wrote this book to provide insight into the nature of hacking; the techniques, motives, and thoughts of hackers; and the way in which their activities are directly tied to the evolution of the technologies we use every day.

While many other books in the field consider hacking from a purely technical standpoint that may not be immediately accessible to a layperson, our work tends to discuss the phenomenon of hacking from a social perspective, while at the same time addressing the technologies that hackers exploit and manipulate in an easy-to-understand format. Additionally, this book considers the way in which hacking can be applied to engage in various forms of cybercrime, ranging from the creation of malicious software to the theft of sensitive information and fraud. In short, this book provides an in-depth exploration of the phenomenon of hacking from a multidisciplinary perspective that addresses the social and technical aspects of this unique activity.

This book has seven chapters, containing the following points of interest. Chapter 1 provides basic background and history on hacking. Basic terms, including “hacker” and” cracker,” and the types of cyberexploits commonly caused by hackers are outlined. This chapter also gives an overview of the emerging fears surrounding hackers, from the 1960s through the present, including what researchers tell us about how hackers do what they do, why they do what they do, and how unique thinking and behaving patterns set them apart from members of mainstream society.

Chapter 2 outlines the issues, controversies, and solutions regarding hacking. This chapter provides readers with a more in-depth look at the means by which hackers carry out their attacks, the costs to society of various hack attacks, and legal and technological solutions that have been developed to curb these exploits and to minimize the damages caused by them.

Chapter 3 provides perspectives from cybercrime experts on important questions related to the field of hacking and the proposed means for curbing the adverse impact of hacking exploits. The essays include both original arguments made by academics who are actively researching hackers and their exploits as well as personal stakeholders in the debate. Topics are wide ranging and address protecting critical infrastructures, examining the social dynamics and malware secrets to mitigate Net-centric attacks, and the role of nation-states in cyberattacks. We would like to thank the various contributors for sharing their perspectives on various issues of interest to practitioners and the general public.

Chapter 4 provides a series of sketches of key hackers, hacker organizations, security-related companies, and leaders in the field. Profiles include such famous hackers as Mafiaboy, Kevin Mitnick, and Bernie S. Hacker-related topics like 2600: The Hacker Quarterly, the DefCon and Black Hat hacker conferences, and hacker cells such as Anonymous are detailed.

Chapter 5 provides data regarding trends in types of hack attacks reported by U.S. industry and government IT security heads in recent years as well as the trends in costs associated with these breaches. There is also a discussion of geographical location differences in trends, such as those found in the United States versus Canada.

Chapter 6 outlines the many resources that readers may find of interest. The annotated bibliography is divided into print and nonprint resources, including but not limited to items produced by entities such as the Department of Homeland Security, the U.S. Department of Justice, the Federal Bureau of Investigation, and the National Security Administration’s National Computer Security Center.

Chapter 7 presents a chronology of hacker inventions and exploits. A briefly annotated chronology listing and linking key hacking events is outlined from the 1800s through the present. The major headings include: Prehistory of Hacking (1800s–1969); The Elder Days (1970–1979); The Golden Age (1980–1989); The Great Hacker Wars and Hacker Activism (1990–2000); Fear of a Cyber-Apocalypse Era (2001–2009); and Cyberterrorism, Cyberspying, and Cyberwars (2010–Present).
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1

Background and History

This chapter begins with a discussion of the Internet—what it is and how it differs from an intranet, the history of its development in North America and elsewhere, and its present-day status in terms of the impact on economies globally. The positive effects are emphasized near the beginning of the chapter, and the negative effects—including the activities of Black Hat computer hackers—are discussed later, reflecting the reality of the Internet’s development. The chapter closes with a summary of present-day challenges that are explored more fully in Chapter 2.

The Growth and Adoption of the Internet from 1969 through the Present

Internet Defined

Generally speaking, an internet (lowercase “i”) is a network connecting computer systems. The Internet (capital “I”) that we are all familiar with today dates back to 1969, when it was pioneered in the United States. At that time, it was a high-speed network built by the U.S. Department of Defense as a digital communications experiment that linked hundreds of defense contractors, universities, and research laboratories. This powerful computer network belonging to the U.S. Advanced Research Projects Agency (ARPA) allowed highly trained artificial intelligence (AI) researchers in dispersed locations to transmit and exchange critical information with incredible speed. (A branch of computer science, AI is known for making computers behave as if they were human beings by modeling human thought processes on computers. AI is also related to the solving of complex problems using computers.)

To keep the United States and its citizens physically safe, agents working in isolated pockets needed to be able to transmit critical information over the ARPAnet rather than physically move from one geographic location to another to engage in an information exchange. The “networked” tribe arrangement that developed in those early days continues to exist in the larger online world today, allowing people to connect remotely. Nowadays, the Internet refers to a collection of networks connected by routers. The Internet is the largest network in the world and comprises backbone networks such as MILNET, mid-level networks, and stub networks (Schell and Martin 2006). Although the pioneering ARPAnet was dedicated to the U.S. military and selected contractors and universities partaking in defense research, without question its introduction hugely advanced the emerging field of information technology (IT).

It is important to emphasize that no single factor produced the powerful Internet that society enjoys today. Groundbreaking events in hardware (the mechanical parts composing the computer and computer networks) and in software (the programming language running the network and doing the necessary computations) were necessary for progress on this front to be made.

Right from the beginning, the Internet was designed to be a huge network interconnecting many smaller groups of linked computers. The Internet never had a physical or tangible entry in the same way that a door on a house provides entry to the rest of the building. Even in 1969, the Internet was designed to be a decentralized, self-maintaining group of redundant links between computers and computer networks. The beauty of the Internet even during its infancy was that it was able to send data rapidly without human intervention and with the unique capability to reroute data if one or more links became damaged or unavailable. Therefore, from a military defense perspective, even if a portion of the network were to be destroyed during a war, with a redundant system, critical data could still reach their intended destination. By design, data travel along networks not as “whole” information or messages, but rather as very small information packets. Even in ARPAnet’s early days, the Internet used packet-switching protocols to allow messages to be subdivided into smaller packets of information. These packets could be sent rather independently to the required destination and automatically reassembled by the destination computer. Although packets containing information for a larger message often travel along the same path to get to the final destination, some of them may be rerouted along a different path if one or more routers along the route becomes overloaded. In addition, computers can communicate with one another through the use of a common communication protocol known as the Internet Protocol (IP). All applications utilized on the Internet are designed to make use of this protocol and have done so since the mid-1960s (Schell 2007).

Large research-intensive universities were the early adopters of the Internet, but soon technical wizards with an entrepreneurial spirit realized that online advertising, commercial software applications, and vastly marketable hardware could generate services and tools desired by the general public. This was made manifest though the emergence of the World Wide Web. Although the term “Web” is often used by those in mainstream society to signify the Internet, the World Wide Web (WWW) is just one of the applications using the Internet as a base infrastructure (Schell and Martin 2006). The www protocol became immensely popular after Tim Berners-Lee developed the HyperText Transfer Protocol (HTTP) in the early 1990s, allowing users to access and link information through a simple and intuitive user interface known as an Internet browser.

It is important to note that the Internet is different from an intranet; the latter is an information system internal to an organization or institution that is constructed with Web-based technology. Often termed “portals,” intranets were initially commonly found in large firms having in excess of 15,000 employees, so that employees could access the intranet website using a browser. (Technically speaking, a browser interprets Hyper Text Markup Language [HTML]—the programming language used to code web pages into words and graphics so that users can view the pages in the intended layout and rendering.) With improved and more affordable intranet software designed by Microsoft Corporation and other firms since about 2005, intranets are nowadays found in small and medium-sized companies as well as large ones. Moreover, intranets are typically run on a private local area network (LAN) instead of on public servers. While intranet sites in firms and institutions can serve a number of functions, the primary usage seems to be to keep
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