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  Annotated Chapter Sources


  Author’s note: To help readers understand their rights and defend themselves in court, I have created an online law library where readers can access, free of charge, the laws and major court opinions cited in the Rules. The law library also links to important legal updates. The law library is located at www.kkc.com/law-library.


  Introduction: The Revolutionary Roots of Modern Whistleblowing


  America’s First Whistleblowers


  Letters of Delegates to Congress, 1774–1789, Paul H. Smith, editor (Washington, DC: Library of Congress/Government Printing Office, 1976–2000): Examination of John Grannis by subcommittee of the Marine Committee (Mar. 25, 1777); Letter from Congress to Marven and Shaw (July 31, 1778) (transmitting resolution from Congress); Letter dated September 19, 1785, from Samuel Adams to Shaw discussing payment of attorney fees and costs, The New York Public Library Digital Collections. 1785.


  Journals of the Continental Congress (Washington, DC: Government Printing Office, 1908): Vol. VII, p. 202 (report from Marine Committee after examination of Grannis), p. 204 (suspension of Hopkins); Vol. X, p. 13 (dismissal of Hopkins); Vol. XI, pp. 713 and 732 (first resolution of the United States declaring “duty of all persons” to disclose “earliest information” of “misconduct” to “proper authority,” pp. 732–33 (vote to pay Warren whistleblowers’ “reasonable expenses” and to release documents concerning Hopkins to the whistleblowers); Vol. XIV, p. 627 (approved payment of “fourteen hundred and eighteen dollars and 9/90” for the defense of whistleblowers Shaw and Marven). Congress directed that the fee be paid to Samuel Adams for his services, and Adams was required to pay attorney William Channing).


  The Warren sailors originally approached, Robert Treat Paine, a member of the Continental Congress, a signer of the Declaration of Independence, and a delegate from Taunton, Massachusetts. Paine was a well-known attorney who had led the prosecution of the British soldiers who had killed colonists during the Boston Massacre. Paine advised the whistleblowers to file their concerns directly with Congress and apparently recommended that the whistleblowers work with Samuel Adams. See Grannis to Paine (Feb. 11, 1777). See Letters of Delegates to Congress, explanatory note to Letter from Grannis to Marine Committee dated March 25, 1777.


  The recognition by the Founders of the United States that courage stood behind those willing to report wrongdoing and exercise their freedom of speech is highlighted in the landmark concurring opinion of Justice Brandeis in Whitney v. California, 274 U.S. 357 (1927).


  Information on Esek Hopkins


  John G. Coyle, “The Suspension of Esek Hopkins, Commander of the Revolutionary Navy, XXI,” Journal of the American Irish Historical Society 193 (1922) (reprints original petition from the Warren sailors and the individual statements each of the sailors had delivered to Congress).


  Edward Field, Esek Hopkins, Commander-in-chief of the Continental Navy during the American Revolution, 1775–1778, Master Mariner, Politician, Brigadier-General, Naval Officer and Philanthropist (Preston & Rounds: Providence, 1898).


  Hopkins’ role as the commander of the notorious slave ship Sally is fully discussed in the Brown University report on the role of the university in the slave trade. Aboard the Sally conditions were abysmal and the enslaved passengers rose in rebellion. As Hopkins reported: “Slaves Rose on us Was obliged fire on them and Destroyed 8 and Several more wounded badly.” Thereafter, conditions on board continued to deteriorate, and Hopkins discussed the death of his human cargo: “Some Drowned themselves, Some Starved and other Sickened and Dyed.” All told, 109 people died aboard the Sally. James Campbell’s “Navigating the Past: Brown University and the Voyage of the Slave Ship Sally, 1764–65.”


  Qui Tam Laws Passed by the First Congress


  A full list of the qui tam reward laws enacted by the First Congress of the United States are listed in the Testimony of Stephen M. Kohn before the House of Representatives Committee on Oversight and Government Reform in the hearing on “Restoring the Power of the Purse: Legislative Options” (Dec. 1, 2016), available at https://oversight.house.gov/wp-content/uploads/2016-12-01-NWC-Kohn-Testimony.pdf. These early laws were cited by Supreme Court Justice Antonin Scalia in his decision upholding the constitutionality of the False Claims Act’s qui tam whistleblower reward law. See Vermont Agency of Natural Resources v. U.S. ex rel. Stevens, 529 U.S. 765 (2000).


  National Whistleblower Appreciation Day


  Since the history of America’s first whistleblowers was uncovered and recounted in the first edition of The Whistleblower’s Handbook (Lyons Press, 2011), the U.S. Congress and numerous executive agencies, scholars, and public interest organizations have recognized the importance of the Continental Congress’ first whistleblower law and the courage of the ten sailors and marines who stepped forward. NWAD website: https://kkc.com/national-whistleblower-day/.


  Every year since 2013 the U.S. Senate has unanimously passed a resolution recognizing July 30 as National Whistleblower Appreciation Day. See Senate Resolution 324 (117th Congress), online at https://www.congress.gov/bill/117th-congress/senate-resolution/324.


  Numerous executive agencies such as the Securities and Exchange Commission, Department of Labor, Environmental Protection Agency, Department of Homeland Security, and the Director of National Intelligence have all recognized National Whistleblower Appreciation Day with public events and online statements of support. See, e.g., Office of Personnel and Management Statement (2022), online at https://www.opm.gov/news/releases/2022/07/joint-message-on-national-whistleblower-appreciation-day-issued-by-the-opm-director-and-opm-inspector-general/; Summary of agencies that recognized National Whistleblower Appreciation Day in 2022, online at https://whistleblowersblog.org/national-whistleblower-day/federal-agencies-celebrate-national-whistleblower-day-2022.


  Part 1: The New Rules for Whistleblowers


  Rule 1: In with the New—Out with the Old!


  The old whistleblowing: English v. General Electric Company, 85-ERA-2, Decision and Order of Administrative Law Judge (Aug. 1, 1985), reversed by Final Decision and Order of the Under Secretary of Labor (Jan. 13, 1987); Ernesto Reuben and Matthew Stephenson, “Nobody likes a rat: On the willingness to report lies and the consequences thereof,” 93 Journal of Economic Behavior & Organization 384 (Sept. 2013). Statistics confirming the difficulty of winning a traditional retaliation case are published annually by the U.S. Department of Labor, OSHA division, at https://www.whistleblowers.gov/factsheets_page/statistics.


  The success of the new whistleblower laws has been fully documented by the government officials who enforce these laws and by objective academic studies published by internationally respected economists. For example, the SEC’s Office of the Whistleblower’s 2022 Annual Report described the Dodd-Frank whistleblower law’s impact:


  Since the beginning of the program, the SEC has paid more than $1.3 billion in 328 awards to individuals for providing information that led to the success of SEC and other agencies’ enforcement actions.


  Whistleblowers have played a critical role in the SEC’s enforcement efforts in protecting investors and the marketplace. Enforcement actions brought using information from meritorious whistle-blowers have resulted in orders for more than $6.3 billion in total monetary sanctions, including more than $4.0 billion in disgorgement of ill-gotten gains and interest, of which more than $1.5 billion has been, or is scheduled to be, returned to harmed investors.


  “SEC Whistleblower Office Announces Results for 2022,” SEC (Nov. 15, 2022), https://www.sec.gov/files/2022_ow_ar.pdf.


  The 2022 ACFE report explained the importance of whistleblower tips in identifying corporate fraud: “Despite the increasing number of advanced fraud detection techniques available to organizations, tips were still the most common way occupational frauds were discovered in our study by a wide margin, as they have been in every one of our previous reports. As shown in Figure 10, 42% of cases in our study were uncovered by tips, which is nearly three times as many cases as the next most common detection method.” Report to Nations, p. 21.


  Additional information on the success of the modern whistleblower laws is set forth in the conclusion.


  Major Whistleblower Reward and Protection Laws


  The most important “new” whistleblower laws have mandatory rewards, prohibit retaliation, and provide for partial or complete confidentiality.


  

  Dodd-Frank Act (Commodities Frauds and Foreign Corruption), 7 U.S.C. § 26


  Dodd-Frank Act (Securities Fraud and Foreign Corruption), 15 U.S.C. 78u-6


  Motor Vehicle Safety Act, 49 U.S.C. § 30172


  False Claims Act, 31 U.S.C. § 3729-32


  Tax Evasion and Underpayments (IRS), 26 U.S.C. § 7623


  

  
  Older or Discretionary Reward Laws


  

  Act to Prevent Pollution from Ships (APPS), 33 U.S.C. § 1908(a)


  Antarctic Conservation Act, 16 U.S.C. §§ 2409 and 2439


  Anti-Money Laundering Act, 31 U.S.C. § 5323


  Endangered Species Act, 16 U.S.C. § 1540(d)


  Financial Institutions Reform, Recovery and Enforcement Act, 12 U.S.C. §§ 4201–23


  Fish and Wildlife Improvement Act, 16 U.S.C. § 7421(c)(3)


  Lacey Act, 16 U.S.C. § 3375(d)


  Major Frauds Act, 18 U.S.C. § 1031


  Rhinoceros and Tiger Conservation Act, 16 U.S.C. § 5305a(f)


  Wild Bird Conservation Act, 16 U.S.C. §§ 4912(c) and 4913(b)


  

  
  Rule 2: Be Confidential


  See Rules 17–25 discussing different levels of confidentiality under various reward laws.


  Dodd-Frank Confidentiality


  The rule for proceeding confidentially and anonymously under the Commodity Exchange Act is located at 17 C.F.R. 165.4; the rule for proceeding confidentially and anonymously under the Securities Exchange Act (and also the Foreign Corrupt Practices Act) is located at 17 C.F.R. § 240.21F-7.


  IRS Confidentiality


  The confidentiality rules at the IRS Office of the Whistleblower are located at 29 C.F.R. § 301.6103(h)(4)-1(e). The IRS Whistleblower Office is required to protect the confidentiality of whistleblowers to the “fullest extent permitted by the law.” Internal Revenue Manual § 25.2.2.10. In Montgomery v. IRS, 40 F.4th 702 (D.C. Cir. 2022), the U.S Court of Appeals for the District of Columbia Circuit recognized that “the IRS is in fact required by Treasury Regulations to use its best efforts to protect the identity of whistleblowers,” citing to IRS rule 26 C.F.R. § 301.7623-1(e).


  Confidentiality under the Freedom of Information Act (FOIA)


  Federal agencies should withhold information that could identify a whistleblower under the exemptions to the FOIA and under the Privacy Act, 5 U.S.C. 552a. The applicable FOIA exemptions include: 5 U.S.C. § 552(b)(3) (disclosure prohibited by statute) and § 552(b)(6) (invasion of personal privacy). The most applicable exemption is the law enforcement privilege. Pursuant to exemption § 552(b)(7), agencies should withhold information that “could reasonably be expected to interfere with enforcement proceedings,” “could reasonably be expected to constitute an unwarranted invasion of personal privacy,” “could reasonably be expected to disclose the identity of a confidential source,” or “could reasonably be expected to endanger the life or physical safety of any individual.”


  In Montgomery v. IRS, 40 F.4th 702 (D.C. Cir. 2022), the U.S Court of Appeals upheld the broad authority of federal agencies to protect the identity of whistleblowers under the FOIA. The court affirmed the IRS’ use of the so-called “Glomar Response” to hide whether or not whistleblowers were involved in an investigation. The court explained the meaning of a Glomer Response as “Named after a ship in a long-ago CIA secrets case, . . . [a] Glomar Response refers to an agency’s refusal to either confirm or deny the existence of the records requested.” Thus, telling a requester that an agency was withholding documents could confirm that an agency was working in a confidential manner.


  Under this precedent not only did the IRS refuse to confirm or deny the existence of any documents that could imply that a whistleblower had provided information in an investigation, the IRS’ invocation of a Glomer Response was upheld. The court approved the practice of the IRS to refuse to confirm or deny the existence of a whistle-blower in all cases where a whistleblower could have been involved, whether or not there was a whistleblower. The court recognized that “revenge-seeking” requesters should not be permitted to use FOIA to figure out whether or not a whistleblower was involved in a case, as the “pool of potential whistleblowers” at a job site may be “very small” and the way an FOIA request was answered could be harmful to a whistleblower. Thus, a blanket refusal to confirm or deny the existence of any such records was endorsed. The Department of Justice’s FOIA web page has a full explanation of the Glomar rule. See https://www.justice.gov/oip/blog/foia-update-oip-guidance-privacy-glomarization.


  Auto Safety and Money Laundering


  Both the Motor Vehicle Safety and Money Laundering whistleblower laws permit anonymous and confidential filings in a manner identical to the SEC and CFTC. See 31 U.S.C. § 5323(g)(4) (money laundering) and 49 U.S.C. § 30172(f) (auto safety). However, the agencies responsible for implementing these laws, i.e., the Department of Transportation (auto safety) and Department of Treasury (money laundering), have not published procedures for making anonymous filings. Thus, when using these laws, whistleblowers should explicitly request anonymity and ask for instructions as to the procedures to use to ensure full confidentiality and anonymity.


  Referrals to Other Agencies


  Under Dodd-Frank if the responsible agency refers information about the whistleblower’s claims to a sister federal agency (or in limited circumstances a foreign law enforcement agency) that sister agency must also guarantee confidentiality. Thus, if the Securities and Exchange Commission (Dodd-Frank/FCPA), Commodity Exchange Commission (Dodd-Frank), Department of Transportation (auto safety), and/or the Department of Treasury (money laundering) refer a whistleblower’s claim to another federal agency, those agencies are required to honor the confidentiality and anonymity requirements mandated under Dodd-Frank But these types of referrals, for a variety of reasons, often do not occur. Regardless, whistleblowers should request that referrals made to sister law enforcement or regulatory agencies be transferred pursuant to the confidentiality requirements set forth in the law.


  Because there is no uniform federal law protecting the identity of a whistleblower, whistleblowers need to exercise due care in securing the highest level of protection available under law or within the discretion of the agencies. The best method to maintain strict confidentiality is to have one of the four agencies identified above refer the whistle-blower’s information to a federal agency under the strict confidentiality rules mandated under Dodd-Frank, the AML, and the auto safety laws.


  False Claims, Inspector General, and Whistleblower Protection Acts


  Other whistleblower laws also have varying levels of protection. The False Claims Act requires that complaints be filed under seal and the defendants not be informed that there is a whistleblower or that a complaint was filed. See 31 U.S.C. § 3730(b)(2). This affords a whistleblower confidentiality during the investigation of their case, but after the investigation is concluded, the seal is lifted and the identity of the whistleblower can be revealed. The Inspector General Act, located at Public Law 95-452 (as amended), requires that the IGs protect the confidentiality of federal employees. Similarly, the U.S. Office of Special Counsel has strict confidentiality rules protecting sources pursuant to the Whistleblower Protection Act, 5 U.S.C. § 1213.


  Confidential Informant Status


  A whistleblower should also consider requesting confidential informant status whenever they are providing any information to law enforcement. The Attorney General’s guidelines for CI status are linked at: https://irp.fas.org/agency/doj/fbi/dojguidelines.pdf.


  Limits on Confidentiality


  Under the U.S. Constitution a defendant in a criminal case has the right to learn the identity of all the government witnesses and to access information that may impeach the truthfulness of a witness. Thus, if a case is actually going to court, the Justice Department or other federal agencies may be required to turn over information related to the whistleblower, including the whistleblower’s identity and the fact that the whistleblower could obtain a financial reward. This option is rarely used, as the government usually structures cases so as to limit the risk that the whistleblower will be needed as a witness. Additionally, most of the civil or regulatory cases triggered by a whistleblower disclosure settle out of court.


  Problems Faced by Whistleblowers If Their Identity Is Revealed


  Cases discussing the problems encountered by employees who are not confidential: Management Information Technologies v. Alyeska Pipeline, 151 F.R.D. 478 (D.D.C. 1993); Halliburton v. ARB, 771 F.3d 254 (5th Cir. 2014) (explaining adverse consequences that follow an employee being outed as a whistleblower).


  Rule 3: Don’t Leave Money on the Table


  See Rules 1, 16–25 that detail how the major reward laws work, the types of frauds covered under the laws, and the procedures necessary to quality for a reward. Sources cited in the conclusion discuss the importance and success of the whistleblower reward laws. Checklist 1 also lists the major reward laws.


  The amount of money annually paid to whistleblowers is published in the Annual Reports of the IRS, SEC, and CFTC whistleblower offices. Additionally, the Justice Department annually publishes online statistics on False Claims Act recoveries.


  Rule 4: “It Takes a Rogue to Catch a Rogue”


  The original legislative history of the False Claims Act with Senator Howard’s remarks was published in the Congressional Globe on February 14, 1863, p. 956. In these statements he confirms a core law enforcement principle underlying all effective reward laws: It can take a “rogue to catch a rogue.”


  The SEC discussed participant eligibility for rewards at 76 Federal Register 34300, 34549-50 and n. 389 (June 13, 2011). The SEC rule covers both securities fraud and reports concerning the Foreign Corrupt Practices Act. The CFTC discussed participant eligibility for rewards at 76 Federal Register 53172 at 53191-92 (Aug. 25, 2011). Both of these agencies permit participants in the underlying frauds to qualify for a reward.


  Although people who participated in fraud schemes can qualify for a reward, whenever a whistleblower admits to having engaged in the criminal act care must be taken to convince the government not to prosecute. The best defense is a good offense: complete confidentiality, confidential informant status, and full cooperation. Sometimes whistleblowers are offered a nonprosecution agreement, whose terms must be meticulously followed. There is also the concept of a proffer, also known as being a “queen for the day.” Under this rule a whistleblower cannot be prosecuted for the information they directly provide, but can still be prosecuted if the government learns of their criminal conduct from other sources.


  Regardless, never lie about your past misconduct, and do not hide facts from the government. They will find out, they will be angry, and you may find yourself in trouble. Lying to a government investigator is a criminal offense under 18 U.S.C. § 1001.


  When providing information to the U.S. Department of Justice, you are far more vulnerable to criminal charges than when you provide information to other agencies. Why? Unlike the SEC, IRS, and CFTC, the DOJ does not have a Whistleblower Office, is not required to grant whistleblowers confidentiality, and has no provision for accepting anonymous claims. However, because the DOJ is responsible for the criminal investigations triggered by whistleblower disclosures, they are often involved in all the big whistleblower cases. This creates an obvious tension between the right of a participant in a fraud to qualify as a whistleblower and the potential risk that the whistleblower may be prosecuted based on the information they voluntarily provide to the government.


  The Justice Department has a variety of tools at its disposal to resolve this tension. However, even if a whistleblower is granted immunity, enters into a non-prosecution agreement, or reaches another understanding with Justice concerning their potential criminal liability, the failure to strictly adhere to any of these agreements can result in prosecution.


  Reward laws that permit participants to obtain compensation are: 17 (False Claims Act); 18 (Tax); 19 (Dodd-Frank); 20 (FCPA); 21 (AML); and 22 (Auto Safety).


  Links to the Congressional and regulatory history behind the “participant coverage rule, along with updates concerning relevant changes in the laws, are available at the free online law library created by the author, located at www.kkc.com/law-library.


  Rule 5: Avoid the Traps


  TRAP #1: DOING THE “RIGHT THING” IS NOT ENOUGH


  The hardships and emotional distress facing whistleblowers, even those who prevailed and obtained large monetary recoveries, are described in a “Special Report” published by the New England Journal of Medicine: Aaron Kesselheim et al., “Whistle-Blowers’ Experiences in Fraud Litigation against Pharmaceutical Companies,” N. Engl. J. Med. 362:19 (May 13, 2010). But many whistleblowers escape the horrors often highlighted in the news media. The Harvard Business School conducted a comprehensive study of whistleblowing under the False Claims Act. That law has strong anti-retaliation provisions (double back pay and federal court access), permits whistleblowers to file initial cases under seal, and provides for mandatory rewards, Under the FCA many whistleblowers land on their feet. Professors Aiyesha Dey, Jonas Heese, and Gerardo Pérez Cavazos, “Cash-for-information whistleblower programs: Effects on whistleblowing and consequences for whistleblowers,” 59 Journal of Accounting Research (December 2021), pp. 1689–1740.


  The loopholes that face many employees were well stated in Bricker v. Rockwell, 1991 U.S. Dist. LEXIS 18965 (E.D. Wash.), where it was noted that a “gap in coverage” had “caught” a well-deserving whistleblower in “limbo.” After highlighting the credibility of the whistleblower and his “compelling evidence of health and safety problems,” the court found that the “system” “failed him miserably.” The whistleblower’s case was thrown out of court.


  Additionally, whistleblowers have been criminally prosecuted when they tried to alert the public to serious wrongdoing by the government, including national security whistle-blowers Reality Winner, Tom Drake, and Daniel Ellsberg (see Rule 30) and tax whistle-blower Bradley Birkenfeld (see Rule 18). In each of these cases, although the whistleblower tried to do the right thing, they were not immunized from prosecution. The Justice Department can be very shortsighted when it comes to whistleblowers, even when it is obvious that the whistleblowers have served the public interest.


  TRAP #2: THINKING WHISTLEBLOWING IS AN EMPLOYMENT DISPUTE


  The new whistleblower laws place an emphasis on providing the government with actional evidence of serious crimes and frauds. All of these non-employment laws are set forth in Checklist 1. Under these laws whether or not the whistleblower has been fired is irrelevant. The issue is whether the company committed the crime, not whether the whistleblower was a good employee.


  The Success of the Whistleblower Reward Laws in Comparison to Employment Laws


  The success of these non-employment related whistleblower laws are extensively discussed in the annual reports issued by the SEC, CFTC and IRS. See Annual Reports, CFTC Office of the Whistleblower, available online at https://www.whistleblower.gov; Annual Reports, IRS Office of the Whistleblower, available online at https://www.irs.gov/compliance/whistleblower-office; Annual Reports, SEC Office of the Whistleblower, available online at https://www.sec.gov/whistleblower. The web pages of the IRS, SEC, and CFTC Whistleblower Offices also explain in great detail the success of these non-employment-related whistleblower laws and how they should be used. The websites for these offices are listed at the end of the book, under Resources. The annual reports can be compared with the statistics published by OSHA, which paint a dark picture regarding the outcome of retaliation cases: https://www.osha.gov/sites/default/files/Data-and-Statistics-for-FY16-to-FY21.pdf.


  The statistics published by OSHA highlight the difficulty of prevailing in a whistleblower employment case. See https://www.osha.gov/sites/default/files/Data-and-Statistics-for-FY16-to-FY21.pdf. For example, 3,156 cases were filed in 2021 under twenty separate whistleblower laws, ranging from Dodd-Frank to the environmental statutes. OSHA issued a merits decision in favor of a whistleblower in only thirty-nine of these cases. However, settlements were reached in 776 cases, so all was not lost.


  Information on the success of the modern whistleblower laws is set forth in the conclusion.


  TRAP #3: IGNORING POWERFUL TOOLS


  See Rules 16–25. The most important “new” whistleblower laws are:


  

  False Claims Act, 31 U.S.C. § 3729-32.


  Tax Evasion and Underpayments (IRS), 26 U.S.C. § 7623.


  Dodd-Frank Act (Commodities Frauds), 15 U.S.C. 78u-6.


  Dodd-Frank Act (Securities and Foreign Corruption), 7 U.S.C. § 26.


  Motor Vehicle Safety Act, 49 U.S.C. § 30172.


  Anti-Money Laundering Act, 31 U.S.C. § 5323.


  

  
  The tremendous success of these laws are discussed in Rules 1, 2, 6, and in the conclusion.


  TRAP #4: DELAY


  English v. General Electric Company, 85-ERA-2, Decision and Order of Administrative Law Judge (Aug. 1, 1985), reversed by Final Decision and Order of the Under Secretary of Labor (Jan. 13, 1987).


  Cases discussing how to calculate statute of limitations include Delaware State College v. Ricks, 449 U.S. 250 (1980); Chardon v. Fernandez, 454 U.S. 6 (1981) (key Supreme Court cases discussing how to calculate running of the statute of limitations); National Railroad v. Morgan, 536 U.S. 101 (2002) (continuing violation theory).


  The doctrines of “equitable tolling” and “equitable estoppel” may provide grounds for an employee to enlarge the filing deadlines based on the actions or statements of an employer: “Equitable tolling focuses on the plaintiff’s excusable ignorance of the employer’s discriminatory act. Equitable estoppel, in contrast, examines the defendant’s conduct and the extent to which the plaintiff has been induced to refrain from exercising his rights.” Rhodes v. Guiberson Oil Tools Div., 927 F.2d 876, 878 (5th Cir. 1991), quoting Felty v. Graves-Humphreys, 785 F.2d 516, 519 (4th Cir. 1986). See also Zipes v. Transworld Airlines, 455 U.S. 385 (1982); Bonham v. Dresser Industries, 569 F.2d 187 (3rd Cir. 1977); School District of Allentown v. Marshall, 657 F.2d 16 (3rd 1981); Carlile v. South Routt School Dist., 652 F.2d 981 (10th Cir. 1981).


  All whistleblower reward programs encourage employees to quickly file allegations of fraud with the appropriate authorities. They all have a version of a “first to file” rule that can result in the disqualification of whistleblowers who delay filing a rewards claim, if another whistleblower files a similar or identical claim first. See Rules 16–22


  The statute of limitations for filing a False Claims Act reward case is six years after the date of the violation or within three years of the date for which an official of the United States should have been reasonably aware the violation occurred (but in no event greater than ten years from the initial violation), 31 U.S.C. § 3731(b). A wrongful discharge case under the FCA must be filed within three years, 31 U.S.C. § 3740(h)(3).


  The United States has a catch-all statute of limitations for cases for which a civil fine, penalty, or forfeiture may be imposed. See 28 U.S.C. § 2462. Under this law, if a statute does not impose a specific statute of limitations, civil cases that can result in a fine or penalty being imposed must be filed within five years of the violation.


  TRAP #5: DENIAL


  See cases and authorities discussed in Rules 10–12.


  Once you are identified as a whistleblower, retaliation often follows. Myron and Penina Glazer, The Whistleblowers: Exposing Corruption in Government and Industry (New York: Basic Books, 1989); Aaron Kesselheim et al., “Whistle-Blowers’ Experiences in Fraud Litigation against Pharmaceutical Companies,” N. Engl. J. Med. 362:19 (May 13, 2010) (documenting the severe emotional distress and hardships suffered by whistle-blowers, even when they prevail in a major case); Greenberg v. Kmetko, 840 F.2d 467, 477 (7th Cir. 1988) (en banc) (dissenting opinion of Judge Cudahy) (“Dissenters and whistleblowers rarely win popularity contests or Dale Carnegie awards. They are frequently irritating and unsettling. These qualities, however, do not necessarily make their views wrong or unhelpful . . .”).


  The Institute of Internal Auditors survey of auditors is known as the Global Internal Audit Common Body of Knowledge. The survey’s results were analyzed in The Politics of Internal Auditing by Patricia Miller and Larry Rittenberg, published by the IIA Research Foundation, Altamonte Springs, Florida (2015). See also Larry Rittenberg, Ethics and Pressure: Balancing the Internal Audit Profession (The IIA Research Foundation, 2016). These surveys explain in gory detail how auditors are subject to retaliation and pressure to cover up wrongdoing simply by not doing their job too well. Auditors and compliance officials are not immune from retaliation, even when they are paid by the company to investigate fraud. Persons in these positions must be on alert to the early signs of retaliation and should not think that their position within the company gives them sanctuary.


  The Senate Judiciary Committee, “The Corporate and Criminal Fraud Accountability Act of 2002,” S. Rep. No. 107-146 (May 6, 2002), pp. 4–5, 10, 20 (discussing Enron attorneys’ advice regarding firing Sherron Watkins after she blew the whistle internally to her management). Also see Mimi Swartz and Sherron Watkins, Power Failure: The Inside Story of the Collapse of ENRON (New York: Doubleday, 2003).


  Supreme Court decisions finding internal whistleblowing not protected under the Dodd-Frank Act and First Amendment: Digital Realty Trust v. Somers, 138 S.Ct. 767 (2018), and Garcetti v. Ceballos, 547 U.S. 410 (2006). However, a wealth of cases decided before Digital and Garcetti explained the fact that whistleblowers often used internal reporting processes and should deserve protection. See Phillips v. Interior Board, 500 F.2d 722 (D.C. Cir. 1974) and Rule 32.


  Rule 6: Think Globally


  Rule 20 discusses the Foreign Corrupt Practices Act whistleblower provisions. Also see Rules 17–25, all of which can provide rewards for non-U.S. citizens if international jurisdiction can be established.


  INTERNATIONAL CONVENTIONS


  The United States and more than 140 other nations have approved the United Nations Convention against Corruption, which contains two mandates for the protection of whistleblowers. Article 32 prohibits retaliation against witnesses. Article 33 urges nations to enact domestic legislation to provide protection against “unjust treatment” for any person who reports evidence of corruption to competent authorities. The convention is available at www.unodc.org/unodc/en/treaties/CAC/index.html.


  Council of Europe, Civil Law Convention on Corruption. Article 9 requires European countries to protect whistleblowers.


  On July 27, 2000, the U.S. Senate ratified the Inter-American Convention against Corruption. Article III (8) of that convention stipulates that the United States, and other countries that ratified the agreement, create “Systems for protecting public servants and private citizens who, in good faith, report acts of corruption, including protection of their identities, in accordance with their Constitutions and the basic principles of their domestic legal systems” (www.oas.org).


  European Union Whistleblower Directive


  The European Union approved a directive requiring all member states to implement domestic whistleblower laws as of December 2021. However, most EU nations failed to meet the deadline, and others that have implemented laws that fall short of the mandatory requirements of the directive. The EU Whistleblower Directive is available online at https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1937. Criticism of the EU’s implementation of the directive can be found at “Will Europe Fail to Protect Whistleblowers?” available online at www.jdsupra.com; Theo Nyreröd et al., “Chapter 5: Whistleblowing in the EU: The enforcement perspective,” Selected Papers from the International Whistleblowing Research Network Conference at Maynooth University (Sept. 2021).


  Whistleblowers in EU nations need to review their country’s specific law implementing the directive and should also review the directive itself for legislative history concerning its numerous requirements.


  The United Kingdom and former Commonwealth States


  Information on the Canadian offshore tax reward program is published online by the Canadian Revenue Agency, at www.cra-arc.gc.ca/gncy/cmplnc/otip-pdife/menu-eng.html.


  Information on the Ontario Securities Commission’s whistleblower program is located online at www.osc.gov.on.ca/en/whistleblower.htm.


  A critique of the United Kingdom’s whistleblower law: Simon Wolfe and Mark Worth, Not Measuring Up: PIDA Now Rates Poorly against International Standard (Thompson Reuters Foundation, 2016).


  A critique of whistleblower status in Australia: “America Pays Millions to Whistleblower at BHP; We Hound Them from Their Jobs,” Sydney Morning Herald (Aug. 29, 2016). The article describes problems facing Australian whistleblowers.


  Information on the murder of South African whistleblower Jimmy Mohlala is available at www.dailymail.co.uk/news/article-3121989/Widow-murdered-2010-South-Africa-Fifa-World-Cup-whistle-blower-Jimmy-Mohlala-says-husband-alive-today-hadn-t-exposed-multimillion-dollar-stadium-fraud.html#ixzz4MK4PIoyh.


  Secondary Sources on International Protections


  Transparency International’s recommendation for whistleblower protections is posted at www.transparency.org/files/content/activity/2009_PrinciplesForWhistleblowingLegislation_EN.pdf.


  The Centre for Media Pluralism and Media Freedom publishes an online overview of whistleblower protections in all European Union countries at http://journalism.cmpf.eui.eu/maps/whistleblowing.


  The Organization for Economic Co-Operation and Development (OECD) published “Whistleblower Protection: Encouraging Reporting,” an overview of international whistleblower laws in its publication CleanGovBiz (July 2012). The article is available at www.oecd.org/cleangovbiz/toolkit/50042935.pdf.


  Various articles discussing the status of international whistleblower protections are available at https://euobserver.com/justice/121873 (European Union rejects whistleblower protections); http://knowledgeofindia.com/list-of-whistleblowers-in-india/ (whistleblower from India killed); http://mg.co.za/article/2009-01-05-anc-whistleblower-killed (South African whistleblower killed); www.ifex.org/philippines/2005/03/30/whistleblower_murdered/ (whistleblower in Philippines killed).


  UNITED STATES


  Public Law 112-208 (Dec. 14, 2012) is a U.S. law imposing sanctions on Russia due to the death of whistleblower Sergei Leonidovich Magnitsky.


  The following cases hold that international whistleblowers cannot obtain on-the-job protection under U.S. whistleblower laws: Carnero v. Boston Scientific Corp., 433 F.3d 1 (1st Cir. 2006) (international employee not covered under Sarbanes-Oxley Act wrongful discharge law); Liu Meng-Lin v. Siemens AG, 763 F.3d 175 (2nd Cir. 2014) (international employee not covered under Dodd-Frank Act anti-retaliation law).


  Commodity Exchange Act/International Market Manipulation


  CFTC Whistleblower Alert: Blow the Whistle on Foreign Corrupt Practices in the Commodities and Derivatives Markets (May 2019), https://www.whistleblower.gov/whistlebloweralerts/FCP_WBO_Alert.htm; CFTC Press Release Number 8326-20, CFTC Orders Vitol Inc. to Pay $95.7 Million for Corruption-Based Fraud and Attempted Manipulation (Dec. 3, 2020), https://www.cftc.gov/PressRoom/PressReleases/8326-20; Dept. of Justice, Press Release, Vitol Inc. Agrees to Pay over $135 Million to Resolve Foreign Bribery Case (Dec. 3, 2020), https://www.justice.gov/opa/pr/vitol-inc-agrees-pay-over-135-millionresolve-foreign-bribery-case; CFTC Enforcement Advisory: Advisory on Self-Reporting and Cooperation for CEA Violations Involving Foreign Corrupt Practices (Mar. 6, 2019); CFTC Press Release Number 7884-19, CFTC Division of Enforcement Issues Advisory on Violations of the Commodity Exchange Act Involving Foreign Corrupt Practices (Mar. 6, 2019), www.cftc.gov/PressRoom/PressReleases/7884-19; Remarks of CFTC Director of Enforcement James M. McDonald at the American Bar Association’s National Institute on White Collar Crime (Mar. 6, 2019), https://www.cftc.gov/PressRoom/SpeechesTestimony/opamcdonald2.


  Securities Exchange Act/Foreign Corrupt Practices Act


  The Foreign Corrupt Practices Act, 15 U.S.C. § 78m and § 78dd-1, et seq.


  The Department of Justice resource page on the FCPA is located at www.justice.gov/criminal-fraud/foreign-corrupt-practices-act.


  The legislative history of the FCPA is published by the DOJ at www.justice.gov/criminal-fraud/legislative-history.


  The best source of information explaining the requirements of the FCPA is the Resource Guide to the U.S. Foreign Corrupt Practices Act, published by the Criminal Division of the DOJ and the Enforcement Division of the Securities and Exchange Commission.


  The FCPA statute is translated into fifty languages at www.justice.gov/criminal-fraud/statutes-regulations.


  The SEC publishes a list of FCPA prosecutions at www.sec.gov/spotlight/fcpa/fcpa-cases.shtml.


  The following articles provide additional information and perspectives on FCPA. Bryan Cave, “Alert: The Implications for FCPA Enforcement of the SEC’s New Whistleblower Rules” (June 22, 2011), available at www.bryancave.com; Philip M. Nichols, “The Neomercantilist Fallacy and the Contextual Reality of the Foreign Corrupt Practices Act,” 53 Harvard Journal on Legislation 203 (Winter 2016) (broad scope of FCPA); Daniel Grimm, “Traversing the Minefield: Joint Ventures and the Foreign Corrupt Practices Act,” 9 Virginia Law and Business Review 91 (2014) (broad reach of FCPA).


  The SEC has a web page, “FCPA Spotlight,” located at www.sec.gov/spotlight/fcpa.shtml. The SEC’s website also contains a list of every foreign company that sells stocks to Americans under the American Depository Receipt program.


  An FCPA violation also implicates the following laws, which can give rise to additional penalties: Sarbanes-Oxley Act, Section 302 (15 U.S.C. § 7241) (accuracy of financial reports), Section 404 (15 U.S.C. § 7262) (internal controls over financial reporting), Travel Act (18 U.S.C. § 1952), as well as laws covering money laundering, mail and wire fraud, false certifications, and violations of the Internal Revenue Code.


  International Banking


  See Rules 18 (IRS) and 21 (money laundering).


  John A. Koskinen, Commissioner, Internal Revenue Service, Remarks at the U.S. Council for International Business–OECD International Tax Conference (June 3, 2014), available at https://www.irs.gov/pub/newsroom/Commissioner%20Koskinen’s%20Remarks%20at%20US%20CIB%20and%20OECD%20Int%20Tax%20Conf%20June%202014.pdf; Matthew Allen, “Swiss-U.S. Tax Evasion Saga: Where Are We Now?” (Jan. 2016), www.swissinfo.ch/eng/business/unfinished-business_swiss-us-tax-evasion-saga--where-are-we-now-/41924910.


  IRS Press Release, “Offshore Compliance Programs Generate $8 Billion.”


  Documentation regarding the impact of Bradley Birkenfeld’s whistleblowing is set forth in Stephen Kohn’s article “$13.769 Billion Reasons to Thank Whistleblowers on Tax Day” (Apr. 18, 2016), www.whistleblowersblog.org/2016/04/articles/news/13-769-billion-reasons-to-thank-whistleblowers-on-tax-day.


  Act to Prevent Pollution from Ships


  See Rule 23. The APPS whistleblower reward provision is codified at 33 U.S.C. § 1908(a).


  The International Convention for the Prevention of Pollution from Ships (MARPOL 73/78) is available at http://library.arcticportal.org/1699/1/marpol.pdf.


  A practical guide to the MARPOL convention is available at https://maddenmaritime.files.wordpress.com/2015/08/marpol-practical-guide.pdf.


  U.S. DOJ, Environment and Natural Resources Division. A motion requesting 50 percent whistleblower reward in U.S. v. Overseas Shipholding Group, Inc., 06-CR-10408 (D. Mass, March 15, 2007).


  Michael G. Chalos and Wayne Parker, “The Criminalization of MARPOL Violations and Maritime Accidents in the United States,” 23 University of San Francisco Maritime Law Journal 206 (Fall 2011). Although anti-whistleblower in tone and content, this article sets forth the various laws and legal standards applicable to APPS prosecutions.


  “Avoiding the APPS Magic Pipe Trap,” Officer of the Watch website (Nov. 14, 2012), offers another anti-whistleblower position, https://officerofthewatch.com/2012/11/14/avoiding-the-apps-magic-pipe-trap.


  A detailed listing of APPS cases for which rewards were paid (including copies of the indictments, plea agreements, and whistleblower reward filings) is posted at https://www.kkc.com/law-library.com.


  The Marine Defenders organization publishes information on APPS whistleblower rules and also has a handbook designed to help seamen involved in government investigations.


  U.S. v. Efploia Shipping Co. S.A., Case 1:11-cr-00652-MJG, Bench Decision Re: Whistleblower Award (D. Maryland) (2016). The court discussed congressional intent behind the APPS whistleblower provision and the fact that most, if not all, APPS prosecutions come from evidence provided by whistleblowers.


  Political Asylum in the United States


  The first case to recognize whistleblowing as a potential justification for political asylum was Grava v. INS, 205 F.3d 1177 (9th Cir. 2000). Antonyan v. Holder, 642 F.3d 1250 (9th Cir. 2011) broadened the scope of the Grava holding. Since 2000 the Grava case has been followed in other federal court jurisdictions that considered this issue. See, for example, Bu v. Gonzales, 490 F.3d 424 (6th Cir. 2007); Cao v. Attorney General, 407 F.3d 146 (3rd. Cir. 2005); Rodas Castro v. Holder, 597 F.3d 93 (2nd Cir. 2010); Haxhiu v. Mukasey, 519 F.3d 685 (7th Cir. 2008); Hayrapetyan v. Mukasey, 534F.3d 1330 (10th Cir. 2008); Zhu v. Mukasey, 537 F.3d 1034 (9th Cir. 2008).


  Aimee L. Mayer-Salins, “Asylum and Withholding of Removal Claims Involving Corruption and Whistleblowing,” published in DOJ newsletter “Immigration Law Advisor,” available at www.justice.gov/sites/default/files/eoir/pages/attachments/2015/02/26/vol9no2ed.pdf.


  Part II: Tactics You Need to Know


  The quote from “Deep Throat” comes from Carl Bernstein and Bob Woodward, All the President’s Men (New York: Simon and Schuster, 1974), pp. 268–69.


  Rule 7: Protect Yourself


  Argyropoulos v. City of Alton, 539 F.3d 724 (7th Cir. 2008) (warning that anti-retaliation laws do not grant employees the right to engage in “dubious self-help tactics”).


  Jefferies v. Harris County Community Action, 615 F.2d 1025 (5th Cir. 1980) (setting forth the “reasonableness test” for self-help tactics). See also Hochstadt v. Worcester Foundation, 545 F.2d 222 (1st Cir. 1976); Wrighten v. Metropolitan Hospital, 726 F.2d 1346 (9th Cir. 1984) (setting forth “balancing test”).


  The court in Smith v. Chi Transit Auth., 2016 U.S. App. LEXIS 11553 (7th Cir. 2016) described what a court should consider when evaluating whether an employee was reasonable in disclosing confidential e-mails: “Reasonableness depends on how [the employee] obtained the e-mails, whom he shared them with, the type of confidences revealed, their relevancy to the discrimination charge, whether [the employee] had a good-faith belief in their relevancy, the scope of the [employer’s] confidentiality policy, and whether [the employee] could have sought the evidence in a way that would not have violated the policy.”


  Privacy Rights Clearinghouse, “Fact Sheet 7: Workplace Privacy and Employee Monitoring” (online publication) (information on management’s rights to monitor employees at work).


  Government employees have had some success in challenging e-mail monitoring. On June 20, 2012, the Executive Office of Management and Budget issued a government-wide “Memorandum for Chief Information Officers and General Counsels” warning that warrantless searching of public employee e-mails could violate whistleblower disclosure laws.


  McKennon v. Nashville Banner Publishing, 513 U.S. 352 (1995) (“after-acquired evidence” standards).


  Deltek v. Department of Labor, No. 14-2415 (4th Cir. 2016) (reasonableness of taping and document removal upheld).


  Rule 8: Document, Document, Document


  The six-factor test for removing documents in an employment case is explained in Niswander v. Cincinnati, 529 F.3d 714 (6th Cir. 2008); Jefferies v. Harris County Cmty. Action Ass’n, 615 F.2d 1025, 1036 (5th Cir. 1980); O’Day v. McDonnell Douglas, 79 F.3d 756 (9th Cir. 1996) (rejecting the removal of documents and warning against “rummaging through” the “supervisor’s office”).


  Employment cases permitting document removal: Deltek v. Department of Labor, No. 14-2415 (4th Cir. 2015) (affirming DOL decision permitting removal of documents); Kempcke v. Monsanto Company, 132 F.3d 442 (8th Cir. 1998) (innocent removal of confidential documents permitted); Westlake Surgical v. Turner, 2009 Tex. App. LEXIS 6132 (removal of confidential documents permitted); Erhart v. BOFI Holding, Inc., Case No. 15-cv-02287-BAS-NLS (S.D. Cal. Feb. 14, 2017).


  Permitting document removal in False Claims Act cases: Ruhe v. Masimo Corp., 929 F. Supp. 2d 1033, 1038-39 (C.D. Cal. 2012); Siebert v. Gene Sec. Network, Inc., No. 11-CV-01987-JST,2013 WL 5645309(N.D. Cal. Oct. 16, 2013).


  Cases permitting the government to use information illegally obtained by a private citizen: Bacon v. United States, 97 F. 35, 40 (8th Cir. 1899); Barnes v. United States, 373 F.2d 517, 518 (5th Cir. 1967); McLindon v. United States, 329 F.2d 238 (D.C. Cir. 1964); United States v. Jacobsen, 466 U.S. 109, 104 S. Ct. 1652 (1984); United States v. Gianatasio, 578 F. Supp. 3d 105 (D. Mass. 2021); Watson v. United States, 391 F.2d 927 (5th Cir. 1968); United States v. Wilson, 13 F.4th 961 (9th Cir. 2021); Carson v. N.J. State Prison, Civil Action No. 17-6537(RMB), 2019 U.S. Dist. LEXIS 119411 (D.N.J. July 18, 2019) (“Evidence obtained as a result of an unlawful search by the government is inadmissible at trial. . . . This protection only extends, however, to unreasonable searches that are a result of governmental action. . . . Evidence that obtained by a private citizen, even wrongfully, is not barred from evidence at trial, so long as it was without participation by the government.”).


  JDS Uniphase Corp. v. Jennings, 473 F.Supp.2d 697 (E.D. Vir. 2007) strongly rejected an employee’s justifications for removing documents from work.


  Richard Moberly, “Confidentiality and Whistleblowing,” 96 North Carolina Law Review 751 (2018).


  Kempcke v. Monsanto Company, 132 F.3d 442 (8th Cir. 1998) (innocent removal of confidential documents permitted); Westlake Surgical v. Turner, 2009 Tex. App. LEXIS 6132 (removal of confidential documents permitted).


  Don’t destroy evidence. Whistleblowers have been sanctioned when they destroyed documents related to their case. See, Leon v. IDX Systems Corp., 2:03-cv-01158-MJP (W.D. Wash. 2004) (sanctions for wiping out computer hard-drive); Burris v. JPMorgan Chase & Co., No. 18-cv-03012 (D. Az. Oct. 7, 2021) (default judgment against employee for destroying electronic files).


  Employers also have been sanctioned for destroying documents relevant to a whistleblower case. See Webb v. Government for the District of Columbia, 175 F.R.D. 128 (D.D.C. 1997) (default judgment against employer for destroying documents). Under New Jersey state law, an employer that destroys evidence not only can have an adverse inference drawn against it, but can also be liable for the tort of fraudulent concealment. Tartaglia v. UBS PaineWebber, 961 A.2d 1167 (N.J. 2008).


  Rule 9: Should You Tape?


  Under federal law and in most states, one-party taping is permitted. This means that only one of the parties to a conversation has to consent to the recording, while other parties may not have any idea it is happening. An excellent summary of the federal and state laws government one-party taping of conversations was published by Alma Rosina, “Call Recording Laws by State—Everything You Need to Know,” Firefiles.ai blog (Feb. 14, 2022), https://fireflies.ai/blog/call-recording-laws-in-50-states-3/.


  Court Cases on One-Party Taping: Lopez v. U.S., 373 U.S. 427 (1963) (Supreme Court permits one-party taping); Omnibus Crime Control Act, 18 U.S.C. § 2511(2)(d) (federal law permitting one-party taping); Reporters Committee for Freedom of the Press (online publication) (state-by-state review of one-party taping laws); Heller v. Champion International, 891 F.2d 432 (2nd Cir. 1989) (one-party taping permitted for gathering evidence of discrimination).


  Cases finding one-party taping not only legal, but also a potentially protected activity: Haney v. North American Car, 81-SWDA-1 (ALJ Order, Aug. 10, 1981), affirmed by the secretary of labor (June 30, 1982); Mosbaugh v. Georgia Power Co., 91-ERA-1/11 (Order of Secretary of Labor) (Nov. 20, 1995); Melendez v. Exxon, 93-ERA-6 (DOL ARB, July 14, 2000) (one-party taping protected activity); Deltek v. Department of Labor, No. 14-2415 (4th Cir. 2015) (affirming DOL decision permitting taping).


  Rule 10: Know the Limits of “Hotlines”


  The Goldstein-SAFETEAM cases are published by the U.S. Department of Labor: Goldstein v. EBASCO Contractors, Inc., 86-ERA-36, Labor Department rulings dated Mar. 3, 1988 (Administrative Law Judge ruling), Apr. 7, 1997 (Secretary of Labor ruling), Aug. 16, 1993 (Secretary of Labor ruling), reversed, 986 F.2d 1419 (5th Cir. 1993).


  Whether auditors, compliance officials or employees whose duties require them to perform compliance functions are protected against retaliation remains a controversial topic. Two decisions issued by the Supreme Court demonstrate that without specific statutory coverage, internal disclosures by these classes of employees may be unprotected. See Supreme Court decisions finding internal whistleblowing not protected under the Dodd-Frank Act and First Amendment: Digital Realty Trust v. Somers, 138 S.Ct. 767 (2018); Garcetti v. Ceballos, 547 U.S. 410 (2006). Numerous cases decided before Digital and Garcetti upheld the principle that whistleblowers who use internal reporting processes deserve protection: Phillips v. Interior Board of Mine Op., 500 F.2d 772 (D.C. Cir. 1974); Mackowiak v. University Nuclear Systems, 735 F.2d 1159 (9th Cir. 1984); Kansas Gas & Electric v. Brock, 780 F.2d 1505 (10th Cir. 1985); Passaic Valley Sewerage Commissioners v. DOL, 992 F.2d 474 (3rd Cir. 1993); U.S. ex rel. Yesudian v. Howard University, 153 F.3d 731 (D.C. Cir. 1998); Bechtel v. DOL, 50 F.3d 926 (11th Cir. 1995); Poulos v. Ambassador Fuel Oil Co., 86-Clean Air Act Case No. 1 (Apr. 27, 1987).


  Statutes that explicitly protect internal whistleblowing to supervisors include: Atomic Energy Act, 42 U.S.C. § 5851; Sarbanes-Oxley Act, 18 U.S.C. § 1514A; Consumer Product Safety Act, 15 U.S.C. § 2051; Aviation Investment and Reform Act, 49 U.S.C. § 42121; National Transit Systems Security Act, 6 U.S.C. § 1142; Railroad Safety Act, 49 U.S.C. § 20109; Surface Transportation Act, 49 U.S.C. §31105; Mine Health and Safety Act, 30 U.S.C. § 815(c); American Recovery Reinvestment Act, Public Law No. 111-5, §1553; Pipeline Safety Improvement Act, 42 U.S.C. § 60129; Dodd-Frank Act (Consumer Protection Bureau), 12 U.S.C. §5567; Taxpayer First Act, 26 U.S.C. § 7623(d); and the AML Whistleblower Act, 31 U.S.C. § 5323(g)..


  After Garcetti some courts interpreted state and whistleblower statutes narrowly to exclude coverage for internal whistleblowers. See Skare v. Extendicare Health Services, 515 F.3d 836 (8th Cir. 2008); Talhelm v. ABF Freight Systems, 2010 U.S. App. LEXIS 1663 (6th Cir. 2010). However, the U.S. Congress strongly repudiated the Garcetti line of cases when it enacted the Whistleblower Protection Enhancement Act and explicitly reversed court rulings that were consistent with Garcetti. In Public Law 112-199, §§ 101 and 102, Congress used words such as “undermine,” “wrongly focused,” and “contrary to congressional intent” in describing court cases that failed to fully protect whistleblowers who raised concerns with their supervisors. See Committee on Homeland Security and Governmental Affairs, U.S. Senate, “Whistleblower Protection Enhancement Act of 2012,” pp. 4–5 (S. Rep.112-155, Apr. 19, 2012).


  Corporate-sponsored think tanks have carefully evaluated the deficiencies in internal compliance programs and have strong recommendations for improving the current systems. See Michael D. Greenberg, Perspectives of Chief Ethics and Compliance Officers on Detection and Prevention of Corporate Misdeeds: What the Policy Community Should Know (Rand Center for Corporate Ethics and Governance, 2009). A 2010 report by the corporate-sponsored Ethics Resource Center titled “Too Big to Regulate? Preventing Misconduct in the Private Sector” (ERC 2010) quoted leading complaints that programs were simply “paper tigers” and were plagued by a “lack of action and seriousness.”


  The Sarbanes-Oxley law requiring publicly traded companies to establish independent employee concerns programs is codified at 15 U.S.C. § 78j-1(m)(4). SOX protects internal employee disclosures pursuant to its statutory terms.


  The Federal Sentencing Guidelines provide for sentence reductions for corporations engaged in criminal activities that have instituted an internal compliance program. U.S. Sentencing Commission Guidelines Manual, Section 8B2.1. These guidelines do not provide specific protections for employees. Also see David Hess et al., “The 2004 Amendments to the Federal Sentencing Guidelines and Their Implicit Call for a Symbiotic Integration of Business Ethics,” XI Fordham Journal of Corporate and Financial Law 725 (2006).


  The Close the Contractors Fraud Loophole Act, Public Law 110-252, Title VI, Chapter 1, mandates stronger controls over compliance departments in companies working under government contracts. It is implemented by Federal Acquisition Regulations, Contractor Business Ethics, Compliance Program and Disclosure Requirements, Final Rule, 73 Federal Register 67064 (Nov. 12, 2008).


  The protection of internal whistleblowing under state law is a confusing mess. For example, some courts have determined that internal complaints, which would cover complaints to compliance departments, are not protected. See Skare v. Extendicare Health Services, 515 F.3d 836 (8th Cir. 2008); Talhelm v. ABF Freight Systems, 2010 U.S. App. LEXIS 1663 (6th Cir.). Other statutes, like the New Jersey whistleblower law, require most whistleblowers to report internally before they report to the government. Beyond employment law, employers that create compliance programs may be subject to breach of contract lawsuits if they violate their promises to employees. Richard Moberly, “Protecting Whistleblowers by Contract,” 79 University of Colorado Law Review 975 (Fall 2008). But contract lawsuits tend to have very low payouts and do not cover attorney fees.


  On June 13, 2011, the Securities and Exchange Commission published final rules implementing the Dodd-Frank whistleblower reward program. SEC Commentary and Final Rule, 76 Federal Register 34300 (June 13, 2011). These rules created strong incentives for corporations to develop independent and ethical compliance programs. Id., pp. 34317–19 (circumstances in which compliance officials can file reward claims with the SEC); pp. 34322–27 (employee can qualify for rewards based on information they provided to internal compliance programs). However, pursuant to the Supreme Court’s precedent in Digital, Dodd-Frank does not protect internal whistleblowers from retaliation.


  The False Claims Act should be interpreted as protecting internal disclosures. See U.S. ex rel. Schweizer v. Oce N.V., 677 F.3d 1228 (D.C. Cir. 2012).


  The Foreign Corrupt Practices Act prohibits a range of conduct not directly tied to the payment of bribes to foreign officials. The most important of these concerns the obligation of publicly traded companies or “issuers” to maintain quality internal controls and record-keeping systems. 5 U.S.C. § 78m(b)(2). See Jones Day Newsletter, “The Legal Obligation to Maintain Accurate Books and Records in U.S. and Non-U.S. Operations” (Mar. 2006) (“The Foreign Corrupt Practices Act is usually associated with its prohibitions against foreign bribery. The provisions of the Act relating to bookkeeping and internal controls receive less publicity but are much more likely to form the basis of a government proceeding against companies subject to the Act.”). But for obvious reasons non-U.S. citizens who report violations of the FCPA in foreign countries have not obtained protection under U.S. employment laws.


  Rule 11: Don’t Let the Lawyers Throw You under the Bus


  The U.S. Supreme Court is clear: Company lawyers owe no loyalty to employees. Company lawyers represent the company, not the employees who seek advice from them or report concerns to in-house counsel. See Upjohn v. U.S., 449 U.S. 383 (1981). Worse still, the company lawyers can act nice to you, while behind your back building a case against you to have you fired or blame you for the underlying frauds. In a similar vein, communications with company lawyers may not constitute a protected disclosure unless a specific law protects internal whistleblowing. See Rule 5, Trap #5 and Rule 10.


  Under the code of ethics company lawyers are supposed to make employees aware that they represent the company and not the employee, but this often does not happen, especially in the context of corporate compliance programs managed by lawyers. See, Jeffrey Eglash et al., “Avoiding the Perils and Pitfalls of Internal Corporate Investigations: Proper Use of Upjohn Warnings,” ABA Section of Litigation Corporate Counsel CLE Seminar (ethical rules governing attorneys who work on or manage corporate compliance investigations); Ethics Opinion 269: “Obligation of Lawyer for Corporation to Clarify Role in Internal Corporate Investigation” (DC Bar, January 1997). Available at www.dcbar.org/bar-resources/legal-ethics/opinions/opinion269.cfm.


  Bar rules relevant to the ethical obligations corporate lawyers owe to employees include: ABA Model Rule 4.2: “Communication with Person Represented by Counsel” and ABA Model Rule 4.3: “Dealing with Unrepresented Person.” The ABA Model Rules of Professional Conduct are available at www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/model_rules_of_professional_conduct_table_of_contents.html.


  Donna Boehme, a highly respected expert who managed BP’s compliance program, warned against having corporate attorneys manage compliance programs. See “DOJ Tells HSBC and Corporate America: Reform Your Compliance Departments,” Corporate Counsel (Dec. 20, 2012); “Making the CCO an Independent Voice in the C-Suite,” Corporate Counsel, www.law.com/corporatecounsel/PubArticleCC.jsp?id=1202592518804&Making_the_CCO_an_Independent_Voice_in_the_CSuite. From Enron to Madoff: Why Many Corporate Compliance and Ethics Programs Are Positioned for Failure, Rand Center for Corporate Ethics and Governance (2009).


  Michael D. Greenberg has published extensively on the issue of lawyers running compliance programs: Transforming Compliance: Emerging Paradigms for Boards, Management, Compliance Officers, and Government, Rand Center for Corporate Ethics and Governance (2012); Culture, Compliance, and the C-Suite: How Executives, Boards, and Policymakers Can Better Safeguard against Misconduct at the Top, Rand Center for Corporate Ethics and Governance (2013); For Whom the Whistle Blows: Advancing Corporate Compliance and Integrity Efforts in the Era of Dodd-Frank, Rand Center for Corporate Ethics and Governance (2011); Directors as Guardians of Compliance and Ethics within the Corporate Citadel: What the Policy Community Should Know, Rand Center for Corporate Ethics and Governance (2010).


  Jacelyn Jaeger, “The Importance of Splitting Legal and Compliance,” Compliance Week (Dec. 2011).


  Society for Corporate Compliance and Ethics and Health Care Compliance Association. “Compliance Professionals Overwhelmingly Reject General Counsel Reporting Structure,” P.R. Newswire (Mar. 11, 2013), www.prnewswire.com/news-releases/compliance-professionals-overwhelmingly-reject-general-counsel-reporting-structure-196884911.html (survey of compliance professionals finding that 88.5 percent oppose general counsel serving as chief compliance officer).


  Michael Volkov, “Redefining the Relationship of the General Counsel and Chief Compliance Officer,” p. 8, Rand Center for Corporate Ethics and Governance (May 28, 2014) (comprehensive article supporting a narrow interpretation of the privilege in compliance investigations).


  The chairman of the Senate Judiciary Committee provided strong testimony opposing efforts to require employees to communicate with corporate compliance programs, and pointed out the conflicts of interest in these proposals: “Statement for the Record by Senator Chuck Grassley of Iowa, Chairman, Senate Judiciary Committee at a House Judiciary Subcommittee on the Constitution and Civil Justice Hearing on ‘Oversight of the False Claims Act,’ April 28, 2016.”


  Whistleblower as Confidential Informant


  If a whistleblower is acting in the capacity of a confidential informant, are they allowed to attend attorney-client meetings held by the company? The short answer is yes, but there are restrictions. See David R. Lurie, “Sixth Amendment Implications of Informant Participation in Defense Meetings,” 58 Fordham L. Rev. 795 (1990). Available at: https://ir.lawnet.fordham.edu/flr/vol58/iss4/9. The leading Supreme Court case on the issue is Weatherford v. Bursey, 429 U.S. 545 (1977). In Weatherford the Supreme Court explained that a confidential informant would be put in a position of unmasking themselves by refusing to participate in a meeting with attorneys if asked to do so by the target of the investigation. According to the Court, prohibiting informants from participating in such meetings “would require the informant to . . ., for all practical purposes, to unmask himself.”


  Rule 12: Don’t Tip Off the Crooks


  As explained in Rule 5, Trap #5 and Rules 10–11, reporting fraud or misconduct internally can be very risky. Protections for those who report fraud or misconduct to supervisors, corporate attorneys, or compliance programs are scattered or, under many laws, simply do not exist. Further, reporting concerns internally often triggers retaliation, as no boss wants to hear that they may be breaking the law.


  Whistleblowers should always weigh the benefits of being strictly confidential. There are numerous options available. See, FAQs discussing confidentiality: “Should I be anonymous,” https://kkc.com/frequently-asked-questions/should-i-be-an-anonymous-or-confidential-whistleblower/; “How to report anonymously as an SEC whistleblower,” https://kkc.com/frequently-asked-questions/reporting-anonymously-as-an-sec-whistleblower/; “How to report anonymously as a CFTC whistleblower,” https://kkc.com/frequently-asked-questions/reporting-anonymously-as-a-cftc-whistleblower/.


  Confidentiality for federal employees: “Federal employee’s rights to file confidential complaints,” https://kkc.com/frequently-asked-questions/can-federal-employees-blow-the-whistle-confidentially/; the law protecting the confidentiality of federal employees under the Whistleblower Protection Act is located at 5 U.S.C. § 1213.


  Rule 13: Special Rules for Directors, Partners, or Auditors


  The problems faced by auditors and compliance officials are well documented. See, Institute of Internal Auditors, “Political Pressure Intense on Internal Audit: IIA Research Report Reveals Pervasive Efforts to Influence Internal Audit Findings,” press release (Mar. 10, 2015). The Institute of Internal Auditors survey of auditors is known as the Global Internal Audit Common Body of Knowledge. The survey’s results were analyzed in The Politics of Internal Auditing by Patricia Miller and Larry Rittenberg, published by the IIA Research Foundation, Altamonte Springs, Florida (2015). See also Larry Rittenberg, Ethics and Pressure: Balancing the Internal Audit Profession (The IIA Research Foundation, 2016).


  Compliance officials can qualify for rewards. SEC decisions granting awards to compliance officials: SEC Press Release 2014-180 (Aug. 29, 2014) (first compliance official obtains monetary reward), SEC Press Release 2015-73 (Apr. 22, 2015) (compliance official awarded $1.5 million), www.sec.gov/news/pressrelease/2015-73.html.


  Requirement that publicly traded companies have a program to accept confidential employee concerns regarding questionable accounting and auditing practices is codified at 15 U.S.C. § 78j-1(m); 17 C.F.R. § 2400.10A-3.


  The development of the SEC’s rule on director, partner, attorney, and compliance official coverage is discussed at “Speech by Chairman Mary L. Schapiro,” U.S. Securities and Exchange Commission, Washington, DC (May 25, 2011), www.sec.gov/news/speech/2011/spch052511mls-item2.htm (SEC whistleblower program); Stephen Kohn, “The SEC’s Final Whistleblower Rules and Their Impact on Internal Compliance,” West Law Publishing (Oct. 2011) (rights of compliance officials to blow the whistle).


  Whether auditors, compliance officials, or employees whose duties require them to perform compliance functions are protected against retaliation remains a controversial topic. However, the two decisions issued by the Supreme Court demonstrate that without specific statutory coverage, internal disclosures by these classes of employees may be unprotected. See Supreme Court decisions finding internal whistleblowing not protected under the Dodd-Frank Act and First Amendment: Digital Realty Trust v. Somers, 138 S.Ct. 767 (2018); Garcetti v. Ceballos, 547 U.S. 410 (2006). A wealth of cases decided before Digital and Garcetti explained the fact that whistleblowers often used internal reporting processes and should deserve protection: Phillips v. Interior Board of Mine Op., 500 F.2d 772 (D.C. Cir. 1974); Mackowiak v. University Nuclear Systems, 735 F.2d 1159 (9th Cir. 1984); Kansas Gas & Electric v. Brock, 780 F.2d 1505 (10th Cir. 1985); Passaic Valley Sewerage Commissioners v. DOL, 992 F.2d 474 (3rd Cir. 1993); U.S. ex rel. Yesudian v. Howard University, 153 F.3d 731 (D.C. Cir. 1998); Bechtel v. DOL, 50 F.3d 926 (11th Cir. 1995); Poulos v. Ambassador Fuel Oil Co., 86-Clean Air Act Case No. 1 (Apr. 27, 1987).


  Pre-Digital cases discussing whether compliance officials/auditors/attorneys are covered under anti-retaliation laws: Brown & Root v. Donovan, 747 F2d 1029 (5th Cir. 1984) (auditor not protected), but the case was reversed in Willy v. ARB, 423 F.3d 483 (5th Cir.) (an attorney protected in Willy); Kansas Gas & Elec. v. Brock, 780 F.2d 1505 (10th Cir. 1985) (quality assurance inspector protected); Mackowiak v. University Nuclear, 735 F.2d 1159 (9th Cir. 1984) (inspector protected); Van Asdale v. International Game Tech., 577 F.3d 989 (9th Cir.) (attorney protected).


  The AML and sanctions whistleblower law’s exclusion concerning whistleblowers whose normal course of job duties includes policing AML or sanctions rules is located at 31U.S.C. § 5323(c)(2)(A)(ii).


  Rule 14: Don’t Fear NDAs


  The case record for Macktal is docketed at the U.S. Department of Labor Office of Administrative Law Judges, Case Number 86-ERA-26. The appeals court case is Macktal v. Secretary of Labor, 923 F.2d 1150 (5th Cir. 1991). The hearings on Macktal were published by the U.S. Senate Subcommittee on Nuclear Regulation, Hearings on Secret Settlement Agreements Restricting Testimony at Comanche Peak Nuclear Power Plant, Senate Hearing No. 101-90 (May 4, 1989).


  Retaliation against whistleblowers who contact federal law enforcement about possible criminal activity violates the federal Obstruction of Justice statute: 18 U.S.C. § 1513(e).


  The SEC and CFTC have enacted rules prohibiting nondisclosure agreements that restrict communications with the SEC or other federal agencies: 17 C.F.R. § 240.21F-17 (SEC) and 17 C.F.R. § 165.19 (CFTC). Pursuant to these rules the Securities and Exchange Commission has enforced strict rules prohibiting restrictions on employee whistleblowing. See Office of Compliance Inspections and Examinations, “Examining Whistleblower Rule Compliance, VI National Examination Risk Alert 1 (Oct. 24, 2016) (explaining commission decisions on restrictive agreements and warning companies of various improper contractual methods being employed to prevent or intimidate employees from contacting SEC or applying for rewards), posted at www.sec.gov/ocie/announcement/ocie-2016-risk-alert-examining-whistleblower-rule-compliance.pdf. Cases sanctioning companies for illegal NDAs include: In the Matter of The Brink’s Company, File No. 3-20904 (June 22, 2022); In the Matter of David Hansen, File No. 3-20820 (Apr. 12, 2022); In the Matter of Guggenheim Securities, LLC, File No. 3-20370 (June 23, 2021); SEC v. GPB Capital Holdings, LLC, et al., 21-cv-00583 (E.D.N.Y., filed Feb. 4, 2021); SEC v. Leon Vaccarelli et al., 17-cv-01471 (D. Conn., filed Aug. 31, 2017); SEC v. Collector’s Coffee, Inc., 19-cv-04355 (Nov. 4, 2019); SEC v. Kenneth W. Crumbley, 16-cv-00172 (N.D. Tex.)(Sept. 13, 2018); In the Matter of Homestreet, Inc. and Darrell Van Amen, File No. 3-17801 (Jan. 19, 2017); In the Matter of BlackRock, Inc., File No. 3-17786 (Jan. 17, 2017); In the Matter of SandRidge Energy, Inc., File No. 3-17739 (Dec. 20, 2016); In the Matter of Anheuser-Busch InBev SA/NV, File No. 3-17586 (Sept. 28, 2016); In the Matter of Health Net, Inc., File No. 3-17396 (Aug. 16, 2016); In the Matter of BlueLinx Holdings Inc., File No. 3-17371 (Aug. 10, 2016); In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated and Merrill Lynch Professional Clearing Corp., File No. 3-17312 (June 23, 2016); In the Matter of KBR, Inc., SEC File No. 3-16466 (Apr. 1, 2015); In the Matter of NeuStar, SEC File No. 3-17736 (Dec. 19, 2016).


  Defend Trade Secrets Act: 18 U.S.C. § 1833(b) (setting forth how employees can blow the whistle on matters a corporation classifies as a trade secret).


  Connecticut Light & Power v. Secretary of Labor, 85 F.3d 89 (2nd Cir. 1996) (upholding cause of action based on illegal hush money settlement).


  Jon Bauer, “Buying Witness Silence: Evidence-Suppressing Settlements and Lawyers’ Ethics,” 87 Oregon Law Review 481, 493 (2008) (listing examples of restrictive settlements that interfered with the public’s ability to learn about serious safety issues).


  Town of Newton v. Rumery, 480 U.S. 386 (1987) (Supreme Court case on public policy under contract law).


  EEOC v. Astra USA, 94 F.3d 738 (1st Cir. 1996); EEOC v. Cosmair, 821 F.2d 1085 (5th Cir. 1987) (enjoining corporation from using settlement agreements to prevent employees from disclosing information to the EEOC); In re JDS Uniphase Corp. Securities Litigation, 238 F.Supp.2d 1127 (N.D. Calif. 2002) (enjoining use of “confidentiality agreements to chill former employees from voluntarily participating in legitimate investigations into alleged wrongdoing”); U.S. ex rel. Longhi v. Lithium Power, 575 F.3d 458 (5th Cir. 2009) (refusing to enforce employee release of FCA claims); U.S. v. Purdue Pharma, 600 F.3d 319 (4th Cir. 2010) (upholding release of FCA claims when government had prior knowledge of the frauds disclosed by employee).


  Rule 15: Talking to the Press


  Retaliation: Cases upholding the right of public employees to lawfully report concerns to the news media: Pickering v. Board of Education, 391 U.S. 563 (1968), and Andrew v. Clark, 561 F.3d 261 (4th Cir. 2009) (First Amendment); Dept. of Homeland Sec. v. MacLean, 574 U.S. 383 (2015) (contacting news media protected under Whistleblower Protection Act); Huffman v. Office of Personnel Management, 263 F.3d 1341, 1351 (Fed. Cir. 2001) (citing Horton, 66 F.3d at 282, holding that media disclosures are an indirect way of disclosing information of wrongdoing to a person in a position to provide a remedy) (Whistleblower Protection Act case).


  But federal employees working for national security and intelligence agencies need to comply with agency prepublication review requirements before publishing information in the news media or writing books or articles. Snepp v. U.S., 444 U.S. 507 (1980); U.S. v. Marchetti, 466 F.2d 1309 (4th Cir. 1972) (obligation to submit to prepublication review for FBI employees and employees working in national security or intelligence agencies).


  Cases discussing news media disclosures under private sector whistleblower laws (administered by Department of Labor or EEOC): Donovan v. R.D. Anderson, 552 F.Supp. 249 (D. Kan. 1982) (contacting news media protected under OSHA); Chambers v. Dept. of Interior, 602 F.3d 1370, 1379 (Fed. Cir. 2010) (media contacts protected under Whistleblower Protection Act); Haney v. North American Car Corp., 81-SWDA-1, Recommended Decision and Order of Labor Department Administrative Law Judge (Aug. 10, 1981), affirmed, Secretary of Labor (June 30, 1982) (under environmental whistleblower laws); Diaz-Robainas v. Florida Power & Light Co., 92-ERA-10, Order of Secretary of Labor (Jan. 10, 1996) (Atomic Energy Act); Wrighten v. Metropolitan Hosp., Inc., 726 F.2d 1346, 1355 (9th Cir. 1984) (holding a press conference is protected under Title VII).


  In a 2011 decision, a three-judge panel of the U.S. Court of Appeals for the Ninth Circuit broke with most precedent and found that employee contacts with the press were not protected under 18 U.S.C. section 1514A(a)(1) of the Sarbanes-Oxley Act. However, the court left open the issue as to whether contacts with the press were protected under another clause of the act, section 1514A(a)(2): Tides v. Boeing, 644F.3d 809 (9th Cir. 2011).


  Even if a contact with the news media is protected under federal law, whistleblowers who use a state law as the basis for a complaint risk losing their case: Pacheco v. Waldrop, 84 F.3d 606 (W.D. Ky. 2015) (media disclosure not protected under state whistleblower statute).


  Rewards: There are very few cases discussing the application of original information provisions permitting whistleblowers to initially alert the government to violations via a disclosure to the news media. However, under all of these laws a whistleblower would have to prove (a) that they were the source of the information to the news media, and (b) that the government relied on the media disclosure in sanctioning the company. Furthermore, all of the other technical filing requirements would have to be met. The statutory provisions that permit whistleblowers to obtain rewards if they initially alert the press to the violations are:


  

  False Claims Act: 31 U.S.C. § 3730(e)(4)(A).


  Securities and Exchange Act/Foreign Corrupt Practices Act: 15 U.S.C. § 78u-6(a)(3).


  IRS whistleblower reward law: 26 U.S.C. § 7623(b)(2)(B).


  Commodity Exchange Act: 7 U.S.C. § 26(a)(4).


  Motor Vehicle Safety Act: 49 U.S.C. § 30172(a)(3).


  Anti-Money Laundering Act: 31 U.S.C.§ 5323(a)(3).


  


  How whistleblower disclosures to the news media serve the public interest is well documented in U.S. history. See Carl Bernstein and Bob Woodward, All the President’s Men (New York: Simon & Schuster, 1974).


  Part III: Rewards—The Laws


  Rule 16: Follow the Money


  Checklist 1 lists the major state and federal qui tam or rewards-based whistleblower laws. Links to the significant laws, cases, and updates are available at www.kkc.com/law-library/.


  The legislative history of the FCA is set forth in three critically important Senate Reports. The first explains in detail the history of the FCA and the impact of the 1986 amendments that revived the law. See S. Rep. 99-345, 99th Cong., 2nd Sess. (1986). This Senate Report remains the most authoritative source for interpreting the FCA.


  A second major source of information is the legislative history of the False Claims Act Correction Act of 2008. See S. Rep. 99-345, 99th Cong., 2nd Sess. (1986); S. Rep. 110-507, 110th Cong., 2nd Sess. (2008). Although this law did not pass, many of its provisions were approved (either in whole, in part, or in a modified form) by Congress in three separate laws. See the Fraud Enforcement and Recovery Act, Public Law No. 111-21, § 4 (May 20, 2009); the Patient Protection and Affordable Care Act, Public Law No. 111-148, § 10104(j)(2) (Mar. 23, 2010); and the Dodd-Frank Act, Public Law No. 111-203, § 1079A (July 21, 2010).


  The third report explains the meaning of the FCA amendments included in the Fraud Enforcement and Recovery Act of 2009. See S. Rep. 111-10, 111th Cong., 1st Sess. (2009).


  U.S. Department of Justice, Civil Division, Fraud Statistics—Overview: Oct. 1, 1987–Sept. 30, 2020. These statistics are updated annually. Published at www.doj.gov/civil/frauds (FCA statistics).


  The early legislative history of the FCA can be found at Cong. Globe, 37th Cong., 3rd Sess., pp. 952–58 (1863); “Report of the House Committee on Government Contracts,” March 3, 1863; H. R. Rep. No. 2, 37th Cong., 2nd Sess., pt. ii—a, pp. xxxviii–ix (1862). President Lincoln signed the original FCA into law on March 2, 1863. See Statutes at Large, 37th Cong., Sess. II, Chapter LXVII (Mar. 2, 1863).


  On April 1, 1943, the House voted to repeal the FCA. The repeal would have been readily approved but for a prolonged filibuster by Senator William Langer (Rep., N. Dak.). During the filibuster Senator Langer put into the Congressional Record information on the legislative purposes and cases pending under the FCA. See Volume 89 of the Congressional Record, Senate debates between July 8 and December 17, 1943. Langer’s central arguments in opposition to repealing or gutting the FCA are set forth in his “Minority Views” to Senate Report 291, Part 2, 78th Cong., 1st Sess. (June 25, 1943) and in the Congressional Record on pp. 7437–45 (July 8, 1943), pp. 7576–79 (Sept. 15, 1943), pp. 7601–7 (Sept. 17, 1943). Senator James Murray (Montana) also spoke out against the repeal; Congressional Record pp. 7575–76 (Sept. 15, 1943), pp. 7609–10 (Sept. 17, 1943). Senator Joel Bennett Clark (Missouri) also condemned the repeal; see Congressional Record pp. 7611–14 (Sept. 17, 1943). In the House of Representatives, Congressmen Vito Marcantonio (New York) and Louis Miller (Missouri) opposed the repeal; see Congressional Record pp. 10846–49 (Dec. 17, 1943).


  Based on Langer’s actions the FCA was not repealed, but instead severely weakened. The amendments gutting the law were approved by Congress and signed into law by President Roosevelt on December 23, 1943; see 57 Stat. 608.


  The Bradley Birkenfeld story has been widely reported in the international press. See Michael Bronner, “Telling Swiss Secrets: A Banker’s Betrayal,” Global Post (Aug. 5, 2010); Juan Gonzales, “UBS Whistleblower Bradley Birkenfeld Deserves a Statue on Wall Street, Not Prison Sentence,” New York Daily News (Jan. 6, 2010); David Hilzenrath, “Beware the Whistle: A Swiss Banker’s Saga Offers a Cautionary Tale,” Washington Post (May 16, 2010). The exchange between the court and the federal prosecutor is contained in the Sentencing Transcript, U.S. v. Birkenfeld, 08-60099-CR-Zloch (U.S. Dist. Court, S.D. Florida) (Aug. 21, 2009). Bradley Birkenfeld, “Lucifer’s Banker UNCENSORED: The Untold Story of How I Destroyed Swiss Bank Secrecy,” https://lucifersbanker.com.


 Rule 17: The False Claims Act Reborn—With a Vengeance


  The False Claims Act (FCA), 31 U.S.C. §§ 3729–32. The legislative history of the FCA is set forth in Rule 16. Also see Extension Remarks by Congressman Berman, Congressional Record, pp, E1296–97 (June 3, 2009).


  Decisions interpreting the original intent of the FCA: U.S. ex rel. Marcus v. Hess, 317 U.S. 537 (1943); United States v. Griswold, 24 F. 361 (D. Ore. 1885).


  Decisions interpreting the 1986 amendments: Vermont Agency of Natural Resources v. U.S. ex rel. Stevens, 529 U.S. 765 (2000) (FCA is constitutional); Rockwell International Corp. v. U.S. ex rel. Stone, 549 U.S. 457 (2007) (limiting recoveries by relators; partially reversed by 2010 amendment to FCA); Cook County v. U.S. ex rel. Chandler, 538 U.S. 119 (2003) (municipal corporations covered under FCA); KBR v. U.S. ex rel. Carter, 135 S.Ct. 1970 (2015) (clarifying statute of limitations and original source standards); Universal Health Services v. U.S. ex rel. Escobar, 136 S.Ct. 1989 (2016); State Farm v. U.S. ex rel. Rigsby, 137 S.Ct. 436 (2016) (sanctions for violating seal).


  The broad coverage of employers and contractors under the FCA’s anti-retaliation provision was explained in U.S. ex rel. Bias, 816 F.3d 315 (5th Cir. 2016).


  Articles explaining the FCA and qui tam: Note, “The History and Development of Qui Tam,” Wash. U. L. Q. 81 (1972); Claire Sylvia, “The False Claims Act: Fraud against the Government,” Thomson/West (Danvers, MA, 2004); Joel Hesch, “Understanding the ‘Original Source Exception’ to the False Claims Act’s ‘Public Disclosure Bar’ in Light of the Supreme Court’s Ruling in Rockwell v. United States,” 7 DePaul Bus. & Com. Law Journal 1 (Fall 2008).


  Elleta Callahan and Terry Dworkin, “Do Good and Get Rich: Financial Incentives for Whistleblowing and the False Claims Act,” 37 Vill. L. Rev. 273 (1992); Thomas Harris, “Alternative Remedies & The False Claims Act: Protecting Qui Tam Relators in Light of Government Intervention and Criminal Prosecution Decisions,” 94 Cornell Law Review 1293 (2009).


  The U.S. Department of Justice discloses information on FCA recoveries on the web page for the Civil Division, Commercial Litigation Branch, Civil Frauds site. See DOJ Civil Fraud press releases regarding FCA settlements and judgments at http://www.justice.gov/civil/frauds/Civil%20Fraud.htm. The Civil Frauds web page also has statistics on FCA recoveries and a “primer” outlining basic tenets of the FCA.


  Sources documenting the success of the reward laws are cited in the conclusion.


  Rule 18: Tax Evasion and Underpayments: Report to the IRS


  The IRS reward law is codified at 26 U.S.C. § 7623. IRS Notice 2008-4, 2008-1 C.B. sets forth procedures for submitting claims to the IRS Whistleblower Office. See also Internal Revenue Manual, Part 25.2.2 (updated June 18, 2010). The IRS is in the process of publishing final rules for its whistleblower program at 26 C.F.R. § 301. The IRS Whistleblower Office website is https://www.irs.gov/compliance/whistleblower-office.


  Although the IRS law does not provide for anonymous or confidential filings, the IRS regulations require strict confidentiality, the IRS regulations do require the service to “use its best efforts to protect the identity of whistleblowers.” 26 C.F.R. § 301.7623-1(e). The IRS will also protect whistleblowers from the release of data about their identities or filings under the Freedom of Information Act, Montgomery v. IRS, 40 F.4th 702 (D.C. Cir. 2022).


  Whistleblowers can appeal award decisions to Tax Court. The rules for these appeals are at U.S. Tax Court, Title XXXIII, “Whistleblower Actions,” Rules 340–344.


  Tax Court decisions on whistleblower cases: Cooper v. Commissioner, 2010 Tax Court LEXIS 20, 135 T.C. No. 4 (July 8, 2010) (court can hear appeals filed by whistleblowers that challenge both the amount of an award or the denial of an award); Whistleblower 21276-13W v. Commissioner of IRS, 147 Tax Court 4 (Aug. 3, 2016) (Tax Court expands scope of “alternative remedy” provision). (Note: The commission does not approve of this ruling.); Whistleblower 21276-13W v. Commissioner of IRS, 144 Tax Court 290 (2015) (Form 211 need not be filed before whistleblower provides information to other parts of the IRS).


  Articles and reports on tax whistleblower law: Department of the Treasury Inspector General for Tax Administration, “Deficiencies Exist in the Control and Timely Resolution of Whistleblower Claims” (Aug. 20, 2009); Dennis Ventry Jr., “Whistleblowers and Qui Tam for Tax,” 61 Tax Lawyer 357 (2007); Karie Davis-Nozemack et al., “Lost Opportunities: The Underuse of Tax Whistleblowers,” 67 Administrative Law Review 321 (2015); Government Accountability Office, IRS Whistleblower Program: Billions Collected, but Timeliness and Communication Concerns May Discourage Whistleblowers, GAO-16-20 (Oct. 2015).


  Government Accountability Office, Offshore Tax Evasion: IRS has Collected Billions of Dollars, but May be Missing Continued Evasion, GAO-13-318 (Mar. 2013); Stephen Ohlemacher, “Tips on tax cheats skyrocket with bigger rewards,” Associated Press (Oct. 1, 2009); Barry Shlachter, “Tax Whistleblowers Stand to Reap Bigger IRS Rewards,” Star-Telegram.com


  

  

  Rule 19: Dodd-Frank (Securities and Commodities): Report to the SEC/CFTC


  

  


   



  

  

  

  

  

  

  

  Rule 20: Foreign Corruption and Bribery: Report to the SEC/CFTC


  

  

  

  Rule 21: Money Laundering and Sanctions-Busting: Report to FinCEN/Treasury


  

  

  

  

  

  

  

  

  

  

  Rule 22: Auto Safety: Report to the DOT


  

  

  

  

  Rule 23: Whistleblowing on the High Seas: Report to the Coast Guard


  

  Rule 24: Wildlife Trafficking, IUU Fishing, and Deforestation: Report to FWS


  

  

  

  

  

  

  

  

  Rule 25: Don’t Think Small


  

  

  

  

  

  

  

  

  Part IV: Retaliation—Fighting Back


  Rule 26: Find the Federal Law That Works


  

  DEPARTMENT OF LABOR AUTHORITIES


  

  

  

  

  

  

  


  MAJOR FEDERAL ANTI-RETALIATION LAWS


  

  Airline Safety


  

  

  Anti-Money Laundering (AML) Whistleblower Protection Act


  

  Anti-Trust Whistleblower Law


  

  Banking and Financial Institutions


  

  Commodity Exchange Act


  

  Consumer Financial Protection Act


  

  Consumer Product Safety


  

  Contractor Protection Enhancement Act


  

  Criminal Obstruction of Justice/RICO


  

  

  

  Discrimination Laws


  

  Dodd-Frank Wall Street Reform and Consumer Protection Act


  

  

  

  Employment Contracts/Union Grievance Procedures


  

  

  Environmental Laws


  

  

  

  

  

  

  

  

  

  


  

  

  

  False Claims Act


  

  First Amendment Protections for Public Employees


  

  

  First Amendment—Disclosures to the News Media


  

  

  

  

  Financial Institutions Reform, Recovery and Enforcement Act (FIRREA)


  

  

  

  Food Safety


  

  

  

  

  

  

  

  Foreign Corrupt Practices Act


  

  Fraud against Shareholders


  

  

  

  

  

  Healthcare Entitlement


  

  

  IRS Whistleblower Rewards and Anti-Retaliation


  

  

  Military/Armed Services


  

  

  

  Mine Health and Safety


  

  

  Money Laundering


  

  

  Nuclear Safety


  

  

  

  

  OSHA/Workplace Safety


  

  

  

  

  

  Pipeline Safety Act


  

  Public Health/COVID-19


  

  

  

  

  Sarbanes-Oxley Act (SOX)


  

  

  Seaman Whistleblower Protection


  

  Securities Exchange Act


  

  Trade Secrets


  

  

  Transportation (Trucking, Railroads, and Public Transportation)


  

  

  

  

  


  

  

  Witnesses in Federal Court Proceedings


  

  

  

  Rule 27: Don’t Forget State Laws


  

  

  

  

  

  

  Rule 28: Government Retaliation: Use the First Amendment


  

  

  

  

  

  Rule 29: Federal Employees Are Special


  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  Rule 30: The Danger Zone: National Security Whistleblowing


  

  

  

  

  

  

  

  

  

  

  

  Rule 31: Winning a Case


  

  

  

  

  

  

  

  

  

  

  

  

  Rule 32: Your Disclosures Must Be Protected under Law


  

  

  

  

  EXAMPLES UNDER STATE LAW


  

  

  

  

  

  

  

  

  

  

  EXAMPLES UNDER FEDERAL LAW


  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  ATTORNEY DISCLOSURES


  

  

  

  INSUBORDINATE CONDUCT/ILLEGAL DISCLOSURES


  

  

  Rule 33: Make Discovery Your Best Friend


  

  

  Rule 34: Prove Motive and Pretext


  

  

  Rule 35: Truth Is Power


  

  Rule 36: The Boss Must Make You Whole


  DAMAGES FOR EMPLOYEES


  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  MITIGATION AND REDUCTION OF DAMAGES


  

  TAX ISSUES


  

  

  Rule 37: How to Afford a Lawyer


  

  

  CONCLUSION: Can Whistleblowers Drive a Spike through the Heart of Corruption?


  White-Collar Crime


  

  

  

  

  

  

  The Detection Conundrum


  

  Congress Wakes Up


  

  

  

  Whistleblowing Works


  

  Academic Studies


  

  

  

  Act to Prevent Pollution from Ships


  

  Corporate/Trade Association Reports


  

  Dodd-Frank Reward Law


  

  

  False Claims Act


  

  

  Internal Revenue Service


  

  

  

  

  International


  

  

  

  

  

  Public Officials


  

  Wildlife Whistleblower Laws


  

  Academic studies and articles that document the deterrent effect of whistleblower reward laws include:
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