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Preface
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From Systems Programmer to Systems Engineer

The first two volumes of this series established the technical foundation required to understand and operate IBM Z systems.

Volume I – IBM Z Foundations explored the architectural principles that define IBM Z and z/OS. It introduced processor architecture, operating system internals, virtual storage, address spaces, control blocks, storage management, and program management—the fundamental concepts upon which every IBM Z environment is built.

Volume II – Program Execution and Enterprise Facilities expanded that foundation by examining the operational services that transform the operating system into a complete enterprise computing platform. Topics included program execution, input/output architecture, storage technologies, networking, enterprise subsystems, transaction processing, database services, and storage management facilities that support production workloads.

Together, those two volumes answer two essential questions:

	How is IBM Z designed? 

	How does IBM Z operate? 


This final volume addresses a different question—one that ultimately defines a successful systems programmer:

How do experienced IBM Z professionals think, plan, and make engineering decisions?

Technical knowledge alone does not create a successful systems programmer. Enterprise environments demand individuals who can analyze complex situations, evaluate alternatives, manage operational risk, communicate effectively, and make decisions whose consequences may affect thousands of users and billions of business transactions.

This volume explores those responsibilities.



Why This Book

Throughout my career, I have discovered that the most respected systems programmers are not necessarily those who know the greatest number of commands or utilities. They are the engineers who understand systems as complete, interconnected environments.

They recognize that every software installation affects operational stability.

Every configuration change introduces risk.

Every migration requires careful planning.

Every production problem has technical, operational, and business consequences.

Most importantly, they understand that successful systems programming depends as much upon disciplined engineering as it does upon technical expertise.

This volume therefore moves beyond technology alone. It examines the engineering methodologies, operational practices, analytical thinking, and professional responsibilities that distinguish experienced IBM Z systems programmers from those who simply administer systems.



Who This Book Is For

This volume has been written for readers who wish to advance beyond technical implementation and develop the broader engineering perspective required in enterprise environments.

It is particularly suited to:

Senior Systems Programmers

Experienced professionals seeking to strengthen their understanding of enterprise engineering practices, operational planning, diagnostics, and leadership responsibilities.

Technical Leads

Engineers responsible for coordinating technical teams, evaluating infrastructure changes, and guiding enterprise modernization initiatives.

Infrastructure Architects

Architects who design enterprise computing environments and require a deeper understanding of operational dependencies, system integration, and engineering trade-offs.

Project Leaders

Professionals responsible for software implementation, migration planning, infrastructure upgrades, disaster recovery, and enterprise operational readiness.

Aspiring Technical Leaders

Systems programmers preparing to assume greater technical responsibility and broaden their understanding beyond day-to-day operational support.

Although many chapters discuss engineering methodologies rather than specific technologies, they assume familiarity with the architectural and operational concepts introduced in the previous volumes.



What This Volume Covers

This volume examines the engineering discipline required to design, maintain, modernize, and support enterprise IBM Z environments.

Topics include:

	system configuration and customization; 

	software installation and maintenance; 

	SMP/E fundamentals; 

	system exits and extensions; 

	enterprise availability; 

	Parallel Sysplex; 

	problem determination and diagnostic methodologies; 

	security fundamentals; 

	engineering methodologies; 

	migration planning and execution; 

	systems thinking; 

	professional ethics; 

	continuous learning. 


In addition to the instructional chapters, this volume includes a comprehensive technical reference section containing frequently used system macros, major control blocks, system data areas, common operating system services, diagnostic references, performance facilities, IPCS guidance, RMF and SMF overviews, acronyms, glossary terms, and recommended references for continued study.

Together, these materials are intended to serve as both a learning resource and a practical reference for day-to-day systems programming activities.



About the Series

This volume completes the IBM Z Systems Programming trilogy.

Volume I – IBM Z Foundations introduces the architectural concepts and operating system fundamentals that underpin IBM Z.

Volume II – Program Execution and Enterprise Facilities explores the enterprise services and subsystems that support production computing environments.

Volume III – Enterprise Systems Engineering brings together architecture, operational knowledge, and engineering discipline to examine how experienced professionals design, maintain, troubleshoot, modernize, and continuously improve enterprise IBM Z environments.

Although each volume may be read independently, together they provide a structured progression from foundational knowledge to professional practice.



How to Use This Book

Unlike the previous volumes, this book combines instructional chapters with an extensive technical reference section.

The main chapters are intended to be read sequentially, beginning with system configuration and progressing through enterprise engineering, migration planning, and professional development. Together, they illustrate how experienced systems programmers approach technical change throughout the lifecycle of enterprise systems.

The reference section has a different purpose. Rather than serving as tutorial material, it is designed to provide concise, practical information that readers can consult during daily operational work. Many experienced systems programmers may find themselves returning to these appendices regularly as a convenient technical reference.

Throughout the volume, architectural diagrams, engineering discussions, best practices, and real-world observations continue to reinforce the principles introduced in the earlier books.



Conventions Used Throughout This Book

The formatting conventions established in the previous volumes continue throughout the series.

Commands

System commands, utilities, and keywords appear in a fixed-width typeface.

Example:

D IPLINFO

JCL

Job Control Language examples are presented using monospaced formatting.

//STEP1 EXEC PGM=IEFBR14

Assembler Instructions

Assembler examples follow standard IBM High Level Assembler notation.

BALR R12,R0

USING *,R12

Engineering Discussions

Special callouts are used consistently throughout the text.

	Note — Additional explanatory information. 

	Important — Concepts essential to understanding the discussion. 

	Best Practice — Operational recommendations drawn from enterprise experience. 

	Engineering Concept — Architectural reasoning behind IBM design decisions. 

	From the Field — Practical observations based upon real-world systems programming activities. 




About the Author

Ricardo Nuqui has spent his career working with IBM mainframe systems in technical and leadership roles spanning systems programming, enterprise infrastructure, software engineering, and technology management.

Beginning as an IBM mainframe systems programmer, he worked extensively with MVS and z/OS internals, assembler language, REXX, subsystem installation, SMP/E maintenance, storage management, performance analysis, enterprise operating system support, and large-scale infrastructure implementation. His experience includes Parallel Sysplex environments, systems integration, technology modernization, enterprise migration projects, and operational support for mission-critical computing environments.

As his career progressed, he assumed responsibilities in project leadership, technology management, and enterprise planning, where success depended not only upon technical expertise but also upon effective communication, disciplined engineering, risk management, and organizational leadership. These experiences reinforced an important lesson: technology alone rarely determines the success of an enterprise initiative. Careful planning, sound engineering judgment, and disciplined execution are equally important.

That philosophy forms the foundation of this series.

Rather than presenting IBM Z as a collection of commands or isolated technologies, these books seek to explain the engineering principles that connect every component of the platform. The goal is not simply to help readers administer systems, but to help them understand, evaluate, improve, and lead the enterprise environments entrusted to their care.

It is his hope that this series will serve not only as a technical reference but also as a guide for developing the analytical thinking, professional discipline, and lifelong learning that characterize outstanding IBM Z systems programmers.



A Final Word

Every engineer eventually reaches a point where technical knowledge alone is no longer sufficient.

The questions become more complex.

How should a migration be planned?

What level of operational risk is acceptable?

How should conflicting technical priorities be evaluated?

How can system stability be maintained while introducing necessary change?

These are engineering questions rather than programming questions.

The IBM Z platform has earned its reputation through decades of careful engineering, continuous innovation, and disciplined operational practice. The professionals who support it inherit the responsibility of preserving those qualities while adapting to new technologies and evolving business requirements.

If the first two volumes have helped you understand how IBM Z works, I hope this final volume encourages you to think more broadly about how enterprise systems should be engineered. My aspiration is that these three books will contribute not only to your technical knowledge but also to your development as a thoughtful, disciplined, and trusted engineering professional.

Thank you for allowing me to accompany you on this journey. I wish you continued success as you build upon these foundations and contribute to the enduring tradition of excellence in IBM Z systems programming.
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Chapter 24 — System Exits and Extensions
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"The best operating systems are not those that anticipate every future requirement, but those that provide carefully engineered mechanisms through which future requirements can be accommodated safely."



Introduction

No operating system can anticipate every requirement of every organization.

Large enterprises differ significantly in their operational procedures, security policies, accounting requirements, workload management strategies, automation practices, and business processes.

If every customer modified the operating system directly to satisfy local requirements, maintaining software would become nearly impossible. Vendor-supplied maintenance would overwrite local changes, software upgrades would become increasingly complex, and long-term system stability would suffer.

IBM addressed this challenge through one of the defining architectural characteristics of z/OS:

controlled extensibility.

Rather than encouraging customers to modify IBM-supplied code directly, z/OS provides carefully defined extension points through which installation-developed software can safely influence operating system behavior.

These extension mechanisms are commonly known as system exits.

System exits allow installation-developed routines to participate in selected operating system activities while preserving the integrity of the core operating system.

This architectural separation enables IBM to evolve the operating system independently while allowing individual enterprises to implement site-specific functionality.

In this chapter we examine:

	installation exits, 

	SMF exits, 

	user exits, 

	authorized services, 

	and cross-memory services. 


Although these mechanisms differ considerably in implementation, they all embody the same architectural objective:

Extending the operating system without modifying it.



Learning Objectives

After completing this chapter, the reader should be able to:

	Explain why IBM designed controlled extension mechanisms. 

	Distinguish between system customization and operating system modification. 

	Understand the architectural role of installation exits. 

	Describe the purpose of SMF exits and user exits. 

	Explain why many exit routines require authorization. 

	Understand cross-memory services as a mechanism for subsystem cooperation. 

	Appreciate the engineering principles behind controlled extensibility. 
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24.1 Why System Exits Exist
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One of the most important characteristics of enterprise operating systems is longevity.

Many z/OS installations operate continuously for decades while supporting changing business requirements, evolving security policies, new hardware technologies, and increasingly sophisticated applications.

No operating system designer can anticipate every future requirement.

Consequently, IBM faced an architectural challenge:

How can customers adapt operating system behavior without modifying IBM-supplied software?

Direct modification introduces several significant problems.

Every software upgrade risks overwriting local changes.

Problem determination becomes more difficult because IBM can no longer assume the integrity of the original software.

Maintenance costs increase dramatically as each new release must be reconciled with locally modified code.

These challenges become particularly significant in enterprise environments where stability, recoverability, and vendor support are essential.

IBM's solution was to define controlled extension points within the operating system.

Rather than modifying existing components, customers provide independently developed routines that the operating system invokes at well-defined execution points.

These routines execute only when the operating system intentionally transfers control to them and only within carefully defined interfaces.

As a result, IBM retains ownership of the operating system while installations retain the flexibility to implement site-specific behavior.
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Customization Versus Modification

A distinction must be made between customization and modification.

Customization extends the operating system through supported interfaces.

Modification changes IBM-supplied code directly.

The difference is fundamental.

When an installation develops an exit routine, the operating system remains unchanged.

IBM maintenance continues to apply normally because the extension exists independently of the operating system itself.

Direct modification, however, changes the operating system implementation.

Such modifications complicate maintenance, increase operational risk, and may affect IBM's ability to support the environment.

Modern enterprise systems strongly favor customization through supported interfaces rather than direct modification of vendor software.

[image: ]



Architectural Benefits

The use of controlled extension points provides numerous advantages.

IBM can:

	evolve the operating system independently, 

	distribute maintenance without overwriting customer logic, 

	preserve software integrity, 

	simplify support, 

	improve compatibility between releases, 

	and maintain stable programming interfaces. 


Customers, meanwhile, gain the flexibility to implement installation-specific functionality without assuming ownership of the operating system itself.

This architectural separation has proven remarkably successful and has become one of the defining characteristics of IBM Z systems programming.



Controlled Execution

A system exit is not an independently executing program.

Rather, it is invoked by the operating system when a predefined event occurs.

Examples include:

	system initialization, 

	job processing, 

	security validation, 

	accounting, 

	performance monitoring, 

	resource allocation, 

	subsystem activity, 

	and many other operating system events. 


Each exit executes within a carefully defined context and returns control to the operating system after completing its work.

This controlled invocation model allows installation-developed logic to participate in operating system processing without disrupting normal execution.
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24.2 Installation Exits
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Installation exits are among the oldest and most widely used extension mechanisms provided by IBM operating systems.

They allow installation-developed routines to participate in operating system processing at predefined points without requiring any modification to IBM-supplied code.

From an architectural perspective, an installation exit represents a contract between the operating system and the installation.

The operating system promises to invoke an exit routine at a specific event and to provide a documented execution environment. In return, the exit routine agrees to follow IBM's programming conventions, process only the information presented through the defined interface, and return control to the operating system without compromising system integrity.

This contractual relationship enables IBM and the customer to evolve their software independently while maintaining compatibility through stable interfaces.



The Architectural Model

Installation exits follow a simple but powerful execution model.

The operating system performs its normal processing until it reaches a predefined extension point.

Rather than embedding installation-specific logic within the operating system itself, z/OS checks whether an exit routine has been installed.

If an exit is present, control is transferred to the installation-developed routine together with a parameter list describing the current operating environment.

After the exit completes its processing, control returns to the operating system, which resumes normal execution.

The operating system remains responsible for the overall activity, while the installation exit contributes only the site-specific behavior.
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Stable Programming Interfaces

One of the defining characteristics of installation exits is that they execute through stable programming interfaces.

IBM documents:

	when an exit is called, 

	why it is called, 

	the contents of the parameter list, 

	register conventions, 

	storage ownership, 

	authorization requirements, 

	return codes, 

	and any restrictions imposed upon the exit routine. 


As long as the installation adheres to this documented interface, IBM is generally free to modify the internal implementation of the operating system without affecting customer-developed exits.

This separation between interface and implementation is a classic example of software abstraction.



Parameter Lists

Communication between z/OS and an installation exit normally occurs through a parameter list.

Rather than allowing the exit routine unrestricted access to internal operating system structures, IBM provides only the information required for the exit to perform its documented function.

Depending upon the particular exit, the parameter list may contain:

	job identification, 

	task information, 

	security context, 

	resource identifiers, 

	system status, 

	accounting information, 

	addresses of control blocks, 

	or other execution-specific data. 


By defining explicit parameter lists, IBM limits the coupling between the operating system and installation-developed software.

This approach improves compatibility while reducing the likelihood that future operating system changes will affect existing exit routines.
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Register Conventions

Because most installation exits execute as Assembler routines or interact closely with low-level system services, they must follow standard IBM register conventions.

Although the exact requirements vary among exits, routines are generally expected to:

	preserve registers designated by the calling convention, 

	establish appropriate addressability, 

	save and restore registers correctly, 

	return appropriate completion codes, 

	avoid corrupting system storage, 

	and return control exactly as documented. 


Failure to observe these conventions can lead to unpredictable system behavior because the operating system assumes that every exit routine follows the published programming interface.

For this reason, installation exits are typically developed by experienced systems programmers who understand both the operating system architecture and IBM's programming standards.



Performance Considerations

Installation exits often execute within critical operating system paths.

Some exits may be invoked:

	for every job, 

	for every task, 

	for every dataset allocation, 

	for every security validation, 

	or for every significant operating system event. 


Consequently, even small inefficiencies can accumulate into measurable system overhead.

Professional systems programmers therefore design exit routines to:

	execute quickly, 

	minimize storage allocation, 

	avoid unnecessary I/O, 

	limit serialization, 

	reduce locking, 

	and return control as rapidly as possible. 


The objective is to provide the required installation-specific function while having minimal impact on overall system performance.
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Error Isolation

An important architectural goal of installation exits is to isolate installation-developed logic from the operating system itself.

Although exit routines execute within the operating system's environment, IBM defines clear boundaries regarding their responsibilities and behavior.

Exit routines should never assume undocumented internal structures, modify operating system control blocks without authorization, or rely on implementation details that are not part of the published interface.

Doing so creates unnecessary dependencies that may fail when the operating system is updated.

By restricting interaction to documented interfaces, installations maximize compatibility across z/OS releases and reduce long-term maintenance costs.



Lifecycle of an Installation Exit

Like all enterprise software, installation exits have their own lifecycle.

An exit is:

	Designed to satisfy a specific operational requirement. 

	Developed using documented IBM interfaces. 

	Tested in isolated environments. 

	Installed under controlled change management procedures. 

	Maintained as new z/OS releases become available. 

	Eventually replaced or retired when operational requirements change. 


Treating installation exits as engineering assets rather than temporary programming solutions ensures that they remain maintainable throughout the lifetime of the enterprise system.
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Engineering Perspective

Installation exits demonstrate one of the most enduring principles of software architecture: extensibility through stable interfaces. Rather than anticipating every future requirement, IBM designed z/OS to expose carefully controlled extension points where installation-developed software can participate in operating system processing. This separation of interface from implementation allows IBM to evolve the operating system independently while enabling customers to adapt system behavior safely and predictably. The same architectural principle underlies many modern plugin frameworks, event-driven systems, and extensible software platforms, illustrating the lasting relevance of IBM Z's design philosophy.
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24.3 SMF Exits
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The System Management Facility (SMF) is one of the most important infrastructure components within z/OS.

Virtually every significant activity occurring within the operating system can generate management information through SMF. This information supports accounting, auditing, capacity planning, performance analysis, security monitoring, chargeback systems, operational reporting, and long-term trend analysis.

Because every enterprise has different operational requirements, IBM designed SMF to be extensible.

Rather than requiring every installation to use identical recording procedures, SMF provides carefully defined exit points through which organizations can customize selected aspects of SMF processing while preserving the integrity of the underlying recording architecture.

SMF exits therefore extend management processing, not the operating system's functional behavior.



Why SMF Exits Exist

Different organizations require different operational information.

A financial institution may require detailed accounting records.

A government agency may require enhanced security auditing.

A cloud service provider may need additional workload reporting.

A large enterprise may implement internal chargeback systems based upon CPU utilization or storage consumption.

Rather than embedding every possible reporting requirement into z/OS itself, IBM provides extension points that allow installations to adapt SMF processing to local operational needs.

This design keeps the operating system general-purpose while allowing enterprises to develop highly specialized monitoring environments.
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The Role of SMF Exits

Unlike many installation exits, SMF exits generally do not influence the outcome of operating system processing.

Their primary responsibility is to participate in the management of operational information.

Depending upon the specific exit interface, an SMF exit may:

	examine management records, 

	supplement record contents, 

	validate information, 

	influence recording decisions, 

	invoke installation-developed processing, 

	or coordinate with enterprise monitoring systems. 


Regardless of the specific purpose, the operating system remains responsible for producing SMF information. The exit merely extends the processing associated with that information.



SMF Records as Engineering Data

One of the defining characteristics of SMF is that it records information in a structured, standardized format.

Each record type represents a specific operational activity.

Examples include:

	job initiation, 

	job completion, 

	resource utilization, 

	security events, 

	subsystem activity, 

	workload management, 

	storage usage, 

	and many other aspects of operating system execution. 


SMF exits operate within this structured environment, allowing installation-developed software to interact with well-defined management data rather than undocumented internal operating system structures.

This separation significantly improves compatibility across z/OS releases.
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Performance Considerations

SMF processing occurs continuously throughout normal system operation.

Consequently, SMF exits must be designed with the same care as any other operating system extension.

Poorly designed exit routines can:

	increase processor utilization, 

	delay management record processing, 

	introduce serialization bottlenecks, 

	generate unnecessary I/O, 

	or affect system responsiveness. 


Professional systems programmers therefore design SMF exits to perform only the work necessary during real-time processing.

More extensive analysis is typically deferred until the recorded SMF data is processed offline by reporting or performance analysis tools.

This division of responsibilities minimizes operational overhead while preserving the richness of the collected management information.



Data Integrity

Operational information often supports critical business activities.

Examples include:

	software licensing, 

	customer billing, 

	regulatory compliance, 

	forensic investigations, 

	security auditing, 

	and enterprise capacity planning. 


For this reason, SMF exits must preserve the integrity of management information.

Installation-developed routines should never compromise the accuracy, consistency, or reliability of recorded operational data.

Maintaining trustworthy operational records is essential because many enterprise decisions depend upon the information collected by SMF.
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Relationship with Enterprise Monitoring

SMF exits rarely represent the final destination of operational information.

Instead, they participate in a much larger enterprise monitoring architecture.

Recorded SMF data may later be processed by:

	performance analysis systems, 

	accounting applications, 

	capacity planning tools, 

	workload management software, 

	security information and event management (SIEM) platforms, 

	operational dashboards, 

	and long-term analytics systems. 


In this sense, SMF exits contribute to the production of operational intelligence rather than simply recording individual system events.



Preparing for Chapter 25

Although this chapter focuses on system extensibility, SMF introduces another major architectural concept:

observability.

An enterprise system must not only execute work correctly but also provide sufficient information for operators, administrators, auditors, and performance analysts to understand what the system is doing over time.

SMF provides much of that observational capability.

For this reason, the next chapter examines SMF in considerably greater depth as one of the principal foundations of enterprise system monitoring and capacity management.



Engineering Perspective

SMF exits illustrate the engineering principle of observability through structured instrumentation. Rather than embedding monitoring logic directly within every management application, z/OS produces standardized operational records that can be extended through well-defined interfaces and consumed by many independent tools. This separation of data collection from data analysis allows enterprises to evolve their monitoring, reporting, and analytics capabilities without changing the operating system itself. The same architectural principle underlies modern observability platforms, telemetry pipelines, and event-streaming systems, demonstrating once again how IBM Z anticipated concepts that have become central to contemporary systems engineering.



Exit Recovery and Failure Isolation

Installation exits execute as part of normal operating system processing. Consequently, an error within an exit routine can have consequences far beyond the exit itself.

Unlike ordinary application programs, which typically affect only the work they are performing, an installation exit may execute within critical operating system components or subsystem processing. A programming error that results in an abnormal termination (ABEND), storage corruption, or an endless loop can therefore affect many users or, in severe cases, the stability of the entire system.

For this reason, professional systems programmers design exit routines with recovery as a primary engineering objective rather than as an afterthought.
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Recovery Mechanisms

To help preserve system integrity, z/OS provides several recovery facilities that authorized system software can use when abnormal conditions occur.

Among the most widely used are:

	ESTAE (Extended Specify Task Abnormal Exit), which allows a task to establish recovery processing for abnormal termination conditions. 

	FRR (Functional Recovery Routine), which provides recovery support within more specialized execution environments, particularly in low-level operating system components. 


These facilities allow trusted system software to regain control after certain types of failures, perform diagnostic processing, release resources where appropriate, and determine whether execution can safely continue or should terminate in a controlled manner.

The detailed programming interfaces for ESTAE and FRR are beyond the scope of this book, but every systems programmer should recognize their role in protecting the integrity of the operating system.



Defensive Exit Design

Although recovery facilities are available, the preferred strategy is to minimize the likelihood that recovery will ever be required.

Well-designed exit routines should:

	validate all input parameters, 

	avoid unnecessary assumptions, 

	protect shared resources, 

	minimize execution time, 

	avoid recursive invocation, 

	preserve required registers, 

	release acquired resources, 

	and return meaningful status information to the caller. 


An exit should behave as a reliable participant in operating system processing rather than as an isolated application program.
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Isolation Through Recovery

One of the strengths of IBM Z is that recovery is treated as an integral part of operating system architecture rather than as optional application logic.

Whenever practical, failures are contained within the smallest possible execution scope. Diagnostic information is preserved, resources are recovered, and system operation continues whenever it is safe to do so.

This philosophy reflects a broader engineering objective:

Failures should be isolated rather than allowed to propagate throughout the system.

By combining disciplined programming practices with operating system recovery facilities, IBM Z achieves the levels of availability expected of enterprise computing environments.



Relationship to Modern Software Engineering

Modern software engineering embraces similar principles through exception handling, structured error recovery, circuit breakers, supervisory processes, and fault-tolerant service architectures.

Although the technologies differ, the underlying objective remains unchanged:

Detect failures, contain their effects, recover whenever possible, and preserve the stability of the larger system.

IBM incorporated these ideas into its systems programming model decades before resilience became a widely recognized discipline within distributed computing.



Engineering Perspective

Exit recovery illustrates the engineering principle of fault containment. Because installation-developed software executes within critical operating system processing, failures must be detected, isolated, and managed without compromising overall system stability. Recovery facilities such as ESTAE and FRR provide the operating system with structured mechanisms for handling abnormal conditions, but the primary responsibility remains with the systems programmer to develop exit routines that are predictable, recoverable, and resilient. In enterprise systems, preventing failures is important; ensuring that failures remain contained is equally essential.



IBM Z Perspective

IBM Z has long been designed with the expectation that hardware faults, software defects, and unexpected operating conditions will occasionally occur. Rather than assuming perfect execution, the platform incorporates layered recovery mechanisms that allow critical system components to diagnose failures, preserve system integrity, and continue processing whenever it is safe to do so. This emphasis on controlled recovery has contributed significantly to the platform's reputation for reliability and continuous availability in mission-critical environments.
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24.4 User Exits
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While installation exits extend the operating system itself, many IBM subsystems provide their own extension mechanisms.

These subsystem-specific extension points are commonly referred to as user exits.

Although the implementation varies from product to product, the architectural objective remains the same:

Allow installation-developed software to participate in subsystem processing without modifying vendor-supplied code.

This philosophy extends the concept of controlled extensibility beyond z/OS into the broader IBM Z software ecosystem.



Beyond the Operating System

Enterprise computing environments consist of far more than the operating system.

A typical z/OS installation may include:

	JES 

	RACF 

	DFSMS 

	Db2 

	CICS 

	IMS 

	TCP/IP 

	MQ 

	automation products 

	scheduling systems 

	storage management software 

	security products 

	monitoring software 


Each subsystem performs highly specialized functions while exposing carefully defined interfaces through which installations may implement local processing.

Rather than relying solely upon operating system exits, these products provide their own extension mechanisms tailored to their particular operational responsibilities.
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Why User Exits Exist

Subsystems often require customization that is far more specialized than the operating system itself.

Examples include:

	validating application requests, 

	implementing installation-specific accounting, 

	integrating external security systems, 

	customizing message processing, 

	influencing transaction routing, 

	extending storage management, 

	implementing product-specific automation, 

	integrating enterprise management software. 


Embedding all possible behaviors within the subsystem would significantly increase product complexity while limiting customer flexibility.

Instead, IBM provides documented extension points through which installations can implement only the functionality they require.



Product Independence

One of the strengths of IBM's architectural approach is that each subsystem defines extension interfaces appropriate to its own responsibilities.

For example:

A transaction processing subsystem may invoke exits during transaction scheduling.

A database subsystem may invoke exits during connection establishment or auditing.

A storage subsystem may invoke exits during dataset management.

A communications subsystem may invoke exits during session establishment.

Although these interfaces differ technically, they all implement the same architectural pattern:

	detect a predefined event, 

	invoke installation-developed software, 

	allow controlled processing, 

	return to the subsystem, 

	continue normal execution. 


This consistent model reduces complexity while allowing each subsystem to evolve independently.
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Interface Stability

Just as z/OS documents installation exits, IBM subsystems document the interfaces provided to user exits.

Documentation typically specifies:

	invocation conditions, 

	parameter lists, 

	register conventions, 

	storage ownership, 

	execution restrictions, 

	authorization requirements, 

	expected return codes, 

	recovery considerations. 


Installation-developed software should rely only upon these documented interfaces.

Depending upon undocumented subsystem behavior introduces unnecessary maintenance risk and reduces compatibility with future software releases.



Modern Evolution

Although user exits remain an important architectural mechanism, modern IBM products increasingly provide additional extension technologies.

Examples include:

	callable programming interfaces, 

	service-oriented APIs, 

	event notification mechanisms, 

	policy engines, 

	automation frameworks, 

	scripting interfaces, 

	REST APIs for selected management functions, 

	plug-in architectures. 


These newer interfaces often provide greater flexibility while reducing the complexity associated with traditional low-level exit programming.

Nevertheless, user exits remain widely used because they provide direct integration with critical subsystem processing.
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Engineering Considerations

Developing subsystem user exits requires many of the same engineering disciplines discussed earlier for installation exits.

Professional systems programmers consider:

	execution frequency, 

	performance impact, 

	serialization, 

	storage management, 

	recovery, 

	error handling, 

	compatibility, 

	documentation, 

	maintainability. 


Subsystem exits frequently execute in production environments supporting mission-critical workloads.

Consequently, reliability and predictability are often more important than implementing sophisticated processing logic.

A well-designed exit should integrate seamlessly into subsystem processing while remaining almost invisible from a performance perspective.



Relationship to Modern Enterprise Software

Although the terminology differs, the architectural principles underlying user exits remain common throughout contemporary software engineering.

Today's enterprise software frequently provides:

	plug-in frameworks, 

	extension modules, 

	middleware interceptors, 

	event listeners, 

	callback interfaces, 

	service hooks, 

	workflow extensions. 


Each represents the same fundamental idea:

Provide well-defined extension points without requiring modification of the core product.

This architectural philosophy has enabled software platforms to remain adaptable while preserving long-term maintainability.



Engineering Perspective

User exits demonstrate the engineering principle of modular extensibility. Rather than embedding installation-specific logic within subsystem implementations, IBM products expose stable extension interfaces that separate core functionality from customer customization. This modular approach reduces coupling, simplifies software maintenance, and allows both IBM and customer-developed software to evolve independently. The same design philosophy continues to influence plugin architectures, event-driven frameworks, and extensible enterprise platforms across the modern computing industry.



IBM Z Perspective

One of the distinguishing characteristics of the IBM Z ecosystem is the remarkable consistency with which extensibility is implemented across products. Whether working with JES, RACF, CICS, Db2, DFSMS, IMS, or numerous other IBM components, systems programmers encounter the same architectural pattern: well-defined interfaces, documented invocation rules, stable programming contracts, and careful separation between vendor software and installation-developed extensions. This consistency reduces the learning curve for new products and reflects a long-standing commitment to disciplined software architecture throughout the IBM Z platform.
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24.5 Authorized Services
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Not every operating system service is available to every program.

This restriction is fundamental to the security, integrity, and reliability of enterprise operating systems.

Applications that process business transactions should not be able to modify operating system control blocks, alter storage belonging to other address spaces, execute privileged machine instructions, or interfere with system-wide resources.

If unrestricted access were permitted, a programming error—or malicious software—could compromise the stability of the entire system.

To prevent this, z/OS distinguishes between ordinary application execution and authorized system execution.

Certain operating system services are therefore classified as authorized services.

These services may be used only by programs executing under carefully controlled authorization mechanisms established by the operating system.



Why Authorization Exists

Authorization is not intended to make systems programming more difficult.

Its purpose is to protect the integrity of the operating system.

Many system services have the ability to:

	manipulate operating system control blocks, 

	allocate or free critical resources, 

	communicate across address spaces, 

	alter security information, 

	access protected storage, 

	issue privileged supervisor services, 

	influence scheduling, 

	or modify system-wide operating characteristics. 


Improper use of these services could threaten the stability of every workload executing on the system.

Consequently, IBM restricts access to trusted software that has been deliberately designed, tested, and installed for system-level responsibilities.
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Problem State and Supervisor State

At the hardware level, IBM Z processors distinguish between two execution environments:

	Problem State 

	Supervisor State 


Most application programs execute in Problem State.

In this state, the processor prevents execution of privileged instructions that could directly affect operating system operation.

The operating system itself executes primarily in Supervisor State, where privileged instructions and critical hardware facilities are available.

When a privileged operation is required, control normally passes from the application into the operating system through a controlled interface such as an SVC (Supervisor Call).

The operating system validates the request, performs the necessary privileged processing, and returns control to the application.

This controlled transition ensures that privileged operations remain under operating system control.
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Supervisor Calls (SVCs)

The distinction between Problem State and Supervisor State raises an important architectural question:

If application programs cannot execute privileged instructions directly, how do they request operating system services that require privileged execution?

IBM solved this problem through one of the defining mechanisms of the System/360 architecture: the Supervisor Call (SVC) instruction.

Rather than allowing application programs to execute privileged operations themselves, the processor provides a controlled method for transferring execution to the operating system.

When a program executes an SVC instruction, the processor interrupts normal program execution and transfers control to an operating system routine associated with the specified SVC number. During this transition, the processor saves the current execution context, switches to the appropriate privileged execution environment, and begins executing the requested operating system service.

After the requested processing has completed, the operating system restores the application's execution context and returns control to the instruction immediately following the SVC.

From the perspective of the application program, requesting a privileged service is therefore no different than calling a subroutine. Internally, however, the operating system performs extensive validation before executing any privileged operation.
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The SVC Table

Each SVC instruction specifies an SVC number.

Rather than containing the address of the operating system routine itself, this number serves as an index into an operating system-maintained table that identifies the appropriate service routine.

This level of indirection provides several important advantages.

The operating system remains free to relocate or replace service routines without requiring changes to application programs.

Different operating system releases may implement the same service differently while preserving a stable programming interface.

Most importantly, the operating system retains complete control over which routines may execute as privileged services.

Applications therefore request services, not specific program addresses.

This separation between service identification and service implementation is another example of the abstraction principles that appear repeatedly throughout IBM Z architecture.
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Controlled Privilege

The SVC mechanism demonstrates one of the most important principles of secure operating system design.

Applications are not trusted to execute privileged instructions directly.

Instead, they request privileged operations from the operating system.

The operating system validates the request, performs only the authorized operation, and then returns control to the application.

This design greatly reduces the possibility that programming errors or malicious software can compromise operating system integrity.

Rather than exposing privileged processor capabilities to every program, IBM centralizes privileged processing within carefully engineered operating system components.



Relationship with Authorized Services

Many authorized services are ultimately reached through mechanisms such as Supervisor Calls.

Although the application program requests a service, the privileged processing itself is performed by trusted operating system routines executing under operating system control.

Similarly, many authorized programs also invoke operating system services through SVCs rather than executing privileged instructions directly.

Authorization therefore determines who may request certain services, while the SVC architecture determines how those services are executed safely.

The two mechanisms complement one another to preserve both flexibility and system integrity.



Historical Perspective

The Supervisor Call mechanism first appeared with the IBM System/360 operating systems in the 1960s and has remained one of the defining architectural features of IBM mainframe computing ever since.

Although processor architectures and operating systems have evolved considerably, the underlying principle remains unchanged:

Applications request privileged services; the operating system performs privileged operations.

Modern operating systems implement similar concepts through system calls, traps, software interrupts, or kernel entry mechanisms. While the terminology differs, the architectural objective is the same: provide a secure and controlled transition between unprivileged application code and trusted operating system services.



Engineering Perspective

The SVC architecture exemplifies the engineering principle of controlled privilege escalation. Rather than allowing arbitrary execution of privileged instructions, IBM Z defines a standardized gateway through which applications request operating system services. By separating service requests from service execution, z/OS enforces validation, preserves processor state, and protects system integrity. This gateway model has influenced the design of system call mechanisms in many subsequent operating systems and remains a foundational concept in secure systems architecture.



APF Authorization

One of the most recognizable authorization mechanisms in z/OS is the Authorized Program Facility (APF).

An APF-authorized program is permitted to use certain operating system services that are unavailable to ordinary application programs.

This authorization is not granted merely because of the program itself.

Instead, authorization depends upon several controlled conditions established by the operating system, including the authorization status of the load library from which the program is loaded and the integrity checks performed during program loading.

This design helps prevent unauthorized software from acquiring privileged capabilities simply by imitating a trusted program.

Only software that has been deliberately installed into authorized libraries under administrative control is permitted to execute with these additional privileges.
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How z/OS Establishes Authorization

It is common to hear statements such as "this program is APF-authorized because it resides in an APF-authorized library." While convenient, this description simplifies a more sophisticated architectural process.

Authorization is not a property of the load library alone. Instead, it is established and maintained by z/OS as part of the program loading and execution environment. During program initialization, the operating system evaluates several conditions to determine whether a program is eligible to execute with authorized status.

Among the factors considered are whether the program was loaded from an APF-authorized library, whether the integrity of the loading process has been preserved, and whether the execution environment satisfies the operating system's authorization requirements. These checks ensure that privileged capabilities cannot be obtained simply by copying a program into an authorized library or by manipulating program execution outside the controls enforced by z/OS.

This layered verification reflects an important architectural principle. Authorization is not granted because software claims to be trusted; it is granted because the operating system has independently verified that the conditions required for trusted execution have been satisfied.

As a result, APF authorization should be viewed as part of a broader trust model rather than as a simple attribute of a program or library. The operating system continuously preserves that trust relationship so that privileged services remain available only to software executing within a controlled and validated environment.
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Controlled Privilege

Authorization does not mean unrestricted access.

Even authorized programs remain subject to operating system rules.

Many services require additional validation.

Some services may be restricted to particular execution environments.

Others verify the caller's state, authorization level, addressing mode, or execution context before performing the requested operation.

This layered approach illustrates an important security principle:

Privilege should be granted only to the extent necessary.

Rather than granting unrestricted authority, z/OS provides carefully controlled access to specific capabilities.



Protecting System Integrity

Authorized services are closely tied to one of IBM's long-standing design goals:

system integrity.

IBM defines system integrity as ensuring that one program cannot improperly interfere with another program or with the operating system itself.

This objective influences nearly every aspect of z/OS architecture.

Authorization mechanisms help preserve system integrity by ensuring that privileged operations occur only under operating system supervision and only through documented interfaces.

As a result, failures within one application are far less likely to compromise unrelated workloads or the operating system itself.
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Modern Perspective

Although today's computing environments include virtualization, cloud platforms, and container orchestration systems, the principle of controlled privilege remains unchanged.

Modern operating systems continue to distinguish between ordinary applications and trusted system software.

Kernel-mode execution, administrator privileges, secure execution environments, and capability-based security all reflect the same architectural objective that IBM Z has employed for decades:

Provide privileged capabilities only through carefully controlled interfaces.

The terminology may differ, but the engineering principle remains remarkably consistent.



Engineering Perspective

Authorized services demonstrate the engineering principle of least privilege. Rather than exposing powerful operating system capabilities to every program, z/OS grants privileged access only to software that has a legitimate operational need and has been installed under controlled administrative procedures. By separating ordinary application execution from trusted system execution, the operating system preserves stability, protects shared resources, and limits the impact of programming errors. This principle remains one of the cornerstones of secure systems engineering across virtually all modern computing platforms.



IBM Z Perspective

The authorization architecture of IBM Z reflects decades of experience operating some of the world's largest and most security-sensitive computing environments. Rather than relying on a single mechanism, z/OS combines hardware execution states, operating system validation, APF authorization, documented programming interfaces, and administrative controls into a layered security model. This defense-in-depth approach has allowed the platform to support highly privileged systems software while maintaining the levels of reliability and integrity expected in enterprise computing.
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24.6 Cross-Memory Services
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One of the fundamental architectural principles of z/OS is the use of independent virtual address spaces.

Each address space provides an isolated execution environment containing its own virtual storage, tasks, control blocks, and application data. This isolation improves reliability by preventing one program from accidentally modifying another program's storage.

While isolation is essential for system integrity, enterprise computing introduces another requirement.

Subsystems frequently need to cooperate.

For example:

	JES communicates with the operating system. 

	RACF validates security requests. 

	Db2 processes SQL requests from applications. 

	CICS communicates with multiple system services. 

	Storage management components coordinate with allocation services. 

	System management products exchange operational information. 


If every subsystem remained completely isolated, enterprise computing would become impossible.

IBM therefore developed Cross-Memory Services, a carefully controlled mechanism that allows authorized software executing in one address space to interact with another address space while preserving the protection provided by virtual memory.



The Challenge

Virtual storage intentionally isolates programs.

Each address space normally sees only its own virtual memory.

Without additional operating system support, a program cannot directly reference storage belonging to another address space.

This restriction protects the operating system against programming errors while allowing thousands of independent workloads to execute simultaneously.

However, many enterprise workloads require cooperation among multiple address spaces.

Consequently, the operating system must provide communication mechanisms that satisfy two competing objectives:

	maintain isolation, 

	enable controlled interaction. 


Cross-memory services satisfy both requirements simultaneously.
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Controlled Communication

Cross-memory services provide operating-system-managed communication between address spaces.

Rather than allowing unrestricted storage references, z/OS validates every cross-memory request.

The operating system determines:

	whether the requesting program is authorized, 

	whether the target address space permits access, 

	what storage may be referenced, 

	and what operations are allowed. 


Only after these validations succeed does the operating system establish the required cross-memory environment.

This architecture preserves system integrity while enabling efficient subsystem cooperation.
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Program Call (PC): A Foundation of Cross-Memory Communication

One of the principal architectural mechanisms used to support controlled communication between address spaces is the Program Call (PC) facility.

A Program Call allows a program executing in one address space to invoke a designated routine associated with another address space through a secure operating system-managed interface. Unlike an ordinary branch instruction, which transfers control only within the current execution context, a Program Call may establish execution in a different address space while preserving the protection boundaries enforced by the operating system.

From the programmer's perspective, a Program Call resembles a procedure invocation. Architecturally, however, considerably more work takes place. The processor and operating system cooperate to validate the request, establish the appropriate execution environment, manage address-space transitions, and ensure that execution can safely return to the caller.

This controlled transfer of execution enables cooperating subsystems to provide services without exposing their internal storage or implementation details directly to other address spaces.
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Controlled Entry Points

A Program Call cannot transfer control to an arbitrary address within another address space.

Instead, the target subsystem explicitly defines Program Call entry points that are available for cross-memory invocation.

Only these designated interfaces may be entered through a Program Call. The operating system verifies that the requested entry point is valid and that the caller satisfies the authorization requirements associated with that service.

This design reflects a broader engineering principle:

Expose services, not implementation.

Applications interact only with documented interfaces. Internal subsystem structures and algorithms remain hidden behind controlled entry points, allowing the subsystem to evolve without affecting external callers.



Authorization and Validation

Because a Program Call may cross address-space boundaries, z/OS performs extensive validation before transferring control.

Depending upon the service being requested, the operating system may verify:

	the authorization status of the caller, 

	the validity of the Program Call entry, 

	the accessibility of the target address space, 

	required execution attributes, 

	and other architectural conditions defined by the operating system. 


Only after these checks succeed does execution continue within the target routine.

This layered validation preserves both security and system integrity while enabling efficient cooperation between trusted software components.
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Why Program Call Matters

The Program Call facility enables IBM Z subsystems to remain modular while cooperating efficiently.

Subsystems such as database managers, security managers, communications components, and other system services can maintain their own protected address spaces yet provide well-defined services to external callers.

Without a controlled mechanism such as Program Call, software designers would face an undesirable choice between exposing internal subsystem storage directly or duplicating functionality across multiple address spaces. Program Call avoids both problems by combining isolation with controlled service invocation.

As a result, IBM Z achieves one of the central goals of enterprise architecture: high cohesion within each subsystem and low coupling between cooperating components.



Relationship with Modern Software Engineering

Although the implementation is unique to IBM Z, the architectural concepts embodied by Program Call remain highly relevant.

Modern software platforms provide comparable mechanisms through technologies such as:

	Remote Procedure Calls (RPCs), 

	service interfaces, 

	middleware invocation frameworks, 

	object brokers, 

	microservice APIs, 

	and inter-process communication (IPC) facilities. 


Each allows one software component to invoke services provided by another component without requiring direct knowledge of its internal implementation.

Program Call anticipated this architectural style decades before distributed service-oriented architectures became commonplace.



Engineering Perspective

Program Call illustrates the engineering principle of controlled service invocation across protected boundaries. Rather than permitting unrestricted access between address spaces, IBM Z requires all inter-address-space execution to occur through explicitly defined entry points that are validated by the operating system. This approach preserves modularity, reduces coupling, and protects subsystem integrity while still allowing high-performance collaboration between independently executing components.



Address Space Control (ASC) Modes

Supporting communication between multiple address spaces requires more than simply transferring control from one program to another. The processor must also determine which address space should be used when interpreting virtual addresses.

IBM Z addresses this requirement through Address Space Control (ASC) modes.

ASC modes define the context in which virtual addresses are interpreted, allowing the processor to distinguish whether storage references apply to the current address space or to another authorized address space participating in cross-memory processing.

Rather than changing the meaning of virtual addressing itself, ASC modes determine which address-space environment is active for a particular sequence of instructions.

This capability allows controlled cooperation between address spaces while preserving the protection mechanisms provided by virtual storage.
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Primary ASC Mode

The Primary ASC Mode is the normal execution environment for most application programs.

In this mode, virtual addresses are interpreted relative to the program's own address space.

For the vast majority of application processing, no knowledge of other address spaces is required, making Primary ASC Mode both efficient and straightforward.

This is the environment in which most business applications execute throughout their lifetime.



Secondary ASC Mode

Certain operating system services require temporary access to another address space while continuing to execute on behalf of the original caller.

For these situations, IBM provides Secondary ASC Mode.

Rather than permanently changing execution to another address space, the processor can interpret selected storage references relative to a secondary address-space context established by the operating system.

This capability enables controlled sharing of information while preserving the independence of each participating address space.



Access-Register (AR) Mode

As enterprise systems grew in complexity, IBM introduced Access-Register (AR) Mode to provide even greater flexibility for cross-memory processing.

Instead of relying on a single address-space context, AR Mode allows individual general-purpose registers to be associated with different address-space identifiers through a corresponding set of Access Registers.

This architecture enables a program to reference storage in multiple address spaces within the same execution flow without repeatedly changing the overall address-space context.

Although AR Mode is primarily used by sophisticated system software rather than ordinary applications, it significantly improves the efficiency and scalability of many cross-memory services.
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Architectural Significance

ASC modes illustrate an important characteristic of IBM Z architecture.

Rather than weakening storage protection to simplify communication, IBM introduced additional architectural mechanisms that preserve protection while expanding flexibility.

Programs continue to execute within carefully defined address-space environments, and transitions between those environments remain under operating system control.

This design demonstrates IBM's long-standing preference for adding disciplined architectural capabilities instead of relaxing existing protection mechanisms.



Relationship to Cross-Memory Services

Most application programmers never interact directly with ASC modes.

Instead, operating system services such as Program Call and other cross-memory facilities establish the appropriate execution environment automatically.

Nevertheless, understanding that these processor modes exist helps explain how z/OS can support efficient communication between independent address spaces without sacrificing isolation.

ASC modes therefore form an important part of the architectural foundation upon which Cross-Memory Services are built.



Engineering Perspective

Address Space Control modes demonstrate the engineering principle of context-aware execution. Rather than assuming that every instruction operates within a single memory environment, IBM Z explicitly defines the address-space context in which virtual addresses are interpreted. By separating execution context from storage protection, the architecture enables sophisticated forms of controlled cooperation while maintaining the isolation required for reliable enterprise computing.



Access Registers

As enterprise applications became larger and more sophisticated, IBM recognized that changing the address-space context for every cross-memory reference would become increasingly inefficient.

To address this challenge, the IBM Z architecture introduced Access Registers (ARs).

Access Registers extend the processor's addressing capabilities by allowing a program to associate individual storage references with different address spaces. Rather than repeatedly switching the overall execution context, the processor can interpret selected addresses relative to different address-space environments under the control of the operating system.

This capability enables authorized software to work efficiently with data residing in multiple address spaces while preserving the protection mechanisms enforced by virtual storage.
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Working with Multiple Address Spaces

Without Access Registers, software performing cross-memory processing would frequently need to change the processor's address-space context before referencing data in another address space.

Although entirely feasible, repeated context changes introduce additional processing overhead and increase programming complexity.

Access Registers provide a more flexible alternative.

By associating address-space information with individual registers, a program can reference data belonging to different address spaces within the same execution flow while the operating system continues to enforce storage protection and authorization rules.

This approach improves both performance and architectural flexibility for sophisticated systems software.



Operating System Control

Application programs do not normally manipulate Access Registers directly.

Instead, the operating system establishes and manages the required execution environment when authorized services, Program Calls, or other cross-memory facilities are invoked.

This design reflects a recurring theme throughout IBM Z architecture:

Advanced hardware capabilities are exposed through carefully controlled operating system services rather than being left entirely under application control.

As a result, Access Registers remain largely invisible to ordinary application programmers while providing powerful capabilities for systems software.

[image: ]



Architectural Importance

Access Registers represent one of the innovations that allowed IBM Z systems to scale beyond the limitations of a single address-space execution model.

Rather than relaxing storage protection or exposing subsystem memory directly, IBM expanded the processor architecture to support controlled access to multiple address spaces.

This capability became particularly valuable as enterprise systems evolved toward increasingly modular designs in which major subsystems executed in their own protected address spaces while continuing to cooperate efficiently.

The result is an architecture that combines strong isolation with high-performance communication—two objectives that are often difficult to achieve simultaneously.
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	IBM z/OS MVS Programming: Authorized Assembler Services Guide (SA23-1370 or current equivalent for the target z/OS release) — authoritative reference for authorized services, SVCs, Program Call, cross-memory services, and related assembler interfaces. 

	IBM z/OS MVS Programming: Assembler Services Reference (Volumes 1–4) — detailed descriptions of callable services, macros, parameter lists, and programming interfaces. 

	IBM z/OS MVS Programming: Extended Addressability Guide (where applicable to the target release) — background on addressing and storage-related programming concepts. 

	IBM z/OS MVS Initialization and Tuning Reference — documents many installation exits, initialization options, and system configuration parameters. 

	IBM z/OS MVS Installation Exits (or the corresponding current IBM documentation for the target release) — comprehensive reference for installation exit routines, invocation points, and programming considerations. 

	IBM z/Architecture Principles of Operation (SA22-7832) — the definitive description of processor architecture, privilege states, Program Call, SVC instruction, address-space control modes, access registers, and protection mechanisms. 

	IBM z/OS Introduction and Release Guide — high-level architectural overview of z/OS components and operational concepts. 

	IBM Redbooks: ABCs of z/OS System Programming (relevant volumes) — practical explanations of z/OS architecture, authorization, exits, storage management, and cross-memory concepts. 

	IBM Redbooks: Introduction to the New Mainframe: z/OS Basics — an accessible overview that complements the more detailed IBM manuals.


d2d_images/image191.png
Figure 24-4- Installation Exit Architecture

2/08 rocessing

v
Defined Extension Foint

Exit Installed?

wo | | ves
Continue  Call Installation Exit
Processing |

Installation Processing

v
Feturn control to 2/05

v
continue Processing

Installation exits participate in operating system processing only when a predefined
extension point is reached. After complating their work, control returns to the
operating system.





d2d_images/cover.jpg
IBM Z

SYSTEMS PROGRAMMING

— VOLUMESIII=—

ENTERPRISE SYSTEMS
ENGINEERING

Engineering, Operations, and Professional Practice . s

e .3 : ™ . 3
for Mission-Critical Environments Ne *2a¥
{é} SYSTEM CONFIGURATION A <
AND INSTALLATION IBM 3 A
@ ENTERPRISE AVAILABILITY e
AND PARALLEL SYSPLEX 1Y o
PROBLEM DETERMINATION r e
AND DIAGNOSTICS [ =
@ SECURITY AND COMPLIANCE = é
Q SYSTEMEXITS ! -
JO  AND EXTENSIONS =t
/~ ENGINEERING METHODOLOGIES L

'k./ AND BEST PRACTICES

MIGRATION PROJECTS
AND MODERNIZATION

O THINKING LIKE AN
(D) 1BMZ SYSTEMS ENGINEER

IPCS, SLIP. RACF AND PERFORMANCE PROFESSIONAL
ZCE:ILJE-)E(L AND FAULT ‘ @ SECURITY MONITORING g'éé PRACTICE AND
ANALYSIS SERVICES AND TUNING LEADERSHIP

—— RICARRDOSNITOUT=——

ENTERPRISE EXPERIENCE. ENGINEERING DISCIPLINE. PROFESSIONAL EXCELLENCE.

INCLUDES COMPREHENSIVE REFERENCE APPENDICES ‘ ACRONYMS + GLOSSARY * CONTROL BLOCKS * MACROS + AND MORE |






d2d_images/image074.png
Figure 24-16A - Establishing Authorized Execution

Progran Load Request

APF-Authorized Library?

2/05 perforns validation

Authorized Exscution Context

Access to Authorized Services

authorized exscution is established by 2/05 through a controlled validation process.
Residency in an APF-authorized library is an important prerequisite, but authorization
is deternined by the operating system after evaluating the execution enviromment.





d2d_images/image075.png
Figure 2617

Authorization and System Intagrity
Applications

v
operating systen validation

Authorized service

Protected Resources

Authorization acts as a protective layer between applications and critical opsrating
ysten resources.





d2d_images/image111.png
Figure 247 Installation Exit Lifecycle

Fequirenent
|

Desion

v
Development.

v
Testing

Deployment
1
v
Maintenance

v
Retirement

Installation exits should be managed throughout their entire lifecycle using the same
disciplined engineering practices applied to other enterprise software.





d2d_images/chapter_title_corner_decoration_right.png





d2d_images/image274.png
Figure 2419 - Cross-Memory Architecture

address space A

v
Cross-Memory Request

v
2/08
Authorization &

Validation

v
Adaress space B

The operating system mediates all cross-memory communication, ensuring that address-
space isolation is preserved while allowing controlled cooperation.





d2d_images/image033.png
Figure 24-15A - Supervisor Call Processing

Application Program

| Execute sve

Processor Detacts SVC

v

save Execution Context

Locate SVC Routine

Operating System service

Restore Application State

v
continue Execution

context.

The SVC instruction provides a controlled transition from application execution to
privileged operating system services while preserving the application's execution





d2d_images/image039.png
Figuro 24-15 - Exccution States.

Eroblem state

supervisor call

v
Supervisor state

Ruthorized Service

Return to Problem State

Applications normally execute in Problem State. Authorized services execute under
Gperating system control in Supsrvisor State when privileged processing is required.





d2d_images/image116.png
Figure 24198 - Program Call Validation

Program Call Request

v
validate caller

v
Validate Entry Point

v
validate Target space

v
Transfer Execution

v
Return to caller

Every Program Call is validated before execution procesds. The operating system
remains responsible for enforcing protection boundaries throughout the transfer.





d2d_images/image157.png
Figure 24-13 - Evolution of Extensibility

Traditional Exits

v
callable Services

v
Policy Intertaces

service Apis

Modern Automstion

I8N z extensibility has evolved over time, expanding beyond traditional exit routines
uhile preserving the architectural principle of controlled extension through
documented interfaces.





d2d_images/image238.png
Figure 24-19D - Evolution of Address Space Control

Single Address space

erimary Asc

v
secondary asc

Access-Registar Mods

Multiple Concurrent
Address space Feferences

184 2 progressively expandsd address-space control mechanisms to support increasingly
sophisticated forms of inter-address-space cooperation.





d2d_images/image085.png
Figuro 24-1 - Controlled Extensibilty

2/05 xernel

Defined Extensicn Point

Installation Exit

v
Tnstallation-specitic logic

Return to /05

System exits allow installation-developed routines to exscuts at predsfined extension
pointe while pressrving the integrity of the cperating system.





d2d_images/image044.png
Figure 24-19C - Address Space Control

Progran Execution

v
Address space contrel
|
—t—
v v v
Prinary secondary 2R Mods
e s
i
v

Deternine Which
Address space Is
Being Referenced

Address space Control (ASC) modes determine the address-space context used when
interpreting virtual addresses during program execution.





d2d_images/image242.png
Figure 24-12- General User Exit Processing Model

Subsysten Processing

v
Defined Extension Point

v
User Exit Invoked

v
Installation Processing

v
Return to Subsystem Logic

v
Continue Processing

Regardless of the subsystem involved, most user exits follow the same fundamental
execution model.





d2d_images/image247.png
Figure 24-14 - Protected System Services

application Program

Request System Service

Authorized?
! |
¥ | | ves
v v
Request Rejected  Execute
service
I
v

Return Result

Authorized services protect critical operating system functions by allowing only
trusted softwars to invoke privileged capabilities.
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Figure 24-19A - Program Call Architecture
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A Progran Call provides a controlled transfer of execution betwsen cooperating address
spaces. The operating system validates the request before invoking the target service
routine.
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Figuro 24.3- Exit Invocation
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System exits execute only when invoked by the operating system at predefined sxtension
points.
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Figure 24-108 - Defensive Processing Model

Receive Control
I
v
Validate Input

Perforn Processing

v
Handle Errors

Release Resources

v
Return Control

Professional exit routines follow a disciplined processing model that minimizes the
risk of failures affecting the invoking operating system component.
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Figure 24-16 - APF Authorization Concept
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APF authorization forms a controlled trust relationship between installed system
software and privileged operating system services.
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Figure 24-11 - Extensibility Throughout the 1BM Z Software Stack
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Controlled extensibility exists throughout the IEN Z software stack. Both the
operating system and individual subsystems provide documented extension mechanisms
that allow installation-developed softwars to participate in processing.
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Figure 24-10A - Exit Failure Without Recovery.
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an unrecovered failure within an installation exit may propagate into the operating
system or the subsystem that invoked the exit.
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Figure 24-19F - Access Registors in Cross-Memory Processing
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buring authorized processing, Access Registers assist the processor in determining the
address-space association used for selected virtual storage references.
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Figure 24-2- Customization versus Modification
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Customization preserves the integrity of IEM-supplied softuare, whersas direct
modification increases maintenance complexity and operational risk.
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Figure 246 Characteristics of a Well-Designed Installation Exit
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A professionally designed installation exit combines correctness, efficiency, and
reliability while minimizing its effect on the operating system.
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Figure 20-19E - General-Purpose Registars and Access Registors
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Bach general-purpose register has a corresponding Access Register. Together they allow
storage references to be associated with different address-space contexts during
authorized cross-memory processing.
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Figure 24-10- Engineering Objectives of SMF Exits
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The primary cbjectives of SMF exit design are to pressrve the accuracy, efficiency,
and integrity of enterprise operational information.
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Figure 24-5 - Paramoter List Interface
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The paramster list forms the fornal interface betwsen the operating system and the
installation exit.





d2d_images/image264.png
Figure 261

-Independent Address Spaces.

Address Space A

—
[ seppicacion |
| Foeorage |

x

adaress space 3

—
[ sopeysten |
| storage |

bizect access pronibited.

Virtusl storage protects address spaces from one another. Direct storage refersnces
across address spaces are not permitted.
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Figure 24-158 - SVC Dispatch Architecture
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The SVC number identifies an operating system service rather than a program address.
The operating system determines which routine perfoms the requested function.
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Figure 24-8- SMF as an Extensibls Monitoring Architecture
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SMF exits allow installations to customize celectsd aspects of management information
Pprocessing while preserving the standard SMF recording architecturs.
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Figure 24-9 - SMF Data Flow
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SME records flow through standardized processing befors becoming available to

enterprise reporting and monitoring systems.





