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    Dedication
 
"This book is dedicated to every girl or woman, especially to my wonderful daughter, Aarushi Shinde, who is navigating the ever-evolving digital landscape and facing its challenges with courage and resilience. It is also a tribute to those tirelessly working to make our online world safer for all. May your journey through the digital world be secure, informed, and empowered."
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Vandana Keswani & Anand Shinde
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Foreword

Mannu Chaudhary,

In today’s hyperconnected world, the line between the real and the virtual is fading fast. The internet, once celebrated as the most significant enabler of human connection, has also become a breeding ground for deception, manipulation, and exploitation. It offers the promise of limitless opportunity and yet, behind every click lurks the potential for loss. Hacked and Hunted: A Smart Girl’s Guide to Online Safety captures this tension masterfully, transforming the abstract idea of “cyber danger” into a profoundly human story of trust, betrayal, and resilience.

The book brings to life three young women - Aarushi, Kaneera, and Sophia - whose journeys mirror the experiences of millions navigating the digital world today. Through their story, we see how a moment of joy online can spiral into a nightmare of cyberstalking, data theft, and shattered privacy. Yet, what makes this book remarkable is not just its realism, but its purpose. Beneath the thrilling narrative lies an urgent message: awareness is the first line of defense, and knowledge is the greatest weapon against digital predators.

Authors Anand Shinde and Vandana Keswani, both seasoned cybersecurity professionals, have crafted more than a novel - they’ve created a mirror for our times. They show how empowerment begins with understanding the risks and reclaiming control over one’s digital life. The book not only entertains but educates - teaching readers how to recognize online threats, protect their personal information, and stand firm in the face of cyber adversity.

In many ways, Hacked and Hunted reflects our shared digital reality. It warns, guides, and empowers - reminding us that while technology evolves, human vigilance remains timeless. As we journey with Aarushi, Kaneera, and Sophia through their trials, we are reminded of a simple truth: safety in the digital age is not a privilege, but a responsibility.

This book is a must-read for every parent, teacher, and young reader who lives, learns, and dreams online. It’s not just a story about being hacked - it’s a story about fighting back.

Preface

“The online world is a dangerous game of risks and rewards. It promises connection, opportunity, and convenience, but it also harbors unseen dangers-lurking in the shadows, waiting for the slightest mistake. "Hacked and Hunted: A Girl’s Journey to Online Safety" pulls you into a heart-pounding race against time where every click, every post, every interaction is fraught with peril.

Aarushi, Kaneera, and Sophia are three friends bound by their unique strengths. Aarushi, a tech genius, thrives in the world of zeros and ones, always one step ahead in the battle against online threats. Kaneera, a fast-rising social media star, basks in the glow of her online fame, blissfully unaware of the dark side of her success. And Sophia, a law student with a relentless drive for justice, begins to uncover the true cost of living in the digital age. Their lives are forever changed when a celebration of Kaneera’s social media milestone quickly turns into a nightmare.

What starts as innocent fun-photos, hashtags, and followers-soon spirals into a terrifying game of cat and mouse. A hacker’s malicious hand reaches out, targeting their every move, using phishing scams, cyberstalking, and data theft to tear their world apart. From spyware crawling through their devices to personal data being sold on the dark web, the three women are drawn into a web of digital deception that seems impossible to escape.

With every twist, every revelation, the stakes grow higher, and the consequences more deadly. Kaneera’s fame becomes a weapon against her. Aarushi’s tech skills are put to the ultimate test as she digs deeper into the hacker’s world, only to find that the line between the predator and the prey is blurring. And Sophia, fighting to protect her friends, realizes that the threat is not just from the outside-but from within.

This is not just a thriller; it’s a wake-up call. A story of survival in a world where privacy is a lie and trust can be shattered with a single keystroke. As Aarushi, Kaneera, and Sophia fight to reclaim their lives, the reader will be left on the edge of their seat, racing to uncover the truth before it’s too late.

"Hacked and Hunted" will make you rethink every password, every post, and every click. Because in this world, nothing is ever as safe as it seems.”
About the Author

[image: ]

“ANAND SHINDE IS A RENOWNED, seasoned Cybersecurity expert, mentor, and author with a wealth of experience in safeguarding digital ecosystems, as a certified professional with credentials from global leaders like Microsoft, Cisco, Amazon, ISACA and the International Society of Automation. Anand has worked on complex cybersecurity projects across India, Poland, Ireland, and the United States. His international career has equipped him with diverse perspectives and practical insights to address intricate cybersecurity challenges effectively.

In addition to his consulting work, Anand is deeply committed to education and mentorship. Since 2015, he has been serving as a student mentor and career counsellor for prestigious institutions, including Novel Group of Institutes and MIT ADT University, guiding aspiring professionals toward successful careers in cybersecurity. His role as a mentor for the International Society of Automation reflects his dedication to fostering talent in the ever-evolving cyber landscape.

Anand has also contributed to the field of cybersecurity and artificial intelligence with an innovative patent application, underscoring his commitment to advancing the industry. His contributions extend to raising cyber awareness through blogs and campaigns that promote best practices for digital strength.

For anyone aspiring to build a career in cybersecurity, Anand invites you to connect through AnandShinde.com, where he continues to empower individuals and organizations to thrive in the digital age.”

About the Author

[image: ]

“WITH OVER 18 YEARS of hands-on experience in cyber defense, Vandana Keswani brings a rare blend of technical depth, leadership acumen, and human perspective to this book. As an Operations Manager (Enterprise Cyber Security) at Fujitsu, Vandana has spent her career safeguarding organizations across India, the UK, and the Netherlands-working in diverse sectors such as banking, fashion, sports apparel, and food & beverages.

Armed with a Master’s degree and executive specialization in IT & Management from Welingkar, Mumbai, and IIM Kashipur, Vandana is also a certified ITIL Professional, Microsoft Certified Professional, and Certified Scrum Master. Her career journey includes leading enterprise-level cybersecurity programs at Symantec, Tech Mahindra, and Fujitsu, where she has developed and executed large-scale initiatives in Vulnerability Management, Endpoint Protection, SIEM (Security Information and Event Management), Exposure Management, IDAM, and Cloud Security.

Vandana’s work has been grounded in both technology and empathy. Managing cybersecurity for global enterprises has taught her how to balance innovation with control, and speed with resilience. Beyond her corporate achievements, she is passionate about mentoring and empowering young girls to navigate the digital world safely.

Co-authoring this book with Mr. Anand Shinde, Vandana draws from both her professional expertise and her personal role as a mother to a daughter. Together, they wrote this book to raise awareness among girls and women about online privacy, digital hygiene, and the importance of protecting their digital identity in an ever-connected world.

For Vandana, cybersecurity is more than a profession-it’s a mission. She believes that security is empowerment: it protects creativity, enables innovation, and builds trust in every digital interaction. Through this book, she extends that belief to every reader-especially young girls.

Table of Contents

Chapter 1: Welcome to the Digital World 


1.1 Introduction to Aarushi, Kaneera, and Sophia

1.2 The Importance of Online Security and Digital Privacy......17

1.3 How they Encounter Early Signs of Online Threats in their Lives......20


Chapter 2: The Social Media Trap 


2.1 Kaneera’s Rise as a Social Media Influencer

2.2 First Signs of Cyberstalking and Oversharing Risks

2.3 The Dark Side of Social Media: Trolling, Privacy Leaks, and Reputation Damage


Chapter 3: Phishing for Trouble 


3.1 Aarushi Discovers Suspicious Activity on Kaneera's Account

3.2 Explanation of Phishing Attacks and How They Happen

3.3 Aarushi Explains How to Spot Phishing Attempts


Chapter 4: Spy in the System 


4.1 Aarushi’s Laptop Gets Compromised with Spyware

4.2 Explanation of Spyware and Malware, How they’re installed, and the Dangers

4.3 Strategies for Removing Malware and Securing Devices


Chapter 5: Passwords and Protection 


5.1 Kaneera’s Account gets hacked due to Weak Passwords

5.2 The Importance of Strong Passwords, Password Managers, and Two-Factor Authentication

5.3 How they Recover the Account and secure their Personal Data


Chapter 6: Cyberstalker Unmasked 


6.1 The Cyberstalker Escalates, Leading to Doxxing and Threats

6.2 Understanding Cyberstalking, Doxxing, and the Impact on Privacy

6.3 Strategies for Dealing with Stalkers and Securing Private Information


Chapter 7: The Dark Web Connection 


7.1 Discovery of their Personal Information being sold on the Dark Web

7.2 Explanation of the Dark Web, How Personal Data is Traded, and How to Protect Yourself

7.3 Aarushi Starts Tracking Down the Cybercriminal Responsible


Chapter 8: The Hacker’s Trap 


8.1 Aarushi Devises a Plan to Lure the Hacker Out

8.2 Explanation of Ethical Hacking, Tracing IPs, and Monitoring Digital Footprints

8.3 The Confrontation: Aarushi and Sophia Face off against the Cybercriminal


Chapter 9: Taking Back Control 


9.1 Aarushi and Sophia Expose the Hacker and Take Back Control

9.2 Explaining Account Recovery, Data Protection, and How to Undo Damage

9.3 Kaneera Regains her Online Presence and Fights Back Against False Information


Chapter 10: Lessons Learned 


10.1 The Aftermath: Rebuilding Online Security and Protecting Personal Data

10.2 Reflecting on What They Learned and How Others can Protect Themselves

10.3 Best Practices for Long-Term Online Security


Chapter 11: Online Security for Everyone 


11.1 Expanding the Message: Kaneera Starts a Campaign on Social Media to Raise Online Security Awareness

11.2 Final Lessons on Protecting Privacy, Dealing with Threats, and Staying Safe Online

11.3 Aarushi and Sophia Continue Their Journeys into Online Security and Legal Protection



The Start of an Online Thriller

“Welcome to a world where the line between safety and danger is razor-thin, and every digital connection could be the start of something far darker than you ever imagined”. Hacked and Hunted: A Smart Girl’s Guide to Online Safety" invites you into the tense, high-stakes lives of three young women as they navigate the terrifying realities of the digital age.

In the blink of an eye, their seemingly normal lives are turned upside down by a hacker’s malicious grip. What begins as innocent fun and online triumph quickly descends into a fight for survival-where every personal detail, every social post, and every click could be a step closer to disaster.

As you look into their journey, you'll find yourself caught in the web of cyber threats, phishing schemes, and dark corners of the internet where nothing is ever as it seems. But more than just a thrilling tale, this is a cautionary story that will leave you questioning everything about your online presence.

This book is for anyone who has ever trusted the digital world, for anyone who’s felt the rush of sharing a moment online, and for anyone who’s wondered what might happen when that trust is broken. Brace yourself, because once you step into this world, there’s no turning back.”
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Chapter 1:   Welcome to the Digital World
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1.1 Introduction to Aarushi, Kaneera, and Sophia
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Aarushi’s laptop cast a soft glow across her face as she leaned closer, eyes narrowed in concentration. The vast world of tech, hidden patterns, and digital mysteries was often an impenetrable maze for others, but for Aarushi, it was pure magic-a puzzle waiting to be solved. She had been immersed in this digital world for as long as she could remember, inspired by her parents, both experts in online security, Aarushi had grown up with a fascination for the digital world. Conversations around keeping people safe online were common in her household, and her curiosity only grew from there, absorbing the language and concepts with ease. Watching her parents’ dedication to keeping the digital world safe sparked her own passion to follow in their footsteps. For her, the world of tech and online safety wasn’t just a career-it was a legacy, one she hoped to honor by making a difference in her own way.
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HER TWO BEST FRIENDS, Kaneera and Sophia, each brought their own unique talents and perspectives to their trio. Kaneera was Aarushi’s polar opposite. With an outgoing personality and an influencer-level sense of style, Kaneera thrived in the spotlight. Her enthusiasm for life was infectious, and she often joked that the world was her stage. The daughter of a businessman and a dance teacher, Kaneera had grown up with the best of both worlds: her father’s ambition and her mother’s creative flair. Inspired by her mother’s love for expression and performance, Kaneera had naturally gravitated toward social media as her platform. Her Instagram account was filled with photoshoots, beauty tutorials, and lifestyle content that resonated with her followers. She dreamed of hitting a million followers and believed that openness was the key to building her brand. To Aarushi’s cautionary advice about oversharing, Kaneera would laugh and say, “Come on, what’s the worst that could happen? It’s just the internet!”

Sophia, the third pillar of their friendship, brought a quiet strength to the group. A level-headed law student, she was the voice of reason and justice. Her drive to protect others was fueled by a painful incident in her past-when a close relative had become a victim of fraud and identity theft. Watching her family struggle to regain control over their finances and sense of security had left a deep impression on Sophia. She vowed to use her knowledge to prevent similar incidents from happening to others. Law became her chosen path, and she was especially interested in privacy rights and digital ethics, issues she believed were crucial in a world where privacy could be compromised with a few clicks. She often spent late nights combing through case files and researching privacy laws, determined to make a difference.

Together, the three friends formed a well-balanced trio. Kaneera brought spontaneity, Aarushi was the strategist, and Sophia, ever grounded in her principles, served as the group’s moral compass. They shared everything-inside jokes, dreams, and, soon enough, an unexpected journey into the shadowy and dangerous side of the internet.

The turning point in their lives arrived on a quiet autumn evening. Kaneera had just reached a follower milestone, and they were celebrating with a low-key night in, scrolling through her feed. “Look at this comment!” Kaneera giggled, showing her friends a message from a new follower. But as Aarushi glanced over, she felt a hint of unease. Some profiles commenting on Kaneera’s posts seemed oddly repetitive, with similar, overly generic compliments.

The feeling pulled at her, but she brushed it off as overthinking. Yet, the subtle tension remained. Aarushi had learned from her parents to trust her instincts in matters of security, and she couldn’t shake the sense that Kaneera’s digital life was beginning to attract the wrong kind of attention.
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AS THEY CELEBRATED Kaneera’s reaching one million subscribers milestone that night, none of them realized that this small moment would soon mark the beginning of an uncharted journey. It would test their friendship, challenge Aarushi’s skills, and expose Kaneera to a world where her openness was both her strength and her vulnerability. For Sophia, it would reveal the legal gaps that left people vulnerable to the digital age’s hidden dangers.

The trio’s lives were about to take a turn, pulling them deeper into the maze of online security threats, data vulnerabilities, and invisible risks lurking behind every screen. They were just three ordinary young women navigating life in an increasingly digital world. But soon, they’d learn that even the most harmless actions online could have profound, unexpected consequences.

As Kaneera, Aarushi, and Sophia settled into their routines, they grew more aware of the ways their lives were intertwined with the digital world. Each notification, post, and message subtly shaped their interactions, influencing how they were perceived both online and offline. This realization led them to discuss the often-overlooked importance of online security and digital privacy. Little did they know that these abstract concepts would soon become pressing priorities, as each new situation would reveal how easily seemingly harmless online actions could spiral into real-life problems.
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1.2 The Importance of Online Security and Digital Privacy
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AI-generated content may be incorrect.]The buzz of Kaneera’s phone was a constant in their apartment, almost like background music to Aarushi’s coding sessions. Each notification, new follower, or comment was a thrill for Kaneera, and she often checked her accounts without a second thought. But as Aarushi watched her friend live so freely online, she felt a growing need to address the invisible risks that came with it.

Aarushi knew that many people saw online security as something distant and technical, a responsibility for big corporations or governments, not something that applied to everyday life. But in reality, digital privacy affected everyone, and the stakes were personal. Behind each tap and swipe, there was potential exposure, and without the right awareness, people unknowingly shared far more than they intended.

“A lot of people think online security is just about preventing data theft,” Aarushi explained one day as they sat in their shared kitchen. “But it’s really about protecting your entire identity-your reputation, your safety, and your peace of mind. It’s about making sure that someone else doesn’t gain control over your life.”

Kaneera raised an eyebrow. “My life isn’t that interesting. Who’d care enough to hack me?”

“That’s the thing,” Aarushi said, leaning forward. “Online security isn’t just about interest; it’s about access. Once someone has even a tiny bit of your personal information, like your birthdate or email, they can piece together a lot about you. And if they want to, they can use it in ways you’d never expect.”

Sophia joined in, always ready to add her perspective. “Think about it, Kaneera. Companies track everything we do online-where we shop, what we watch, and even what we read. They use it to sell ads, sure, but that’s just the beginning. In the wrong hands, that information can turn into targeted harassment or worse.”

The room grew quiet. Kaneera frowned, glancing at her phone. She’d never thought of her posts, her likes, or her comments as pieces of a puzzle that could be used against her. It had always seemed harmless-after all, everyone was online. But now, with her rising follower count and Aarushi’s cautionary words echoing in her mind, she felt a chill.

“The thing is, you don’t need to be a famous person or a big company to be targeted,” Aarushi continued. “Everyday people like you and me are targeted every day. It’s about being aware of what could happen and taking steps to prevent it.” She thought of the headlines she’d read in tech forums about data breaches, identity theft, and accounts being hacked. Each story was a reminder that everyone was vulnerable, especially those who didn’t believe they could ever be a target.

“And digital privacy?” Sophia added. “It’s our right to keep certain things to ourselves. Just because we live in a hyperconnected world doesn’t mean we need to let everyone in. Privacy is what keeps us safe, and it’s worth protecting.”

Aarushi nodded, pleased to see Sophia resonating with the point. “Exactly. Imagine a house. You wouldn’t leave all the windows open and your front door unlocked just because you live in a safe neighbourhood, right? The internet is like an open world with many hidden dangers. It’s a huge opportunity but also a huge risk.”

Kaneera looked thoughtful. “But can’t we just set our profiles to private and be safe?”

“To some extent, yes,” Aarushi replied. “But privacy settings can only do so much. True digital privacy is more than just setting up barriers; it’s about being mindful of what we share and understanding how that data can be used.”

Sophia added, “Privacy is also about controlling our own narrative. It’s choosing what people see and, more importantly, what they don’t. It’s about empowerment.” She smiled, knowing she was in her element discussing this. For her, privacy was a part of dignity and respect, something worth fighting for.

That night, as Kaneera scrolled through her photos and posts, her view of online security had changed. She started seeing each post as a piece of her identity, a glimpse of her life that she was sharing with the world. She wondered just how much of her was floating in the digital world, and for the first time, she felt a mix of pride and fear.

For Aarushi, this was just the beginning of what she hoped would be a
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