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			IT STARTS WITH THE PURCHASE OF THIS BOOK

			To successfully carry out the campaigns in this book you will need to practice discretion at every turn—and that starts with the purchase you just made. If someone noticed this book in your possession and was able to draw a connection between you and a crime at some later date, you could inadvertently lead the Feds directly to your own door. Reading through these pages in public, talking openly about the ideas within, or even leaving the book in plain view could be the misstep in an otherwise successful multimillion-dollar payout. Therefore, I urge you to take cautionary steps from the very beginning—and that starts now.

			Here are some questions to consider before getting started:

			
					Are you reading this where people or cameras can see you?

					Was the book purchased using cash? Or a traceable credit card?

					Have you been doing research on an encrypted Internet connection?

					Is there anyone close to you with insight into your personal interests and who might attempt to sabotage you if the opportunity arose?

			

			Be aware that it is often details like these that are overlooked early on that land even the brightest criminal masterminds behind bars. The practice of discretion must begin now as cautiousness is the most critical element in keeping the perceived distance between you and the crime at an absolute maximum.

			PRUDENCE OVER VIOLENCE

			Let’s be clear: None of the campaigns in this book requires violence of any kind, whatsoever. A seasoned thief should never have to slip a dioxin tablet into a security guard’s coffee or threaten a witness to keep his or her mouth shut or torture a security administrator for a username and password. If you follow each step laid out for you in this beat-by-beat companion guide, you should be able to get away with stealing some of the world’s most valuable and iconic treasures without having to inflict harm on anyone.

			As long as you maintain a professional approach, always paying close attention to the details, you have every chance at success. If not, expect to bear the consequences: Life imprisonment, or worse.

			In Part I, we’ll start by going over the basics. I cover topics like disguise, breaking and entering, how to employ a team, and the meticulous art of casing your targets. Let’s get started.
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Becoming Invisible

			THE ART OF DISGUISE

			These days there are cameras everywhere: on street corners, in shops and buildings, and on people’s cell phones. In fact, it’s nearly impossible to find a place where your face isn’t being recorded. Because you always want to create distance between your true identity and the crime, you’ll want to master some techniques to create a disguise that you can slip into at a moment’s notice and one that doesn’t require excessive gear or preparation.

			For men: If possible, begin with short hair and a clean-shaven face. This will be more flexible and will allow you to change your look using wigs, mustaches, beards, and so on; these are all good ways to alter your appearance quickly and with less risk of someone spotting a poorly matched hairpiece.
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			For women: While there is no need to shave your head (assuming it isn’t shaved already) it’s generally wise to start blond. Blond hair is much easier to dye darker and is less likely to be noticed under a wig. However, if blond hair does not match your skin tone, better to stay dark. Length is important too. Women’s hair should be short enough to hide with a wig or long enough to pull back into a ponytail or tight bun. Anything in-between is going to be difficult to work with.

			Wigs are a great way to change your look without a lot of work. Find a good one, not one of those plastic wigs you wear for Halloween. Find a wig shop and get fitted with several high-quality synthetic wigs with lace fronts, which will give the illusion of natural hair growth along the hairline. In addition, it’s critical that your hair color matches your eyebrows. Use colored brow gel that’s quick to apply and washes off easily.

			Clothing and accessories are excellent tools that you can use to enhance the look of your character. You want to blend in as much as possible so be sure to remove identifiable logos, designs, patterns, or markings. When the job is done you will lose the wig, cut or dye your hair, toss away spectacles, change your clothes—whatever you can do quickly and easily to change your appearance and be able to leave the scene without being recognized. During the reconnaissance phase, however, you must wear your new disguise at all times. No exceptions.

			FAKE IDENTIFICATION

			A good disguise on its own is simply not going to cut it. You’re going to have to develop the essence of your character in case you get stuck engaging in a conversation with an unsuspecting person mid-heist. Choose a persona that reminds you of someone you already know; this will help you in taking on various characteristics without having to think too much.

			
			For further reading on character development, pick up a copy of An Actor Prepares by Constantin Stanislavski. Leveraging the method technique can be a valuable tool that can turn a potentially bad situation around.


			
			Once you feel confident in your new character, you can begin the search for a forger. Forgers can be found anywhere but generally lurk in low-income areas where you can find a disproportion of liquor stores, hole-in-the-wall bars, pawnshops, bail bondsmen, and the like. The trick is to frequent areas like these in order to gain the trust of locals and ultimately work up the courage to start asking around. Don’t forget, you are in disguise, so even if someone becomes suspicious and reports you to the police they will be describing someone who doesn’t even exist.

			A fake driver’s license will set you back only around $160, depending on where you are and the quality of the work. However, if you’re traveling internationally you can expect to pay anywhere between $7,000 and $10,000 for a counterfeit passport. Quality is of the utmost importance here, and so the better you get to know the underbelly of the city you are in and its shady inhabitants, the more likely you are to find a professional that can provide you with the real deal.

			FINGERPRINTS AND OTHER IDENTIFYING TRACES

			There is no worse feeling than pulling off a crime only to realize you left behind an identifiable trace to lead authorities directly to your doorstep. Something as seemingly insignificant as a thread of your clothing, a strand of your hair, or even a fingerprint, while invisible to the naked eye, can bring an otherwise flawless operation crashing down.

			Let’s start with fingerprints, as they are often overlooked and generally misunderstood. The only thing a fingerprint proves is that a specific individual was present and touched something; a damning oversight indeed if the suspect had no reason to be wherever the print was left. However, museums and public places are littered with prints like these. Does visiting the Louvre in Paris make you a criminal or simply an innocent art lover? That being said, wearing a pair of latex gloves is never a bad idea, especially when you are working in areas with polished surfaces or to which the public has no access.

			Buttons, threads, pieces of fabric, and other microscopic remnants can all be your ultimate undoing if not properly considered. For instance, fiber transfer, a common exploitation by forensics teams, can be easily avoided by wearing common fabrics. The world produces approximately eighty billion pounds of fabric every year, about half of which is cotton. Black cotton is generally preferred among seasoned criminals as it absorbs light, provides full range of motion, and is so common that it is virtually untraceable. In addition, remove ahead of time buttons, straps, zippers, tags, and anything else that might catch on something, or become detached.

			Hair, fingernails, blood, and other DNA-rich traces are potentially traceable, but keep in mind that unless your DNA is stored somewhere and linked to a previous crime, you might be overthinking it. However, below are some simple steps you can take to avoid shedding anything lab-worthy.

			
					Shave or cover long hair with a hairnet.

					Facial hair and even excessive body hair should be shaved.

					Keep your fingernails shortly trimmed.

					Take any trash you’ve accumulated on site that might contain saliva, blood, urine, or excrement with you.

					Wear latex gloves when working in areas with high-gloss surfaces.

			

			USING THE INTERNET, ANONYMOUSLY

			Modern-day out-of-the-box browsers are simply not secure, but there are other options for communicating over the Internet anonymously. Tor is an encrypted browser that directs Internet traffic through an anonymous global network consisting of more than four thousand relay hosts, which conceal a user’s location and transmitted information from anyone conducting network surveillance. Using a browser like Tor will allow you to connect with individuals and groups operating on the black market, without the worry of leaving a trail. No matter if your transmission gets into the wrong hands, it can never be traced back to you. Be sure to use an encrypted browser for all instances of web use mentioned in this handbook.

			OUTSMARTING SURVEILLANCE

			Countersurveillance refers to any measures undertaken to prevent surveillance. Most bug surveillance devices emit some form of electromagnetic radiation, usually radio waves, that while undetectable by a person can be easily identified using technical surveillance countermeasures (or TSCM) techniques. TSCMs allow you to examine—or sweep—a designated area in an attempt to discover electronic eavesdropping devices. To do this you really need only one tool: the CPM-700 Countersurveillance Probe/Monitor. The CPM-700, which sells for around $2,000, will allow you to quickly and quietly ferret out all types of sophisticated eavesdropping devices, including audio and video transmitters, and even old tape-driven systems.

			The CPM-700 can pick up electronic noise from up to twenty feet away and comes with a directional hot mic that can be used to pinpoint exactly where a camera or other recording device is hiding. You should carry out sweeping and other countersurveillance measures several weeks before your planned campaign. This will allow enough elapsed time so anyone that happens to see you (and potentially finds you suspicious) will have forgotten you. However, you don’t want to carry out countersurveillance measures too early and miss a newly installed camera or audio bug. That would be an unfortunate surprise.

			Identifying surveillance is really only the first step. Next you will need to know how to disable these systems—or at the very least, get around them without being spotted. There are many clever gadgets you can use for obstructing audio and video surveillance, but the cheapest and most practical is a can of Silly String. This technique works well as the aerosol string can easily reach a target up to twenty feet away. The foamy string itself is a sticky opaque substance that can blind a camera quickly with less risk of triggering an alarm. (Versus breaking the device, which could trigger an alarm). This technique will work for audio surveillance as well as it will muffle microphone inputs and distort the recording.

			These methods of uncovering and disabling surveillance systems are common practice for any heist you carry out. Always assume you are being watched and/or listened to. Next to being caught in the act, being identified on record is the absolute worst thing that can happen.
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Techniques and Tools of the Trade

			When thinking about bypassing security, either for a building or a safe, it helps to think of the problem in terms of concentric spheres that must be penetrated in a certain order to gain you access to the center. To bypass these barriers—which might include picking locks, cutting through glass, or scaling walls—you need an armory of tools and techniques at your disposal to help disable or circumvent all potential layers of security.

			LOCK PICKING

			Like many techniques in this book, lock picking is more art than science. While the steps I give will help you get started in the hobby of lock picking, it is by no means a substitute for experience. You want to start by purchasing various types of pin tumbler locks from your local hardware store and practice on those using the tools and the methods in this section. Once you are able to pick a lock in under sixty seconds, you should be ready—any longer than that and you risk being caught.

			Keep in mind that this technique will work only with your standard pin tumbler lock. Lock picking is by no means a tool for high-security entry. In the “Campaigns” section of this book, we will cover in detail the exploitation of custom, state-of-the-art security systems. For now, however, getting through your typical door lock is a boilerplate skill any thief should have mastered.

			First, a little about how these locks work: A pin tumbler lock is composed of a series of spring-loaded stacks called pin stacks. Each pin stack is composed of two pins that are stacked on top of each other: the key pin, which touches the key when it is inserted, and the driver pin, which is spring driven. When the different length key pins are aligned at their tops by the insertion of the correspondingly cut key at their bases, the tops of the key pins and, consequently, the bases of the driver pins, form a straight line (the shear line), so that the lock can be turned.

			Before you get started you will need a tension wrench, a sawtooth rake, and a short hook, which can be found online as part of any traditional lock pick set.

			1. Use your tension wrench to depress the lock plug, while simultaneously applying pressure both in a clockwise and counterclockwise movement. You will notice one direction will have more give; this will tell you which direction the lock turns.

			2. The sawtooth (or snake rake) is inserted opposite the tension wrench and is designed to lift multiple pins at once. Don’t worry about applying much tension at this point; just push the rake in as far as possible. Once your rake has penetrated the lock you want to apply upward pressure while dragging it out. Do this fairly quickly; there is little finesse necessary when using this tool.

			3. Try this method using both clockwise and counterclockwise tension. You are listening for the slight tapping sound of each spring-loaded pin as it pops down. As each pin drops you will notice more and more give from the hand applying pressure to the plug.

			KEY BUMPING

			Though generally less reliable than lock picking, key bumping works for 90 percent of standard door locks. However, if speed is your focus, there is no faster way to breach your standard door lock than with a bump key. A bump key is a blank key that has been specially cut to rake the pins in a lock by simply smacking the back end of the key with a blunt object. This method can force open the pins without the use of a lock pick set, most of the time.

			Bump keys can be found online in various shapes and sizes. It is recommended that you have a key ring with a variety of bump keys along with your traditional lock pick set. When confronted with a locked lock, your first tool of choice should be the bump key. It’s fast and requires minimum tools. However, without knowledge of traditional lock picking you run the risk of an unbumpable lock and a heist that was over before it began.

			GETTING THROUGH GLASS

			In the movies cutting through glass is as simple as using a scoring tool and a suction cup to create a perfectly round hole that you can easily fit your arm or body through. However, this isn’t the movies, so be warned that scoring stronger glass with your typical diamond-edged glasscutter is nearly impossible.

			Unreinforced glass might not take much to get through. You do, however, want to avoid the sound of breaking glass, lest you arouse the suspicions of anyone nearby. The sound of a window breaking is not caused by the breaking itself; it’s caused by falling pieces of glass hitting each other, and surfaces they fall on. To get around this, keep a few sheets of rolled-up butcher paper and some rubber cement in your backpack. When you find a window free of reinforcement or attached alarms, simply tear off a sheet of paper roughly the size of the window, coat one side with rubber cement, and press it onto the glass. Now simply strike the window with a hammer (or some other blunt object) and voilà—the glass shards will remain stuck to the paper and you’ve successfully breached the building without making a sound.

			For stronger tempered glass, a blunt object simply won’t be enough. For this you’re going to need some power, and power means a bigger, louder job. For these situations you’ll use a drill to perforate the glass so it can be easily broken through. When drilling through glass, keep in mind that friction creates heat, and heat can easily melt an iron drill bit. To avoid this you are going to need lubricant to keep the drill bit cool. Water works well for this and should be applied continuously. You can use a water bottle and drill with one hand while lubricating with the other, or you can create a small dam around the drill hole using modeling clay. This method can be effective, especially when both hands are needed to apply force to the drill. Depending on the thickness of the glass, vary the distance between drill holes to weaken the structure so it can be easily penetrated with a mallet or hammer.
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			For vertical glass that you need to drill through you won’t be able to use the clay dam technique to keep your drill bit cool. In these situations you’ll want to have a water bottle and a small bucket to catch and recycle the water. Just make sure to keep the stream of water on your bit constant.


			TOOLS FOR DRILLING AND SAWING

			One of the most valuable tools in a thief’s repertoire is the Dremel variable-speed cordless rotary tool. This is one of the most powerful cutting, drilling, grinding, and routing tools on the market—and a must-have tool for any thief. It’s small enough to store on your person; it’s relatively quiet; and most important, it’s powerful enough to deal with screws, bolts, locks, hinges, plates, and more.

			There are so many practical uses for the Dremel and so many situations where a tool like this might be necessary. For example, the Dremel might come in handy for you when:

			
					Removing panels for entry into a ducting system.

					Boring out stubborn door locks.

					Severing cables to disarm cameras and security systems.

					Sawing off pesky security screws with nonstandard heads.

			

			The drill bits I recommend buying first are the diamond wheel-cutting blade and the cone steel cutter 
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