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  Introduction


  It is 2009. A diverse community of U.S. satellite sensor operators, military personnel on watch duty and intelligence analysts is observing the buildup to a foreign weapons test. This virtual team is spread across the globe, and is dispersed also in functions and agencies—including the following:


  •NGA (National Geospatial Intelligence Agency);


  •NRO (the National Reconnaissance Office), which builds and operates satellites; and


  • NSA (National Security Agency), the nation’s signals intelligence (SIGINT) agency.


  Only a handful work together or have even met face-to-face. Yet every day they all devote a considerable portion of their busy hours to an Instant Messaging (IM) chat room named “GlobalScene.” That chat room and other tools for collaboration across agencies reside on Intelink, the backbone created by agreement between the Pentagon and the Intelligence Community in 1994 after the first Gulf War, which hosts versions of tools at all three levels of classification—unclassified, secret and top secret.


  As facts change, new clues appear, and possible patterns emerge, this deceptively simple forum, dubbed “CollabZones,” helps the participants to maintain and enhance situation awareness.1 The chat room is a self-organizing conversation that spans technical specialties and organizational boundaries. Some individuals act as “brokers,” using their security training to appropriately move information to and fro across their organizational boundaries. Others are “facilitators” trained by the Office of the Director of National Intelligence (ODNI) who specialize in welcoming newcomers and encouraging engagement. News is posted, questions are posed, and unofficial opinions offered. Participants monitor many dozens of other topical and regional chat rooms across different levels of classification, quoting and making reference to relevant postings.


  Other social media technologies, all developed in the past decade, are incorporated into the dialogue through hyperlinks and passing mentions. Formal analytic products and briefings are posted on Intelink. An Intellipedia wiki is continuously updated with a timeline and links to various teams, portals and documents. eChirp, a variant of Twitter, is used to broadcast quick updates. GlobalScene is crowdsourcing, spontaneously relating, discovering and discussing across the hidden realms of the U.S. Intelligence Community.


  Of all the collaborative instances encountered in preparing this paper, CollabZones is the one most suggestive for the future. In using collaborative tools in combination, the key is a cohesive team, one whose members describe themselves as “agency agnostic.” In their work, collaboration is necessary and produces a better “product. ” Yet the product, or better said, output of their work—better situation awareness among a group of analysts—cuts across the way U.S. intelligence traditionally has thought of its work. That traditional process is stove-piped, branded and linear. Its goal is “finished intelligence,” words on paper or bytes on a screen that have passed through several layers of management review.


  
    Abbreviations and Terms of Art


    AISOffice of Analytic Integrity and Standards, ODNI


    CIACentral Intelligence Agency


    CWE Common Work Environment, CIA’s internal classified network


    DI Directorate of Intelligence, CIA and Defense Intelligence Agency


    DIA Defense Intelligence Agency


    DNI, ODNI Director of National Intelligence, Office of DNI


    FBINet FBI’s internal classified network


    Five Eyes United States, Britain, Canada, Australia and New Zealand


    G Gamma, control system for signals intelligence


    HCS HUMINT Control System, control system for human intelligence or espionage


    IC Intelligence Community, the 16 U.S. intelligence agencies considered as an enterprise


    ICITE Intelligence Community IT Enterprise


    JWICS Joint Worldwide Intelligence Communications System, interconnected computer networks operating at the SCI level


    NGA National Geospatial Intelligence Agency


    NIC National Intelligence Council


    NOFORN Distribution to non-US citizens is prohibited, regardless of clearance


    NSA National Security Agency


    NSANet NSA’s internal classified network


    ORCON Originator controlled, formally Dissemination and Extraction of Information Controlled by Originator


    PDBPresident’s Daily Brief


    PKIs Public Key Infrastructure certificates, a form of access control beyond classification, providing authentication of a user


    SCI Sensitive compartmented information, methods for handling sensitive intelligence information


    SIPRNet Secret Internet Protocol Router Network, secret-level network widely used by the U.S. military


    URL Uniform Resource Locator, a character stream that constitutes a reference to a specific web resource


    WIRe World Intelligence Review, CIA’s daily “publication,” now produced only online

  


  This paper draws on but reshapes the results of a project done for the Center for the Study of Intelligence.2 This portion of the project was sponsored by the IBM Center for The Business of Government, and is intended for an audience beyond the U.S. Intelligence Community—senior managers in government, their advisors and students of government performance who are interested in the progress of collaboration in a difficult environment. The purpose of this project was to learn lessons by looking at the use of internal collaborative tools across the Intelligence Community (IC), especially across the four biggest agencies:


  • CIA (Central Intelligence Agency);


  • DIA (Defense Intelligence Agency);


  •NSA (National Security Agency) and


  • NGA (National Geospatial Intelligence Agency).


  The initial rubric was tools, but the real focus is collaboration, for while the tools can enable, what ultimately matters are policies and practices interacting with organizational culture. It looks for good practices to emulate. The ultimate question is how and how much could, and should, collaborative tools foster integration across the Community. The focus is analysis and the analytic process, but collaborative tools can and do serve many other functions in the Intelligence Community—from improving logistics or human resources, to better connecting collection and analysis, to assisting administration and development, to facilitating, as one interlocutor put it, operational “go” decisions. Yet it is in the analytic realm that collaboration is both most visible and most rubs against traditional work processes that are not widely collaborative.


  The study drew on existing literature, especially in looking comparatively at private sector experiences. It made use of available data, especially on Intelink—the suite of tools that is available across the various agencies—and on data provided to us by those who manage the tools. Colleagues inside agencies were good enough to post surveys for the project, and those results are reported in the paper. Since those surveys were themselves posted on collaborative tools, respondents
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