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Prologue

IT WAS HUMID enough for haze to rise off the tarmac as fourteen people crossed paths for a few brief moments at Vienna airport on July 9, 2010. The fourteen—all accused of being spies—were changing planes but also exchanging lives.

Ten were going one way. They had been living secretly undercover in America’s suburbs, and they were now on their way to Russia.

AMONG THEM WERE a KGB-trained husband and wife from Boston who had stolen the identities of dead Canadian babies and whose own children were now sitting bewildered in Moscow. A New Jersey couple whose grumpy husband had made way for his wife to take the lead in their joint spy venture. Her success in getting close to power had set off alarm bells in Washington. Another pair had moved from Seattle to America’s capital to further their spying career. But as with the others, almost every moment of their life in America had been owned by the FBI. The last of the four couples was the oddest: a retired Russian spy and his Peruvian wife. She claimed she had not even known her husband’s real name despite decades of marriage.

Then there was a young man who had not stolen anyone’s identity but had fallen into an FBI trap while he was working his way into Washington’s circles of power—the trajectory of a new breed of spy. And last, but not least, there was the twenty-something redhead who would gather tabloid attention thanks to a party lifestyle in Manhattan and London and nude pictures splashed over the papers (pictures she had spent the plane ride complaining to the FBI about).

All ten had been betrayed by a man they had known and trusted and who days earlier had made a dramatic escape from Moscow to the West.

Arriving on a plane from Moscow and heading in the other direction were four Russian men. Two of them—bound for America—were still feeling the effects of the beatings they had been subjected to in the previous days. One had helped catch a traitor in the CIA and the agency had been desperate to get him out for years. The other had played a role in catching a traitor in the FBI but his subsequent fate was the cause of regret in the CIA. Two other Russians were heading for Britain. One was a sullen figure, angry at being forced to confess to being a spy when he said he had never been one. He was the source of guilt for Britain’s MI6. The last man, a tough former paratrooper, really had been a spy for MI6. Eight years after the Vienna swap, his former colleagues in Russian military intelligence would smear a deadly nerve agent on his front-door handle, spiraling relations between Russia and the West into an even darker place than anyone would have imagined that sunny July day.

WATCHING THE TWO groups closely was a small group of intelligence officers from the West and Russia. Many had spent their entire professional careers battling each other in the shadows. Now they were just yards apart. For years, even within their own intelligence bureaucracies they had been regarded as dinosaurs—ageing prizefighters still throwing punches at each other in the ring even though the crowd had long departed. One of the Russians in particular had devoted much of the past quarter of a century to entangling his adversaries in a web of deceit. His American adversaries thought that at long last they had the better of him. In Vienna, one side seemed to have won, the other to have lost. But that only made sense if you thought this was the end. It was not.

That evening Vice President Joe Biden appeared on The Tonight Show on American TV. The spy swap was the talk of the town. “Do we have any spies that hot?” Jay Leno asked Biden, referring, inevitably, to the redheaded woman sent back to Moscow. “Let me be clear—it wasn’t my idea to send her back,” Biden said to laughter. That was true. He was one of those who had opposed the plan to arrest the Russians and engineer a swap but had been overruled after a heated debate in the White House Situation Room. His comments fit in with a deliberate strategy from Washington to play down the significance of what had just taken place in Vienna—to treat it as an inconsequential event. And for the world watching it all seemed like some kind of bizarre retro-throwback, a hangover from the past, a last hurrah of people who could not quite let go of the Cold War. That was a mistake.




Introduction

THIS IS A book about ghosts. The ghosts of spies past have haunted relations between Russia and the West even as the Cold War ended. The Cold War was fought through espionage and defined by it in the public mind. But when that conflict suddenly ended, the spying did not stop. Repeated cycles of treachery and the hunt for those responsible were an obsession for a small band of spies and spy-catchers on both sides. Neither could let go. And this obsession mattered, since the spy wars have continued to shape relations between the two sides over the decades, playing their role in the rise of Vladimir Putin and his drive for revenge.

Ghost Stories was also the code name of the decade-long FBI investigation into Russians living under deep cover as sleepers in America. It was a fitting title, since these were people who had been resurrected from the dead in graveyards as part of Russia’s “illegals” program. The story of these spies and those who pursued them is told here for the first time in detail but set against the broader story of espionage between Russia and the West. A confession: I was one of those reporting on the events surrounding the Vienna swap who thought it was all a bit peculiar. Hindsight is a wonderful thing, and this book sets out to explain why those events were not just the last echoes of the past but also foreshadowed a darker future. The scene at the Vienna airport offered a snapshot of a normally hidden Russian intelligence program, and the blinding flash of publicity illuminated both the tail end of a program running from deep in the Cold War and the beginnings of a new Russian strategy that would replace it.

One veteran of the CIA shakes his head in awe as he ponders how his old adversary has the mind-set to send people to live as “sleepers” in another country for decades, patiently burrowing into the heart of their target, waiting for years to act. This was evidence of the Russians’ persistence and patience in targeting its adversary—qualities that have not always been appreciated. Meanwhile, on the Western side, the focus on Russia from the end of the Cold War onward has been hazy and erratic.

As a result, the illegals arrested in 2010 were portrayed as something of an oddity and certainly not dangerous. “They successfully infiltrated neighborhoods, cocktail parties and the PTA,” one of their lawyers said, mocking the charges his client faced. This was a narrative deliberately reinforced at the time by the US administration, which was in the middle of an effort to reset relations with Russia. Seeing Russian spies either as figures of fun or as all-powerful is a mistake. The reality was that the illegals were involved in building networks and putting down roots that could have resulted in long-term damage. A previous generation of Russian illegals in the 1930s and 1940s had played a key role in helping steal American atomic secrets and eating away at the heart of British intelligence from the inside. There was real risk from their work and their mission reveals much about how Moscow sees—and sometimes misunderstands—the West.

But they were also people. There are complex personal stories at the heart of this tale. Imagine being a child brought up in suburban America, pledging allegiance at school and running lemonade stalls for your neighbors, but then coming home one day from a pool party to find the FBI all over your house. And then being informed that your parents were not Americans but Russians. And then two weeks later being on a plane to Moscow. It is no wonder that the work of the illegals became the inspiration for The Americans, a TV drama set in the eighties. And the real-life spies are sometimes more extraordinary than those of fiction.

The ghost-stories roundup of 2010 illustrates the pivot in Russian espionage that was taking place and changes that were not appreciated at the time. “The Western world can’t bring itself to believe to what extent it is transparent and vulnerable to Russian illegal intelligence,” a person who worked inside Russia’s top secret illegals directorate argues. Moscow has long sought to exploit that openness but the way it does so has changed. The end of the Cold War did not end the illegals program, but the new interconnectedness of the 1990s and then the post-9/11 era have changed the way it goes about it. That led to a new breed of spy, Anna Chapman being one example. This is not our parents’ Cold War.

Vladimir Putin is a practitioner of the martial art of judo. It allows a weaker opponent to defeat a stronger adversary. Rather than confront that opponent head-on, the trick is to leverage their strength to throw them off balance. That is what Russia has done with the West. Using the West’s openness was at the heart of the illegals program, but the Kremlin’s judo has evolved since 2010 as the internet and social media have offered new opportunities. The internet’s fundamental features make it a perfect place for those who want to obscure or hide their identity—opening the way for what I call the new “cyber illegals.”

One reason the 2010 illegals story was downplayed was that the Russian spies did not get hold of classified information. But this was another mistake. What if spies are not after secrets but influence? The Kremlin’s agents have learned to marshal espionage, influence operations, and use technology in a novel way as they engage in a conflict with the West that for many years went unrecognized.

These changes were slow to be appreciated in the West, partly a result of the deliberate playing down of the events in 2010 and partly because of the continued hold of a Cold War mind-set. This is a story that matters not just because of what it tells us about Russian and Western espionage but also because of its consequences and repercussions. The pain and humiliation of the defeat in 2010 would not be forgotten in Moscow. It left scars on Putin personally. Russia’s leader, who worked with the illegals program as a young KGB officer, has risen to power and cemented his hold on it thanks to a story he told his people about spies and treachery. Revenge for that humiliation would come served in a bottle of perfume eight years later and in a new campaign unleashed against the West by the Kremlin. Russia is now barely out of the news. But that also has risks.

THE CIA’S APPRENTICE spies who have been chosen to operate in Moscow are given an extra level of training on how to spot the surveillance teams that will be following them. Identifying the tiny telltale signs that suggest the woman in the shop or jogger on the street is not just a member of the public but actually a Russian surveillance operative takes an extra degree of preparation required from anywhere else. After a training mission out on the streets, the students report back to their instructors on which of the people they thought were really watchers. But some trainees become so hyperaware they get it wrong, believing that ordinary people are in fact operatives trailing them. These false positives are known as “ghosts.” A form of paranoia is always a risk for those who work in intelligence. It can also apply to nations as well. Russia and the West have sometimes seen “ghosts”—the hidden hand of the other side when it is not there, especially now. Trying to distinguish between the apparition and the real is difficult but a clearheaded appreciation is vital to avoid the dangers of miscalculation.

The aim of this book is not to demonize Russian spies, let alone all Russians. It is a mistake to not try to understand how the world looks from inside the Kremlin. A mind-set that Russia is a besieged fortress under subversive attack from the West—and particularly the CIA and MI6—has played an important role in justifying Moscow’s actions. Spying is supposed to illuminate the other side’s intentions, but it can also increase tension and drive conflict. This book is based on interviews with dozens of intelligence officers in London, Moscow, Washington, and elsewhere, including some who have served as illegals. Many have worked at the front lines and in most cases they spoke anonymously, but their accounts help explain how we got to where we are today.

It is tempting to talk about a “new Cold War.” That conflict is long gone. There is a new one that is being fought today with both old techniques, like illegals, and new ones. And the best place to start this story is at the moment that the last conflict ended.
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Three Days in August

August 18, 1991

THE SMALL BAND of Western spies operating in Moscow had learned to trust their instincts. And that Sunday    afternoon some of them could sense something strange in the air.    For CIA and MI6 officers working undercover in the capital of the Soviet Union, the shadow of the all-powerful KGB was everywhere. It was on the streets and in their bedrooms, black cars trailing them, eyes watching them, microphones listening in. They had received the most intense training that their agencies offered in order to survive in the belly of the beast—the bleak and unforgiving capital of their adversary. CIA officers would walk the streets continually so they knew every crossroads and alley better than those in their hometowns. That was so that when the moment came to “go black” and lose a tail they might have a shot. The phrase “Moscow Rules” referred to this highest level of tradecraft—or spy skills—required to contact Russian agents who were providing secrets to you. There was no room for error, since one mistake might mean leading your KGB tail to them. You would be expelled. They could end up dead.

The MI6 station was smaller than its American counterpart—only a handful of officers. The head of the station had been a special forces officer and he liked to run. One benefit was that it let him stretch his surveillance team. Perhaps you might be able to lose them for a second or two in order to drop a package off or pick it up. In order to keep pace, the KGB assigned an Olympic runner to stay on his heels. That worked until the MI6 man, running on the outskirts of town, decided to jump into the Moscow River and swim across just to annoy his surveillance team. But late that Sunday afternoon there was a mystery. When the youngest member of the MI6 station went for his regular run in a nearby park, he could see the usual surveillance was there as he began. But then, as he became increasingly breathless in the summer heat, he realized the surveillance had vanished. No watchers. No parked car. That had never happened before. Catching foreign spies was the KGB’s priority. What could have been so important that they were called away?

The mystery was solved the next morning when the spies turned on the radio. Hard-liners were seizing power in a coup. The country’s leader, Mikhail Gorbachev, who had been progressively opening the country up, had been detained in the Crimea. Some of the KGB’s best surveillance teams—normally reserved to follow foreign spies—must have been pulled back to deal with events. The KGB was the sword and the shield of the Soviet state. The bulk of its half-million personnel were devoted to internal security; its mind-set was the constant search for enemies who threatened the grip of the Communist Party. The chairman of the KGB, Vladimir Kryuchkov, feared Gorbachev’s reforms were undermining the pillars on which the Soviet Union had been built, leaving it at risk of collapse, and he was one of the plotters. That Monday morning, columns of tanks made their way across the capital, scattered amid the usual morning traffic as people returned from the weekend. But there was something tentative about the move; the soldiers seemed unsure how to act. The CIA’s chief of station, David Rolph, had only arrived three months earlier from Berlin (“at least I’m going somewhere stable,” he told colleagues) and now found himself in the middle of a crisis no one had predicted. He told his officers to fan out across the city and find out what was going on.

In the place known as “the Woods” or, more formally, as “Moscow Center,” elite KGB officers watched with surprise from the window as the endless column of tanks trundled toward the city center. Yasenevo is set among trees half a mile from Moscow’s outer ring road. From 1972 it has been home to spies whose job it is to steal secrets around the world—then known as the KGB’s First Chief Directorate. Past the barbed wire and guard dogs sits a gray 22-story building set in a park by a lake. Most of the staff was shuttled in every morning in anonymous buses but the most senior generals were housed on-site in a compound of dachas.

At the moment the coup began, the man in charge of the First Chief Directorate had been playing tennis at Yasenevo. That was because Leonid Shebarshin was not one of the plotters. A few weeks earlier, Shebarshin had stood next to KGB chairman Kryuchkov as they addressed the new political leaders—men like Boris Yeltsin, who had just been elected president of Russia by popular vote. Russia was still part of the Soviet Union. But the control that the center exerted over its empire was crumbling as republics—including Russia itself—were flexing against the Communist Party that ruled over them. Shebarshin sensed that day that the politicians were more interested in their own power struggles than the warning he was there to deliver about the “main enemy”—the United States. “What was not changed was the ambition of the US to weaken the Soviet Union and deprive it of the status of a great power,” he told his restless audience. Washington’s “new world order” meant American dominance. The Cold War had not really been an ideological struggle, he believed. It was really about Western resistance to the idea of Russia as a great power. Shebarshin’s worldview had surprisingly little to do with communism. As that faded, what remained was a resilient core of nationalism. The Soviet Union covered nearly a sixth of the world’s surface. But size was also weakness. Western spies had been supporting separatist forces trying to fray the bonds of the USSR, Shebarshin explained. He was frustrated that no one seemed to be listening. But he had not realized how far the man next to him would go. A few weeks later, the KGB chairman and other hard-liners feared a treaty that was about to be signed would break up the USSR and so launched their coup. Now, from his spacious office in Yasenevo, Shebarshin watched on Monday morning as the tanks rolled into the city. But they stopped at red traffic lights. That hardly looked ruthless. The spymaster was hanging back—not committing either way. Ironically, the man in charge of the KGB’s international espionage operations then turned on CNN to find out what was happening in his own country.

Thousands of miles away on that same Monday in August, there was proof that Shebarshin’s First Chief Directorate was still in the game. An American intelligence officer went for a walk to a park only a few miles from the headquarters of the CIA in Virginia. He liked Mondays as he knew there were fewer FBI surveillance teams operating. Underneath a footbridge he left a package containing highly classified information about intelligence operations the United States was mounting against the Soviet Union. He retrieved another package containing twenty thousand dollars in cash and a message. He was one of two spies the KGB had deep inside its opponent’s intelligence services. This spy had been active for more than a decade but not even the KGB knew his real name. And the pair were not the only spies the KGB had in America—they also had their own officers, living as sleepers.

HIGH IN YASENEVO’S tower, those who controlled the KGB’s most prized spies had also been watching the tanks. Floors fourteen to twenty on the main tower were home to Directorate S. Its work was kept secret even from other colleagues in the building because this was where the KGB ran deep-cover agents who lived abroad under false identities—illegals. Traditional spies work under diplomatic cover in a foreign country—posing as something like a second counselor for trade. If such a spy is caught, they have diplomatic immunity and can only be expelled. Other spies work under nondiplomatic cover, as, say, a businessman. They have no diplomatic immunity. In the Russian terminology, they are “illegal.” Many countries undertake this kind of spying but Directorate S takes things a step further. A deep-cover Russian illegal can be not just operating under cover of a different occupation but can take on an entirely different nationality. The Russian will not—to all appearances—be Russian but instead be German or Canadian or even American. They can spend decades undercover in a different country, burrowing deep into their target society—sleepers. Some will live and die in a foreign land, buried in a graveyard under a name that was never truly their own. Illegals are the pride of Soviet and then Russian intelligence—having assets deep inside enemy territory provided a sense of power and reassurance and an edge over their adversaries. Were they worth the vast investment? “My experience tells me that this practise quite justified itself,” Leonid Shebarshin said.

When the 1991 coup began, a legendary figure made a surprise reappearance in the corridors of Directorate S. Yuri Drozdov had retired a few months earlier as the head of the directorate. But in August as the tanks rolled, he returned to the duty room, with a sparkle in his eye. “We’ll restore order in the country! We’ll clear up the mess. It’s about time!” he told surprised staff. Lean, with a long face, Drozdov had entered Berlin with the Red Army at the end of World War II and by 1962 was a KGB illegal in Germany. Drozdov escorted American lawyer James Donovan across East Berlin to organize one of the most famous spy swaps of the Cold War, when the illegal Rudolf Abel was exchanged for captured American U2 pilot Gary Powers. He then spent four years in New York before in 1979 becoming head of Directorate S, where he ran the illegals for more than a decade. But in his final months in charge, he had found the uncertainty and confusion surrounding the Soviet Union deeply unsettling.

The illegals around the world had become agitated as they watched news of the political divisions and disarray back home. These men and women had dedicated their lives to an idea that communism would transform the world. But what if that was now disintegrating? At an operational meeting before his retirement Drozdov had revealed the depth of their concern. A few illegals, he said, had broken every rule and written directly to him asking what was going on. “Personal letters are being written to me,” he told his astonished subordinates. “They ask what is happening in our motherland. They say they can’t understand anything! They ask who it is they are working for. Is it for the Soviet Union or for Russia? For the Communists or for the ‘new democrats’?” He explained that the illegals feared that the new political leaders might betray them. Some said they would not maintain contact with the center for their own safety until the situation was resolved. They would continue with their long-term missions but avoid short-term scheduled contacts. “I have received not just one letter like this but several,” an exasperated Drozdov explained. “What have they been doing? Have they held their own Party congress?” he joked.

The illegals were the glory of the KGB. Drozdov’s greatest nightmare was that this intelligence capability—so prized and so patiently built—could be lost. He was sufficiently worried that he began destroying some of the documentation so it could not fall into the wrong hands. Fear may have driven him to back the August coup. But Drozdov’s return, like the coup itself, would be short-lived.

Out in the city, the CIA officers sent out by their chief of station began reporting back. They realized their KGB minders were absent and so for the first time, they took the risk of meeting contacts quickly on street corners without the usual careful preparation. They visited the airport and TV stations—all the places you would seize first in a well-planned coup. But no one had secured them. The whole thing was starting to look like something a group of desperate men had cooked up quickly after too many vodkas rather than a well-oiled operation. Crowds of ordinary people were taking to the streets as a light drizzle fell. Barricades were going up. The plotters had failed to arrest Boris Yeltsin and he would become the focal point of opposition. After decades of the tightest control, everything seemed to be unraveling at bewildering speed. The CIA officers could see the army waver. The coup was a last, desperate attempt to prevent the demise of the communist system. Instead the plotters had hastened its death. Gorbachev flew back to Moscow to reassert control. The plotters were arrested. But the chaos did not end as the state seemed to unravel.

Shebarshin was summoned to see Gorbachev. He was offered the temporary chairmanship of the KGB. As he walked out of the meeting, he could hear protesters outside. He knew what a revolution sounded like from his time in Iran in 1979. He took an underground tunnel to the Lubyanka in central Moscow—the imposing headquarters of the KGB. It was eerily quiet inside. As the light faded, Shebarshin could see Dzerzhinsky Square out of the window. After the 1917 revolution Felix Dzerzhinsky had led the Cheka. Its mission had been to use whatever means necessary to preserve the hold of the Communist Party against domestic and foreign counterrevolutionary forces. Dzerzhinsky led a “Red Terror” in which countless were killed and yet the KGB had built a cult of personality around him. To this day his successors—who portray themselves as guardians of the state battling against subversion—are known as “Chekists.”

That August evening protesters gathered around the ten-ton statue of Dzerzhinsky in the square. For them it was the symbol of oppression. There were excited speeches and slogans, an air of the impossible suddenly becoming possible. The crowds maneuvered a crane into place. “Death to the KGB,” some shouted. There was at least one undercover CIA officer among the crowd. Despite the suspicions of the KGB that they were manipulating events, the Western spies in Moscow were doing no more than observing, astonished as history unfolded before their eyes. Shebarshin forced himself to watch from a fifth-floor window as Dzerzhinsky was taken firmly by the neck. The man who had overseen countless summary executions remained expressionless as he prepared for his own. His iron legs seemed to give one last shudder and then he toppled. A man in a white shirt stood on the empty pedestal and shook his fist triumphantly in the air. For the crowd it was a moment that signified the end of the old order. The KGB was dead. Wasn’t it? In the early hours of the morning, a few KGB officers snuck out of the Lubyanka and left a message on the empty pedestal. “Dear Felix, we are sorry that we couldn’t save you. But you will remain with us.”

The next day, staff inside KGB headquarters were ordered to seal the doors. Knowledge is power for a spy service, and for the KGB it resided in its files that listed the names of informers and agents at home and abroad. These had to be protected at all costs. When East Germany had seen its revolution in 1989, the offices of its security service, the Stasi, had been overrun. There had been frantic shredding of documents. In Dresden, a young KGB officer on his first foreign posting had watched in fear as the crowds gathered outside his office. He had dreamed of joining the KGB since he was a teenager. He called a Red Army tank unit to ask for protection. He expected them to crush the protests, but they explained they were still awaiting orders. “Moscow is silent,” he was informed. He was shocked. It was time to destroy the files. “I personally burned a huge amount of material,” the KGB officer later recalled. “We burned so much stuff that the furnace burst.” That officer’s name was Vladimir Putin. He would never forget what happened when crowds rose up and Moscow was silent.

In August 1991, the KGB in Moscow feared the same fate as the Stasi. Shebarshin opened his safe and pulled out incriminating papers so they could be destroyed. He also took out his service pistol—a Makarov 9-millimeter semiautomatic. He carefully oiled and cleaned it. He gave the order to ship files out to a secure location. Shebarshin was then informed that his time as head of the KGB would be only a single day. Gorbachev returned him to head of the First Chief Directorate and installed a liberal reformer as his superior, with a mission to break up the KGB.

Thousands of miles away, in Langley, Virginia, the cables from their team on the ground were being pored over for every detail. No one in the CIA had seen the coup coming and now their opponent was down. But were they out?

“Their dicks are in the dirt,” the head of the CIA’s Soviet division, Milt Bearden, used to tell his staff. Bearden was a straight-talking Texan with a swagger to match who was head of the CIA’s Soviet and Eastern Europe division. The division was the powerhouse of the agency. Its inner sanctum would become known as “Russia House”—a reference, like so much in the spy world, to a John le Carré novel. But at the moment of triumph, it was a house divided. Many officers had spent their entire career having been working against the Soviet target, but Bearden was an outsider, his last job running operations in Afghanistan. That meant he was viewed with suspicion by the insiders. There were deep divisions over how to deal with the old enemy. Bearden’s view was that times had changed and that liaison—sitting down with the other side’s spies—offered new opportunities. That view was met with deep resistance from those who thought it was naive to think their adversary was changing. The “insular subculture didn’t want to let go of the Cold War,” Bearden would later write of his critics; “it had been too much fun.” Over the decades to come, and even as it moved away from the center of CIA operations, Russia House would always retain its own unique identity, its work sealed off from everyone else behind walls of secrecy. Its critics would say it was trapped in the past, but inside its walls, its inhabitants believed they were the only ones who understood that, whatever changed on the surface, the opponent they faced off against was patient, persistent, and aggressive, and only they fully appreciated the danger. At the time of the coup they thought Bearden did not get it.

As the coup collapsed, Bearden summoned one of his officers into his spacious office. Mike Sulick was a Bronx-born former marine who had served in Vietnam and had a PhD in Russian studies. He joined the CIA in 1980 and had already done one undercover tour in Moscow. He would eventually rise to be the head of the CIA’s clandestine service and a central figure in the intelligence war with Russia, one of the key players in the Vienna spy swap. Sulick that day had his bags packed to head off to Lithuania, one of the Baltic states that had sought independence from the USSR, in order to make contact with their intelligence service. “As I entered Bearden’s office, he eased back into his chair, propped his leather cowboy boots up on his oak desk, and broke the news: ‘Sorry, trip’s off, young man,’ ” Sulick later wrote. Then Bearden broke into a grin. “But look at it this way. It’s not every day the president puts you on hold,” he explained. The White House had delayed Sulick’s trip while they worked out whether or not to recognize the Baltic states. A few days later Sulick was allowed to travel to meet the Lithuanian spies. Once there, he walked around the local KGB office, a grand building that had been stormed while the coup had been taking place in Moscow. It was littered with documents half burnt and shredded by frantic KGB officers a few days earlier. A portrait of Dzerzhinsky had been slashed with a knife by the protesters who had forced their way in. Sulick went down into the grim, dark cellar in which prisoners had once been tortured in tiny cells. There was even a padded, soundproofed room for those sent mad by their punishment. “The empty cells still seemed faintly to echo the screams of tortured prisoners,” Sulick later remembered. He felt a tightness in his chest, an inability to breathe, and he could only stay inside for a few moments. This was the type of memory that stayed with those who battled against Russia in the spy wars and made them determined never to relent.

A few days later Bearden was in Moscow and sat across from the new, reformist head of the KGB. The KGB chief explained he wanted to end the Cold War mind-set. Too much effort and money had been wasted, for example, by putting listening devices into the new US embassy. Bearden slipped the US ambassador a note: “Ask him to give you the blueprints.” To the amazement of the Americans, the new KGB chief would soon hand over not just the plans but some of the actual transmitters that had been buried inside the American embassy being built in Moscow. Bearden took it as proof that his new ways of liaison might bear fruit. The KGB chief hoped the Americans would reciprocate with details of their bugging operations on Soviet missions in Washington and New York. He would be disappointed.

The handover of the plans by their new boss stunned the hardened operatives of the KGB. They thought it was madness. “How naïve to believe the fall of the Soviet Union meant foreign intelligence would no longer be needed,” thought one officer who had battled America. The KGB’s old guard, like those in the CIA’s Russia House, were not yet ready to give up the game even if their bosses were sitting down together. And their dicks were not quite in the dirt as much as it looked. One thing the KGB had not revealed was that even as their country fell apart, they had a pair of aces up their sleeve—two spies in the heart of American intelligence. But the reforms were too much for some. Shebarshin resigned soon after. “The Soviet Union is no more but eternal Russia remains. It is weakened and disorganised but the spirit of the Russian people has not been broken,” he wrote.

By the end of that year, republics including the Baltics had their independence, Gorbachev was gone, and the Soviet Union was formally dissolved. And so was the KGB, broken up in early December, to reduce the concentration of power. The old First Chief Directorate—the sword—became the SVR, with the task of spying abroad. Even though his statue had been torn down outside, inside the Lubyanka, Dzerzhinsky’s picture was still up on the walls, and small statues stood in rooms and corridors like shrines. The domestic security arm of the KGB—the shield—would go through various names in the coming years before eventually becoming the FSB. The names changed and the organizations underwent a crisis of morale in the following years. But what was preserved among a small cadre of KGB officers was a mind-set—the one that Shebarshin had articulated in 1991, in which Russian nationalism supplanted communism and in which spies had a duty to preserve the state to protect the motherland. That would be passed on to a new generation and when Shebarshin, decades later and in ill health, shot himself in his Moscow apartment using his ceremonial pistol, he would be living in a country run by one of his former KGB officers.

The KGB was dead. But it would rise again as something else. Only a few people understood that less had changed than at first sight. They included the small group of Western spies operating in Moscow at the time of the coup. In August 1991, their respite from surveillance had not lasted long. Precisely three days after vanishing in the park on a Sunday afternoon, the young MI6 officer’s minders from the KGB were back on his tail as if nothing had happened. The game went on.

On December 26, 1991, a married couple sat in a hotel room in Buffalo. They watched on CNN as the flag of the Soviet Union was lowered for the last time and they wept. The pair, with a newborn son to look after, were far away from home. He used the name Donald Heathfield. She was Ann Foley. The trauma they had felt over the last few months as they watched their country collapse had to be buried deep down and internalized. Ann had developed a nasty skin inflammation. It baffled the doctors since it seemed stress-related in origin. And yet on the outside she gave off the impression of a young woman without a care in the world. The couple had to hide their reaction to events in Moscow because they were KGB sleepers living under deep cover in Canada, pretending to be Canadians. Their long-term target was the KGB’s “main adversary.” But now the regime they had served and sworn an oath to was gone, along with the KGB that had trained them. Some illegals would use this moment to disappear, discarding their true selves and melting into the West as their adopted selves. But this couple chose to continue with their mission. They told themselves that their country—Russia—still retained their loyalty. “For me, my country is more than just a government or a certain political arrangement. I was serving my country, my Motherland,” Ann says. But as they watched the ceremony dissolving the Soviet Union and cried, they felt alone. What was their future now?
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The Birth of an Illegal

DONALD HEATHFIELD, LIKE his wife, had been born in a cemetery, a ghost rising from the dead. A baby boy had been born on February 4, 1962, in Canada, the third of four children of Howard and Shirley. Six weeks later, on March 23, Shirley found little Donald lying still, a tiny arm sticking out of the side of his crib. Her child had died. Tracey Lee Ann Foley was born on September 14, 1962, in Montreal, the first child of Edward and Pauline Foley. Seven weeks old and just a few days after she had smiled at her mother for the first time, she developed a fever. Within hours, she died of meningitis. As with the Heathfields, the pain of the loss of a child so young never left the family.

But then a quarter of a century later, Heathfield and Foley were suddenly there again, brought back to life by Directorate S.

The twin tragedies had not gone unnoticed. A KGB officer serving in Canada had observed them. He would steal something from these two families who had already lost something irreplaceable—their children’s identities. KGB officers had the macabre job of strolling around cemeteries looking at graves for likely candidates, a process known as “tombstoning.” The ideal situation was a child who died away from the country in which they were born, with few close relatives, reducing the documentary and witness trail to the death. Once a candidate was found, the next step might be to destroy any documentary evidence of the death. This could be as simple as bribing someone for access to a church registry book and then ripping out the pages. Then came the key—requesting a new birth certificate (a technique that relied on there being no central registry of births and deaths). “It was considered a big success for us when Department 2 managed to obtain children’s birth certificates after a whole family died in a traffic or other kind of accident,” explains one former member of Directorate S. A birth certificate meant a child could be born again as an illegal.

Directorate S was broken up into departments. Department 2 was the storytellers. Their job was to create a fictional life and to make it plausible enough to stand up to scrutiny from a discerning critic by building “legends” and providing backstories. Officers of the department would draw up paragraphs in two columns. On one side would be the supposed detail of a person’s life—Donald Heathfield was Canadian and born in Montreal. On the other side would be the made-up evidence supporting that claim—starting with a birth certificate. If there was a claim that did not have documentation, then there would be a plausible story why. It was painstaking work. If there was any doubt, an entire identity would be discarded. Roughly one in ten attempts would create something considered sustainable against checks by Western security services. Each illegal had a “kurator”—literally a curator of the false identity who would supervise their training and act as a handler once they were in the field.

The Operational Technical section of Department 2 includes a team of highly skilled forgers. What does a French passport issued five years ago look like? What does a Finnish driver’s license look like? They study which inks, papers, glues, and even staples are used in target countries so they can be faked or—if blanks can be stolen—doctored with a new identity inserted. A laboratory works on how to replicate the different types of paper and ink and how to artificially age a document in a special oven so a passport can be filled with the backstory of visas and trips and made to look old when it is in fact new. So why not just create entirely fake personas for the spies? A proper check into someone’s background would raise too many questions and if fake documents are spotted then it is game over. For long-term penetration, the strong preference was always to get hold of real documents rather than rely on fakes. This meant becoming a “dead double”—stealing an identity of someone deceased and then using it to build a set of genuine documents. That was the route for Heathfield and Foley. They might arrive in Canada and start with a birth certificate. This could be used as the stepping-stone to contact public bodies and obtain other identity documents. Ultimately this would eventually lead you to a real passport, helping create what was called an “iron legend.”

So who was the resurrected Donald Heathfield? His real name was Andrey Bezrukov. He was born on August 30, 1960, in Kansk, in remote Siberia, a small town near the route of the Trans-Siberian Railway, home to a MiG fighter base. His parents were often away for work and so he was an independent child, self-contained with a strong inner confidence. Bezrukov traces his family tree back to the Russian conquest of Siberia under Ivan the Terrible in the sixteenth century, when his distant relatives had first come to the region. “For me to forget this is to be left with nothing,” he later said. Remembering your roots was important when you were pretending to be someone else. Patriotism would sustain him in his long years far away from home.

In 1978, at the age of eighteen, Bezrukov went to Tomsk State University. His study of history gave him a sense of the uniqueness of Russia’s story, a country engaged in what he calls an “endless, painful search for herself between East and West.” And it was while a student that he was talent-spotted. Universities are the classic recruiting ground for illegals. Department 3 of Directorate S is in charge of the intense selection process. An ideal candidate is in their early twenties. When a person was younger than that you could not be sure they had what it took to survive. By thirty, they were no longer malleable enough to be shaped into a new person. Spotters looked for those who might have the right set of skills—an aptitude for languages was vital, so was intelligence, patience, adaptability, an ability to cope with stress, and a sense of patriotism. Careful psychological assessments were undertaken. Someone who was volatile or looked like they might drink too much or have too much of an eye for the opposite sex was not suitable. This was all initially done at a distance before a move was made—perhaps, as often in the West, on the recommendation of a professor. Somewhere among the stream of students carrying books to and from class and flirting with each other, the KGB had spotted Bezrukov.

Bezrukov was not recruited alone. The fact that illegals were selected in their twenties posed a problem—relationships. An illegal was destined to spend decades living undercover. It was unrealistic to think they would not engage in relationships. But this posed a danger. If you fell for a local, you would either have to constantly try to hide the truth from them or risk telling them you were not who you said you were. Worse, you might place love over duty and give up your spying career. Anatoli Rudenko, a 1960s illegal, worked in West Germany and London before ending up in the United States as a piano tuner to the rich and powerful—including the governor of New York, Nelson Rockefeller. Rudenko’s career ended when he was forced to reveal he had defied orders by secretly marrying a hairdresser in Germany and taking her with him. Plans to use him to penetrate the United Nations and think tanks—including by seducing lonely young women—had to be shelved. It was an example of why human relationships were the key to an illegal prospering or failing.

And so the preference became to send out couples. Marriages were sometimes arranged and manufactured by Directorate S (its officials could even officiate in order to maintain secrecy). An arranged marriage would not just avoid the danger of falling in love but also offer a partner in undercover work. “You would not have to waste your time chasing after girls and risk falling into bed with the wrong one,” one illegal was told during the Cold War when a partner was offered to him. “You would not have to explain your absences … [Y]our partner would be a trained agent who could help with communications, photography, drops—with everything. You would not be alone behind the lines.” Not all marriages worked. Yelena Borisnovna and Dimitry Olshevsky were sent to Canada under the identity of two dead babies, Laurie and Ian Lambert. Their relationship hit the rocks out in the field. Dimitry moved in with a local woman, while Yelena began to date a British-born doctor. Canadian intelligence arrested them in 1996. The pair were deported, landing on a stormy night in Moscow to be whisked away in a blacked-out van straight from the runway.

Andrey Bezrukov’s marriage, though, was no fake. This was an adventure that two young people set out on together. Elena Vavilova was a fellow history student at the university. She had been born in November 1962 in Tomsk, where her parents were academics. She was a cheerful, outgoing child who enjoyed figure skating, ballet, and acting. At university she played the violin as she studied for her degree. There she met Bezrukov. There was a confidence to him and also a sense he might take her out of the well-ordered world she had grown up in. “Andrey offered me something out of the ordinary, an adventure,” she later said. The young couple spent the night together in the university library, sneaking in before closing time and staying among the book-lined shelves. But they were caught by the director the next morning. There was a telling off but no punishment. Perhaps it was this spirit of adventure and the willingness to take risks together that got them noticed.

The young couple was approached by a man who had an unusual proposal. Did they want to serve their country? She was only twenty-one. “I wondered what would happen to our relationship,” Vavilova thought. “I believe we were selected separately, each of us could have refused the proposal,” Vavilova later explained to me. “However, since we were already romantically involved, it was more beneficial to have us as a couple for the training.” She would later reflect that love marriages among illegals were better than arranged ones because of the trust that was always there. Their first curator sat down with them and in long conversations began to see if they were suitable—their recruiter talked to them about their backgrounds, their lives, their friendships, and their studies, carefully probing them to make sure they had what it took. The strains of the life they were to live drove others apart but, in their case, it would bring them even closer together.

Why did Elena Vavilova agree to become a spy? “The concept of the Motherland—an amalgamation of everything that is important to you,” was her explanation later. Vavilova and Bezrukov were still living in the era of communism when they were approached by the KGB, but it was always as much defending Mother Russia as spreading communism that had motivated them. “For me the main motive that made me agree and accept this job was the desire to prevent another terrible war, like the Great Patriotic War,” Vavilova later said, using the Russian name for World War II. “As a teenager, all the films about the war and the suffering the people had to go through and the high price we had to pay for victory, all of this fostered in me a wish to be part of whatever could be done to prevent it from happening again.” This was the driving force for many Russian spies from the Cold War generation—the sense of threat to their country and the story of their near defeat at the hands of the Nazis before a victory that came at an enormous cost (one which many feel is rarely acknowledged in the West). Almost every family had lost someone in that brutal war. The illegals’ mission was to prevent it happening again by acting as a warning system. The early eighties, when the couple was approached, were years when the need for such warning seemed all too real. In Washington, there was an American president calling the Soviet Union “the evil empire” and who, Moscow feared, might be gearing up for confrontation and perhaps even a first nuclear strike. And at the same time, young men from the Soviet Union, including fellow students from Tomsk, were heading off to fight in a brutal conflict in Afghanistan.

In the West, the word spy refers to both heroes—the James Bonds—and villains—traitors like the Kim Philbys. But in Russia they separate the two concepts with different words—a spy is a betrayer of secrets. Meanwhile, their word for heroic intelligence officers translates more closely in English to “scouts”—in the sense of someone who is working behind enemy lines to scout ahead and report back, providing advance warning. The separating of the two ideas makes it easier in Russia to lionize the heroes and demonize the villains. It also explains how the illegals saw themselves as operating behind enemy lines in order to protect the motherland. They were the “soldiers of the invisible front.”

Soon after, the couple was married. Bezrukov’s parents came to the modest reception in Elena’s parents’ house. A few years later they would be married for a second time, this time as Donald Heathfield and Ann Foley (she chose to use her new middle name rather than Tracey). “The gap between our weddings was short, a few years, but those years were very intense,” Vavilova later explained. There was no honeymoon the first time. Instead, Bezrukov and Vavilova simply vanished from the life of friends and family as they headed to Moscow. Despite the excitement of being in the nation’s capital and the luxury of a two-bedroom apartment, this period was challenging. “The years before we left were quite taxing physically, psychologically and intellectually,” she would say. By the end of every week, they would be exhausted. They had to learn all the traditional “tradecraft” involved in being a spy—out on the Moscow streets they practiced brush-pass contacts, where one person hands over items to another surreptitiously—and tested on whether they could spot surveillance. Inside, they learned martial arts, how to shoot a gun, and how to evade a polygraph lie-detector test. But there was much more to the creation of an illegal than attending regular spy school. For a start, the training was provided to them as a couple by a small group of tutors. They did not mix with other recruits to protect their identity. But it also involved going much deeper. Each illegal required a staggering investment—around four years and by some estimates a million dollars. This compares to CIA and MI6 training for new officers, which is measured in months, not years. “It was not a mass production,” one head of the KGB said. “You do not train illegals … in the classes. It’s a piecemeal operation. You work with an individual, one on one. And only in such a way, we can make them look like an Englishman or a Spaniard or a German.”

As the Moscow snows came and went, Bezrukov and Vavilova’s education involved former illegals educating them in the history of the elite spies whose ranks they were to join. Moscow had developed its specialty in illegals after the 1917 revolution. Many countries did not have diplomatic relations with the communist Soviet Union so diplomatic cover was not an option. In those early years, there had also been a pool of ideologically committed communists of various nationalities who were willing to spy for Moscow. This led to the heyday of the illegals in the 1930s and 1940s. Richard Sorge operated undercover in Japan, moving in the highest diplomatic circles to provide vital intelligence about Tokyo’s relationship with Nazi Germany. In Europe, illegals recruited people who were students and some would slowly work their way into positions of power and influence. Some, like Kim Philby and the Cambridge spies in the United Kingdom, would reach the highest echelons of Western intelligence agencies. In America, illegals worked with the atomic spies who stole the most sensitive secrets imaginable, which proved vital in allowing the Soviet Union to avoid defeat in the early Cold War. Many of these early international illegals were rewarded with execution in Stalin’s purges.

In the mid-1950s, the KGB began a push for a new generation of homegrown illegals. They never quite matched their predecessors, although there were some successes. Among the best known was Konon Molody, who turned into Canadian Gordon Lonsdale. He came to London and ran a spy ring stealing naval secrets. Molody had previously worked as an understudy in the United States for another of the great illegals—Rudolf Abel, a remarkably talented individual who had been born in Britain and served in World War II on the front lines before embedding himself in New York. These were the footsteps Bezrukov and Vavilova were to follow in.

The illegals were treated as heroes in the Soviet Union, far more than their spy counterparts in the United States or Britain. There were stories of their daring undercover operations in World War II. The most fabled was Nikolai Kuznetsov. Films and books were based on his time posing as a member of the German occupying army in Ukraine during which he killed six senior Nazis. The accounts of World War II illegals were a central part of Soviet popular culture promoted by the KGB. One fictional work was turned into a 1973 TV series called Seventeen Moments of Spring. It featured a deep-cover illegal, a Soviet version of James Bond, who posed as a German aristocrat to infiltrate the Nazi SS and who prevented the Nazis from negotiating a peace deal with America. The series was a massive hit, reaching up to 80 million viewers, and was constantly repeated, embedding itself in the popular mind. Vladimir Putin was twenty-one when the series was first shown and he became desperate to sign up for the KGB. One of his first jobs in East Germany in the 1980s, he would later boast, was to work with illegals.

The CIA and MI6 have never had quite the same capability. They do use what Britain calls natural cover and the Americans call non-official cover (NOC) for their spies. When someone is recruited as a CIA NOC (pronounced “knock”) every trace of their contact with the agency is obliterated. Sometimes these officers became annoyed because they had to give up their salary for the cover job, which exceeded their CIA pay even though they felt they had earned it by doing both jobs. They also often felt on the margins of the CIA. Occasionally an individual with a private sector background suddenly gets a surprisingly high-level job at Langley—the reason is they may have spent their career as a NOC. The closest the United States got to Russian “illegals” was the recruitment of dual nationals into its NOC program. So a French-American recruit might end up as a French businesswoman but actually be a CIA officer. But the United States and United Kingdom have never
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A rare photograph of Alexander Poteyev, one of the most important spies of the modern era, seen here as part of a special forces team in Afghanistan in the early 1980s (standing, third from the left). He was the key source on Operation Ghost Stories. Origin unknown
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Potoyev worked for the KGB and then its successor, the SVR, and was later recruited by US intelligence. Origin unknown



 

[image: Image Missing]

The spy swap at the Vienna airport on July 9, 2010, with the Russian plane in the foreground and the American plane in the background. Matthias Schrader/ AP/Shutterstock
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The statue of Felix Dzerzhinsky being toppled outside KGB headquarters during the August 1991 coup in Moscow. Roberto Koch/Contrasto Image Eyevine
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Robert Hanssen, the FBI agent who spied for Soviet and then Russian intelligence services. FBI
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Aldrich Ames, the CIA officer who betrayed vital secrets from the agency’s “Russia House” to his new friends in Moscow. FBI
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President Obama convenes a meeting of senior national security staff in the White House Situation Room in October 2009. Official White House Photo by Pete Souza
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Leon Panetta at CIA headquarters soon after becoming director in 2009. CIA
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Presidents Obama and Medvedev enjoy a burger in Arlington, Virginia, on June 24, 2010, at the height of the “Russian reset.” Three days later, the Russian illegals were arrested. Official White House Photo by Pete Souza
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Milt Bearden, who ran the CIA’s Soviet and Eastern Europe division at the end of the Cold War, pictured outside the Lubyanka KGB headquarters. Courtesy Milt Bearden
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Alexander Zaporozhsky, the former KGB and SVR officer who provided vital information to the CIA, pictured here at his trial in Russia, 2004. He would be swapped in 2010 and travel back to the West. ITAR-TASS News Agency/Alamy Stock Photo
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Michael Sulick, a Russia specialist who rose to become head of the CIA’s clandestine service at the time of the 2010 swap. CIA



 

[image: Image Missing]

A playful picture of Alexander “Sasha” Zhomov, the legendary KGB and FSB officer who led operations against the United States for decades. Courtesy Milt Bearden
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Yasenevo, headquarters of the KGB’s First Chief Directorate and later the SVR, and home to Directorate S, which ran the “deep-cover illegals.” SVR
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Yuri Drozdov, the former illegal who ran Directorate S in the closing decade of the Cold War. Zuma/ Eyevine
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Vladimir Putin’s employment ID while he was working with East Germany’s Stasi spy service, dating from the late 1980s, when he was a young KGB officer.  BStU 
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The illegal Donald Heathfield, aka Andrey Bezrukov, after his arrest in June 2010. US Marshals Service
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An FBI surveillance picture of Ann Foley—real name Elena Vavilova—at her husband Donald Heathfield’s graduation from Harvard in 2000. FBI
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Donald Heathfield with his two sons, Timothy and Alex, in 1999. Courtesy Alex Foley
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Ann Foley with her son Timothy at the Toronto Zoo. Courtesy Alex Foley



 

[image: Image Missing]

Brothers Alex and Timothy Foley in Bangkok in 2011, after their parents were revealed as Russian spies. Courtesy Alex Foley
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The illegals Richard and Cynthia Murphy at home with their daughters. Origin unknown
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Cynthia Murphy’s passport. FBI
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Cynthia Murphy after her arrest in 2010. US Marshals Service
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Cynthia Murphy’s Columbia University identity card. One of her tasks was spotting students who might later join the US intelligence community and become Russian targets. FBI
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Richard Murphy (left) and Mikhail Semenko (right) after their arrests in June 2010. US Marshals Service
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Richard Murphy’s notebook with the code to activate the secret steganography system used to communicate with Moscow Center.  FBI
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The checkerboard code Juan Lazaro used to send messages to the Russian Foreign Intelligence Service. FBI
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Christopher Metsos, the Russian spy who looked after the American-based illegals, seen here in July 2010 at the time of his arrest in Cyprus. Unfortunately, he would soon escape. FBI
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Metsos used multiple identities during his time as a Special Reserve Officer of Directorate S. The date and locale of this photograph are not known. FBI
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Another image of Metsos, this time in America, taken by FBI undercover surveillance in Brooklyn, New York. FBI
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Christopher Metsos is caught by a covert camera in 2004 carrying out a brush pass, picking up money from a Russian official in a New York subway station. He would then give it to illegals working in the US. FBI
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The marker left as a signal by Metsos in Wurtsboro, New York, where he buried money for the illegals. FBI
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An FBI surveillance photograph of Richard Murphy meeting with Christopher Metsos in Queens, New York. FBI
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The two illegals Michael Zottoli (left) and Richard Murphy (right) caught by FBI surveillance video, meeting on a Brooklyn, New York, street. FBI
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Zottoli and Murphy talk in a café, not aware that FBI agent Maria Ricci is seated next to them. FBI
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FBI surveillance video image of Murphy (left) and Zottoli (right) meeting June 20, 2004. FBI
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Zottoli after his arrest in 2010. He and his wife had been based on the West Coast but later moved east. US Marshals Service
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A college identity card belonging to the veteran illegal Juan Lazaro. He was retired when he was arrested. FBI
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Anna Chapman back in Russia after the 2010 swap. WENN Rights Ltd/Alamy Stock Photo
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Anna Chapman in Manhattan before her arrest. Polaris/Eyevine
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An FBI surveillance image of Anna Chapman on the street in New York. FBI
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Former FSB officer Alexander Litvinenko and his wife, Marina.  Courtesy Marina Litvinenko
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Litvinenko in the hospital after he had been poisoned with radioactive polonium in a teapot in London. Natasja Weitsz/Getty Images
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Vicky Pelaez after her 2010 arrest. She maintained she had not known that her husband, Juan Lazaro, was a Russian illegal. US Marshals Service
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An image of Sergei Skripal as a young officer. After joining the Soviet military intelligence service, the GRU, he was recruited as an agent for Britain’s MI6. Courtesy friends of Skripal



 

[image: Image Missing]

Skripal with his family in the mid-1980s. He is holding his daughter, Yulia, who would be poisoned along with him in Salisbury in the UK. Courtesy friends of Skripal
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Maria Butina, a Russian alleged to have run back-channel communications to American political figures for Moscow. She has denied being a spy. Polaris/Eyevine
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