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COPS AND CARDERS

Max Vision, born Max Butler. Ran Carders Market under the handle Iceman. Also known as Ghost23, Generous, Digits, Aphex, and the Whiz.

Christopher Aragon, aka Easylivin’, Karma, and the Dude. Max’s partner on Carders Market, who ran a lucrative credit card counterfeiting ring fueled by Max’s stolen data.

Script. A Ukrainian seller of stolen credit card data and founder of CarderPlanet, the first carder forum.

King Arthur. The Eastern European phisher and ATM cashout king who took over CarderPlanet from Script.

Maksik. The Ukrainian carder Maksym Yastremski, who replaced Script as the underground’s top vendor of stolen credit card data.

Albert Gonzalez, aka Cumbajohnny and SoupNazi. An administrator on Shadowcrew, the largest crime site on the Web until the Secret Service took it down.

David Thomas, aka El Mariachi. A veteran scammer who ran a carding forum called the Grifters as an intelligence-gathering operation for the FBI.

John Giannone, aka Zebra, Enhance, MarkRich, and the Kid. A young carder from Long Island who worked with Max online and with Chris Aragon in real life.

J. Keith Mularski, aka Master Splyntr, Pavel Kaminski. The Pittsburgh-based FBI agent who took over DarkMarket in a high-stakes undercover operation.

Greg Crabb. A U.S. postal inspector, and Keith Mularski’s mentor, who spent years tracking the underground’s elusive international leaders.

Brett Johnson, aka Gollumfun. A Shadowcrew founder who went on to serve as an administrator on Carders Market.

Tea, aka Alenka. Tsengeltsetseg Tsetsendelger, a Mongolian immigrant who helped run Carders Market from a safe house in Orange County.

JiLsi. Renukanth Subramaniam, the Sri Lankan–born British citizen who founded DarkMarket.

Matrix001. Markus Kellerer, a German DarkMarket administrator.

Silo. Lloyd Liske, a Canadian hacker who became an informant for the Vancouver police.

Th3C0rrupted0ne. A former drug dealer and recreational hacker who served as an administrator on Carders Market.


PROLOGUE

[image: ]he taxi idled in front of a convenience store in downtown San Francisco while Max Vision paid the driver and unfolded his six-foot-five frame from the back of the car, his thick brown hair pulled into a sleek ponytail. He stepped into the store and waited for the cab to disappear down the street before emerging for the two-block walk to his safe house.

Around him, tiny shops and newsstands awakened under the overcast sky, and suited workers filed into the office towers looming above. Max was going to work too, but his job wouldn’t have him home after nine hours for a good night’s sleep. He’d be cloistered for days this time. Once he put his plan into motion, there’d be no going home. No slipping out for a bite of dinner. No date night at the multiplex. Nothing until he was done.

This was the day he was declaring war.

His long gait took him to the Post Street Towers, from the street a five-by-fourteen grid of identical bay windows, trim painted the color of the Golden Gate Bridge. He’d been coming to this apartment complex for months, doing his best to blend in with the exchange students drawn by short leases and reasonable rents. Nobody knew his name—not his real one anyway. And nobody knew his past.

Here, he wasn’t Max Butler, the small-town troublemaker driven by obsession to a moment of life-changing violence, and he wasn’t Max Vision, the self-named computer security expert paid one hundred dollars an hour to harden the networks of Silicon Valley companies. As he rode up the apartment building elevator, Max became someone else: “Iceman”—a rising leader in a criminal economy responsible for billions of dollars in thefts from American companies and consumers.

And Iceman was fed up.

For months, he’d been popping merchants around the country, prying out piles of credit card numbers that should have been worth hundreds of thousands on the black market. But the market was broken. Two years earlier Secret Service agents had driven a virtual bulldozer through the computer underworld’s largest gathering spot, arresting the ringleaders at gunpoint and sending the rest scurrying into chat rooms and small-time Web forums—all riddled with security holes and crawling with feds and snitches. It was a mess.

Whether they knew it or not, the underworld needed a strong leader to unify them. To bring order.

Off the elevator, Max idled in the hallway to check for a tail, then walked to his apartment door and entered the oppressive warmth of the rented studio. Heat was the biggest problem with the safe house. The servers and laptops crammed into the space produced a swelter that pulsed through the room. He’d brought in fans over the summer, but they provided scant relief and lofted the electric bill so high that the apartment manager suspected him of running a hydroponic dope farm. But it was just the machines, entwined in a web of cables, the most important snaking to a giant parabolic antenna aimed out the window like a sniper rifle.

Shrugging off his discomfort, Max sat at his keyboard and trained a bead on the Web forums where computer criminals gathered—virtual cantinas with names like DarkMarket and TalkCash. For two days, he hacked, his fingers flying at preternatural speed as he breached the sites’ defenses, stealing their content, log-ins, passwords, and e-mail addresses. When he tired, he crashed out on the apartment’s foldaway bed for an hour or two, then returned bleary-eyed to his work.

He finished with a few keystrokes that wiped out the sites’ databases with the ease of an arsonist flicking a match. On August 16, 2006, he dispatched an unapologetic mass e-mail to the denizens of the sites he’d destroyed: They were all now members of Iceman’s own Cardersmarket.com, suddenly the largest criminal marketplace in the world, six thousand users strong and the only game in town.

With one stroke, Max had undermined years of careful law enforcement work and revitalized a billion-dollar criminal underworld.

In Russia and Ukraine, Turkey and Great Britain, and in apartments, offices, and houses across America, criminals would awaken to the announcement of the underground’s first hostile takeover. Some of them kept guns in their nightstands to protect their millions in stolen loot, but they couldn’t protect themselves from this. FBI and Secret Service agents who’d spent months or years infiltrating the now-destroyed underground forums would read the message with equal dismay, and for a moment, all of them—hacking masterminds, thuggish Russian mobsters, masters of fake identities, and the cops sworn to catch them—would be unified by a single thought.

Who is Iceman?
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The Key

[image: ]s soon as the pickup truck rolled up to the curb, the teenage computer geeks squatting on the sidewalk knew there’d be trouble. “Fucking wavers!” one of the cowboys called out the window. A beer bottle flew from the truck and crashed on the pavement. The geeks, who’d left the club to talk away from the din of music, had seen it all before. In Boise in 1988, being caught in public without a wide belt buckle and a cowboy hat was a bottlin’ offense.

Then one of the geeks did something the cowboys weren’t expecting: He stood up. Tall and broad shouldered, Max Butler cut a quietly imposing figure that was enhanced by his haircut, a spiky punk-rock brush that added three inches to his height. “Waver?” Max asked calmly, feigning ignorance of the Boise slang for New Wave music fans and other freaks. “What’s that?” The two cowboys blustered and swore, then finally drove away with a screech of tires and the waving of mud flaps.

Since they met one another in junior high, Max had become the unofficial bodyguard in the klatch of fellow computer nerds in Meridian, Idaho, a bedroom community then separated from Boise by eight miles of patchy farmland. The town fathers had named Meridian a century earlier for its placement directly on the Boise Meridian, one of the thirty-seven invisible north-south lines that form the Y-axes in America’s land survey system. But that was probably the only thing geeky about the town, where the high school rodeo team got all the girls.

Max’s parents had married young, and they’d moved to Idaho from Phoenix when he was an infant. In some ways, Max combined their best qualities: Robert Butler was a Vietnam veteran and enthusiastic technology buff who ran a computer store in Boise. Natalie Skorupsky was the daughter of Ukrainian immigrants—a humanist and a peacenik, she liked to relax in front of the Weather Channel and nature documentaries. Max inherited his mother’s clean-living values, eschewing red meat, cigarettes, and alcohol and drugs, except for an ill-fated experiment with chewing tobacco. From his father, Max acquired a deep passion for computers. He grew up surrounded by exotic machines, from giant business computers that could double as an office desk to the first suitcase-sized “portable” IBM compatibles. Max was allowed to play with them freely. He started programming in BASIC at the age of eight.

But Max’s equilibrium disappeared when his parents divorced in his fourteenth year. His father wound up in Boise, while Max lived in Meridian with his mother and his younger sister, Lisa. The divorce devastated the teenager and seemed to reduce him to two modes of operation: relaxed, and full-bore insane. When his manic side flared, the world was too slow to keep up; his brain moved at light speed and focused like a laser on whatever task was before him. After he got his driver’s license, he drove his silver Nissan like the accelerator was a toggle switch, speeding from stop sign to stop sign, wearing lab goggles like a mad scientist conducting an experiment in Newtonian physics.

As Max protected his friends, they tried to protect Max from himself. His best buddy, a genial kid named Tim Spencer, found Max’s world exciting but was constantly reining in his friend’s impetuousness. One day he emerged from his home to find Max standing over an elaborate geometric pattern burning in the lawn. Max had found a canister of gasoline nearby. “Max, this is our house!” Tim shouted. Max sputtered apologies as the pair stamped out the blaze.

•  •  •

It was Max’s impulsive side that made his friends resolve not to tell him about the key.

The Meridian geeks had found the key ring in an unlocked desk at the back of the chemistry lab. For a time, they just watched it, sliding open the desk drawer when the lab instructor wasn’t around and checking to see if it was still there. Finally, they swiped it, smuggled it from the lab, and discreetly began testing its keys against various locks on the Meridian High campus. That was how they discovered that one of the keys was a master key to the school; it opened the front door and every door behind it.

Four copies were made, one for each of them: Tim, Seth, Luke, and John. The key ring was returned to the darkness of the chem lab desk after being carefully wiped down for fingerprints. They all agreed that Max must not know. A master key to the high school is a very special talisman that must be wielded with great care—not squandered on foolishness. So the juniors vowed to save the key for an epic senior-year prank. They would sneak into the school and hijack the PA system, blaring music into every classroom. Until that day, the four keys would stay in hiding, a burden borne in silence by the four of them.

Nobody liked keeping secrets from Max, but they could see that he was already on a collision course with the school’s administrators. Max scoffed at the curriculum, and while instructors droned on about history or sketched equations on the blackboard, Max would sit at his desk thumbing through computer printouts from dial-up bulletin board systems and the pre-Web Internet. His favorite read was an online hacker newsletter called Phrack, a product of the late-1980s hacking scene. In its plain, unadorned text, Max could follow the exploits of editors Taran King and Knight Lightning, and contributors like Phone Phanatic, Crimson Death, and Sir Hackalot.

The first generation to come of age in the home computing era was tasting the power at its fingertips, and Phrack was a jolt of subversive, electric information from a world far beyond Meridian’s sleepy borders. A typical issue was packed with tutorials on packet-switched networks like Telenet and Tymnet, guides to telephone-company computers like COSMOS, and inside looks at large-scale operating systems powering mainframe and mini-computers in air-conditioned equipment rooms around the globe.

Phrack also diligently tracked news reports from the frontier battleground between hackers and their opponents in state and federal law enforcement, who were just beginning to meet the challenges posed by recreational hackers. In July 1989, a Cornell graduate student named Robert T. Morris Jr. was charged under a brand-new federal computer crime law after he launched the first Internet worm—a virus that spread to six thousand computers, clogging network bandwidth and dragging systems to a halt. The same year, in California, a young Kevin Mitnick picked up his second hacking arrest and received one year in prison—a startlingly harsh sentence at the time.

Max became “Lord Max” on the Boise bulletin board systems and delved into phone phreaking—a hacking tradition dating to the 1970s. When he used his Commodore 64 modem to scan for free long-distance codes, he had his first run-in with the federal government: A Secret Service agent from the Boise field office visited Max at school and confronted him with the evidence of his phreaking. Because he was a juvenile, he wasn’t charged. But the agent warned Max to change course before he got in real trouble.

Max promised he’d learned his lesson.

Then the unthinkable happened. Max noticed an odd shape on John’s key ring and asked what it was. John confessed the truth.

Max and John entered the school that very night and went berserk. One or both of them scrawled messages on the walls, sprayed fire extinguishers in the hallways, and plundered the locked closet in the chemistry lab. Max carted off an assortment of chemicals and piled them into the backseat of his car.

Seth’s phone rang early the next morning. It was Max; he’d left Seth a gift in his front yard. Seth walked out to find the bottles of chemicals sitting in a pile on his lawn. Panicked, he scooped them up and took them into the back, where he grabbed a shovel and started digging a hole.

His mother stepped out back and caught Seth in the act of burying the evidence.

“You know I have to tell the school now, right?” she said.

Seth was brought into the principal’s office and interrogated, but he refused to name Max. One by one, the other Meridian High geeks were dragged in by the school’s uniformed security officer for questioning, some in handcuffs. When it was John’s turn, he spilled the beans. The school called the police, who found a telltale yellow iodine stain in the back of Max’s Nissan.

The chemical theft was taken very seriously in Meridian. Max was expelled from school and prosecuted as a juvenile. He pleaded guilty to malicious injury to property, first-degree burglary, and grand theft, and spent two weeks at an in-care facility under psychiatric evaluation, where the staff diagnosed him as bipolar. His final sentence was probation. His mother sent him to Boise to live with his father and attend Bishop Kelly, the only Catholic high school in the state.

Max’s first criminal conviction was a minor one. But the impulsiveness and mischievousness that spawned it ran deep in Max’s personality. And he was destined to hold a lot more master keys.
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Deadly Weapons

[image: ]HIS is the Rec Room!!!!

This large, darkened room has no obvious exits. A crowd relaxes on pillows in front of a giant screen TV, and there is a fully stocked fridge and a bar.

Those words welcomed visitors to TinyMUD, an online virtual world contained in a beige computer the size of a minifridge squatting on the floor of a Pittsburgh graduate student’s office. In 1990, hundreds of people from around the globe projected into the world over the Internet. Max, now a freshman at Boise State University, was one of them.

The Internet was seven years old then, and about three million people had access through a measly three hundred thousand host computers at defense contractors, military sites, and, increasingly, colleges and universities. In academia, the Net was once seen as too important to expose directly to undergraduates, but that was changing, and now any decent U.S. college allowed students online. MUDs—“multi-user dungeons”—became a favorite hangout.

Like most everything else on the pre-Web Internet, a MUD was a purely textual experience—a universe defined entirely by prose and navigated by simple commands like “north” and “south.” TinyMUD was distinct as the first online world to shrug off the Dungeons and Dragons–inspired rules that had shackled earlier MUDs. Instead of limiting the power of creation to select administrators and “wizards,” for example, TinyMUD granted all its inhabitants the ability to alter the world around them. Anyone could create a space of his own, define its attributes, mark its borders, and receive visitors. Inhabitants quickly anointed the user-created recreation room the world’s social hub, building off it until its exits and entrances connected directly to TinyMUD spaces like Ghondahrl’s Flat, Majik’s Perversion Palace, and two hundred other locales.

Also gone from TinyMUD was the D & D–style reward system that emphasized collecting wealth, finishing quests, and slaying monsters. Now, instead of doing battle with orcs and building up their characters’ experience points, users talked, flirted, fought, and had virtual sex. It turned out that freeing the game from the constraints of Tolkienesque roleplay made it more like real life and added to its addictive power. A common joke had it that MUD really stood for “multi-undergraduate destroyer.” For Max, that would prove more than just a joke.

At Max’s urging, his girlfriend Amy had joined him in one of the TinyMUDs.* The original at Carnegie Mellon University had closed in April, but by then the same free software was powering several successor MUDs scattered around the Net. Max became Lord Max, and Amy took the name Cymoril, after a tragic heroine in Michael Moorcock’s Elric of Melniboné series of books and short stories—some of Max’s favorites.

In the stories, Cymoril is the beloved of Elric, a weak albino transformed into a fearsome wizard emperor by dint of a magic sword called Stormbringer. To Max, the fictional sword was a metaphor for the power of a computer—properly wielded, it might turn an ordinary man into a king. But for Elric, Stormbringer was also a curse: He was bound to the sword, fought to tame it, and was ultimately mastered by it instead.

Elric’s epic, doomed romance with Cymoril was very much of a piece with the fraught, uncompromising vision of romantic love Max had formed after his parents’ divorce: Cymoril meets her fate during a battle between Elric and his hated cousin Yyrkoon. Cymoril pleads with Elric to sheath Stormbringer and stop the fight, but Elric, possessed by rage, presses on, striking Yyrkoon with a mortal blow. With his last breath, Yyrkoon exacts a heartbreaking revenge, pushing Cymoril onto the tip of Stormbringer.


Then the dark truth dawned on his clearing brain and he moaned in grief, like an animal. He had slain the girl he loved. The runesword fell from his grasp, stained by Cymoril’s lifeblood, and clattered unheeded down the stairs. Sobbing now, Elric dropped beside the dead girl and lifted her in his arms.

“Cymoril,” he moaned, his whole body throbbing. “Cymoril—I have slain you.”



When she first met Max, Amy thought he was cool, rebellious, and kind of punky—different from the usual Boise crowd. But as they spent every free moment together, she began to see a darker, obsessive side to his personality, particularly after he introduced her to the Internet and TinyMUD.

At first Max was thrilled that his girlfriend shared his passion for the online world. But as Amy started making friends of her own in the MUD, including guys, he became jealous and combative. To Max it made no difference if Amy was cheating on him in the virtual world or the real one: It was cheating either way. He tried to get her to stop logging on, but she refused, and the couple began arguing online and off.

Eventually, Amy’d had enough; they were arguing about a stupid computer game? On a Wednesday night in early October 1990, the couple were in another user’s room in TinyMUD when Cymoril finally told Lord Max that she wasn’t sure they really belonged together after all.

It was Max’s first serious relationship, and his reaction was powerful. They had sworn to spend their lives united. Now they should both die, rather than be parted, he wrote in the MUD. Then he got explicit, telling her how he’d kill her. Other users watched with growing concern as his raging took on the tone of a serious threat. What should they do?

One of the in-world wizards got Max’s Internet IP address from the server—a unique identifier that was easily traced to Boise State University. The MUDers looked up the phone number for the Ada County Sheriff’s Department in Boise and called in a warning that a potential murder-suicide was unfolding.

The year had begun hopefully for Max. He excelled at the part-time job his dad gave him at his computer store, HiTech Systems, performing clerical work, making deliveries in the company van, and assembling PC-compatible computers in the shop. And he managed to stay clean of probation violations—though he’d stopped taking his bipolar medication; his father didn’t want him drugged, and, anyway, Max didn’t agree with the diagnosis.

He began dating Amy in February of 1990, four months after meeting her at the Zoo, a dance club in Boise that catered to an underage crowd. A year younger than Max, she was blond, blue-eyed, and, when he first saw her, on the arm of Max’s friend Luke Sheneman, one of the former Meridian key bearers. As Max finished up his last year in high school, they began getting serious.

Max did nothing in half measures, and his devotion to Amy was absolute. She planned on attending Boise State University, so Max applied there, postponing his dream of attending CMU or MIT. He brought her home to meet his computer, and the couple played Tetris together. Their relationship was everything his parents’ hadn’t been. They both thought it would never end.

His old friends barely saw him over summer break. Then the fall term began at Boise State. Max declared a major in computer science and enrolled in a battery of courses: calculus, chemistry, and a computer class on data structures. Like all students, he was given an account on the school’s shared UNIX system. Like a few of them, he started hacking the computer right away. Max’s path was eased by another student, David, who’d already worried his way into a bunch of the faculty accounts. They spent hours in the BSU terminal room, staring at the luminous green text of the terminals and banging on the clacky keyboards. They’d skim through faculty e-mail boxes while holding long, silent conversations, shooting messages back and forth across the room through the computer. David struggled to keep up with Max’s overclocked mind and typing speed, and Max would often get impatient. “What are you waiting for?” Max would type when David fell behind in the conversation. “Respond.”

A little local hacking was generally tolerated by administrators. But then Max started poking at the defenses of other Internet systems, earning him a brief ban from the BSU computer. When his access was restored, he was back on TinyMUD, fighting with Amy.

The sheriff called BSU’s network administrator at two in the morning to tell him about the murder-suicide threat. The police wanted a copy of Max’s computer files to examine for evidence—a request that raised difficult privacy issues for the college. After some discussion with the university’s lawyer, administrators decided not to voluntarily hand over anything. Instead, they’d preserve Max’s files on a computer tape and lock Max out of the computer at once.

Amy worried about what Max might do next, even as she pressed through the slow process of breaking up with him. She still cared about Max, she’d later testify, and was afraid he’d really hurt himself.

Max continued to call her after the TinyMUD incident, and the conversations followed a predictable pattern. Max would start off nice—showing the friendly, caring side that his friends and family knew well. Then he’d escalate into self-pity and threats before hanging up in anger.

On October 30, Max told Amy he wanted to talk to her in person. Still hoping to end the relationship amicably—she was bound to see Max on campus, and she didn’t want him hating her—Amy agreed to come over.

Max had just moved back to his mother’s home in Meridian, a ranchstyle house on a quiet street a block from his old high school. He met Amy at the door, and after reassuring her that he wouldn’t do anything crazy, she followed him to his bedroom at the back of his house. His mother was out, and his fourteen-year-old sister was watching TV.

His bed was still disassembled, so they sat together on the mattress on the floor and began discussing their feelings. Amy admitted that she’d met another boy in TinyMUD. His name was Chad, and he lived in North Carolina. The relationship had moved beyond the keyboard; they’d sent each other photos in the mail, and she’d been calling him on the phone.

Max struggled to control his feelings, holding back tears. He felt betrayed, he said. At the same time, he couldn’t quite believe what he was hearing. He asked her for Chad’s phone number, produced a calling card, and dialed his online rival.

A strained three-way conversation followed; Max introduced himself to Chad and then let Amy take over. She told Chad how she felt. Then Chad asked Amy for her phone number. She gave it to him, and the conversation drifted into an idle banter that only added to Max’s agitation. He grabbed at the phone and hung it up.

Amy watched Max carefully as his breathing intensified and his eyes darted around the room.

“I’m going to kill you,” he finally said. “I’m going to—you’re going to die now.”

She told Max that she didn’t feel like she’d betrayed him, and she wouldn’t apologize. Max began trembling. Then his hands were around her throat and he was pushing her down onto the mattress.

“Fine,” she said. “Why don’t you just kill me then?”

Once Max regained his self-control, he wanted Amy out of his sight. He pulled her from the mattress, pushed her out of his bedroom, and shuffled her through the house and out the front door.

“Go, now,” he said. “Just get out, because I don’t want to kill you. But I might change my mind.” Amy jumped into her car and took off fast.

As she headed back to Boise, she replayed the events in her mind. Lost in thought, she didn’t see the other car until she was slamming into it with a jolt and the crunch of metal against metal.

Both cars were totaled, but no one was seriously hurt. When Amy’s parents learned about the confrontation at Max’s house, though, they began to fear for her life. A week after the accident, Amy went to the police, and Max was arrested.

Max told his friends that Amy was exaggerating the incident. In Amy’s version of events, Max had kept her prisoner in his bedroom for an hour, his hands returning to her throat repeatedly, at one point briefly cutting off her breathing. In Max’s version, he’d put his fingers loosely on her throat for one minute, but he hadn’t choked her, and she was always free to leave. Amy said Max continued to phone her obsessively after the incident, issuing more threats; Max said he left her alone after pushing her out of his house. As far as Max was concerned, Amy was sacrificing him to get out of trouble for her car accident.

The county prosecutor offered Max a misdemeanor deal. But a month before he was scheduled to receive a forty-five-day slap on the wrist from the judge, Max—free on his own recognizance—spotted Amy walking hand in hand with a new boyfriend down University Avenue.

Once again, Max’s emotions overrode his common sense. On impulse he pulled his father’s repair-shop van onto a lawn and caught up with the couple on foot. His body was tight with tension as he circled the pair.

“Hi,” he said.

“You’re not supposed to be around me,” Amy said in protest.

“Don’t you remember what we used to have?”

Amy’s escort spoke up, and Max gave him a warning: “Better watch yourself, friend.” Then he stalked off. A moment later, the roar of an engine. Max was back in the van, zooming across the center line toward the couple on the sidewalk. He passed close enough for Amy to feel the wind from the van as it tore off.

The deal was canceled. The district attorney stretched the law to slam Max with a felony charge of assault with a deadly weapon—his hands. It was a questionable charge: Max’s hands were no deadlier a weapon than anyone else’s.

The prosecution offered him a new deal: nine months in jail, if Max would admit to choking Amy. He refused. After a three-day trial, and just an hour and a half of deliberation, the jury found him guilty. On May 13, 1991, Tim Spencer and some of the other Meridian High geeks sat in the courtroom and watched as Judge Deborah Bail sentenced their friend to five years in prison.


* Amy is not her real name.
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The Hungry Programmers

[image: ]ax found Tim Spencer’s house perched at a summit in the hills separating the suburban sprawl of the San Francisco Peninsula from the quiet, undeveloped towns clinging to the Pacific coast. But “house” was too small a word. It was a villa, six thousand square feet sprawling across a fifty-acre plot overlooking the sleepy coastal town of Half Moon Bay. Max passed through the entranceway columns to the double front doors and entered the cavernous living room, where a curved wall of windows stretched from floor to ceiling.

It was a year after his parole, and Max had come to San Francisco to start over. Tim and some of his friends from Idaho had been renting the house they called “Hungry Manor,” the name a reference to their first enterprise when they’d migrated to the Bay Area a year earlier. They’d planned to bootstrap into the Silicon Valley economy by forming a computer consulting business called the Hungry Programmers—will code for food. Instead, the valley quickly metabolized the geeks into full-time employment, and the Hungry Programmers morphed into an unofficial club for Tim’s friends from Meridian High and the University of Idaho, two dozen in all. Hungry Manor was the group’s party house and home to five of them. Max would be the sixth.

Max walked into Hungry Manor with few belongings but lots of baggage, not least a deep bitterness over his treatment by the justice system. In 1993, while Max was on his second year in prison, Idaho’s Supreme Court ruled in a similar case that hands “or other body parts or appendages” couldn’t be considered deadly weapons. That meant Max should never have been convicted of aggravated assault. Despite the ruling, Max’s own appeal was denied on procedural grounds: The judge conceded that Max was technically not guilty of the felony for which he was serving time, but his old lawyer had failed to raise the issue in an earlier appeal, and it was too late now.

When Max was finally paroled on April 26, 1995, he left knowing that he’d served more than four years in the Idaho State Penitentiary for what, by law, should have been a misdemeanor worth sixty days in the county jail. He’d served hard time on an unjust sentence, while beyond the prison fence his friends had gone off to college, earned four-year degrees, then left Idaho to start promising careers.

He’d moved in with his dad near Seattle, and Tim, Seth, and Luke drove up from San Francisco for a reunion party of the old Meridian High geeks. They marveled at Max’s prison-enhanced physique and his seemingly boundless optimism, despite having no degree and a serious felony conviction on his record. Max knew it was a time of opportunity: A British computer scientist had created the World Wide Web three months after Max’s sentencing. Now there were nearly nineteen thousand websites, including one for the White House. Dial-up Internet service providers were surfacing in every major city, and America Online and CompuServe were adding Web access to their offerings.

Everyone was going online; Max was no longer the weirdo, addicted to a network nobody had heard of. Now, it turned out, he’d been at the head of a pack that was growing to include millions of people. Yet, thanks to his record, Max struggled to win computer employment in Seattle, working odd tech-support jobs through a temp agency.

Online, Max was hanging out in some rough neighborhoods. Looking for the technical challenges his day jobs denied him, Max returned to a network of chat rooms called IRC, Internet relay chat, a surviving vestige of the old Internet of his teenage years. When he’d gone to prison, IRC had been a social hotspot. But with the gentrification of the Net, most inhabitants moved uptown to easy-to-use instant messaging clients and Web-based chat systems. Those who remained on IRC tended to be either hard-core geeks or disreputable sorts—hackers and pirates scheming in the forgotten tunnels and alleyways below the whitewashed, commercialized Internet growing above them.

Max fancied himself an invisible, spectral presence in cyberspace. He chose “Ghost23” as his IRC identity—23 was his lucky number, and among other meanings it was the I Ching hexagram representing chaos. He floated into the IRC “warez” scene, where scofflaws build their reputations by pirating music, commercial software, and games. There, Max’s computer skills found an appreciative audience. Max found an unprotected FTP file server at an ISP in Littleton, Colorado, and turned it into a cache for stolen software for himself and his new friends, stocked with bootlegged copies of programs like NetXray, Laplink, and Symantec’s pcAnywhere.

It was a mistake. The ISP noticed the drain on its bandwidth and traced Max’s uploads to the corporate offices of CompuServe in Bellevue, where Max had just started working a new temp job. Max was fired. Barely a year after his release from prison, his name was mud.

That was when Max decided to start over again in Silicon Valley, where the dot-com economy was swelling to ripeness and a talented computer genius could pick up work without a lot of questions about his past.

He’d need a new name, unstained by his past folly. Max had been known by a nickname in the joint, one abbreviated from a cyberpunk-themed ’zine he’d published from the prison typewriter: Maximum Vision. It was a clean, optimistic name that exemplified everything he wanted to be and crystallized his clarity and hopefulness.

As he left Seattle in the rearview mirror, he said good-bye to Max Butler. From now on, he would be Max Ray Vision.

•  •  •

Max Vision found that life in Hungry Manor was good. Surrounded by rolling meadows on all sides, the house boasted two wings, four bedrooms, a maid’s quarters, a full dining room, a livestock pen, and a brick pizza oven and indoor barbecue in a vented room adjoining the vast, sunlit kitchen. The Hungries had turned the library into a computer lab and server room, packing in a slew of custom-built gaming PCs for recreation. They ran networking cable into every room and energized it with a high-speed Internet link that necessitated the partial shutdown of the 92 freeway as the phone company trenched a new cable run alongside the road. A vintage phone system linked the west wing to the east. As a finishing touch, one of the Hungry Programmers had brought in a hot tub and set it up on the grounds, under the stars.

Max couldn’t have asked for a better launchpad for his new life. One of the resident Hungries got him a job as a system administrator at MPath Interactive, a computer gaming start-up in Silicon Valley that was flush with venture capital. He threw himself into the job. Defying the stereotype of a computer nerd, he drew his greatest satisfaction from his support duties. He liked helping people.

But it wasn’t long before Max’s antics in Seattle caught up with him. One morning, a process server showed up at his cubicle to hand him a $300,000 lawsuit filed by the Software Publishers Association—an industry group that had decided to use his piracy bust to send a message. “This action is a warning to Internet users who believe they can infringe software copyrights without fear of exposure or penalty,” the association proclaimed in a press release.

As the first lawsuit of its kind, the case earned Max Butler a brief write-up in Wired magazine and a mention in a congressional hearing on Internet piracy. Max Vision, though, emerged largely unscathed—few in his new life made the connection to the man named in the high-profile lawsuit.

When the press attention faded, the SPA was willing to quietly settle the case for $3,500 and some free computer consulting. The whole affair even had a silver lining. It introduced Max to the FBI.

Chris Beeson, a young agent with the bureau’s San Francisco computer crime squad, gave Max his pitch. The FBI could use Max’s assistance navigating the computer underground. Recreational hackers were no longer a target for the bureau, he said. There was a new, more dangerous breed of computer criminal emerging: “real” criminals. They were cyberthieves, pedophiles, even terrorists. The FBI was no longer chasing people like Max and his ilk. “We’re not the enemy,” said Beeson.

Max wanted to help, and in March 1997 he was formally inducted into the FBI’s Criminal Informant program. His first written report for the bureau was an introductory course on the virus-writing, warez, and computer-hacking scenes. His follow-up report ten days later ran down compromised file-transfer sites—like the one he’d exploited in Seattle—and a music piracy gang called Rabid Neurosis that had debuted the previous October with a bootlegged release of Metallica’s Ride the Lightning.

When Max got his hands on a pirated version of AutoCAD that was being circulated by a crew called SWAT, the FBI rewarded him with a $200 payment. Beeson had Max sign the receipt with the bureau’s code name for its new asset: Equalizer.

Max liked the FBI agent, and the feeling seemed to be mutual. Neither of them knew that Chris Beeson would one day put his Equalizer back behind bars and begin Max’s transformation into one of the “real” criminals Beeson had hoped to catch.


4

The White Hat

[image: ]ax was building his new life at a time of profound change in the hacking world.

The first people to identify themselves as hackers were software and electronics students at MIT in the 1960s. They were smart kids who took an irreverent, antiauthoritarian approach to the technology they would wind up pioneering—a scruffy counterweight to the joyless suit and lab-jacket culture then epitomized by the likes of IBM. Pranks were a part of the hacker culture, and so was phone phreaking—the usually illegal exploration of the forbidden back roads of the telephone network. But hacking was above all a creative effort, one that would lead to countless watershed moments in computer history.

The word “hacker” took on darker connotations in the early 1980s, when the first home computers—the Commodore 64s, the TRS-80s, the Apples—came to teenagers’ bedrooms in suburbs and cities around the United States. The machines themselves were a product of hacker culture; the Apple II, and with it the entire home computer concept, was born of two Berkeley phone phreaks named Steve Wozniak and Steve Jobs. But not all teenagers were content with the machines, and in the impatience of youth, they weren’t inclined to wait for grad school to dip into real processing power or to explore the global networks that could be reached with a phone call and the squeal of a modem. So they began illicit forays into corporate, government, and academic systems and took their first tentative steps
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