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‘Whoever fights monsters should see to it that in the process he does not become a monster. And if you gaze long enough into an abyss, the abyss will gaze back into you.’

– Friedrich Nietzsche, 1886
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Introduction

It doesn’t take long browsing the messageboard of 4chan to realise that you’re not in Kansas anymore, Toto. The structure might look similar to mainstream forums like Reddit, or even Mumsnet, but differences quickly jump out.

No one has a username – everyone is anonymous. Posts leap from the pornographic, to discussions of obscure anime, to far-right politics and back. Looking for some common thread of coherence is an exercise in futility. Conversations don’t stay around for long, either – as new topics come to the fore, the old ones vanish into the memory hole, gone forever. Where other boards look to build a community through a sense of identity and cohesiveness, 4chan’s anarchic culture is built on almost the opposite.

That means the boards move at pace. One day, 4chan’s users might be obsessed with finding a way to troll the discourse on Pride parades1 – creating supposedly earnest Twitter accounts arguing they should be ‘family friendly’ and exclude kink subcultures, simply to start a fight – while the next day that’s all history and the discussion is about how Ukraine shouldn’t have bothered fighting its Russian invaders. It’s generally a fast-moving nihilistic place that’s all about ‘the lulz’.

Some posts, though, have an impact that lasts long after the post itself has disappeared – perhaps none more so than a message posted on 28 October 2017 in a thread entitled ‘Calm Before The Storm’. It opened: ‘HRC extradition already in motion effective yesterday with several countries in case of cross border run.’

This was a big claim for a one-off post from a new 4chan user (the site gives each anonymous user a random code, so that you can see when the anonymous person replying is the same one who wrote a particular post). It claimed that the extradition of Hillary Clinton – HRC – was underway, and that her passport would be flagged within days. It went on to predict riots in response to the action, staged by some unnamed behind-the-scenes power. Tantalisingly, it also offered a form of ‘proof’, suggesting readers find someone they know who had signed up to the National Guard and ask if they had been ‘activated for duty’.2

A few days and a few dozen posts later, the anonymous account offered an identity of sorts for himself: ‘Q Clearance Patriot’.3 ‘Q’ is a term for a high level of security clearance in the US Department of Energy, which among other duties oversees the USA’s nuclear stockpiles. ‘Q Clearance Patriot’ quickly became known as Q for short among the community dissecting and analysing his posts.

Why someone with such high-level clearance and access to such explosive and sensitive information would choose 4chan to reveal it – and why they would risk compromising such a sensitive operation – was a question left unanswered. The same user posted cryptic but compelling follow-up messages in the hours and days following, but 30 October 2017 came and went and Hillary Clinton remained free, and the predicted riots failed to materialise.

Despite this failed prophecy, Q’s posts started something – a sprawling online conspiracy theory that became a new cult, one with no clear leader and no clear agenda, one into which people across the globe self-radicalised, aided and abetted by the algorithms created by and the lax regulation of the world’s largest companies. Given its birth on 4chan’s anonymous bulletin boards and its initial devotion to the posts of Q, the movement came to be known by a catchy portmanteau: QAnon.

The QAnon conspiracy is a hard one to fully define – we will be doing that throughout the book. But at its core is the concept that the world is run by a satanic, paedophilic elite led by Hillary Clinton. The presidency of Donald Trump waged a heroic battle to stop that elite, all behind the scenes. And it was cut short by the ‘stolen’ US presidential election of 2020.

To most people, that whole concept will look like nonsense (or so I hope). But, from a tiny following among the already somewhat fringe community of 4chan users, it snowballed. Via QAnon influencers it reached a much larger audience through Facebook, YouTube and other social media sites.

The conspiracy theory was perhaps not as unbelievable as it should be. Over the years between 2017 and the present day, as QAnon rose and spread, people across the world watched as an elite continued to get vastly richer even as normal families struggled through first a pandemic and then a global economic crisis.

People also saw reports of elite crime rings based on sexual violence. Jeffrey Epstein, one of the leaders of such a criminal enterprise, had an air of credibility having been photographed with the Clintons, Trumps, celebrities and politicians around the world.4 In a turn of events regarded as suspicious by many, he was found dead in his cell of an apparent suicide before he could stand trial. Ghislaine Maxwell, daughter of the media mogul Robert Maxwell, was later convicted of securing underage girls for Epstein. If that kind of elite crime ring could be real and come to light, what darker secrets might be being kept? The real world provided a tantalising way into the madness of QAnon.

In time the QAnon movement was embraced in the US by Congressional candidates, White House aides and perhaps even the president himself. But that’s not where it stopped. From its genesis in 2017, QAnon caught on among millions in the US – and then around the world. It grew ever more active in the real world and sparked violent incidents and confrontations, leading directly and spectacularly, on 6 January 2021, to a poorly organised but dangerous mob invading the US Capitol Building in a bid to change the election results.

This was a moment that shocked a nation and stunned the world as a country supposed to be the world’s leading democracy came within just metres of disaster.5 It was only thanks to luck and the bravery of a few Capitol police officers that the insurrectionists didn’t come into contact with representatives or senators.

It also, according to conventional wisdom, marked the high (or low) moment of QAnon. Following the riot, those physically present were arrested, while sluggish social networks finally banned its users from their online services. Couple this with yet another failure of prophecy – Biden was inaugurated two weeks later, contrary to the group’s expectations, and Trump did not remain president – and the received wisdom, even among seasoned QAnon watchers, was that the movement was over.

But the conventional wisdom was wrong. Dangerously, complacently wrong. Those who thought the QAnon moment could pass so easily failed to see that QAnon did not come from nowhere and nothing – it had precursors that had built over at least a decade. They failed to see that unfulfilled prophecies rarely end cults, online or offline. And they failed to see that QAnon was already mutating into something new, even before the 6 January riots.

The reality is that as the months of 2021 rolled on, you rarely needed to look far to see that QAnon’s influence was alive and well – a fact that should have been unsurprising: once you believe a murderous cabal is running the world, it takes quite a lot to shift you back to mainstream positions.

One huge opportunity for QAnon believers came through the Covid-19 pandemic, which necessarily required governments to take huge steps that would have seemed draconian just weeks earlier. It is, of course, not necessarily irrational or beyond the pale to oppose lockdown restrictions, or to have concerns about vaccines, but the anti-lockdown movements proved great fodder for QAnon and related groups, and became merged with its ethos.

The boots-on-the-ground proof came on 24 July (24/7: conspiracies thrive on catchy dates), with protests in London, Washington, DC, Mexico City, Paris, Rome, cities in Australia and beyond. It was branded the ‘WORLD WIDE RALLY FOR FREEDOM’.6 In total the protests were held in 129 towns and cities across the planet.7

The London rally put to bed any notion that the protests were just a series of coordinated anti-Covid-restriction marches – the content was far, far more extreme. From a stage in Trafalgar Square, Kate Shemirani, a former nurse, told the crowd the Covid vaccines were ‘satanic’ and contained the number of the devil.

Another speaker told the audience that ‘Parliament are doing the bidding of evil.’ Mark Steele, who campaigns against 5G, was given space on the stage to say that the UK’s Scientific Advisory Group for Emergencies (the panel advising the government on Covid response) was ‘a terrorist organisation’ and that ‘the virus is a hoax’.

The son of well-known conspiracy theorist David Icke was allowed on stage to cite ‘the Great Reset’ – a longstanding theory adopted by QAnon which holds that the global elite want to kill off most of the population, possibly for environmental reasons. Piers Corbyn, brother of the former Labour leader, told the protestors there were ‘four legs and a tail’ to the ‘new world order’, implying not only that there was a secret agenda for a one-world government, but that this agenda was also demonic.8

A mainstream protest against government overreach this was not. This was the stuff of the most extreme conspiracy movements, mobilised online by QAnon groups, even if not everyone in each crowd had heard of Q or QAnon.

On the very same day as the global protests, the onetime hero of the QAnon movement was holding a rally in Arizona, which did not exactly serve to tamp down the conspiratorial flames. Speaking on stage, former US president Donald J. Trump told his supporters that ‘the cabal’ was running Joe Biden’s presidency and had campaigned for him to win in 2020.9

Whether the reference was deliberate or not is impossible to say – especially given Trump’s chaotic speaking style – but the use of ‘the cabal’, a key QAnon phrase used to describe the conspiracy secretly running the world, re-energised the movement on a day it had shown its continuing worldwide influence. Those who think it’s all over were, and are, sorely mistaken.

It’s tempting to think of QAnon as something that began with Q’s first post and ended alongside the presidency of Donald Trump. The truth is stranger and far more disturbing. QAnon was an inevitable product of the way the internet works, something that grew out of previous movements, absorbing the ideas that worked and evolving as it went.

More disturbingly, QAnon is still evolving. It has already merged with the anti-vaccine and anti-lockdown movements and continues to change. It is the conspiracy theory that has eaten all other conspiracy theories, having grown far beyond 4chan and even beyond the mysterious Q and their posts. Many of the millions of people devoting hours of every day to the movement have never read a single post by Q or even heard of 4chan – but they have signed up to a dangerous fringe movement that was born right there.

QAnon is not a cult in the classical sense, though it shares many characteristics with cults. It doesn’t have set beliefs or a set leader. It is not just a conspiracy theory – it is something that consumes and combines conspiracy theories, joining ever more dots into an ever-larger plot.

Instead, QAnon is best thought of as our first digital pandemic – a threat to humanity that has evolved and gone global. It is the online equivalent of the viruses and bacteria that have (literally) plagued society for as long as society has existed. QAnon is not a digital virus in the sense of a computer virus, something that can damage our data or give a hacker access to our data. It is a pathogen that affects us, but instead of transmitting by bodily contact or breath, it transmits online – the ultimate form of social contagion. Social media is engineered to make things go viral. This mechanism inevitably gives rise to viral phenomena far beyond any individual meme or idea, and far more dangerous.

Just as we developed public health, vaccination, antibiotics and more to tackle real-world pandemics, we need to develop a toolkit to tackle the online equivalents – because while QAnon is the first digital pandemic, it won’t be the last.

Digital viral reservoirs

Rabies. Smallpox. Ebola. Bird flu. Leprosy. Tuberculosis. Zika. Lassa fever. MERS.

What do the above have in common? All are infectious diseases, and none of them sound like much fun. But beyond that they don’t have too many obvious similarities. Some are bacterial, some are viral. Some have effective treatments or vaccines, others don’t. One of them, smallpox, is even eradicated in humans.

What all of them share in common is that they have what is known as a ‘natural reservoir’, a term used by epidemiologists to describe diseases that are common in certain animal populations, and which then can pass to humans. These animal reservoirs can lead to the emergence of new diseases or the re-emergence of diseases that had previously been thought extinct. The World Health Organization estimates that more than two-thirds of such diseases come via this route, and say that proportion is only growing. What is especially troubling to epidemiologists is that they don’t fully understand how new diseases cross the species barrier from animal to human.10

The MERS (Middle East respiratory syndrome) outbreak of 2012 eventually affected 27 countries. This new and deadly virus – much deadlier than Covid-19 – took more than a year to trace back to its animal origin, which turned out to be the dromedary camel.11 Thankfully, while MERS was dangerous, it was not especially infectious, meaning that in the decade since its discovery, it has killed fewer than 1,000 people.

We are not, at the time of writing, entirely certain that Covid-19 emerged from an animal reservoir, but researchers suspect that the virus may have emerged from bat populations. Even the ‘lab leak’ theory, which argues that the disease may have escaped from an infectious disease facility in Wuhan, doesn’t rule out the pathogen having originated in animals.

The challenge of animal reservoirs is that we can neither control them nor predict what will emerge from them. The next disease to cross the barrier might be relatively innocuous (on a global scale, though not an individual one), like MERS, or a global catastrophe, like Covid-19. And while we can vaccinate human populations, and encourage people to wear masks and wash their hands, persuading rats, bats or mosquitos to mask up has proven somewhat fruitless.

Natural reservoirs are the perfect breeding grounds for viruses and bacteria to change and evolve, and from which to then emerge. Our problem is that we have created digital reservoirs too, from which QAnon and its precursors – some benign and some deadly – emerged, and from which future movements will also come.

Understanding those digital reservoirs and the lack of control we seem to have over them is key to understanding these new digital movements. And while we do not yet know how real-world viruses move from animals to humans, discovering how digital movements evolve and emerge should be an easier task – and an urgent one.

Most efforts to tackle online conspiracies do so through the lens of misinformation or disinformation, imagining that fact-checks, better moderation or better-managed social networks could go a long way towards fixing our issues. But thinking of QAnon and similar movements as biological entities that evolve in dark corners of the internet and then spread across the mainstream – and figuring out why this happens – reshapes our understanding of what’s gone wrong and how to tackle it. If we’re going to have any hope of returning to a saner public discourse, we don’t have much time.

But, even though it’s getting worse, the problem is anything but new.

Old ideas, new environments

On an ill-fated day in 1144 – almost a millennium ago – the body of an eight-year-old boy, William of Norwich, an apprentice skinner, was found on Mousehold Heath, an area of wood and scrubland just outside the city boundaries.

The death might have been forgotten but for an account from the monk Thomas of Monmouth, who recounted that the boy had been tortured and had a torture device left in his mouth. His injuries were such, the account noted, ‘that no Christian but only a Jew could have taken it upon himself to kill the innocent in such way’.

Monmouth was no eyewitness to the crime, nor was he even in Norwich at the time of William’s murder. His grisly and inflammatory 45,000-word account of the killing was written at least six years after the event, based on some dark rumours that had circulated at the time of the killing and then subsided.

Monmouth’s text appears to have been fabricated in a bid to create a saint’s cult to attract pilgrims and others to Norwich Cathedral. His account claimed that various miracles had happened at the original gravesite of William of Norwich, and he lobbied for martyrdom status for the boy and a Catholic cult celebrating St William. Such cults could prove lucrative for the clergy concerned.12 Yet the rise in William’s reputation came at the cost of that of the Jews – to the extent that Norwich’s tiny medieval Jewish community had to be given shelter and then helped to flee by the local baron, for a crime there was no evidence they had any involvement with.

The consequences of Thomas of Monmouth’s fake account have ricocheted through the centuries: the tale of William’s murder is believed to be the origin of ‘blood libel’, the centuries-running falsehood that Jews engage in ritual child abuse and murder. The lie has been used to justify murder, exile, persecution and even the Holocaust.

It is also, essentially, the core of the QAnon conspiracy, but is completely missed even by some of those who get taken into the conspiracy. While the movement may have substituted a generalised ‘global elite’ for ‘Jews’, the core idea of a powerful and secretive cabal engaging in child murder and sexual abuse doesn’t just predate the internet by centuries – it predates the printing press by centuries, too.13

Blood libel is one of the enduring conspiracy theories of modern and pre-modern society and had no trouble surviving and spreading before the internet. But the emergence of the internet has let it change form at a pace never seen before.

While anyone who knows the origin of the conspiracy will be aware of its inherent antisemitism, this is not true of everyone. QAnon, like many other online groups, is not always overtly antisemitic – instead, it is often just one scratch below the surface. The group talks about the Rothschilds, or Soros, or the ‘global elite’. Like all dog whistles, to those who know what they are listening for it is loud and clear, but is completely missed even by some of those who get taken into the conspiracy, who don’t share those antisemitic views.

QAnon demonstrates the ability of online culture to repurpose old ideas, old conspiracies, old plots, to new audiences and new times. Tropes and narratives that have held for a long time are given new protagonists – whether Antifa, Soros, hedge funds or something else. The stories are also combined in new ways to create a deep rabbit hole, one that is so compelling people can’t help but crawl down it.

When you’re battling narratives that have captured people for centuries, taking down
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