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It is difficult to make predictions, especially about the future.

—Attributed to Niels Bohr and Yogi Berra (among others)
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INTRODUCTION

Throughout the development of this book—from the initial stages to the final edits—technology was a constant interloper. Everywhere I went, someone was talking about a new technology or a problem that had been solved through scientific discovery. Such immersion made for a wealth of topics to be covered but also made it hard to know when to put the pen down.

I was in a wine bar, and a rather large group was having a spirited discussion about the use of blockchain, debating about its merits and how it could improve cybersecurity. The next day, a friend wanted to talk to me about technologies for smart city applications. A few days later, I received an email from a colleague asking what I knew about Bitcoin—in particular, the pros and cons of investing in the speculative online currency. When I came home that evening, the nightly news reported about a hacker who had gained access to data from soldiers’ personal Fitbits. The report described how the hacker had written code that would allow him to hack the network so that the movements of military service members around the world could be tracked. A news report immediately after the Fitbit story lamented the efficacy of the annual influenza vaccine, highlighting that the 2018 strain match was not particularly good.

I did not seek out these discussions on technology. Rather, they found me. These were not technologists but ordinary people who had been exposed to various technologies that were either a part of their daily lives or that they were thinking about or trying to understand. In some cases, they were trying to determine if the technologies should become part of their lives. The discussions highlighted that each was approaching these technologies with a mix of excitement and trepidation, not fully understanding the science or technology behind many of these areas, yet at the same time wanting to know more.

It was at this point I decided the story of technology—the past, present, and future—was one that should be told. Through this telling, perhaps technology could be made less opaque and placed in its proper context. For throughout the history of humankind, technology has been a constant companion, propelling us forward and at times showing our dark side. We are also at an interesting point in the development of technology, at which the convergence of multiple fields has the potential to fundamentally alter the human existence.

My vantage point for the study of technology comes from the perspective of an operator. I have spent most of my professional life considering national security and defense issues. My training, education, and experiences have also largely been concentrated on such applications. Whether in uniform, in industry, or as a senior civilian in the US government, my reflections on the use of technology have largely been from an operational perspective.

Interspersed with these operational experiences have been educational opportunities to consider the evolution of technology, how it affects our society and the world in which we live, and what might be the possibilities for the future.

I have come to believe that technology has been a central organizing construct throughout the history of humankind. We see this in our everyday tools and conveniences as well as in the manner and speed at which we consume and exchange information. However, over the past two hundred years, the rate of technological development has accelerated exponentially. The confluence of technologies led by information technology, communications, and transportation has been the driving force behind a series of monumental changes that we have labeled globalization.

We are witnessing a symbiotic relationship between technologies where advances in one area contribute to growth in other endeavors. As technologies develop, they lead to other technologies and even new fields. Just over the past fifty years, we have seen space travel to the moon and the formation of a new domain called cyber, and we are possibly on the verge of redefining what it means to be human through a mix of biotechnology, artificial intelligence, and the Internet of Things advancements.

The overwhelming pace of technological development has made the world seem smaller, increased competition between nations, and even greatly changed the dynamics of human interactions. We are now more intertwined across global societies and know more about each other and the physical world in which we live.

Ominously, the rate of change of technology, either individual technologies or in combinations, shows no evidence of slowing down. In fact, such change and technological development appears to be accelerating. For me, the analogy has been the Disney World ride in which one sits in a car that moves at a fixed pace while projections along the walls create the perception that one is speeding along, moving first by horse and carriage, then in an automobile, then in a rocket ship zooming through the galaxy. Just as the Disney ride moves at a fixed pace, humans have biological processes that have remained relatively constant—the beating of a heart, the speed at which we move—yet our surroundings have accelerated, placing greater demands on us in areas such as cognition and crisis response.

We are living in a nonlinear world where combinations of technologies have become far greater than the sum of their parts. In this way, we signify that the function is no longer additive but, rather, multiplicative—or perhaps even exponential. We are witnessing new generations of technology in rapid succession across many technology areas. Consider how rapidly new generations of cellular telephones are delivered to market or how autonomous systems are becoming a reality, encroaching into nearly every aspect of our lives. It will likely not be too long until we become a driverless society.

It is against this backdrop that we will consider technology development. Looking at the past provides a perspective on how far we have progressed. Understanding where we are today allows us to take stock of the progress we have made. Looking toward the future allows us to think of the possibilities.

In this future, understanding which technologies will be the most important, how to combine them to gain maximum benefit, and technology’s overall effect on society will be important to the future of humankind. Just as in millennia past, when humans used early technology to build tools to survive, future generations must also build the tools that will ensure their survival.

This book examines the future of technology and proposes a methodology to better understand how technology is likely to evolve in the future. It will not attempt to pick individual technology winners and losers but, rather, will seek to provide a structured way to think about future technologies. Looking through this lens, we will identify the attributes that a future successful technology will seek to emulate and identify pitfalls that a technology developer should seek to avoid. This process will also help us think about the impact of technology on individuals and societies.

Future technological development has the potential to alter the traditional relationships between nations and societies, and societies and individuals. Undoubtedly in this developmental process, there will be those who argue for going slowly, while others are likely to call for an even faster pace. How this delicate balance proceeds will be important to the types of societies that emerge.

Inevitably, questions about the potential for managing technology will arise. Will the mechanisms that have been developed and are used today remain relevant (or successful) in this new age of technology? Specifically, will laws, policies, regulations, standards, and codes of ethics developed in a different era remain useful to managing technology in the future? Or will new mechanisms need to be developed?

In this discussion, some may seek to label certain technologies as being not worthy of examination, identify them as significant dual-use threats with both civilian and military applications, or paint them as inherently dangerous. I reject this characterization of technology and would submit that it is not the technology but how it is used by individuals, organizations, and nations that determines whether it becomes a threat—or an opportunity. Furthermore, in considering technology’s role in the future, one only need look at history to understand that halting the development of a technology is irrational, self-defeating, and, anyway, not possible.

Humankind has always sought to advance, and technology has been one of the facilitators of and accelerators for this progress. Technology for survival created opportunities to gain better understandings of the natural world, and thus for societies to grow. These understandings helped build the world of today.

This book was motivated by several personal experiences. First, my observations about the importance of technology in the security and defense field have been foundational. The history of warfare contains numerous examples of specialized technologies designed to improve the efficiency of armies in battle. It also contains examples of technologies developed for civilian or peaceful purposes being applied in warfare with great effect. Perhaps not as well understood is that many of the technologies originally developed for use in warfare have later been adapted for nonmilitary uses with great benefit to society.

Second, my experiences serving in government in the Department of Homeland Security in the Science and Technology Directorate caused me to directly confront questions surrounding how technologies are developed and what leads to successful transitions that fulfill a need. I also saw firsthand that successful technology development has as much to do with getting people to use it as with the technology itself. It may be terrific, but if the operator cannot or will not use it, it is irrelevant.

Finally, on many occasions, friends and colleagues have asked questions about the development of technology. Some are simply looking to know more about the field. Others are asking for practical purposes as they look to integrate technological solutions into a business deal. Still others are looking to better understand how a novel, dual-use, or disruptive technology is likely to shape an outcome.

This book has been developed with these experiences in mind. The book consists of three parts: “Foundations,” “Managing Technology,” and “The Future.” In “Foundations,” the basics of technology are considered. What is the difference between science and technology, research and development, innovation and transformation? Do these distinctions matter any longer, given how in our society today, they are largely used interchangeably? In “Managing Technology,” the current systems of control are considered to understand how effective they have been and how to think about technologies that will be developed in the future. The final part of the book, “The Future,” examines the roles and responsibilities of those who use technology (which is all of us) in relation to those who develop technology.

In reading this book, try to put yourself in the perspective of the main character in the story. After all, we all have vast and varied experiences with technology, both positive and negative. Try to envision how your life would be different without many of the tools and gadgets we have at our disposal. And also try to place yourself in the future and think of the possibilities that advances in technology are likely to bring. Ask yourself whether technology could actually be controlled—and if so, how, to what end, and with what downsides?

And so, our journey begins . . .




PART I

FOUNDATIONS

Technology has advanced more in the last thirty years than in the previous two thousand. The exponential increase in advancement will only continue.

—Niels Bohr

Modern technology has become a total phenomenon for civilization, the defining force of a new social order in which efficiency is no longer an option but a necessity imposed on all human activity.

—Jacques Ellul




CHAPTER 1

IN THE BEGINNING . . .

As we go about our daily lives, it has become nearly impossible to remain divorced from the technologically enabled world of the twenty-first century. Seemingly everywhere we are confronted with some kind of new technological or scientific marvel. Short of divesting of our digital footprint and turning our clocks back several hundred years, our prospects for halting or reversing the march of technology are dim.

At the same time, technology has become both an enabler for society and a potential threat from those who would endeavor to misuse it. The proliferation—some call it the democratization—of technology has made it far more widely available. At times, it has placed statelike capabilities into the hands of individuals. Consider cyber, which has a low barrier for entry and allows the user access to critical infrastructure systems, personal data, and the ability to project information across the globe in milliseconds. It is no overstatement to say that any technology that has been developed has at some point in history been misused. Such is the nature of technology, and of humankind.

For much of the history of humankind, development has proceeded along a linear path. The evolution of humans largely proceeded on a steadily increasing trajectory. A complementary increase in technologies aided in this development, supported the progress of the species, and led to the building of societies. With very real purpose, human-kind developed a capacity to feed itself. The development of spoken and written languages allowed for communicating with each other and recording human history. Our quest for discovery resulted in increased trade and travel and intermixing of peoples and cultures. The introduction of mathematics by the Babylonians and Egyptians in around 3,000 BCE provided a basis for logic and problem-solving.

For the past two thousand years, humankind has seemingly been on a technological tear. Major cities have been formed, transportation systems have been developed that allow masses of people to routinely traverse the globe in a matter of hours, and communications networks connect us instantaneously and beam information around the globe at the speed of light. Today, humankind stands on the verge of being able to manipulate the very essence of life.

Just over the course of the last two hundred years, the pace of discovery and the resultant changes in societies has been dramatic. The Agricultural Revolution ended, and the Industrial Revolution is now in the rearview mirror. In the twentieth century alone, the automobile and winged aircraft were introduced and became common modes of transportation. Humans have landed on the moon and now live above us on the international space station. The last quarter century saw the invention of a new domain, cyberspace.

We are in the Information Age, and the rate of change continues to increase across a wide swath of technology areas. Terms to describe technologies that did not exist a handful of years ago are now commonplace: cyber, artificial intelligence (AI), Internet of Things (IoT), augmented reality and virtual reality, nanotechnology, quantum computing, neural networks, and 3-D printing are just some of the new areas we are encountering.

The early years of the twenty-first century continue to demonstrate the dominance of technology in this new era. Advances in a broad range of technologies have had fundamental impacts on our societies, both positive and negative. Social media and twenty-four-hour news cycles have allowed us to know more about our world than ever before. At the same time, they have been credited with electing a president in the United States and threatening societies overseas. Genetically modified organisms have become the enemy in some parts of the world—for example, in the European Union. Cyberattacks threaten to make the internet unusable and have exposed the private records of more than 150 million Americans to foreign entities and criminal elements.

AT THE INTERSECTION OF HUMANKIND AND TECHNOLOGY

Today, we are rarely separated from technology as we go about our daily lives. Regardless of where a person goes on the planet, it is likely that she will have the advantages of technology. The clothes she is wearing have likely been designed to be water resistant or optimized for the climatic conditions. The cellular telephone she carries provides position location information, a means of communication, and an ability to catalog her travels, to name just a few of the functions. If she is going camping, the backpack allows for conveniently and efficiently carrying cumbersome loads. And the pocket knife she carries, which consists of multiple tools contained within a convenient package, allows her to survive in the wilderness and perform functions from cutting wood to eating with utensils. But ask yourself, “What is technology, and where does it come from?”

At its core, technology is about solving problems. It is the practical application of knowledge and has been around for as long as humans have been in existence. Early humans as far back as 1.76 million years ago developed hand axes and large cutting tools to assist them in their daily lives.1 Weapons were used for hunting, making the task of acquiring food less dangerous and more efficient. After the hunt, other tools were used in breaking down the kill so that it could be consumed. Utensils were used for cooking the meat. Pottery was created for the storage of water, grains, and berries. These early tools allowed humans to grow and prosper. They also served as the foundations for the technology of today. In fact, the evolution of humankind and technology are intertwined.

As humankind evolved from subsistence hunting and gathering to modern societies, technology supported this process. The early subsistence gathering eventually evolved into the development of agriculture as a means of acquiring food. Evidence of humans consuming wild grain can be traced back more than a hundred thousand years, but the deliberate and planned cultivation of grains and domestication came far later, around fifteen thousand years ago.2 The earliest pottery has been discovered in China dating back twenty thousand years. It was likely used for storage as well as cooking and steaming, including baking pita-like foods.3 The crockery also allowed for a more mobile society, as grains and water could be more readily transported.

Many refer to this period as the Agrarian Age or the beginning of the Agricultural Revolution. Regardless of terminology, the march toward the development of modern societies took a major leap forward as a result and led to the development of implements that made agriculture—both growing crops and domesticating livestock—more efficient. In turn, this provided greater yields to feed hungry peoples, grow stronger humans, and build societies.

The nature of humankind has been to seek better ways to do things, to increase the efficiency and effectiveness of a task. In agriculture, that has translated to development of new techniques to grow, harvest, and process grains; promote the domestication, growth, and health of livestock; and find more efficient ways to feed populations. Irrigation made for greater availability of arable lands for growing crops. Farming tools were developed to more efficiently plow and plant fields. Wetlands were drained for growing crops. Crop rotation began in the sixteenth century.4 Modern farming techniques including the introduction of machinery coincided with the beginnings of the Industrial Age.

Each of the mechanical enhancements was designed to solve a real-world problem. The cotton gin was designed to rapidly separate fibers from seeds. The tractor was introduced to more rapidly plow the fields and plant and harvest the crops. Long before people understood genetics, plant breeding was introduced that resulted in the development of cross crops with traits and genes that were beneficial for crop yield or survival in harsh environments. Some were designed to be resistant to drought or to pests. The results of the introduction of technology to the field of agriculture are clear. By one account, in the 1940s, a single farmer could feed nineteen people. By the year 2000, one farmer could feed 155 people.5

In discussing progress in agriculture, one account cited five technologies as being essential for this increase in productivity. The plow, which was introduced in approximately 3500 BCE in Egypt, allowed for more rapidly tilling the soil. By 1855, John Deere Company was selling thirteen thousand plows per year. The introduction of the tractor, which was aided by the development of the steam engine in the 1870s, allowed for more rapid tilling of the soil. The efficiency this brought also reduced the cost of producing crops. The combine, which could harvest quickly, made what was fundamentally a labor-intensive process highly mechanized and less costly. The introduction of fertilizer in the 1890s protected crops against disease and led to an increase in yields. Finally, biotechnology, including the selective breeding of animals and plants with highly desirable traits, has led to increased yields and efficiencies. As of 2012, “94 percent of cotton, 93 percent of soybeans, [and] 88 percent of corn in the United States were planted using biotech seeds.”6

Increases in technology have resulted in related changes in the labor markets. With the introduction of technology, there has been a decrease in the number of people required in agriculture, with corresponding increases in the industry and service sectors. During this same period, crop yields have continued to increase. For example, in 1840, approximately 70 percent of the US workforce was engaged in agriculture. The other 30 percent were working in industry or in the services sector. By 2012, the US workforce in agriculture was down to 1.4 percent. Industry, which included mining, construction, and manufacturing, rose steadily from 1840–1955 and peaked at approximately 38 percent of the workforce. Interestingly, the number of people in the industrial sector has continued to decline and now stands at slightly less than 20 percent of the US labor market. The reduction is largely due to robotics and automation.

So far, we have been talking about technology, or the practical application of knowledge. But it is also interesting to consider when science—the quest for fundamental understanding of natural phenomena—began. Identifying the point in human history when science came into being is both challenging and controversial. Evidence suggests that at a very early point in our development, humans became interested in gaining a greater understanding of the world in which we live.

Some of the earliest science can be traced to the field of astronomy. Locations have been identified in Africa and Europe that were used to track the moon’s phases as early as 35,000 BCE. More recently, at Crathes Castle in Scotland, twelve pits were discovered, dating from ten thousand years ago, that track the phases of the moon and lunar months. Many consider this formation a step toward the formal construction of time. Whether these measurements were used to tell time in a practical sense or were seeking to gain a fundamental understanding of a natural phenomenon is not clear. In the first case, it would reflect a technological development, while in the second case, an attempt to gain scientific understanding.7

Throughout the history of humankind, an interesting phenomenon can be seen. Observations regarding cause and effect have at times led to the technology being applied long before the science is understood. Such was the case in the development of a vaccine for the smallpox virus in the 1790s. While Edward Jenner did not understand the science behind a smallpox virus infection, he did observe that milkmaids never became ill with smallpox, but instead were harmlessly infected with cowpox. He inferred that this was due to their close work with cows and hypothesized that a cowpox infection could offer immunity against the deadlier smallpox virus. Acting on this observation, he inserted pus from a local milkmaid infected with cowpox into the arm of a local boy, James Phillips. Several days later, Jenner tested his theory by exposing the boy to live smallpox virus. As surmised, Phillips did not come down with smallpox. Interestingly, when Jenner attempted to publish his findings, he was turned down, as it was deemed that further proof was necessary before the article would be accepted.8 Even the science of Jenner’s day required more than anecdotal evidence to verify his claim.

In the history of humankind, technological enhancements have often served as inflection points after which societies became fundamentally changed. For example, the use of the first tools was an inflection point that fundamentally altered the prospects for the species’ survival and continued evolution. Other examples of inflection points related to technology include the development of language and mathematics, the printing press, mass production, the nuclear era, and the internet. Some may argue that religion could fall into this category as well. While I would not object to such a characterization, it is beyond the scope of this book.

Just as no technology is either all good or all bad, neither are the resulting inflection points. One could easily go through this previous list of technologies and identify where an inflection point has resulted in both good and not-so-good outcomes. Nuclear energy and atomic weapons come to mind in this regard. Of course, some might be tempted to argue that even nuclear weapons and the strategic stability they brought were beneficial in preventing a major global war between the East and West during the Cold War.

KEY THEMES

The book considers technology’s effect on society in the past, present, and future. Along the way, several key themes will be developed.

As the capabilities of humankind have increased, the quest for gaining a fundamental understanding of the world has driven greater scientific study, which in turn has fueled greater technological achievements. Through this discovery, we are learning more about the universe and each other in leaps and bounds.

Our world is more connected than ever—some might even say smaller—and events in one part of the world have implications for nations and peoples thousands of miles away. Advances in information, communications, and cyber technologies are allowing for sharing of ideas, data, and information in real time. Entire movements, as evidenced by 2010’s Arab Spring, have gone from a spark to a raging inferno in a matter of hours and days.

Dual-use technologies are allowing individuals to have statelike capabilities. Areas of science and technology that once were the exclusive domain of nations, such as Global Positioning Systems (GPS), have become parts of our daily lives. The growth of multinational corporations complicates placing controls on or managing science and technology proliferation.

Laws and treaties, other international organizations such as the United Nations and World Health Organization, coalitions of the willing, and unilateral actions—both individually and in combination—have historically been used to shape outcomes, influence national and international actions, and enhance national security. With the proliferation of science and technology across the globe, the effectiveness of many of these institutions is being called into question.

In many areas, advances are so rapid they are outpacing policy makers’ ability to place adequate controls on them. In the absence of policies and regulations, technologies are continuing to move forward. Decision makers in government and industry are frequently confronted with how to respond to a new advancement before its implications have even been fully assessed. Some get it right, and others don’t.

SEIZING THE OPPORTUNITIES AND PREPARING FOR THE CHALLENGES

As scientific discoveries and technological advances continue at this breakneck pace, having the foresight to properly and rapidly identify the challenges and opportunities that await will be imperative.

The technology superhighway is littered with those who either have been passed at light speed by newer technology or failed to read the signs and adapt. The prize will go to those who are able to look at the future and anticipate the likely changes in technology. In this journey, there are no recipes for success. Rather, there are indications of when changes are occurring within a technology area or when a novel application of technology might signal a new beginning—or an impending end. Being able to detect these changes in enough time to affect outcomes must become a priority for future technologists.

Each new technology has evolved in its own way. However, commonalities in evolution exist that can be useful to observe and understand. Technologies today do not stand alone but, rather, are combinations of other technologies that have been brought together for practical purposes. Numerous examples of these combinations exist. Cars consist of multiple technologies combined into systems and further integrated into a compact conveyance that allows drivers to operate safely in moving from place to place. Mobile computing makes use of computer science, radio electronics, electricity, transistors, software development, antenna technology, and batteries, to name a few. Advances in biotechnology are based on the convergence of several technologies including information technology (IT), without which such breakthroughs as high-throughput sequencing and bioinformatics would not have been possible.

This book also examines how others have sought to assess the future of technology. What have been the successes and failures? What are the elements that will likely contribute to understanding how a technology will mature? After considering what lessons have been learned in assessing technologies, a methodology will be proposed for examining individual technologies and their resultant impact on particular areas of activity.

Finally, in many respects, the idea of managing technology essentially comes down to a question of balance. What is the proper balance between allowing scientific discovery and technological advancement to go largely unfettered versus imposing constraints that would stifle their progress? What are the benefits versus the risks of developing the technology? What is the proper balance between security and privacy? Does more need to be done to protect US research and development and intellectual property, or should the benefits be shared globally?

In reflecting on these questions, consider the following scenarios. Do they cause you concern, or are they just part of the progress of human advancement and technology development? How you answer speaks volumes about your individual preferences in areas such as privacy and security.


	the use of Internet of Things technologies to constantly monitor traffic, the maintenance on your car, and your location

	the widespread substitution of autonomous systems for humans in the workplace

	disease research using gain-of-function methods to increase disease virulence to aid in the development of treatments and cures

	targeted sales advertisements based on your internet search history

	the use of biometric capabilities for screening at the speed of life, which would virtually eliminate waiting in lines but leave vast trails of digital footprints

	allowing your DNA to be used for population-wide studies for disease prevention that would ultimately lead to truly personalized medicine but could also be used for decisions affecting education, employment, and insurance

	the use of gene editing to make changes to the human genome (1) for curing disease, (2) for enhancing performance, or (3) for altering fundamental human qualities

	the development of lethal artificial intelligence and autonomous systems capabilities for use on the battlefield

	the theft of more than $1 trillion in intellectual property from US military aircraft programs



One caveat is in order. This book is not intended to be an exhaustive study of technology throughout the history of time. Nor is it intended to cover all technologies and their contribution to human development in chronological order. Furthermore, it does not attempt to look at individual technologies, except as such an examination contributes to the overall understanding of science and technology’s impact on individuals and societies.

Our goal throughout the book will be to take a long view of technology, examining the past and the present in the hopes of gaining insights into the future. Doing so allows us to understand the possibilities, as well as the challenges likely to be encountered. While the past and present have been and are currently being written, the future is ours to shape. The role of society and the technologist—using this term in its broadest sense to include scientists, technology developers, and individuals who rely on technology in their everyday lives—will be to shape a future that is hospitable to humankind.




CHAPTER 2

PERSPECTIVES AND DEFINITIONS

Think back to challenges you have faced. They don’t have to be big challenges—maybe just getting along in everyday life. Perhaps you are cooking and need to cut up the ingredients for your recipe. Maybe you want to get a message to your friends and family, and you reach for your cell phone. Or perhaps you need to find directions to a restaurant and quickly get on the computer to download them.

Technology—or perhaps, more specifically, combinations of technologies—is now available to assist you in these daily tasks. Without even thinking about it, we reach for a technology to solve our problem. Likely, you do not even think about the technological marvels that have become the fixtures of everyday life. These technologies, evolved over millennia of human existence, have now become routine parts of our daily lives.

In this chapter, we will place technology into a historical context to demonstrate the codevelopment of humankind and technology; four technologies will serve as examples of these dependencies. We will also consider technology from the users’ perspectives. My own experiences as an “accidental technologist” will be offered as a demonstration for how technology has aided and, at times, encroached upon our lives.

And finally, we will develop working definitions for science and technology; research and development; and innovation and transformation. These are the definitions that will be used throughout the remainder of the book.

HISTORICAL PERSPECTIVES

In the first chapter, the relationship between humankind and the development of technology was described as synergistic with humankind’s quest for practical purposes and solutions to problems. The results were technologies that led to increased human development. In fact, technology has been around for as long as humans have. But describing the relationship in this way does not seem to go far enough. For the codevelopment of humankind and technology has been an important constant throughout recorded history.

If we examine the ages of human history, they correspond to the technologies of the day. The Stone Age (50000–3000 BCE) saw the use of wood and stone for daily tasks, weapons, and building materials. The Bronze Age (3000–1300 BCE) and Iron Age (1200–250 BCE) saw the introduction of these metals in the technologies of the day. Development of ancient societies in Egypt, India, Greece, and Rome (8000 BCE to 476 CE) introduced the concepts of societies and laws, use of technology for warfare, agriculture, building cities, and increased trade and travel. The Islamic Golden Age (750–1300 CE) led to discoveries in science and mathematics. The Renaissance (1350–1650 CE) saw a rebirth of “culture, arts, science and learning.” Humankind’s codevelopment of societies and technology continues into the modern era’s Agrarian Age, Industrial Revolution, Nuclear Age, and Information Age.1 In fact, throughout history we have measured human development and technological maturity using the same scale.

From the earliest days, humans have sought ways and means to survive and become self-sufficient. In the same way that humans have evolved over millions of years with our DNA recording this journey, so too has technology. The early building blocks of technology can be seen in even the most sophisticated of modern technologies.

While an exhaustive recounting of human and technology development will not be attempted, placing this codevelopment in context will provide a basis for understanding how their intertwined history is likely to affect future technology development. In this examination, the individual technologies developed over time are far less important than how they have been combined into technology systems and have led to inflection points in the history of humankind. Several examples will be considered in demonstrating how technology development can affect the trajectory of humankind: the printing press, electricity, nuclear weapons, and the internet. Each of these technologies resulted in an inflection point in human history.

The printing press provided a means to accurately share knowledge. Prior to its development, information was passed through oral recounting or handwritten documents. Neither provided the speed or accuracy to proliferate knowledge effectively or efficiently. Early printing was done using a technique called block printing that entailed carving blocks of wood, coating them with ink, and pressing sheets of paper on them to transfer the imprint.2

This process was far less time-consuming and more accurate than either handwriting or speech. The technique was employed by Chinese monks more than six hundred years before the first printing press was developed. In between, in the eleventh century, a method for using movable characters made of clay was developed that represented a significant improvement in speed over block printing. Advancements continued in the materials used in printing, going from clay to wood, to bronze, and finally to steel.

In 1440, a German craftsman, Johannes Gutenberg, developed the first printing press. Gutenberg experimented with various materials, configurations, and processes before developing a mechanized way to transfer the ink from movable type to paper and move the printed paper off the ink press, creating an efficient assembly line for rapid printing. Gutenberg’s printing press essentially made knowledge more affordable and available. Previously, only those who could afford to pay to have a manuscript copied had access to books and, by extension, the knowledge they contained.

The printing press also promoted the rapid sharing of knowledge and contributed to a widely literate public. The effect of the printing press was perhaps disproportionately seen in the sciences, where the accurate sharing of information is crucial. In fact, the printing press has been cited as leading to the Scientific Revolution of the Enlightenment in the 1600s.3

The natural phenomenon of electricity was observed long before it was understood, could be characterized, or was able to be controlled. Early observations of its effects on humans from electric fish and lightning strikes provided ample evidence of electricity. The early efforts of humans to understand electricity included observations of static electricity from friction caused by rubbing amber (as early as 600 BCE), and of the relationship between electricity and magnetism (in the 1600s).

In the seventeenth and eighteenth centuries, theories and experimentation continued, with the definitive link between the theory of electricity and lightning (1752); the theory of bioelectromagnetics, which established electricity as the mechanism by which neurons passed signals to the muscles (1791); the recognition of electromagnetism (1820); and the invention of the electric motor (1821). Discovery and invention continued throughout the latter half of the eighteenth century and into the nineteenth with such developments as the electric battery, the telephone, radiotelegraphy, light bulbs, and rotating magnetic fields.4

It is not by happenstance that the growing use of electricity led to a second Industrial Revolution (which saw electricity begin to replace the steam power that was the hallmark of the first Industrial Revolution). Today, electricity is embedded throughout modern society and essential in all communications and infrastructure. One only need look at the impact of Superstorm Sandy in 2012 to understand how important the electrical sector is to the American way of life. The storm affected twenty-four states, including most of those along the Eastern Seaboard, and caused more than 130 deaths, massive flooding, and more than $65 billion in damages. The storm also left 8.5 million people without power, including more than a million who lacked power even a week after the storm. It required the efforts of more than seventy thousand linemen, technicians, and other workers from around the nation to help with power restoration. The storm also reinforced that the electrical sector was first among equals for critical infrastructure. Without electricity, gas stations could not operate, the financial sector could not function, restaurants could not reopen, and normalcy would not return to the lives of those affected.

The devastating loss of electrical power during successive hurricanes that made landfall in Puerto Rico in October 2017 served to further reinforce the degree to which modern societies have come to rely on electrical power. Failure to rapidly establish power exacerbated the human tragedy, as even five months after the storm, one-third of the island or nine hundred thousand people still lacked power. The delay in restoring power prevented reopening of hospitals and resulted in numerous deaths.

The development of nuclear capabilities has clearly affected the trajectory of humankind, for both military necessity and peaceful civilian use. Nuclear weapons represent an important inflection point in global security affairs, while the development of nuclear energy provided a new source of efficient, clean energy.

Nuclear power plants generate some 14 percent of the world’s energy; however, some countries such as France get more than 75 percent of their energy from nuclear energy. Many other countries are seeking to incorporate nuclear power into their energy portfolios but have been limited by initial start-up costs and requirements for safeguards for nuclear material.5 Some 450 power generation reactors and 225 research reactors are in use around the globe. Many of these research reactors serve as sources for medical isotopes used in medical applications. Another 160 or so are planned to be built for power generation.6

The history of the development of nuclear technology will be discussed in greater detail later in the book. However, additional discussion of the strategic implications of nuclear weapons will be discussed here, as these weapons ushered in the Nuclear Age and the associated deterrence framework that has been the “cornerstone of American security for more than seventy years.”7 During the Cold War, the United States and our allies relied on strategic, intermediate, and tactical nuclear weapons to offset the large advantages in conventional military forces held by the Soviet Union and the rest of the Warsaw Pact. It is not hyperbole to state that nuclear weapons were a foundational capability on which both sides came to rely. Around the globe today, many nations have come to see the acquisition of a nuclear weapons arsenal as a strategic imperative to assuring their security: the five declared nuclear weapons states (United States, Russia, China, Britain, and France) as well as Israel, India, Pakistan, North Korea, and Iran to name a few. Still other nonnuclear nations desire to be under a nuclear umbrella as a guarantee of their security—such is the case for the NATO alliance that benefits from this extended deterrence posture.

Today, a smaller strategic nuclear arsenal provides deterrence—and, should deterrence fail, the necessary strategic and warfighting capabilities to protect US interests in the complex twenty-first-century security environment. The US deterrence strategy seeks to “prevent attacks by influencing an adversary’s decision-making, ensuring they see no gain in attacking the United States or our allies.”8 The nuclear and conventional capabilities have been crafted into a complex deterrence architecture in which assets are routinely moved around the globe to signal intentions, provide assurances to allies, and defend US interests.

The internet, like electricity, has ushered in a new era: in this case, the Information Age. For our purposes, internet will be used as a broad umbrella term that includes the development of computers and the early networks for passing messages as well as the global network that exists today. While the history of the development of the internet will also be presented in detail later in the book, here our goal is to highlight the synergistic relationship between the technology and the development of society and humankind.

Today, the internet has become a new domain, serving (similarly to electricity) as the lifeblood of a large majority of the global population and nearly all US citizens. We have come to rely on this technology for information about our friends, family, and society.

The internet has also become a de facto utility allowing for monitoring, assessing, and controlling critical infrastructure, communications, and financial transactions, among other uses.

Yet at times, these two uses of the internet—for information sharing and as a utility—seem a bit in conflict and perhaps even portend two alternative futures. Is it an information-sharing platform with capabilities for controlling the imperatives of daily life? Or is it an industrial control system that can also provide the capacity to share vast amounts of information across global society?

Despite the differences in how each of these four technologies—the printing press, electricity, nuclear weapons, and the internet—have evolved and the role they play in global society today, there is little doubt that these technologies have been part of or caused an inflection point in the course of human history.

OPERATIONAL PERSPECTIVES

At times, I have felt like an “accidental technologist,” but I have concluded that many of us likely feel that way. The pervasiveness of technology means we are always drawing on some capability that has evolved over the course of human development or endeavoring to use a modern technology or looking for the next “bleeding edge” technology.

Throughout my professional career, I have had the opportunity to rely on, consider the applications of, and develop technologies. Some of these experiences have been smooth and successful, while others have been challenging and resulted in less than successful outcomes. In some ways, technology has been the bane of my existence, as often I have been called upon to implement technology solutions.

Through these experiences, I have come to see technology as being much broader than the application of science or knowledge, and also far more expansive than a tool, gadget, or piece of equipment. In fact, the derivation of the word technology in Greek includes “art, skill, cunning of hand” and implies the application of devices, methods, and practices for practical purposes. I have found this more expansive understanding of technology to be more relevant in considering technology’s role in our lives. Furthermore, my perspectives on technology are most directly related to operational experiences in security and defense. Examining technology through this lens, one sees both its potential and its pitfalls.

Technology can improve the quality of our daily lives and increase the effectiveness and efficiency of the work that we do. But if misused, technology could become a dangerous capability for those with malicious intent. One only need look at the terrorist attacks of September 11, 2001, to see that the same planes that allow us to connect with people across the globe can also be used as missiles to destroy buildings and kill innocent people. Both possibilities must be considered when examining technology. And it is in this spirit that I offer the following anecdotes and some encapsulating thoughts about my view of technology.

The technologies of today are really systems of systems.

As a young lieutenant in the US Army, my job entailed installing message centers and communications systems in command centers supporting major warfighting headquarters and senior commanders. The purpose was to deliver message traffic essential for decision-making in a potential conflict. It was a highly technical field and required understanding of a broad range of subordinate technologies. My platoon had vehicles that required maintenance, power generation systems for the communications equipment, and radios and teletypes for passing message traffic. The equipment was mobile and had to be reinstalled with each move of the supported element’s operations centers. Furthermore, these subsystems needed to be synchronized to operate as a component of the larger system, which ultimately included its tactical emplacement on a potential battlefield. Interestingly, years later, this unit consisting of tens of millions of dollars’ worth of equipment and seventy personnel has largely been replaced by a wireless smartphone outfitted to send and receive classified messages.

Technologies can and must be combined and recombined to achieve operational purposes.

As a commander of a six-hundred-person signal battalion in the 1990s, my unit was deployed in Bosnia-Herzegovina as part of the implementation force peace operation. Over time, the goal was to replace the current tactical communications equipment with commercial communication systems provided by one of the major long-haul communications providers. The commercial system would include telephone communications and internet services. The melding of technologies—the tactical system that had been in place for six months and the new commercial system that was to be installed—required combining technologies in ways that had not necessarily ever been envisioned, and was not without some challenges. However, while these two systems were never intended to operate in the same network, they had been developed using similar communications protocols and standards. Eventually, through the efforts and technical skill of the soldiers, the two systems were combined relatively seamlessly into a single communication system.

A technology is more than the sum of a system’s hardware and software components.

While serving in Operation Desert Storm with the Third Armored Division (one of the lead elements in the invasion of Iraq), my duties required the planning and coordination of a network that would eventually stretch more than 220 kilometers across three countries and be established in a one-hundred-hour period. The network was designed to provide communications capabilities for frontline units and senior commanders directing the war. One of the interesting experiences in the preparation for the attack occurred one day when four very large cases were delivered to the command post. I was asked by the senior leader on site what I was going to do with these new systems. After some inspection, I reported to the general that I had no idea what to do with the new “technology” that had been delivered. In fact, it was only after the war had ended that I would come to find out the new systems were called maneuver control systems or MCS. They were designed to provide the commander with increased situational awareness on the battlefield. This experience reinforced that technology is only useful if accompanied by the knowledge to use it. Having four large boxes that had to be carried throughout the course of the attack and for which no instruction had been provided proved to be nothing but frustrating.

Technology includes the application of science, knowledge, and methods for achieving practical purposes.

As a commander in charge of a signal brigade and immediately in the aftermath of 9/11, my unit was required to have the capability to deploy complex communication systems throughout the world rapidly and in very austere conditions. As these capabilities had not been fully fielded throughout the army, the task became to develop our own deployable communications packages. Each system required integration of a satellite terminal, telephone switching, classified and unclassified internet, and a video teleconference suite. These capabilities and technologies all existed, but not necessarily together, and certainly not in the configurations that would be needed to fulfill the missions that were envisioned. Therefore, the requirement was to develop the system

Technology development cannot be rushed and proceeds at its own pace. Even leadership attention and generous resourcing may not be decisive in pushing technologies to maturity.



Getting a technology to market requires more than interesting concepts—it must be able to be produced in operationally relevant numbers at a reasonable cost, and it must fulfill an operational need.


Delivering technology means understanding one’s core business model and where to go for the technology solutions.



Building partnerships is essential as conducting basic and applied research, and early-stage development is largely unaffordable without relying on the existing body of knowledge and collaborating with others.
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SCIENCE AND TECHNOLOGY


















RESEARCH AND DEVELOPMENT






	1.Basic principles observed and reported

	2.Technology concept and/or application formulated

	3.Analytical and experimental critical function and/or characteristic proof of concept

	4.Component and/or breadboard validation in laboratory environment

	5.Component and/or breadboard validation in relevant environment

	6.System/subsystem model or prototype demonstration in a relevant environment

	7.System prototype demonstration in an operational environment

	8.Actual system completed and qualified through test and demonstration

	9.Actual system proven through successful mission operations






INNOVATION AND TRANSFORMATION















SO WHERE IS ALL THE TECHNOLOGY DEVELOPMENT GETTING DONE?





















	Health and Human Services
	$32.0 billion



	Energy
	$13.3 billion



	National Aeronautics and Space Administration
	$12.3 billion



	National Science Foundation
	$6.2 billion



	Agriculture
	$2.5 billion



	Commerce
	$1.9 billion



	Transportation
	$1.1 billion



	Homeland Security
	$886 million



	Interior
	$850 million



	Veterans Affairs
	$673 million



	Environmental Protection Agency
	$513 million










	United States
	$496.6 billion



	China
	$408.8 billion



	Japan
	$170.0 billion



	Germany
	$114.8 billion



	South Korea
	$74.1 billion



	France
	$60.8 billion



	India
	$50.3 billion



	United Kingdom
	$46.3 billion







	Israel
	4.3 percent



	South Korea
	4.2 percent



	Switzerland
	3.4 percent



	Japan
	3.3 percent



	Sweden
	3.3 percent



	Austria
	3.1 percent



	Taiwan
	3.1 percent



	Denmark
	3.0 percent



	Germany
	2.9 percent



	Finland
	2.9 percent
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