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It is 2:14 in the morning. You have a fresh Kali Linux download, a YouTube tutorial paused at minute six, and a terminal that just answered your last command with a wall of red text you do not understand. You type the fix from the top comment. It throws a different error. Somewhere around the fourth tab of half-read forum threads, a quiet thought arrives: maybe this just is not for me.

Here is the part nobody puts on the cover. That feeling is not a talent problem. It is a map problem.

You were handed a thousand tools and zero order to use them in. The people who make it past that 2 a.m. wall are not smarter than you. They just had someone show them what to run, when to run it, and why — in a place where breaking things was the whole point.

If you have ever installed Kali, felt a jolt of "now I am a hacker," and then sat staring at a blinking cursor with no idea what to actually do next, this book is for you.

If you have bounced between five different video courses, each starting from scratch, each assuming you already knew the last one, and ended up with a pile of disconnected tricks but no method, this book is for you.

If you have wanted to learn this for real but held back because some corner of your mind whispered that "hacking" means doing something shady, or illegal, or one wrong keystroke away from a knock at the door, this book is very much for you. That fear is healthy. We are going to turn it into a discipline instead of a brake.

And if you already work in IT — patching servers, resetting passwords, watching alerts scroll by — and you have realized you are defending against an attacker whose moves you have never actually made yourself, then you are exactly who this was written for.

Maybe you have even bought a thick Kali book before. You opened it expecting to hack something and found two hundred pages on Debian package management and how to recompile a kernel — useful, eventually, but not the thing you came for, and you shelved it by Chapter 3. That is one of the most common complaints readers leave about the big titles in this field, and it is a fair one.

You are not short on motivation. You are short on a single, clear path from the first boot to the first shell. That is the whole job of this book.

There are a few claims ahead that will sound wrong until you see them work. In Chapter 5, you will learn that most of a real engagement is reconnaissance and report writing — the dramatic "breaking in" part is short, and often the easiest piece. In Chapter 6, you will see why the loud, fast scan that feels powerful actually tells you less than a slow, patient one, and can get you thrown off a job. And in Chapter 8, when you finally earn that first shell, you will discover that getting it was the simple 5 percent. The other 95 percent — the part that pays — is something almost no beginner guide mentions at all.

Right now, the gap is real. You can install the operating system, but you freeze at the prompt. You have heard of Nmap and Metasploit, but you could not say which one comes first or what feeds the other. You have no safe place to practice, so every idea you have feels either useless or vaguely criminal, and you never start.

By the end of this book, that changes completely. You will stand up your own isolated lab, point a real methodology at a deliberately vulnerable machine, walk it from first contact to a working shell, escalate your access, crack the hashes you find, and write the whole thing up like a professional. You will be able to sit down at a target you are authorized to test and know — concretely, step by step — what to do.

The approach here is not "memorize these commands." It is "follow this path and understand each turn" — because a person who knows why a tool works adapts when reality refuses to match the tutorial.

What This Book Is Not

This is not a manual for breaking into things that are not yours. There is no chapter on attacking a real company, no copy-paste kit for stealing accounts, no shortcut around the law. If that is what you came for, close the book now and save yourself the disappointment.

Every technique in these pages lives inside a lab you build and own, or on training ranges that exist specifically to be attacked. The targets are deliberately broken on purpose: Metasploitable, DVWA, the OWASP Juice Shop, the practice machines on TryHackMe and Hack The Box. You will never be asked to point a tool at a system you do not have explicit written permission to test.

That single rule is not fine print. It is the spine of the entire craft. The difference between a penetration tester and a criminal is rarely skill — the commands are identical. The difference is authorization. The professional has a signed document defining what they may touch. The other person has a defense attorney.

You will feel this most in the early days, when a technique works for the first time and the temptation arrives to try it "just once" on something live — a friend's website, your old employer, a router you do not own. That impulse is the single most dangerous moment in a new tester's development, and it has ended careers before they started. This book trains the reflex that defuses it: before any tool runs, you ask one question — am I authorized to do this here? In the lab, the answer is always yes, which is exactly why the lab is where you grow.

So the boundary is the discipline, and the discipline is what makes you employable. Which raises a fair question: why bother learning the attacker's side at all?

Why Now

Because you cannot defend against a move you have never made. A defender who has never gained a shell is guessing about how the attacker thinks. A defender who has done it, in a lab, with their own hands, knows exactly which door to lock first.

Consider what one missed door can cost. In 2017, attackers walked into Equifax through a single unpatched web component and left with the records of roughly 147 million people. No exotic genius was required — just a known weakness that nobody on the inside had looked for from the outside. The entire reason penetration testing exists is to be the person who looks first, on purpose, with permission. Every chapter in this book teaches a piece of that habit, and closes by showing you the defender's side of the same move.

The field is also wide open and starving for people. Most of the tools that matter — Nmap, Burp Suite Community, Metasploit, sqlmap, Hashcat, Wireshark — are free, and the certifications that lead to real jobs are built on them. The barrier was never money. It was knowing the order to learn them in, and having the nerve to try.

That nerve is the thing this book is built to give you. Not by hyping you up, but by handing you a path so clear that the fear of the blinking cursor has nowhere left to stand.

Here is where that path takes you.

You begin as someone who can install Kali but stalls at the prompt. The first four chapters fix that: you take the operator's oath of authorization, get Kali running safely in a virtual machine, build a legal lab full of vulnerable targets, and earn real command of the terminal. Stop reading after Chapter 4 and you would already own something most beginners never build — a safe place to practice, and the hands to use it.

From there, you learn to see. Chapters 5 through 8 walk the core methodology end to end: reconnaissance that maps a target the way a defender should, scanning and enumeration with Nmap, vulnerability assessment that separates real risk from scanner noise, and finally exploitation — your first shell on a lab machine, step by patient step.

Then the work deepens. You turn to the largest attack surface there is in Chapter 9, taking apart web applications with Burp Suite and sqlmap. You learn what to do after the shell — privilege escalation and post-exploitation — in Chapter 10, and how captured password hashes fall in Chapter 11.

You finish where the professionals actually get paid: the report. Chapter 12 turns everything you have done into a clean findings document, a responsible disclosure, and a concrete path toward the OSCP, PenTest+, and a first job in the field.

By the last page, the person who almost quit at 2:14 in the morning is gone. In their place is someone with a method, a lab, and a name for what they are now able to do.
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Chapter 1: The Operator's Oath: Mindset, Authorization, and the Law
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A nineteen-year-old once gained access to a state government server, copied a file, and emailed the administrators to warn them — and was raided at dawn three weeks later. Same keystrokes a paid consultant runs every day. The difference was a single piece of paper he never had.

By the end of this chapter you will be able to tell, before you touch anything, whether what you are about to do makes you a professional or a defendant — and you will have written the document that keeps you on the right side of that line.

What You Will Take From This Chapter


—  Why the attacker's mindset is a discipline, not a personality, and how to install it




—  How to write a scope and authorization document before any test begins




—  What the major computer-crime laws actually prohibit, in plain language




—  A repeatable check you run before every single action against a target




—  The first station of the First-Shell Path: Authorize
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1.1 Why "They Never See You Coming" Is About Preparation, Not Predation
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The phrase on the cover of this book sells a fantasy, and the fantasy will hurt you if you believe it. Real operators are not invisible predators. They are the most prepared person in the engagement, and preparation is the entire trick.

The Predator Story Sells Books and Ruins Careers

Movies trained you to picture a hacker as a lone genius typing fast in a dark room, breaking anything at will. That picture is not just wrong — it is the exact mindset that gets beginners arrested.

The person who "never sees you coming" in a real engagement is not coming for you. They are coming for a target that hired them, after weeks of mapping, with written permission in hand. Their advantage is not malice. It is method.

Think about what "they never saw it coming" actually describes in a successful test. It is almost never a dramatic moment. It is the tester who noticed one forgotten server in a list of four hundred, read its banner carefully, recognized an outdated version, and matched it to a known weakness — while the defenders, busy and overworked, had stopped looking at that box two years ago. The surprise was built out of attention, not aggression.

That is the reframe this whole book runs on. Every skill you learn here is a way of paying attention more systematically than the people who built the system. The recon, the scanning, the careful enumeration — all of it is structured noticing. Brilliance is rare and unreliable. Thoroughness is a habit anyone can build, and it wins more engagements than raw talent ever has.

Contrast two beginners to feel the difference. The reckless one downloads a flashy tool, points it at the first thing they find, and gets either a useless result or a knock at the door. The prepared one spends an afternoon building a lab, reads what each flag on a scanner actually does, and runs it against a target they own until they can predict the output. Six months later the reckless beginner has a folder of half-understood tricks and a vague fear of getting caught. The prepared one has a method they can repeat on any target they are hired to test. The gap between them was never intelligence. It was patience pointed in a legal direction.

Core idea, stated plainly: offensive security is preparation expressed as patience. You win because you looked harder, mapped more carefully, and understood the system better than the people who built it — not because you were reckless or cruel. The "offense" in this book is the discipline of finding what a real attacker would find, first, so it can be fixed. That single reframe — offense as service, not aggression — is the difference between a skill set that builds a career and one that ends in a courtroom.

The Two Mindsets, Side by Side

The gap between a criminal and an operator is not skill. It is what each one optimizes for. Watching the contrast makes the choice concrete.

	Situation

	Criminal Mindset

	Operator Mindset


	Found a live system

	Attack it now

	Confirm it is in scope first


	Found a vulnerability

	Exploit and pivot

	Document, prove, report


	Hit a system you don't own

	"Just looking"

	Stop — no authorization, no action


	Got caught

	Hide, deny

	Nothing to hide; it was authorized


	Goal

	Personal gain or chaos

	A safer system and a clean report



Notice that every "operator" row is slower. That slowness is not weakness. It is the thing that lets you do this for thirty years instead of facing a sentence.

Walk one row to see how it plays out. You are mid-test and you stumble onto a database server, wide open, no password, packed with what looks like real customer records. The criminal mindset feels the rush and starts copying. The operator mindset feels the same rush — then does something boring: notes the host, the time, and the exact finding, confirms it is inside the authorized scope, and reports it as a critical issue without ever pulling the data. Same discovery. One version is a felony; the other is the single most valuable line in your report.

There is a myth worth killing here, because it traps a lot of beginners. The myth says the best hackers are the ones who break the rules — that real talent means ignoring the boring constraints. The opposite is true. The testers who last, who get the high-trust contracts and the security clearances, are the ones who are almost obsessive about staying inside the lines. Rule-following is not the thing that holds back your offensive skill. It is the thing that lets you sell it. The most dangerous person in a network is not the one with the most exploits; it is the one who is most disciplined about how and where they use them.

Installing the Reflex Before You Have the Skill

Here is the part most books save for an appendix and most readers skip. The discipline has to go in first — before you can do anything dangerous — because once a technique works, the temptation to misuse it is strongest in the people who just learned it.

You might be thinking: "I would never actually attack anyone illegally, so this lecture is not for me." Almost everyone who has ever crossed the line believed exactly that the week before they crossed it. The reflex is not for the person you are now; it is for the tired, curious, slightly reckless version of you at 2 a.m. with a working exploit and a tempting target.

So you build the reflex deliberately, the way you would any habit, while the stakes are still zero. Three small practices do most of the work. First, you narrate authorization out loud before every lab session — "this is my network, I own these targets" — until the check becomes automatic. Second, you keep the in-scope list visible on screen, not in memory, so the boundary is a thing you see rather than a thing you trust yourself to recall. Third, you treat the lab itself as sacred ground: the one place you can be aggressive, precisely because everything in it is yours. By the time you have a dangerous skill, the pause will already be wired in.

There is a quiet payoff to building the habit this early. The testers who freeze up or get sloppy under pressure are almost always the ones who treated ethics as an afterthought, something to figure out later. By installing the check before you can do anything risky, you make the safe move the automatic one — and automatic is what holds when you are tired, excited, or staring at the most tempting finding of your career.

Key Insight: The attacker advantage you are training for is preparation, not permission to do harm. Strip out the harm and the preparation is worth a salary. Keep the harm and the same skill is worth a criminal record.

Decision filter for the mindset: if a technique would only ever be used to damage or steal, then it does not belong in your practice, because your value comes from finding and fixing, not breaking and taking.

One edge case worth naming now. "Grey areas" — testing a friend's site they verbally said was fine, poking at a device on a shared network, scanning a company that has a public bug-bounty page — feel safe and are where most beginners get burned. Verbal is not written. Public-facing is not in-scope. We will make those lines exact in the next two sections.

It helps to see what "structured noticing" looks like in miniature, because it is the real engine under every later chapter. A defender glances at a server and sees "a web server, patched last year, probably fine." An operator runs a checklist against the same box: what version is it really, what other services are bound to it, what does its error page leak, when was it actually last updated, what does it trust on the network. Nothing there is magic. It is the difference between looking and inventorying. The entire methodology you will build — recon, scanning, enumeration, assessment — is that checklist, formalized and repeated until missing something becomes harder than catching it.

Right now, do one thing: write a single sentence somewhere you will see it, in your own words — I only run tools against systems I own or have written permission to test. That sentence is the first tool in your kit, and the only one you can never uninstall.

If you want it in front of you every time you open a terminal, drop it into your shell startup file so Kali greets you with it on every launch.


# Add your standing rule to the end of ~/.bashrc

echo 'echo "RULE: only targets I own or have written permission to test."' >> ~/.bashrc



# Reload so it takes effect now

source ~/.bashrc



Now every new terminal prints the rule before you type a command. It is a small thing, and small things repeated daily are exactly how a reflex gets built.
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1.2 The One Document That Separates a Pentester From a Criminal
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Before any scan, any tester worth hiring produces or receives one artifact: a written authorization that names exactly what may be touched, when, and how. Without it, identical commands become a crime. With it, you are doing a job.

Build the Authorization Before You Build the Lab

Most beginners learn this backwards, if at all. They install tools, practice on random targets, and only later hear the word "scope." You are going to invert that. Your first real deliverable is a document, not a command.

A usable authorization has five parts: who is permitted to test, what systems are in scope, what is explicitly out of scope, the time window, and the rules of engagement. Miss any one and the whole thing leaks risk.

The rules of engagement deserve special attention, because they are where testing meets the real world and real consequences. A scan tuned too aggressively can knock a fragile server offline. An exploit run carelessly can corrupt a live database. The rules of engagement are the owner and the tester agreeing, in writing and in advance, on the guardrails: no destructive denial-of-service testing, stop the moment genuine user data appears, keep timestamped logs of everything, and report findings only to named people. None of that limits your skill. It limits your blast radius, which is what makes an owner comfortable handing you the keys at all.

Here is a starter template. Copy it, fill the brackets, and keep a signed copy for every engagement — including the ones where the "client" is just you and your own lab.


PENETRATION TEST AUTHORIZATION



Tester:  [your name / handle]

Authorized by:  [system owner — must have authority to grant this]

Date signed:  [YYYY-MM-DD]



IN SCOPE (only these):

- [IP range / hostname / app URL]

- [e.g. 192.168.56.0/24  — my isolated lab network]



OUT OF SCOPE (never touch):

- [anything not listed above]

- [third-party services, cloud accounts, other people's devices]



TIME WINDOW:  [start] to [end]



RULES OF ENGAGEMENT:

- No denial-of-service / destructive testing

- Stop immediately if real user data is encountered

- All activity logged with timestamps

- Findings disclosed only to the owner above



Signature (owner): ____________________



For your home lab, you are both tester and owner. Filling this out for yourself feels silly the first time. Do it anyway — it builds the habit you will need the day a real client is on the other side.

Each field earns its place. The Authorized by line matters more than it looks: the person signing must actually have authority over the systems, because permission from someone who does not own the box is worth nothing in court. The out of scope block is your shield — it is the written proof that you knew where the fence was. The time window keeps a one-day assessment from being used as cover for access months later. And the rules of engagement are where you and the owner agree, in advance, on the things that could cause real damage.

Here is the same template filled in for a home lab, so you can see what a finished one looks like. Notice how specific the in-scope line is — a single network range you control, nothing more.


PENETRATION TEST AUTHORIZATION



Tester:  Navian (home lab)

Authorized by:  Navian (owner of all listed hardware)

Date signed:  2026-02-10



IN SCOPE (only these):

- 192.168.56.0/24  (host-only lab network)

- metasploitable.local, dvwa.local, juiceshop.local



OUT OF SCOPE (never touch):

- The home router (192.168.1.1) and the real home LAN

- Any internet host, any cloud account, any other device



TIME WINDOW:  2026-02-10 to 2026-12-31



RULES OF ENGAGEMENT:

- Lab VMs only; snapshots taken before destructive tests

- No traffic leaves the host-only network

- All activity logged with timestamps



Signature (owner): Navian



The discipline this builds is small and enormous at once. You are teaching yourself that the document comes first, every time, with no exception for "it is just my own lab." That no-exceptions reflex is exactly what a future employer is paying for.

Scope Is a Fence, Not a Suggestion

The single most expensive mistake in this field is "scope creep" — drifting from the system you were hired to test onto one you were not. It is how well-meaning testers end up in legal trouble.

Picture it concretely. You are testing a company's web application, fully authorized, and you notice the same server also hosts a second site for a sister company that was never mentioned. It is right there. It is probably fine. The owner would probably say yes. Every one of those "probablys" is a trap. The sister company is a different legal entity that never signed anything, and touching it is unauthorized access no matter how reasonable it felt in the moment.

Treat the IN SCOPE list as a fence with live current running through it. If a juicy server appears during your test and it is not on the list, it does not exist for you. You note it, you ask, you wait for written approval — you do not touch it.

When that out-of-scope temptation appears, there is a clean four-step response that keeps you safe and still looks professional. Record the discovery with a timestamp and exactly how you found it. Stop interacting with the unauthorized system immediately. Contact the named owner in writing and describe what you saw and why it might matter. Then wait for an explicit, written scope expansion before you go a single step further. That sequence turns a dangerous temptation into a finding that makes you look thorough — the same discovery, handled the way that keeps your name clean.

The Real Rule: Authorization is specific, not general. "You can test our network" is not permission to test the partner company whose server happens to answer. When in doubt, the target is out of scope until the document says otherwise.

The Researcher Who Did Everything Right Except the Paperwork

In 2013, a security researcher named Khalil Shreateh found a serious flaw in Facebook that let anyone post to any user's timeline. He reported it through the proper channel. He was brushed off twice.

Frustrated, he proved the bug the only way he felt was left to him: he used it to post directly on Mark Zuckerberg's own timeline. The flaw was real and serious — but because he had demonstrated it against a live account he had no authorization to touch, Facebook refused to pay him under their bug-bounty program. The security community later crowdfunded over 13,000 dollars for him, but the official reward was gone on a technicality of authorization.

What would you have done in that moment, ignored and sitting on a genuine bug? Most people would do exactly what he did — escalate to prove it is real. The professional move was narrower and more frustrating: document the failed reports, escalate in writing, and never demonstrate against a non-consenting target, no matter how right you feel. Being correct about the bug did not protect him. Staying inside authorization would have.

The lesson generalizes to every engagement you will ever run. The rules of engagement exist precisely for the moments when you feel most justified in bending them — when the bug is real, the client is slow, and proving your point is one keystroke away. That is the moment the document earns its keep. A good rules-of-engagement section anticipates these pressures in advance: it says what you may demonstrate and how, who you contact when something urgent appears, and what counts as "stop immediately." Agreeing to all of that before testing means you are never improvising ethics under stress.

Decision filter for scope: if a target is not named in your written authorization, then you do not interact with it, because intent and good faith are not legal defenses once you have touched a system without permission.

The edge case people miss: bug-bounty programs are a form of written authorization — but only within the exact scope and rules the program publishes. A public bounty page is not blanket consent to attack the whole company. Read the scope of the program as carefully as you would a contract, because it is one.

Programs spell out which domains and applications are fair game, which are explicitly off-limits, what kinds of testing are forbidden, and how to report what you find. Stepping outside any of those lines drops you right back into unauthorized-access territory, bounty page or not. The platforms that host these programs exist precisely to give researchers a legal lane to work in — and that lane has painted edges. Stay between them and you can practice real testing against real systems with the owner's blessing, which is one of the best ways to grow after your lab.

You now hold the document that turns dangerous skills into a profession. Print one. Sign it. The next question is what happens if you skip it — and for that, you need to know the law.
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1.3 The Law You Operate Under: CFAA, the Computer Misuse Act, and Local Equivalents
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Unauthorized access to a computer is a crime in nearly every country, and "I was only learning" has never been a defense. You do not need a law degree, but you do need to know the shape of the statutes that decide whether your hobby is legal.

The Same Act, Named Differently Around the World

Most computer-crime law rests on one idea: accessing a system, or data, without authorization is illegal — separate from whether you caused damage. The names change by country; the core prohibition does not. (Specifics below are general guidance as of 2026, not legal advice — laws change and vary by jurisdiction.)

This matters more than ever because your lab and your future targets may not live in the same country you do. A cloud server you spin up to practice against might physically run in another jurisdiction. A bug-bounty target might be a company headquartered overseas. The safe assumption is that the strictest applicable law governs, and that "I did not know that country's rules" protects no one. Keeping your practice inside infrastructure you own, and your paid work inside written scope, is what keeps these cross-border tangles from ever becoming your problem.

	Jurisdiction

	Core law

	What it prohibits (plainly)


	United States

	Computer Fraud and Abuse Act (CFAA)

	Accessing a computer "without authorization" or exceeding authorized access


	United Kingdom

	Computer Misuse Act 1990

	Unauthorized access, access with intent, and impairing operation


	European Union

	Directive 2013/40/EU (national laws)

	Illegal access, system interference, data interference


	Many others

	Local equivalents

	Same spine: no authorization, no access



The pattern is the point. Wherever you are, the line is authorization, and crossing it is the offense — even if you took nothing and broke nothing.

Two phrases inside these laws cause most of the confusion, so pin them down now. "Without authorization" means you had no permission to access the system at all — an outsider walking through a door that was never opened for you. "Exceeding authorized access" is subtler: you were let in for one purpose and went somewhere you were not permitted. The classic example is an employee who is allowed into a database for their job but pulls records for a private reason.

That second phrase was narrowed by the United States Supreme Court in 2021, in Van Buren v. United States. A police officer used his legitimate access to look up a license plate for a bribe, and the Court ruled that misusing access you legitimately have is not automatically a CFAA crime — the law is about going where you are not permitted, not about breaking a use policy. It mattered to researchers because an overly broad reading had threatened to turn terms-of-service violations into federal crimes. It did not, however, give anyone permission to access systems they were never authorized to touch. The outer fence — no authorization, no access — stands exactly where it did.

Why "No Harm" Does Not Save You

Beginners assume that looking without stealing is harmless and therefore legal. The statutes disagree. Under the CFAA and its cousins, the unauthorized access itself is the violation. Copying nothing, changing nothing, and leaving politely does not undo it.

Picture the analogy in physical terms. Walking into a stranger's house through an unlocked door, touching nothing, and leaving is still breaking and entering — the unlocked door was not an invitation. Computers work the same way in law. A server that answers your connection is not consenting to be tested, any more than an unlocked door consents to a visitor. The fact that a system responded to you is never the same as a person authorizing you.

This is exactly why the slow operator mindset from earlier pays off. The professional never has to argue about harm, because the professional never accessed anything they were not permitted to. The authorization document is your evidence that no offense occurred.

There is one genuinely encouraging development worth knowing. In May 2022, the United States Department of Justice updated its CFAA charging policy to direct prosecutors not to pursue good-faith security research — work done to test, investigate, or fix vulnerabilities without harming others or stealing data. It signaled that the legal climate is warming toward legitimate researchers. But read the fine print of your own optimism: it is a prosecutorial policy, not a license, it applies to good-faith research as narrowly defined, and it does not legalize touching systems you were never authorized to access. It rewards the exact discipline this chapter is teaching — it does not replace it.

What This Actually Means: The law does not grade you on intentions or outcomes. It grades you on permission. Get the permission, and the legal question disappears before it is ever asked.

Run This Check Before You Touch Anything

You will not carry the statutes in your head during an engagement. You will carry one short decision flow instead. Run it, in order, before any tool fires at any target.


1.  Do I have written authorization for this exact target? If no, stop.

2.  Is this specific system inside the IN SCOPE list? If no, stop.

3.  Am I inside the agreed time window and rules? If no, stop.

4.  If a system not on the list appears, do I leave it alone and ask? Yes — always.

5.  All four clear? Proceed, and log what you do with timestamps.



When you are testing your own isolated lab, every answer is trivially yes — which is the whole reason the lab exists. It is the one place the legal flow never stops you, so it is the one place you can move fast and break things on purpose.

Run the flow against three situations beginners actually face, and watch how fast it resolves them. A friend texts "yeah, go ahead and test my website" — step one asks for written authorization, and a text saying "go ahead" with no scope, no time window, and no signature does not clear it; you stop and get a real document. You find a company with a public bug-bounty page — step two asks whether this exact system is in the published scope, and if the page lists only one domain, the rest of the company is out, so you stay on the listed domain. A device you do not recognize appears on the coffee-shop Wi-Fi — there is no authorization for it at all, so step one stops you cold. None of these required a lawyer. They required thirty seconds and the willingness to stop.

That final step — logging what you do, with timestamps — is the one beginners skip and professionals never do. Your log is not bureaucracy. It is the record that proves you stayed inside scope, the timeline that reconstructs what happened if a client's system misbehaves during your window, and the raw material your final report is built from. A tester who can show exactly what they ran, when, and against which authorized host is a tester who is almost impossible to accuse of wrongdoing. Get in the habit now, in the lab, where the only person reading the log is you.

Kali ships with a simple way to capture an entire session, keystrokes and timestamps included. Start it at the top of every engagement and you will never have to reconstruct your steps from memory.


# Record a full terminal session with timing to a dated file

script -T engagement_$(date +%F).time engagement_$(date +%F).log


# ... do your authorized testing ...

# Type 'exit' to stop recording. Both files are saved in the current folder.

exit



The .log file holds everything you saw; the .time file lets you
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