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Epigraph


Every power entrusted to a machine remains, before and after the action, a human responsibility.

But the machine does not know it.

— Nicola Fabiano






Foreword

There comes a moment in the life of every technology when the language we use to describe it is no longer enough. It happened with the internet, when “surfing” became an everyday verb before anyone had asked what it meant, legally, to enter someone else’s website. It happened with smart contracts, when it turned out that “code is law” was an effective slogan and a legal absurdity in almost equal measure. It is happening again, today, with artificial intelligence that acts.

Until recently, when people spoke of GenAI, the central problem was the word. A model wrote a text, produced an image, suggested an answer: the output stayed on the page, and whoever read it decided whether and how to use it. The law, however out of breath, still had a compass: responsibility remained anchored to whoever acted based on that text, not to the text itself. Then something changed, within a few seasons. Systems stopped merely answering and began doing things: booking, paying, writing and executing code, sending emails on someone’s behalf, deciding which tool to invoke to complete a task, and delegating pieces of work, in turn, to other systems. Thus was born — under a label the market adopted faster than anyone could define it — Agentic AI.

Those who write about these matters from a legal perspective often find themselves at an uncomfortable fork in the road. On one side, the temptation to chase technical enthusiasm, treating every new capability of the system as if it automatically opened a new category of legal subject — as though, past a certain threshold of autonomy, the agent deserved a microphone of its own before the judge. On the other hand, the opposite and equally dangerous temptation: dismissing the question as if nothing had really changed because, in the end, “it is still just a tool,” and tools, as everyone knows, answer for nothing. This book refuses both shortcuts. The thesis that runs through it from end to end is more uncomfortable and, I believe, more honest: a system can acquire an ever more sophisticated technical capability to act without this producing a single gram of additional legal autonomy. The agent does not become a subject. But precisely because it acts — and does not merely suggest — it produces effects the law has always known and cannot afford to ignore: contracts concluded, data processed, payments arranged, credentials used, damage caused.

It is worth pausing for a moment on this distinction, because it is the heart of everything that follows. Imagine an assistant that, instead of drafting an email for you to review, sends it. Instead of suggesting a booking, confirms it with the linked credit card. Instead of proposing a line of code, executes it on a production server. In each of these steps something decisive happens: the space between decision and execution — the space where human responsibility traditionally took up residence: the last look, the last signature, the last “yes” — narrows, sometimes to the point of vanishing. And it is precisely in that space that this book’s game is played.

Anyone who works daily with the companies now adopting these systems knows well the feeling of standing in a construction site where the workers arrived before the architects. Businesses buy, experiment, weave agents into their workflows with an understandable enthusiasm — the productivity promise is real, not marketing — but often without having asked themselves the questions that should precede any delegation of operational power, human or artificial alike: who authorized this system to act in my name? With what credentials? Within what limits? And if something goes wrong, who notices, when, and based on what traces? They are the same questions one would ask when hiring a collaborator and giving them access to the company bank account — except that this collaborator does not sleep, does not tire, has no conscience to hold it back from a mistake, and can, in turn, delegate to other artificial collaborators without anyone noticing in real time.

It is from this observation, almost banal in its concreteness, that the book’s structure springs. Not an abstract treatise on “electronic personhood” — a debate that has fascinated legal philosophers and jurists for years, and which is traversed here but not inhabited — but an attempt to answer a far more operational question, the one actually faced by whoever must sign a supply contract, draft an internal policy, defend a client after an incident, or simply decide whether to authorize a new agentic tool in the company. The guiding question that runs through the entire volume is scanned in three beats, almost a secular liturgy of prudence: limits before, evidence during, responsibility after. Before the system acts, the perimeter of what it may do must have been drawn. While it acts, it must leave traces — not generically, but in such a way that those traces will hold up, one day, before a judge or a supervisory authority. And only afterward, based on those limits and that evidence, does it make sense to ask who answers.

The book does not content itself with stating this scheme: it puts it to the test, working chapter by chapter through the technical architecture of agents — tools, memory, orchestration, sub-delegation between systems — and through the risks that arise specifically from acting, carefully distinguished from the better-known risks of generating: privileges granted too casually, chains of actions that amplify a small initial error until it becomes irreversible, injections of hostile instructions that exploit precisely the system’s autonomy to bypass controls designed for a human. From there the reasoning moves onto more strictly regulatory ground: the AI Act, which does not know the agent as a category of its own but which nevertheless offers instruments — qualification of the system, the roles of provider and deployer, human oversight, transparency obligations — capable of withstanding the impact of this new generation of systems, if applied with the heightened rigor the stakes demand. And then the GDPR, cybersecurity, contractual and non-contractual liability, the audit trail as part of the design rather than an afterthought, procurement and supply-chain contracting, all the way to the sector use cases — employment, healthcare, public administration, finance — where the same matrix of analysis meets ever-different constraints.

Because a matrix, in fact, is what it is: a seven-column tool that the book proposes not as an academic exercise but as a working method, meant to be filled in, checked, even executed — the volume goes as far as providing a method made concretely operational, complete with code supporting the ex ante check and the ex post reconstruction of an incident. It is a trait worth underlining in this foreword, because it is not to be taken for granted: too much legal literature on artificial intelligence stops at the diagnosis, elegant and often acute, without ever descending to the level where a general counsel, a data protection officer, or a CISO must actually work on Monday morning. Here, instead, the attempt is to reach that level, without sacrificing the rigor of the legal reconstruction that precedes it.

There is, finally, one last thread worth anticipating, because it says something about the kind of book you are about to read. In the closing pages, a new professional figure is proposed: the AI Legal Specialist —not the latest fashionable label, but a response to a real gap—the lack of a competence able to stand at the weld between the technical design of a system that acts and its legal soundness. It is a proposal declared as such, with the honesty of someone who knows they are advancing a hypothesis and not describing a settled state of affairs — but it is also proof that this book does not content itself with observing a phenomenon: it tries to imagine, with its feet firmly planted in the law in force, the tools and the skills that will be needed to govern it.

Whoever looks in these pages for a final verdict on “who is liable when an artificial intelligence acts” will perhaps be disappointed, because that question, posed in the abstract, is probably the wrong question — and it is one of the book’s merits to explain clearly why it is. Whoever looks instead for a method for asking the right question, case by case, before the damage is done and not after, will find in this work a rigorous, up-to-date traveling companion — and, a rare thing in this field, one that manages to remain readable without ever becoming superficial. At a time when technology runs faster than the categories with which we try to understand it, this is perhaps the most useful service a law book can render: not to chase the race, but to draw, patiently, the track on which that race can take place without running anyone over.

Antonino Caffo




1 From the Language Model to the Agent That Acts


1.1 1.1 Operational delegation as a legal problem

For nearly a decade, the legal debate on artificial intelligence has revolved around one precise object: the output. What the system produces — a text, a classification, a prediction, a score — has been the pivot around which the categories of analysis have organized themselves: the correctness of the output, its defects, its discriminatory effects, its explainability, its contestability. Even the regulatory instruments that today form the backbone of European digital law were conceived, in large part, within this paradigm: the system processes, the human being receives, evaluates, and decides.

So-called agentic systems shift the center of gravity. The question is no longer — or no longer only — what the system generates, but what it is delegated to do: querying databases, sending communications to third parties, initiating or modifying processes, updating records, selecting or excluding people, coordinating other agents, affecting an organization’s resources and decisions. The move from producing to acting is not a lexical nuance: it is a change in the very object of legal analysis.

This author believes the shift must be named with precision, because it changes the nature of the questions at stake. A defective output can, in many cases, be corrected, ignored, or simply left unused: between the production of the content and its effects there normally stands a human decision that acts as a diaphragm. An action already performed, by contrast, produces effects — contractual, organizational, financial, and on people’s rights — that are not always reversible and that, in any event, exist in the world before anyone has had the chance to evaluate them. The diaphragm thins, and sometimes disappears: and with it disappears the convenient fiction whereby the system “proposes” and the human “disposes.”

The problem this book addresses is therefore, in its most compact formulation, the problem of operational delegation: what it means, for an organization, to confer on an artificial intelligence system the capability to perform actions with margins of initiative of its own; within what limits such conferral is lawful and governable; and through what safeguards — legal, organizational, technical — autonomous action remains attributable to persons and organizations that answer for it.

It is worth clarifying at once what this problem is not. It is not the problem of machine personhood: none of the questions treated in this book requires, to be posed or resolved, that the agent be granted legal personality, whether full or attenuated. Nor is it the problem — legitimate and distinct though it is — of the safety of models as such: the risks of generative models remain relevant, but they matter here to the extent that the model is placed within an architecture that acts. And it should be said from the outset that neither is it a problem the law in force ignores: as the whole book will show, the European legal order already offers robust instruments of qualification, which agenticity makes more demanding, if anything — not obsolete.



1.2 1.2 Why action differs from output

The distinction between output and action deserves to be grounded with some rigor, because the entire structure of this book rests on it. At least four structural differences separate the two planes.

The first is reversibility. An output exists as a proposal of content: until it is used, its defect is a potential defect. An action, by definition, changes a state of the world: a message sent has been received, a modified record has already fed the processes that draw on it, a transmitted order has already committed resources. Some actions admit remedy; none admits, strictly speaking, retroactive annulment of its material effects.

The second is the temporal placement of human control. In the output paradigm, human control is structurally subsequent to production and prior to effect: the human being stands between the content and the world. In the action paradigm, if control has not been designed beforehand — as a limit, threshold, or perimeter — it arrives only after the effect has already occurred. This temporal inversion is, in my view, the key to the entire governance problem: the decisive safeguard moves from the approval of the individual act to the advance design of the powers conferred.

The third is chaining. An erroneous output is, as a rule, a single event. An erroneous action, in a system that plans over multiple steps, becomes the premise of the actions that follow: the error does not add up, it propagates, and the machine’s speed of execution means the propagation can run its full course before a human being notices. The technical literature has begun to treat the risks of interactions among multiple agents as an autonomous class of problems with its own taxonomy (Hammond et al., Multi-Agent Risks from Advanced AI, arXiv:2502.14143): chapter 5 will return to this at length.

The fourth is the exposure surface. A system that acts has tools, credentials, access rights: each of them is, at once, a conferred power and a point of vulnerability. The perimeter of what can go wrong no longer coincides with the perimeter of what the model can generate, but with the far larger perimeter of what the architecture can touch.

These four differences converge on a conclusion that chapter 5 will develop: the risk of acting is not the risk of generating raised to a higher degree; it is a risk of a different nature, requiring analytical categories of its own.



1.3 1.3 The thesis: technical autonomy does not create legal autonomy

The thesis that runs through the entire book can be stated in one line: technical autonomy does not create legal autonomy. A system that operates with margins of initiative — choosing its steps, selecting its tools, adapting its plan to the context — does not thereby become a subject of the legal order. It acquires no legal capacity, assumes no obligations of its own, does not answer for anything. Its autonomy is an engineering property of behavior, not a legal status.

The statement may seem obvious; its consequences are not. If the agent is not a subject, every action it performs must be attributed to someone: and attribution, in an architecture where human choices are distributed among those who define the objective, those who configure, those who supply components, those who enable credentials, those who approve, and those who fail to approve, ceases to be a trivial operation. What operational autonomy increases, therefore, is not the machine’s subjectivity, but the need — for whoever deploys it — for attributability, limits on the power conferred, control, evidence, and human responsibility. This formula, which the book will develop component by component, is the practical distillate of the thesis.

The thesis also has a methodological corollary worth making explicit. Since autonomy is a property of behavior rather than a status, it is gradable: more or less of it can be conferred along different dimensions. It follows that governance should not “switch on” when a system crosses a nominal threshold — when it “becomes an agent” — but should be calibrated to the degree of autonomy actually conferred. Chapter 2 will build a taxonomy on this intuition; here it suffices to note that it converges, by independent routes, with part of the technical risk-management literature, which proposes tying governance measures to levels of autonomy rather than treating autonomy as a binary attribute — thus, in particular, the dedicated profile of the Center for Long-Term Cybersecurity at UC Berkeley.

A final clarification about what the thesis does not imply. To maintain that responsibility remains human is not to maintain that the law in force already resolves every question: chapter 9 will show that the attribution of agentic action poses real reconstructive problems, some of which await answers that do not yet exist. It means, more soberly, fixing the direction in which the answers are to be sought: not toward new subjects, but toward a finer articulation of attribution among the subjects that already exist.



1.4 1.4 A preliminary terminological point: Agentic AI and AI Agent(s) are not synonyms

Current usage — commercial, but by now institutional as well — largely employs expressions that are used interchangeably to designate different things: AI agent, agentic AI, agentic system, multi-agent. The interchangeability is not harmless: whoever legally qualifies a use case must know what they are qualifying, and confusing the component with the architecture produces cascading framing errors. For this reason, the book adopts, from its first page, a distinction that chapter 2 will develop systematically and that is fixed here in its essential terms.

I call agent (AI agent) the software component that receives a task, assesses the context, and performs actions through tools or interfaces. It is the operational unit: that which executes.

I call agentic system (agentic AI, properly so called) the architecture within which one or more agents operate, with objectives, limits, tools, memory, workflows, and controls. It is the unit of governance: that which is designed, configured, and governed. The distinction is not classificatory pedantry: the safeguards this book is concerned with — authorization limits, approval thresholds, evidence, accountable persons — do not apply to the agent considered in isolation, but to the system that contains and constrains it. Speaking of “governing the agent” is, strictly, an ellipsis: one governs the system, and through the system one constrains the agent.

I call agenticity, finally, the degree of operational autonomy actually conferred on the system. It is the unit of measurement: what allows one to say how much autonomy is at stake, and therefore how much governance is needed. Of the three notions it is the most fruitful, because it dissolves the false alternative between “it is an agent” and “it is not”: autonomy is not a binary property but a scale, along which vary the breadth of the delegated powers, the irreversibility of the actions, the capacity to use tools, the access to data, the persistence over time, the possibility of sub-delegation, and the impact on people and resources.

The tripartition has an immediate practical consequence, which justifies its placement at the opening of the book: whenever a document — commercial, technical, or regulatory — speaks of “agents,” the lawyer must ask each time whether the reference is to the component, to the architecture, or to the degree of autonomy. The three readings lead to different qualifications, different obligations, different accountable persons. The book will use the three terms in the sense fixed here, without exception.



1.5 1.5 The guiding question: limits before, evidence during, responsibility after

Any book that aims to be more than a survey must be able to state the question it answers. The question of this book is the following: if an organization delegates to an artificial intelligence system the capability to act, what limits must it set before the action, what evidence must it keep during the action, and who must be able to answer after the action?

The question has a deliberate temporal structure, which anticipates the governance model of chapter 13: three moments — ex ante, in itinere, ex post — each corresponding to a distinct function. Before the action, the most important game is played: the definition of the objectives, the powers conferred, the accessible data and credentials, the available tools, and the limits. During the action, the dynamic safeguards operate: approval of sensitive acts, escalation, anomaly monitoring, the ability to intervene and to halt. After the action, one measures the quality of what was designed beforehand: the reconstructability of what happened, the verification of compliance, the handling of the incident, the remedy.

The question also has a subjective structure: “who must be able to answer” is not a rhetorical way of saying that someone will answer, but the statement of a design requirement. A well-governed agentic system is one in which, for every delegated operational capability, the person or function that answers for it is identifiable before — not laboriously reconstructable afterward. Chapter 13 will break down this figure into its components (who owns the process, who authorizes, who has custody of the evidence, who is the decision owner, who is empowered to act); Chapter 9 will examine the applicable liability regimes.

It is worth observing, finally, that the guiding question is formulated from the standpoint of the delegating organization. This is a deliberate choice of field, and it is best stated: much of the emerging legal literature on agents looks at the provider — those who develop and bring to market — and their compliance obligations. This book looks at those who deploy: the entity, the company, the public administration, the professional firm that decides to confer on a system the capability to perform legally relevant acts. The two perspectives touch at many points, but they do not coincide: the first has its center of gravity in the placing on the market, the second in the delegation and its attribution. The next section places this choice within the landscape of current scholarship.



1.6 1.6 Map of the book, method, and positioning


1.6.1 The method

Four rules of method govern the entire book, and the reader is entitled to know them in advance.

The first is the rigorous separation between the law in force and the law as it might be. What the European and national legal orders already provide (lex lata) is treated as such; what is under discussion, proposed, or simply desirable (de lege ferenda) is expressly flagged as such, in conditional language. Few subjects lend themselves as readily to confusion between the two planes — because the technology runs fast and the temptation to read into the law in force what it does not yet contain is strong — and precisely for this reason the separation is a binding constraint here, not a stylistic option.

The second is the declaration of the original categories as the author’s proposals. The three analytical categories that run through the book — graduated agenticity, the chain of attribution of agentic action, evidentiary accountability — do not claim to describe categories already settled in legal doctrine or case law: they are tools of analysis that this author proposes, and their usefulness is measured by their capacity to order the problems, not by an authority they do not possess. Where the book takes a position, it says so: “in my view” is not a stylistic clause but a boundary marker between what is reconstruction and what is proposal.

The third is the primacy of qualification over cataloging . The book does not aspire to survey every rule abstractly applicable to agentic systems: it aspires to show how one qualifies a case of operational delegation, which questions to ask and in what order. Legal rules enter when and because they serve the qualification — never as a self-standing textbook treatment. This constraint, which we might call anti-dilution, protects the book’s identity: a book about delegating the capability to act, not a general handbook of digital law.

The fourth is the verifiability of sources: every source cited is reachable at a verified address, given in the notes or in the apparatus; other authors’ positions are reported in paraphrase and attributed with precision.

The four rules have a corollary worth making visible at once: the book moves on four distinct normative planes, which the reader must be able to recognize at a glance. Table 1.1 fixes the reading convention, valid for the entire book: it protects the rigor of the reconstruction and prevents reading as binding what is, instead, a proposal, a good practice, or an evolving assessment.


Table 1.1. The four normative planes of the book and the convention by which the text distinguishes them: the separation of planes is the method, from the first page to the last.
	Normative plane	How it is recognized in the text	What it entails


	Law in force (lex lata)	Statements in the indicative, with a precise reference to the source	Binding: to be applied

	Author's proposal, prudential criterion (de lege ferenda)	Express markers (“in my view”), conditional language	Guiding: to be assessed

	Organizational ethical choice	The principles of chapter 15, translated into the matrix	Commits whoever adopts it: to be documented

	Evolving technical standard	Stage declared as of the closing date of the chapter (chapter 16)	To be checked against official sources






1.6.2 The positioning

The literature covers the subject in extremely rapid formation, and intellectual honesty requires placing this book within it with precision.

On the technical and policy side, dimensional characterizations of agenticity are consolidating (for all: Kasirzadeh and Gabriel, Characterizing AI Agents for Alignment and Governance, arXiv:2504.21848), together with infrastructures for identifying and attributing agents’ actions (Chan et al., Infrastructure for AI Agents, arXiv:2501.10114) and mechanisms of authenticated delegation (South et al., Authenticated Delegation and Authorized AI Agents, arXiv:2501.09674). On the institutional side, NIST’s Center for AI Standards and Innovation launched, in February 2026, a dedicated initiative on standards for agents, built around voluntary technical standards, open interoperable protocols, and research on authentication, identity, and safety evaluation.

On the legal side, two works deserve express mention at the outset. The first proposed a systematic mapping of the obligations borne by providers of agents under Union law, through the AI Act and the surrounding regulatory ecosystem — from the GDPR to the Cyber Resilience Act, from the Digital Services Act to the Data Act, from NIS2 to the new product liability directive — integrating the framework of harmonized standards under development (Nannini et al., AI Agents Under EU Law, arXiv:2604.04604). The second, subjected to critical analysis, is the adequacy of the AI Act’s institutional architecture to the challenges posed by agents (Gardhouse, Oueslati, and Kolt, Regulating AI Agents, arXiv:2603.23471).

Against this literature, the book stands apart in perspective and in method. The perspective, as said, is that of the party who delegates, not the party who places on the market: the cross-regulatory reach — which this book shares as a necessity, working through the AI Act, the GDPR, and the entire ecosystem of European digital law, down to national law — is here placed at the service of qualifying the delegation and reconstructing attribution, not of building a compliance architecture for suppliers. The method is that of doctrinal-analytical categories of civil-law descent, accompanied by an operational tool — the matrix presented in the next section — equipped with an executable reference implementation. The two approaches, product compliance and delegation attribution, are, in my view, complementary: those who place on the market and those who deploy look at the same object from opposite sides, and a complete picture requires both perspectives.



1.6.3 The map

The book unfolds in four parts. Part One (chapters 1–4) builds the foundations: the lexicon and the scale of agenticity (ch. 2), operational delegation and its limits (ch. 3), the technical plane of agentic architectures to the extent necessary for legal qualification (ch. 4). Part Two (chapters 5–8) addresses risks and qualification: the specific risks of acting (ch. 5), the AI Act as an instrument of qualification (ch. 6), the GDPR and the center of gravity of evidentiary accountability (ch. 7), security, identity, and credentials (ch. 8). Part Three (chapters 9–12) deals with liability, evidence, and relationships: the chain of attribution and the liability regimes (ch. 9), the audit trail and incident investigation (ch. 10), contracts and the supply chain (ch. 11), sector use cases and the ordinary enterprise (ch. 12). Part Four (chapters 13–17) recomposes the system: the complete operational governance model (ch. 13), human oversight (ch. 14), the ethics of operational delegation (ch. 15), standards and standardization (ch. 16), and the skills and professional function that make it workable (ch. 17).




1.7 1.7 The seven-column matrix: an essential presentation

Throughout the book, the reader will encounter the same operational tool, which is best presented at once in its essential form, so that the theoretical categories of the coming chapters have, from the start, a visible practical translation.

The tool is a matrix that, for each operational capability delegated to the system, associates six elements: the potential impact of the action, the specific risk it carries, the authorization limit within which it may be performed, the human control provided for, the evidence that allows its reconstruction, and the identifiable accountable person. Seven columns in all, composing a criterion more than a table: to every delegated operational capability there must correspond an authorization limit, a human control, verifiable evidence, and an identifiable accountable person.

One example only, for purely illustrative purposes, to fix the structure:








	Dimension
	Completed example





	Delegated action
	Sending communications to third parties on the organization’s behalf



	Impact
	External: reputational and contractual



	Risk
	Erroneous or unauthorized communication; assumption of an unintended commitment



	Authorization limit
	Closed list of recipients; prohibition of binding commitments; threshold beyond which approval is required



	Human control
	Prior approval for messages outside the predefined perimeter



	Evidence / log
	Audit trail with integrity measures and traceability of draft, approval, sending, and recipient



	Accountable person
	Process owner and authorizing person





The matrix is not a compliance formality, and it does not resolve any liability question by itself; it makes visible the organizational safeguards needed to address one. Its value lies in forcing whoever designs the delegation to answer, column by column, the right questions — and in making immediately evident, by absence, the column no one thought about. The chapters that follow will enrich it progressively: chapter 5 will populate its risk and impact columns, chapter 7 the evidence column on the data-protection plane, chapter 10 will discipline it as an evidentiary architecture, chapter 12 will apply it sector by sector, and chapter 13 will recompose it as a complete system, articulating the notion of the accountable person into its components. A minimal, executable reference implementation is available as an open-source repository under the EUPL-1.2 license (codeberg.org/nicfab/agentic-control-layer): it demonstrates the mechanism — least privilege, approval thresholds, tamper-evident audit trail, kill switch — and expressly declares its own limits.

Four tools support the entire book: the matrix just presented and three categories that the coming chapters will build. Each answers a different question, and Table 1.2 provides the reading key, to be kept at hand until the complete recomposition in chapter 13.


Table 1.2. The four tools of the book and the question each answers: the reading key of the model, recomposed in chapter 13.
	Tool	Question it answers	Where it is developed


	The seven parameters of agenticity	How agentic is the system?	Chapter 2

	The five verbs of delegated capability	What is it allowed to do?	Chapter 3

	The three moments of governance	When is the delegation governed?	Chapter 13

	The seven-column matrix	How is each capability documented and safeguarded?	§ 1.7; chapter 13; Appendices A and B




With the lexicon fixed, the thesis stated, the question posed, and the tool presented, the book can begin at the beginning: with what agenticity is, exactly — and how it is measured.
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