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    Preface

    Volume 1 built the model. Volume 2 built the muscle. Volume 3 built the wall. This volume builds the machine that does the work while you sleep. Automation & Scripting covers the XK0-006 Automation, Orchestration, and Scripting domain (17%) and the patterns that make it durable: Bash scripting, Git version control, Ansible playbooks, systemd timers, and the discipline of idempotent configuration.

    Automation on the XK0-006 exam is not about writing clever one-liners. It is about writing scripts and playbooks that fail loudly, run repeatably, and can be handed to a colleague without a phone call. Strict mode, validation, traps, version control, and declarative state are the vocabulary the exam tests.

    The labs in this volume assume the same two-VM environment as the rest of the series: a Red Hat-family system and a Debian-family system on a host-only network with SSH key authentication already configured. Every script you write is testable on both. Every playbook runs against both. This cross-family practice is what makes the material durable.

    Automation rewards paranoia. A script that works on your laptop may destroy a production server if it assumes a path exists, a user is present, or a variable is set. Drill the defensive patterns until they are reflex. The exam grades whether your automation is safe, not whether it is clever.

  
    Chapter 1 - The Automation Domain Blueprint

    What the 17% Covers

    The XK0-006 Automation, Orchestration, and Scripting domain carries 17% of the exam weight, the smallest of the five domains but the one most likely to appear as a performance-based item. Scripting tasks are the easiest to grade automatically, so CompTIA leans on them heavily.

    The domain's official scope includes Bash scripting (variables, conditionals, loops, functions, exit codes), file and text automation, scheduled tasks via cron and systemd timers, version control with Git, configuration management concepts, and Ansible fundamentals. The exam does not expect deep programming skill; it expects operational reliability.

    The Three Automation Layers

    Automation on Linux operates at three layers. The first is the shell: Bash scripts that run once, on demand, in a defined environment. The second is scheduling: cron and systemd timers that run scripts on a schedule or in response to events. The third is orchestration: Ansible and similar tools that apply declarative state across many hosts.

    The exam tests all three layers, but it weights them unevenly. Bash scripting appears in nearly every exam session. Scheduling appears less often but is a favorite for scenario questions. Ansible appears conceptually and in simple playbook tasks.

    Why Idempotence Matters

    Idempotence is the property that running the same operation multiple times produces the same result. A well-written Bash script is often idempotent by design: it checks before it acts. A cron job that writes a file with >> is not idempotent because it appends every time. A cron job that writes with > is idempotent because it overwrites.

    Ansible is idempotent by construction. Running a playbook twice produces the same state because each task declares the desired state and the tool decides whether to act. This is the key conceptual distinction the exam draws between imperative scripts and declarative configuration management.

    Safety Patterns You Will Drill

    Every script in this volume follows the same defensive skeleton: shebang, strict mode, trap for cleanup, explicit variable defaults, absolute paths, quoted expansions, and a clear exit code. These patterns are not optional decoration. They are the difference between a script that fails safely and one that corrupts data.

    The exam tests whether you know the patterns, not just the syntax. A question that asks you to write a script that creates a user, adds the user to a group, and exits non-zero on failure is testing strict mode, idempotence, and exit codes simultaneously.

    Worked Examples

    Confirming your automation baseline

    
      $ bash --version | head -n 1
GNU bash, version 5.2.15(1)-release (x86_64-pc-linux-gnu)
$ git --version
git version 2.39.2
$ ansible --version | head -n 1
ansible [core 2.15.3]
    

    Verify the three automation tools are present. Bash 5.x, Git 2.30+, and Ansible Core 2.14+ are the modern baselines.

    A minimal idempotent script

    
      #!/usr/bin/env bash
set -euo pipefail

user=forge
if ! id "$user" &>/dev/null; then
  sudo useradd -m -s /bin/bash "$user"
fi
echo "$user exists"
    

    The id check before useradd makes this safe to run repeatedly. This is the pattern the exam rewards.

    Failing loudly

    
      #!/usr/bin/env bash
set -euo pipefail
exit 2
    

    set -e exits on error. exit 2 signals invalid arguments. The exam grader reads exit codes as a signal of intent.

    Hands-On Lab

    1. Confirm Bash, Git, and Ansible versions on both VMs.

    2. Write a one-line script that exits 0 and confirm the exit code with echo $?.

    3. Write a script that exits 2 and confirm the exit code.

    4. Write a script with set -e and a failing command; confirm the script exits immediately.

    5. Write a script with set -u and an unset variable; confirm it errors out.

    6. Write a script with set -o pipefail and a pipeline whose middle command fails; confirm the pipeline reports failure.

    7. Write a script that echoes its own filename using $0.

    8. Write a script that prints the number of arguments with $#.

    9. Write a script that prints each argument on its own line using $@.

    10. Write a script that creates a file only if it does not already exist.

    Review Questions

    Q1. What percentage of XK0-006 does the Automation domain carry?

    A. 17%.

    Q2. What are the three automation layers on Linux?

    A. Shell scripts, scheduling, and orchestration.

    Q3. What does idempotence mean?

    A. Running the same operation multiple times produces the same result.

    Q4. Which three options form Bash strict mode?

    A. set -e (exit on error), set -u (error on unset variables), and set -o pipefail (fail pipelines on any member failure).

    Q5. Why is Ansible described as idempotent by construction?

    A. Each task declares a desired state and the tool decides whether to act, so running the same playbook repeatedly produces the same outcome.

  
    Chapter 2 - Bash Scripting Foundations

    Script Anatomy and Shebangs

    Every well-formed Bash script begins with a shebang that tells the kernel which interpreter to invoke. The portable form is #!/usr/bin/env bash, which searches PATH. The absolute form #!/bin/bash is faster but assumes the interpreter lives at that exact path.

    After the shebang, set strict mode. After strict mode, define a cleanup trap. After the trap, the script logic. This three-line opening is the single most important habit in Bash scripting and the one the exam tests most.

    Variables, Quoting, and Expansion

    Variables are assigned without spaces: name=value. They are referenced with $name or ${name}. Quoting is not optional: "$name" preserves whitespace and prevents glob expansion; $name does not. This single detail separates scripts that work on test data from scripts that work on real data.

    Command substitution uses $(command). Arithmetic uses $((expression)). Arrays use arr=(a b c) with ${arr[@]} to expand all elements. Positional parameters are $1, $2, and so on; $# is the argument count; $@ is the argument list.

    Conditionals and Test Expressions

    The if / elif / else / fi construct branches on the exit status of a test. POSIX test uses [ ] and bash adds [[ ]]. Prefer [[ ]] for string comparison and pattern matching; it is safer and does not require quoting the left-hand side.

    Numeric comparison uses -eq, -ne, -lt, -le, -gt, -ge. String comparison uses = and !=. File tests include -e (exists), -f (regular file), -d (directory), -r (readable), -w (writable), -x (executable), and -s (non-empty). These tests are the vocabulary of every conditional.

    Loops

    for iterates over a list: for i in 1 2 3; do ...; done. The brace expansion form for i in {1..10} is idiomatic. The C-style form for ((i=0; i<10; i++)) is also valid but less readable.

    while loops on a condition and is the standard construct for reading files: while IFS= read -r line; do ...; done < file. The IFS= prevents leading and trailing whitespace stripping; the -r prevents backslash interpretation. Both matter on real data.

    Worked Examples

    The canonical defensive skeleton

    
      #!/usr/bin/env bash
set -euo pipefail

cleanup() {
  rm -f "$tmpfile"
}
tmpfile=$(mktemp)
trap cleanup EXIT

echo "working in $tmpfile"
    

    Strict mode plus a trap covers the two most common script bugs. Every script in this volume starts this way.

    Quoting that survives real data

    
      #!/usr/bin/env bash
set -euo pipefail

for f in "$@"; do
  printf 'processing: %s\n' "$f"
done
    

    The quoted "$@" preserves argument boundaries. Unquoted $@ would split arguments on whitespace.

    Conditionals that read like English

    
      #!/usr/bin/env bash
set -euo pipefail

if [[ -f /etc/passwd && -r /etc/passwd ]]; then
  echo 'passwd is readable'
fi

if [[ "$USER" == "root" ]]; then
  echo 'running as root'
fi
    

    The [[ ]] form supports && and || directly. File tests read naturally.

    Hands-On Lab

    1. Write a script that prints its own name and argument count.

    2. Write a script that echoes a variable with and without quotes and compares the output.

    3. Write a script that reads a file line by line and numbers each line.

    4. Write a script that loops over 1 to 10 and prints the square of each number.

    5. Write a script that accepts a filename and exits 1 if the file does not exist.

    6. Write a script that checks whether a directory is writable and prints a message.

    7. Write a script that uses case to handle three different options.

    8. Write a script that reads two numbers and prints the larger.

    9. Write a script that loops over every .conf file in /etc and prints the filename.

    10. Write a script that creates a temporary file, writes to it, and removes it with a trap on exit.

    11. Write a script that accepts -h and prints usage, then exits 0.

    12. Write a script that accepts -v and prints verbose output.

    13. Write a script that exits 2 on unknown arguments.

    14. Write a script that reads a filename from stdin and prints its line count.

    15. Write a script that checks every file in a directory and reports which are non-empty.

    16. Write a script that reads a list of usernames from a file and prints those that exist.

    17. Write a script that uses an array to store three filenames and loops over them.

    18. Write a script that reads a config file with key=value pairs and exports them.

    19. Write a script that uses the arithmetic expansion to compute a running total.

    20. Write a script that prints the current date in ISO 8601 format using command substitution.

    Review Questions

    Q1. Which shebang is portable across distributions?

    A. #!/usr/bin/env bash

    Q2. Why quote variable expansions?

    A. To prevent word splitting and glob expansion of the value.

    Q3. Which test expression is safer, [ ] or [[ ]]?

    A. [[ ]], because it supports pattern matching and does not require quoting the left-hand side.

    Q4. Why use IFS= read -r in a loop?

    A. IFS= preserves whitespace; -r preserves backslashes. Both are needed for real data.

    Q5. What does $# expand to?

    A. The number of positional arguments passed to the script.

  
    Chapter 3 - Bash Scripting Advanced

    Functions

    Functions in Bash are declared as name() { body; }. Arguments are accessed via $1, $2, and so on inside the function. Return values are exit codes (0-255); to return data, use stdout or a global variable. local declares function-scoped variables.

    The exam tests whether you know that return and exit are different. return exits a function; exit exits the script. Confusing the two is a common bug that produces unexpected behavior in larger scripts.

    Error Handling and Exit Codes

    Exit codes are the script's contract with its caller. Zero means success. One is a general error. Two is a misuse of shell builtins or invalid arguments. 126 is a command that could not be executed. 127 is a command not found. 128+N signals that the process was terminated by signal N.

    Strict mode plus a trap on ERR or EXIT gives you the tools to catch and log failures. trap 'echo failed at line $LINENO' ERR is a lightweight debugging tool. trap 'cleanup' EXIT ensures resources are released regardless of exit path.

    Argument Parsing with getopts

    getopts is the POSIX-standard argument parser. A single while loop with getopts handles short options cleanly. Long options require manual parsing or a shift-based loop. The exam tests both patterns.

    Manual parsing uses while [[ $# -gt 0 ]]; do case "$1" in ... esac; done. Each case shifts the appropriate number of arguments. A -o option that takes a value shifts twice; a -v flag shifts once.

    Arrays, Associative Arrays, and Read

    Indexed arrays use arr=(a b c) and ${arr[@]}. Associative arrays use declare -A map and assign with map[key]=value. The read builtin with -p prompts and with -a populates an array.

    Array handling is a favorite exam topic because it separates engineers who have written real scripts from those who have only read examples. Drill the expansion syntax ${arr[@]}, ${#arr[@]}, and ${arr[0]} until they are automatic.

    Worked Examples

    A function that returns data

    
      #!/usr/bin/env bash
set -euo pipefail

get_uptime() {
  awk '{print $1}' /proc/uptime
}

seconds=$(get_uptime)
echo "uptime: ${seconds}s"
    

    Functions return exit codes, not data. Return data via stdout and capture it with command substitution.

    A trap that logs failures

    
      #!/usr/bin/env bash
set -euo pipefail

trap 'echo "failed at line $LINENO" >&2' ERR
trap 'echo "cleaning up" >&2' EXIT

false
    

    The ERR trap fires on any command failure. The EXIT trap fires on any exit path. Both write to stderr to avoid polluting stdout.

    getopts in practice

    
      #!/usr/bin/env bash
set -euo pipefail

verbose=0
output="/tmp"
while getopts ":vo:h" opt; do
  case "$opt" in
    v) verbose=1 ;;
    o) output="$OPTARG" ;;
    h) echo 'usage: script [-v] [-o dir]'; exit 0 ;;
    \?) echo "unknown: -$OPTARG" >&2; exit 2 ;;
  esac
done
echo "verbose=$verbose output=$output"
    

    The leading colon in the optstring enables silent error handling. -o takes an argument via OPTARG.

    Hands-On Lab

    1. Write a function that returns the current date in ISO 8601 via stdout.

    2. Write a function that returns an exit code indicating whether a user exists.

    3. Write a script with a cleanup trap that removes a temporary directory on exit.

    4. Write a script with an ERR trap that prints the failing line number.

    5. Write a script that uses getopts to handle -v and -o options.

    6. Write a script that uses manual argument parsing with a while loop and case.

    7. Write a script that exits 2 on an unknown option.

    8. Write a script that reads a file into an indexed array and prints each element.

    9. Write a script that uses an associative array to count word frequencies.

    10. Write a script that prompts for input with read -p and validates the response.

    11. Write a script that reads a list of numbers into an
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auto@forge: set -euo pipefail
auto@forge: git commit -m 'deploy’

auto@forge: ansible-playbook site.yml

auto@forge: systemctl list-timers

auto@forge:~$ ./run_all drills.sh --mode=exam
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