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"Information Systems Unraveled: Exploring the Core Concepts" is an invaluable resource that delves into the intricate world of Information Systems (IS) through a comprehensive glossary of key terms and concepts. Authored with meticulous attention to detail, this book serves as a compass for both novices and experts in the realm of IS, offering a clear and concise guide to the essential principles that underpin modern information management.

The book acts as a linguistic bridge, connecting readers to the language of Information Systems by providing succinct explanations for a wide array of terms. It is a testament to the authors' expertise in the field, as they curate a diverse collection of concepts that encapsulate the fundamental building blocks of IS.

Notably, the glossary covers a spectrum of topics that span data management, systems architecture, software development, security protocols, and beyond. This wide-ranging scope mirrors the multidisciplinary nature of Information Systems, making the book an invaluable tool for students, professionals, and enthusiasts from various backgrounds.

"Information Systems Unraveled: Exploring the Core Concepts" is not just a glossary; it's a guide that empowers readers to navigate the complex world of IS terminology. Through its comprehensive coverage, user-friendly structure, and real-world relevance, the book is destined to become an essential companion for anyone seeking to enhance their understanding of Information Systems and harness its transformative power.

Dr. Patrick C. Mukosha

August, 2023.    
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Abend, which is short for abnormal end, refers to a task or program that ends abruptly. An error message detailing the last operation of the application and the file or memory location where the problem took place is displayed once an ABEND occurs.

Abort

Abort is a term used to denote stopping a process or command in a computer. Usually, an abort is implemented when there has been a mistake or when a task cannot or shouldn't be finished. For instance, you can force a software to close and try opening it again if it stops responding while it is running on your computer.

Absolute Address

An absolute address, often referred to as a direct address, machine address, or actual address, is a precise memory location used by hardware and software. They are used to store data in a certain place so that it can be retrieved more conveniently in the future. The identification of a unique storage location in the computer system (the address) that is permanently assigned by the machine designer. For example, disk drive no. 2, sector no.24, and byte no. 1,650 are absolute addresses. The computer must be given absolute addresses to reference its memory and peripherals.

Absolute Language

A language made up of machine addresses and machine operation codes, i.e., a language using the exact location where the operand is to be found or stored. Synonymous with machine language.

Accelerator

A hardware or software program that aims to boost the computer's overall performance. For instance, a 3D graphics accelerator may do tasks that would otherwise be burdensome for other computer components because it has its own GPU (graphics processing unit) and RAM. A download accelerator is another excellent example that may be installed to aid increase download speeds.

Access Control Systems

Any system intended to limit user access to a computer system in accordance with predetermined criteria is known as an access control system, or ACS. For instance, on the majority of computers, users must enter a proper name and password in order to log in. These users can only access, create, and edit a limited number of files and directories in the file system after they log in. Multiple users can access a single system using access control while still ensuring the confidentiality and privacy of each user's files. It lessens the possibility that the operating system may malfunction by safeguarding crucial system data from being modified or tampered with.

Access Method

The manner in which records are retrieved from a file.

Access time

[image: image]The time required to begin and complete the read and write function on a specified block of data. Memory access time is the time it takes for a character in memory to be transferred to or from the processor.  Disk access time is an average of the time it takes to position the read/write head over the requested track.

Activate

Generally speaking, the word "activate" refers to turning something on. For instance, the phrase "product activation" refers to the process of using a serial number, product key, or other unique ID number to activate a piece of software or a game. Software activation with Microsoft Windows or Windows-compatible programs verifies legal ownership and makes the program usable. Before using a piece of software without restrictions, it must first be enabled. You need a legitimate product key in order to activate Windows or installed applications. Microsoft Windows product keys can be found printed on the side of the machine chassis or on a sticker attached to the installation disk.

Active Directory

The service AD (Active Directory), which was formerly known as NTDS, is kept in the NTDS.DIT file. It offers administrators and users a streamlined approach to manage network resources, sites, services, and users. Although it had been demonstrated on Windows NT in 1999, it was first offered in Microsoft Windows 2000. Through the MMC (Microsoft Management Console), the Active Directory functionality is frequently monitored and controlled.

Active Partition

A hard drive partition designated as the bootable partition housing the operating system is known as an active partition. On each hard drive, only one partition can be designated as a bootable or active partition. The active partition, for instance, is the one that contains Windows if you are using Microsoft Windows.

Access Point

An access point is a wireless receiver for connecting wirelessly to a network or the Internet, also known as a base station and wireless router. Both Wi-Fi and Bluetooth devices can be referred to by this phrase. A Linksys wireless access point router is depicted in the image; to boost the signal, it makes use of several antennas.

Administrator

An Administrator, alternatively called an Admin, administrator, and gatekeeper, root is a super-user account on a computer or network and has complete control. Person in charge of controlling computer users and system settings. When referring to a Unix and Linux computer, this user is often known as root. On a Windows computer and on a network, this user is often called an administrator. However, each of these terms is interchangeable. When dealing with computers, there can be many different administrators in a company. Listed below are a few examples of the different administrators a company may employ.

Types of network administrators: 


  System Administrator (sysadmin) - Individual responsible for managing the users and system settings of computers.
  DBA (Database Administrator)

  IT, LAN, or Network Administrator

  Linux Administrator - Individual responsible for Linux systems.





Address

A number of a particular memory or peripheral storage location. Like post office boxes, every byte of memory and every sector on a disk have their own unique address. After a program has been written, it is translated into machine language that references actual addresses in the computer.

Address Register

A register in which the address is stored. It is a high-speed circuit that holds the address of data to be processed or of the next instructions to be executed. A section of the computer's memory used to track memory location. A list of various address registers is provided below. Memory address register, or MAR for short, is a parallel load register that holds the following manipulatable memory address. For instance, the address that will be read or entered next. The destination memory address register is called DMAR. The source memory address register is known as SMAR.

Advanced Persistent Threats (APT)

Advanced Persistent Attackers may infiltrate critical data while purposefully avoiding discovery by the organization's security professionals if they get unauthorized access to a network and go unnoticed for a long time. APTs are often launched against nation states, major corporations, or other extremely valuable targets since they require sophisticated attackers and significant effort.

ADSL

The abbreviation ADSL stands for Asymmetric Digital Subscriber Line, also known as asymmetric DSL. Due to its two-way bandwidth being split into a large portion for upstream transfers and a small portion for downstream transfers, ADSL is asymmetric. A larger download transfer rate, frequently up to 6.1 megabits per second, is produced by the smaller upstream.

Affiliate Program

A business or website that refers customers to other establishments or websites in exchange for payment. The payment could come in the form of a bonus or a portion of what the customer spends.

Algorithm

A defined process or set of ordered steps for solving a problem, such as a mathematical formula or the instructions in a program. An algorithm is a solution to a problem that satisfies the requirements listed below. The word algorithm is derived from the name of the mathematician Muhammad ibn-Musa Al-Khowarizmi.

	Anything that always succeeds and is functional.

	A set of guidelines, steps, or a formula that addresses a challenge.

	Can be validated.


Alphabetic Character

An alphabetic character is any character that belongs to the set of letters; ABCDEFGHIJKLMNOPQRSTUVWXYZ and the space (^) character.

Alphanumeric

Pertaining to a character set that contains both letters and numerals, and usually other special characters.

Analog

Pertaining to data in the form of continuously variable physical process or devices that operate on such data. Analog devices monitor conditions, such as movements, temperature and sound, and convert them into analogous or mechanical patterns. For example, an analog watch represents the planet’s rotation with the rotating hands on the watch face. 

Any of the following examples of analog can be used:

	An analog signal's graph: An electronic communication that uses analog technology sends signals with variable frequencies. Analog signals are best represented as graphs, as opposed to digital signals, which convey a binary value, such as ON or OFF. The equipment can manage information that is constantly changing, such as voltage, current, and waves, thanks to analog methods.

	VHS cassette tape: A mechanical or electronic equipment that does not employ digital signals is referred to as an analog device. Analog technologies transmit information like sound or images by storing it on a physical media like film, tape, or vinyl, unlike current computers that share binary, numerical information.


Analog Computer

A computer that accepts and process infinitely varying signals, such as voltage fluctuations or frequencies.  A Thermometer is the best example of an analog computer. A continuously varying change of temperature causes a metal bar to bend correspondingly (contrast with Digital).

Analysis

Breaking something down into its fundamental pieces.

Android

Any of the following may be referred to as Android: 

	A robot with a striking resemblance to a person is called an android. 

	Andy Rubin created the company in October 2003, and on August 17, 2005, Google purchased it. An open software stack including an operating system, middleware, and apps, Android is a free Linux-based platform. On November 5, 2007, Google launched the first version of it for mobile platforms. On September 23, 2008, T-Mobile's G1 phone (HTC Dream) became the first phone running Google Android to be made available to the general market. Apple iOS, a proprietary operating system and platform used on the Apple iPhone, is fiercely competitive with Android.


ANSI (American National Standards Institute)

A non-profit, privately funded membership organization, composed of representatives from industrial firms, technical societies, consumer organizations, and government agencies.  Information technology standards pertaining to the analysis, control and distribution of information, which includes programming languages, electronic data interchange (EDI), telecommunications and physical properties of diskettes, cartridges and magnetic tapes.  E.g. ANSI COBOL and ANSI C are the ANSI-endorsed versions of COBOL and C. Such languages conform to the standards (reserved words, syntax, rules) as set forth by ANSI.

Application

A specific use of a computer. E.g. Payroll, inventory and accounts receivable are business applications. Synonymous with application program or software package. Word-processing, spreadsheets and business graphics are applications. Often refers to the running program and the files and databases that are being worked on.

Application Program

Standard and frequently used programs that are tailored to a user’s vocational needs. These may be supplied to the user by the manufacturer, purchased from a software house, or written by the user himself.

Archie 

Archie is another type of search engine on the Internet. Archie is a software program, developed at McGill University, Montreal, Canada, that searches the indexes of public-access computers (computers that permit “anonymous FTP”) for a keyword that you specify. Only file names and computer subdirectory names are searched, not the text of the actual documents. Archie returns to you a list of the matches it finds. If a particular file interests you, you can log onto the computer where it resides and use anonymous FTP to copy it to your PC.

Archie clients query a single database that contains the locations of various files by filename. This is useful when you wish to know the location of a specific file or program so you can retrieve it using FTP. Although the searches are limited to a file's name rather than a file's content, Archie provides the ability to search the largest number of information sources of any of the information access systems.

Arithmetic Logic Unit (ALU)

The arithmetic logic unit is a major component of the processor and performs all the arithmetic and logic operations in the computer. To carry out its operations, the ALU uses some special and dedicated registers like the accumulator; which holds one of the operands before the operations are carried out and it holds the results of the operations. The arithmetic operations include; division, multiplication, conversions of numbers, addition, and subtraction.  The logical operations include; AND, OR, ROTATIONS and NEGATIONS. 

Arm

An access mechanism that supports one or more head assemblies for read/write functions on a disc. An arm may be either stationary or movable.

Array

An ordered arrangement of data elements. A one-dimensional array is called a vector. A two-dimensional array is called a matrix.  Most programming languages have the ability to store and manipulate arrays in one, two or more dimensions.

ASCII (American Standard Code for Information Interchange)

Pronounced “ask-ee”, is a uniform code in which alphabetic, numeric, and special characters plus several special symbols, are represented by 8-bit configurations. A binary code for data that is used in communications, most mini-computers, and all microcomputers.

Assemble

To prepare an object language program from a symbolic language program by substituting machine operation codes for symbolic operation codes and absolute addresses for symbolic addresses.

Assembler

A computer program that operates on symbolic input data to produce machine instructions (machine code). An Assembler generally translates input symbolic codes into machine instructions, item by item, and produces, as output, the same number of instructions or constants that were defined in the input symbolic codes. Contrast with a compiler, which is used to translate a high-level language, such as COBOL or C into assembly language first and then into machine code.

Assembly Language

A programming language that is one step away from machine language. Each assembly language statement is translated into one machine instruction by the assembler. Programmers must be well versed in the computer architecture, and, unless well documented, assembly language programs are difficult to maintain. Assembly languages are hardware dependent; there is a different language for each CPU series.

Asynchronous

Characterizing different time intervals between events or occurrences. Unsynchronized events, for example, the time interval between event X and Y is not the same as Y and Z.

Asynchronous Data Transmission

The transmission of data in which each character is a self-contained unit with its own start and stop bits and the intervals between characters may be uneven. It is the common method of transmission between a computer and a modem, although the modem may switch to synchronous transmission to communicate with the other modem.

Authentication

During system access, the identity of users and other entities is confirmed by authentication. Identity can be established via passwords, biometric techniques, and multi-factor authentication (MFA). Authentication is the act of asking a person, piece of software, or piece of hardware for credentials in order to confirm their identity or demonstrate that they are who or what they say they are is known as authentication. Credentials (such as username and password, fingerprints, certificates, or one-time passcodes) are frequently needed for authentication. AuthN is a common abbreviation for authentication. Authentication ensures that users or other entities attempting to access a system are who they claim to be. It entails verifying credentials such as biometrics, security tokens, and passwords. 

With multi-factor authentication (MFA), users must submit multiple pieces of identification to prove their identities, such as:

Something they possess, such as a security token or badge.

Something they are aware of, like a password.

A biometric (fingerprint or facial) characteristic of them.

With single sign-on (SSO), users only need to confirm their identity once to access a variety of resources that use that same identity. After authentication, the IAM system serves as the user's source of identity truth for all other resources. It eliminates the requirement for multiple, independent target system sign-ons.

Authorization

Authorization controls the degree of access that users who have successfully authenticated have to a system. Common authorization schemes include role-based access control (RBAC) and attribute-based access control (ABAC). A user, computer, or software component's authorization verifies that they have been given permission to access a certain resource. AuthZ is an abbreviated form of authorization. Authorization establishes the degree of access given to users who have successfully authenticated. Users can only access resources and take activities that are authorized by their roles and permissions thanks to this approach.

Auxiliary Storage

A secondary storage device, also known as external memory, secondary memory, or auxiliary storage, is a non-volatile storage medium that preserves data until it is erased or replaced. Compared to primary storage, secondary storage is roughly two orders of magnitude less expensive. As a result, supplementary storage to a primary, quicker PCIe SSD may be a hard drive or an additional, slower SSD (solid-state drive). Off-line storage, however, is a subset of secondary storage because they both have the same function and do not communicate with the CPU directly.

	An Illustration Of Secondary Storage:

	Disk Drive

	Tape Drive

	The Solid-State Drive

	Compact Disc (CD)

	Thumb Drive

	An SD Card

	Digital Versatile Disc (DVD)

	A Floppy Disk (Though no-longer used)


Availability 

Data availability guarantees that data and services are available when they are required. Denial-of-service (DoS) attacks can interfere with availability and significantly affect enterprises. In order to improve availability, load balancing, redundancy, and robust network design are employed.
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Backbone

[image: ]


A computer network's backbone is the area that transmits the majority of its traffic at fast speeds. Large networks or organizations frequently have a backbone connecting them. On October 29, 1969, UCLA and SLI established the first Internet backbone. Today, the Internet has numerous sizable backbones that carry the majority of traffic throughout the globe. Numerous of these backbones are managed by telecommunications firms in the United States, including AT&T, Bell South, Congent, Qwest, Level 3, MCI/Worldcom, Sprint, and Time Warner.

Backup

A backup is a copy of crucial information that is kept in a different location so that it may be restored if it is lost or corrupted. Depending on how frequently the data changes, how valuable it is, and how long it takes to complete the backup, data should be backed up at intervals.

For instance, a business with rapidly changing client records might back up their data every several hours. On redundant RAID drives, which assist secure the data even in the event of a disk failure, even more delicate data, such as bank information, may be kept. There are numerous methods and storage options available today for information backup and data storage. To back up your data, some common methods are CD-R, DVD-R, USB thumb drives, external devices, and the cloud.

Data on a hard drive could be corrupted or destroyed if the hard disk fails, and a computer could crash at any time. Data on the computer may be lost if hardware or the machine malfunction. To prevent data loss and make sure you can recover any vital files if necessary, all important files should be backed up.

Bandwidth

The measurement of computer’s transmission capacity or communications channel, usually measured in cycles per second or Hertz. Pure digital transmission is measured in bits or bytes per second.

Baiting

Baiting is when a threat actor places a physical device that is infected with malware, such as a USB drive, where the target may discover it, they successfully fool the victim into utilizing the malicious device. The target unintentionally installs the infection when they plug the device into their PC.

Barebone

A computer system that is barebones is one that only has the necessary parts to function, which helps to keep the cost of the system as a whole cheap. The parts that are frequently found in a basic computer are listed below.

	Case (chassis)

	Power source

	Motherboard (often with built-in audio or video).

	Memory

	Visual card

	Audio card


Rarely are extra parts like a computer monitor, wires, a keyboard, a mouse, and other external parts included. This word can also apply to computers that just have a motherboard or case because every computer maker is distinct.

Base

A number base. A quantity used implicitly to define some system of representing numbers by positional notation. The multiplier in a numbering system. In a decimal system (base 10), each digit position is worth 10x the position to its right. In a binary system (base 2), each digit is worth 2x positions on its right.

Base Address

The location in memory where the beginning of a program is stored. The relative address from the instruction in the program is added to the base address to derive the absolute address. The address contained in an index register.

BASIC (Beginners All-purpose Symbolic Instruction Code) 

John Kemeny, Mary Keller, and Thomas Kurtz created the first BASIC at Dartmouth College, where it was initially released on May 1, 1964. Beginner's All-purpose Symbolic Instruction Code, or BASIC, is a simple-to-understand programming language that was well-liked between 1970 and 1980. Although it is not used to create programs anymore, BASIC is nevertheless occasionally used to aid in the instruction of programming concepts. 

Although BASIC is no longer frequently utilized, its newer iterations, like Visual Basic, are still well-liked and employed.

Batch File

Any of the following may be referred to as a batch file:

Batch document: A batch file or batch job is a collection of commands that are executed sequentially, frequently without the involvement of the user. A batch file is kept as a file with a.bat file extension on a computer running a Microsoft operating system, such as Windows. Other operating systems might define a batch job in a shell script that has a set of commands that are to be run sequentially.

Batch files are used to execute many processes simultaneously, load applications, and carry out routine or repeated tasks. A batch job could be used, for instance, to back up files, examine log files, perform many calculations or diagnostics, or perform any other task that calls for running multiple commands. Without the user's involvement, a batch job can complete several tasks, freeing up the user's time for other duties.

The Recovery Console command known as batch runs many commands. For detailed information about this command, visit the batch command page.

Batch Processing

Data processing in which a number of similar input data items are grouped together and processed during a single machine run with the same program for operating convenience and efficiency.

Batch processing, often known as a batch system, is a method of processing data that occurs in one big group rather than individually. Batch processing is frequently used to save system resources and allow for any changes to be made before processing.

As an illustration, a bank might batch process all of its transactions once every hour as opposed to processing each one individually. All of your emails may be kept in Microsoft Outlook's Outbox, which is processed every few minutes and gives you the option to modify or delete before sending.

Baud

Named after Jean-Maurice-Emile Baudot, a French engineer who was the first to gauge the speed of telegraph transmissions. A baud or baudrate today refers to the quantity of frequencies or voltages sent over a line each second.

The current standard Baudrate settings are 9600, 19200, 57600, and 115200.

Baud Rate

A unit of transmission speed equal to the number of signal changes in one second. The relationship of bauds to bits-per-second depends on the data set’s design. In some data sets, 1,400 bauds are equivalent to 1,400 bits-per-second, a one-to-one relationship. In other data sets, the baud rate may be1/2 or 1/3 of the bit-per-second rate.

Benchmark

A benchmark test evaluates the efficiency of computer hardware, software, or both. These tests provide comparisons between the performance potential of various items. When comparing benchmarks, the component, software, or entire machine is faster if the value of the results is higher. The image displays a CrystalMark computer benchmark example along with the overall ratings of each of its component parts.

[image: image]Binary

Meaning two. Relating to, being, or belonging to a system of numbers having two as its base. The fundamental principle behind digital computers. All input to the computer is converted into binary numbers made up of the two digits 0 and 1 (bits). 

Gottfried Leibniz created the base-2 number system known as binary, which only has two digits or numbers: 0 (zero) and 1 (one). All binary code, which writes digital data like the computer processor instructions used with your everyday gadgets, is based on this numbering scheme.

In binary, the 0s and 1s stand for OFF or ON, respectively. In a transistor, a "0" denotes the absence of electricity and a "1" denotes the presence of electricity. Calculations are possible because numbers are physically represented in the computer in this way. We go into more detail about this idea in our section on how to interpret binary numbers.

For the following reasons, binary is still the most used language for computers and is utilized with electronics and computer hardware:

The most effective method for controlling logic circuits is binary.




















	Face Scanner: Biometric face scanners use measurements of a person's face to determine who they are. For instance, the space between a person's chin, eyes, nose, and mouth (interpupillary distance). If these scanners are intelligent enough to differentiate between a person's image and a real person, they can be incredibly secure. For further details on this concept, see our page on facial recognition.

	Finger Scanner: A biometric finger scanner, like the one in the image on this page, uses a person's fingerprint to identify them. These are a safe way to identify someone. However, there are a number of ways to trick fingerprint scanners that are inexpensive and less advanced. For instance, on the television program Myth Busters, a phony fingerprint was created using a Gummy Bear goodie.

	Hand Scanner - Just like your fingerprint, your hand's palm is distinctively yours. A biometric hand scanner or hand geometry system uses the palm of the hand to identify the subject.

	Vein Recognition: A biometric scan of a user's fingertip or palm to identify their veins. 

	Iris Or Retina Scanner: A biometric iris or retina scanner reads the iris or retina of the subject's eyes to identify them. Because the retina and iris cannot be copied, these scanners offer a more secure biometric authentication method.

	Signature Verification System: The shape of your handwritten signature is recognized by a system that verifies signatures as a form of identity.

	Voice Scanner: Last but not least, a voice analysis scanner or voice verification device deconstructs a person's voice statistically to identify them. Although these scanners increase security, certain less advanced scanners can be disregarded using a tape recording.

























	Bluetooth speaker - Speakers that connect to any Bluetooth audio device.

	Bluetooth headphones - Headphones that connect to any Bluetooth device.

	Bluetooth lock - Door lock that lets you remotely lock and unlock a door.

	Bluetooth keyboard and Bluetooth mouse - Wireless keyboards and mice.

	Bluetooth car - A car with Bluetooth can make hands-free calls in the car.

	Bluetooth watch or Bluetooth health monitor - Bluetooth wrist devices that transmit data to other devices over Bluetooth.












































	Processes to utilize as a workaround when technology is unavailable.

	How to interact with clients, partners, and other parties to make sure you are giving accurate information and support.

	How to guarantee that clients can still receive services or goods.

	The timing and order necessary to restart business processes.

	How to assist staff members in case of emergency.

	Technology is needed to support corporate operations; disaster recovery (DR) will put recovery measures in place for technology.

	Documentation of the procedures and actions to be followed during an event in order to complete the aforementioned tasks. 

	In the event that business locations are affected or unavailable, where and how to relocate people and operations.

	The teams and structure that will be required to manage emergency situations.

	Dependencies of business processes (what or who does each business process rely on to function).

	Regular testing to ensure that strategies and actions are appropriate and will work in a real situation.

	Make sure there will be enough workers at an event to meet both internal and external needs.
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