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INTRODUCTION
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If you’re reading this book, it’s because you want to be a real hacker, not just another script kid who uses somebody else’s tools and has no clue how to write their own. You want to learn that heavy wizardry that makes all the difference. Not sure what I’m talking about? Let me fill you in:


heavy wizardry: n. Code or designs that trade on a particularly intimate knowledge or experience of a particular operating system or language or complex application interface. Distinguished from deep magic, which trades more on arcane theoretical knowledge. . . . Esp.: found in source-code comments of the form “Heavy wizardry begins here.”

—The Jargon File (http://catb.org/jargon)



That’s pretty much what you want, right? To get you there, this book will teach you about programming in C and assembly language (ASM). I would argue those are the only two languages a real hacker needs to know.

Sure, you can get by for a while using scripting languages like Python or PowerShell, but ultimately that’s just script kid stuff. Certain real hacking skills, like reverse engineering, developing kernel-level rootkits, and some system-level programming, require the use of low-level languages. You could try a language like Go, Rust, or C++, but for the kinds of things we’ll be doing in this book, you’d likely end up with suboptimal (or unsafe) results, or be forced to use the language in a C-like way. In such cases, just using C is simpler and faster. As for ASM, there’s no substitute. When you need it, you need it.

The bottom line is, if you really want to be a hacker, there’s no way around it: You have to learn C and ASM. That’s what this book is for.



About This Book


At the lowest level, hacking is just like any other programming. To prove it, this book will teach you C and ASM fundamentals while showing you how to develop your own hacking tools from scratch. You’ll write a traditional “Hello, world!” program, then turn it into a basic shellcode with just a few small changes. You’ll learn how to use functions, and how to exploit them with buffer overflow attacks. You’ll code a simple read–evaluate–print loop (REPL), and use it to control a botnet. Finally, you’ll develop a real, working worm . . . or should I say, a “mobile agent.” As you’ll see, all the tools you’ll create in this book have perfectly legitimate purposes, too.




WARNING


Some of the code discussed in this book could be harmful when used in an inappropriate or illegal way. It’s presented here exclusively for educational purposes. As a rule of thumb, never do anything on somebody else’s equipment unless you have written consent to do that specific thing. The malware we discuss will be confined to a virtual network in a containerized environment, so it’s perfectly safe if you deploy it as instructed in the book. Furthermore, no harmful payloads are used in any of the examples.




The content of this book originated as a series of posts on 0x00sec.org, a beginner-friendly community where hacking and computer security enthusiasts gather to share and learn together. I was participating in the community by writing tutorials and developing crackmes and other reverse engineering puzzles.

One of the most common questions newcomers to the forum would ask was, “What language should I learn to become a hacker?” Somebody would always (correctly) reply, “You need to learn C and ASM,” and in the best case they would provide links to some online resources to help. But I felt that people never really made it clear why one should learn those languages. I started writing a series of articles to fill that gap, not only teaching C and ASM but also showing how to use those languages and helping readers develop the low-level understanding of computer systems that’s necessary to create real hacking tools.

The series became quite popular and received a lot of good feedback, so the idea came to me to turn it into a book. In the process, I’ve filled in some pieces that were missing and made updates to account for things that have changed. I’ve also learned a few things since I wrote the original articles, and that knowledge is reflected in the book as well. My aim is for it to serve as a comprehensive resource for beginning hackers who want to learn about low-level programming.

The original title was no longer suitable, so I changed it to Heavy Wizardry 101. With that title came the idea to structure the text as a spell book. You’ll even find epigraphs at the start of each part of the book from imaginary works of magic that were composed by the author (with help from ChatGPT).

By the way, you should know that I’m not a hacker myself; I’m just an engineer with many, many years of experience. Most of what people understand as hacking is just system programming and getting acquainted with your operating system, which is a personal process that takes time and means I can only get you so far. This book will teach you the fundamentals, and it will teach them to you well, but it’s just a starting point. Once you’re done with the book, you’ll be ready for your hacking journey to really begin.




Who This Book Is For


The articles this book is based on were initially titled “Programming for Wannabes.” While the term wannabe has become pejorative today, its original meaning, as captured in the Jargon File’s hacker dictionary, is somebody who wants to become a hacker and is putting in the learning effort to reach that goal. Wannabes are the opposite of script kids, who don’t care about how things work and are perfectly happy to blindly use tools written by other people.

If you feel like a wannabe rather than a script kid, this book is for you. It’s intended for people who want to learn hacking, or systems programming if you prefer. As you’ll see throughout the book, these two domains are two sides of the same coin. You’ll learn both of them at the same time because, in both cases, what you really need is to understand how your system (let me use this general, wildcard word here) works. If you’re curious about how computers work at a low level and how they can be manipulated through code, then you’ll find hacking and systems programming interesting, and hopefully you’ll find this book interesting, too.

Strictly speaking, you don’t need any previous programming knowledge to work through the book. That said, if you’ve done some coding before, perhaps in a higher-level language like Python, it may help you understand the concepts faster. I’ve tried to go into enough detail that anybody, even someone with little to no programming experience, can follow along. More experienced readers may find some of that detail a bit boring, but I’ve also tried to include enough extra information to make the text enjoyable for readers of all levels.

Some basic knowledge of the GNU/Linux command line will be useful, as we’ll be working with command line utilities throughout the book. There’s no need to be a shell guru, but knowing how to invoke commands and pass arguments or flags to programs will serve you well. A basic understanding of numeric systems (binary versus decimal, for example) and discrete mathematics may also help speed things along.


 

The Approach


This book is about learning the basics of how to interact with a computer at the lowest level, and those basics haven’t really changed much over the years. As such, we aren’t going to use any fancy new tools, and you won’t find information here about the latest exploit techniques or how to connect AI to your decompiler to give you a summary of what some malware does. Instead, we’re going to use default tools that have existed in Unix systems from the very early days. These tools may have accumulated new features, but their main working operation and basic commands are largely the same as they were decades ago.

The point of this old-school approach is to give you some insight on why computer systems are designed the way they are. Again, the technology that makes your computer work hasn’t really changed much over the years. Once you understand the fundamentals, you’ll be better prepared to move on to more advanced tools and get the most out of them.

In teaching you low-level programming in C and ASM, I have two main goals in mind:


	To give you a good idea of how a computer works under the hood. Behind any apparently simple command or elegant Python one-liner you write are a lot of things the computer has to do. When you know what those things are, you’ll be able to make more informed, efficient decisions in your programs, and you’ll be better equipped to bend systems to your will. Even if you end up working in a language like Python, understanding what goes on under the hood can be incredibly powerful.

	To give you enough knowledge that you can teach yourself anything else you want to learn. We’ll dig deeply into some topics in this book, but I hope you’ll see that deep dives don’t have to be scary or confusing. The secret to learning is losing the fear to learn, and I aim to convey to you the excitement of buckling down to figure out why something happens or how something works at a low level.



I’ll often place an emphasis on making programs small. Nowadays, nobody bats an eye at a static “Hello, world!” binary taking up almost 1MB, but if you think about it, that’s shockingly big for such a simple program. As someone who learned ASM on 8-bit machines with at most 64KB of RAM, working in ASM has always been synonymous with producing smaller and faster code. I was amazed when I first discovered I could write useful programs requiring under 1KB, and I hope you’ll find this exciting, too.

We’ll be writing ASM code for four hardware platforms: Intel x86_64, ARM, MIPS, and RISC-V. (I’ll introduce each of these and explain why I chose them in Chapter 1.) Most chapters feature different versions of the same program for each of the four platforms. This may seem a little repetitive, but my hope is that highlighting the similarities and differences across processors will give you a deeper understanding of how computers work. Becoming comfortable translating code from one platform to another will also help prepare you to make the leap to any other processor you may want or need to work with in the future.

You can follow along with the book using any type of computer, but it was initially written with the assumption that readers would be using an x86_64 machine. That’s the platform I’ll discuss first in each chapter. I’ll use it to introduce the general concepts and cover the specifics for that platform, then turn to the details of the other three.

The aim of this book is to get you doing real stuff as soon as possible, not to bore you with theoretical, reference manual–like chapters. Instead of toy programs, you’ll be writing actual backdoors, droppers, and worms. My hope is that you’ll try out everything as you go, reading the book in an interactive way.

If you’re reading interactively, you’ll inevitably find yourself following your own path from time to time. Perhaps some paragraph will give you an idea that you’d like to explore, or maybe you’ll check the man page for one command and learn about some other command you want to try. (I include lots of references to GNU/Linux man pages, which often point you to other interesting topics.) Sometimes the output of the commands in your computer will be slightly different from what you see in the book, and you may want to do some digging to figure out why.

This last scenario is unavoidable: Some outputs shown in the book will be different from the ones you get on your computer. I try to warn you about this most of the time, but sometimes the difference may be because a new version of a tool has subtly changed its configuration. I can’t see the future, so I can’t prevent this from happening. Instead, I’ve included descriptions of some of the issues I encountered while writing the book and how I solved them as examples of how you can address any future changes.

You should also be aware that sometimes I’ll simplify concepts by withholding certain details or exceptions. I discovered this approach long ago when reading the introduction to The TeXbook by Donald Knuth (Addison-Wesley, 1984):


Another noteworthy characteristic of this manual is that it doesn’t always tell the truth. When certain concepts of TeX are introduced informally, general rules will be stated; afterwards you will find that the rules aren’t strictly true. In general, the later chapters contain more reliable information than the earlier ones do. The author feels that this technique of deliberate lying will actually make it easier for you to learn the ideas. Once you understand a simple but false rule, it will not be hard to supplement that rule with its exceptions.



I believe this approach makes it easier to grasp concepts, and I’ve tried my best to follow it: I won’t always explain everything about any topic that pops up or consider every single exception to a statement. I’ve found that it’s more effective to start with the main or general case and give hints that curious readers can use to figure out the exceptions, or else introduce them later, when they actually become relevant, so that you learn about them in a realistic context.




What You’ll Need


You’ll get the most out of this book if you follow along on your computer and run all the commands and programs for yourself. Any computer should do: The heaviest program you’ll run is a C compiler, and the second heaviest will be your text editor of choice. Even when simulating a network by running a bunch of Docker containers, the resources you’ll need are minimal enough that a small single-board computer (SBC) can handle it.

The book is written with the GNU/Linux operating system in mind. Windows users will be well served by switching over to the Windows Subsystem for Linux (WSL). That said, regardless of whether you have GNU/Linux installed on your computer, the easiest way to follow along will be to use a Docker container based on the Debian distribution of Linux, preinstalled with the tools you’ll need. Appendix A walks you through the process of setting up and launching this container using scripts available in the book’s companion GitHub repository, https://github.com/0x00pf/heavywizardry101. You might want to start there. Once you’ve cloned the repository and set up your development environment, you won’t even need an internet connection to follow along.

Other than that, all you’ll need to get through the book is some time and focus.




What’s in the Book


Hacking and systems programming are broad topics that spread through many different disciplines. A single book can’t possibly cover all of them, but this one will touch on many areas as it introduces C and ASM programming, including computer architecture, networking, and basic exploits. You’ll also learn how binaries are structured and how to modify them to make programs smaller.

There’s more knowledge hidden in these pages than you might suspect, even when we don’t address a topic directly. For example, I won’t talk about viruses, but you’ll learn much of what you need to understand how a virus works.

Here’s a brief summary of what you’ll find in each chapter:


	Chapter 1: Spell of the Binary Oracle: When Hardware Whispers in Opcodes Explores basic computer architecture concepts like a computer’s main components, what an instruction set architecture is, and how computers execute programs, all through the lens of a hypothetical microcomputer. We’ll write our first ASM program for this hypothetical computer and manually go through the process of converting that program into machine code the computer can execute. Then we’ll re-create the program in C, compile it, and look at the resulting real-world ASM for our four platforms of interest: x86_64, ARM, MIPS, and RISC-V.

	Chapter 2: Spell of Essence: Distilling C to Its Primordial ASM Takes the C program from the previous chapter and progressively removes the layers standing between it and the equivalent assembly code until we get back to the original ASM program. During this top-down journey, we’ll explore system calls and the different programs used to create binaries, including the preprocessor, compiler, and linker. We’ll discuss the significance of an application binary interface (ABI) and examine the ABIs for our four platforms.

	Chapter 3: Spell of Rebirth: Transmuting Greetings into Shellcode Fills in more computer architecture concepts, including how to represent information, how memory works, and why a processor’s native word size and memory alignment are important. We’ll use these ideas to write our first real program, “Hello, world!” Along the way, I’ll introduce pointers and other C and ASM concepts. As it turns out, the “Hello, world!” program is very similar to a basic shellcode, so we’ll also create our very first shellcode in this chapter.

	Chapter 4: Spell of the Overflowing Frame: Mastering Stack Secrets Introduces the concept of functions in C and shows how functions are implemented in ASM with the help of a temporary memory region known as the stack. You’ll learn about topics like the stack frame, how local variables are implemented, and how to use canaries to detect memory overflows. You’ll then use what you’ve learned to carry out a classic buffer overflow exploit.

	Chapter 5: Spell of the Undead: Writing a REPL to Animate a Botnet Moves beyond linear programs, introducing programs that use loops and conditionals to modify their control flow, with logical expressions that are evaluated to influence the program’s execution. I’ll illustrate these concepts by walking you through writing a classic REPL, then show you how to adapt that REPL into a command-and-control (C2) application managing a botnet.

	Chapter 6: Veil of Shadows: Unlocking Hidden Backdoors Shows how to write some actual malware, a backdoor for gaining quick and easy access to a system. As you’ll see, a backdoor is very similar to a remote access program like ssh or telnet, although it’s deployed in a different way. To create it, you’ll learn some basics about network programming, including how to work with sockets and how to manipulate file descriptors for your own purposes.

	Chapter 7: Veil of Ash: The Dropper That Leaves No Flame Behind Extends the backdoor into a dropper, a small program for transferring a larger program onto a system. We’ll discuss strategies for avoiding forensic detection by dropping the program to memory rather than the hard disk, and we’ll see how our dropper mirrors one actually found in the wild a few years ago.

	Chapter 8: Casting the Twin Serpent: Summoning a Two-Headed Worm Introduces the final project of this book: developing a computer worm, or a mobile agent system if you prefer. We’ll begin in this chapter by creating supporting infrastructure and an environment for testing the worm. Then we’ll implement a two-stage worm in C, using our dropper as a first stage to transfer the actual worm payload as a second stage. We’ll also explore some issues that can arise with improperly coded worms, including packet storms and race conditions.

	Chapter 9: Casting the Lone Strand: Single-Stage Wormcraft Adapts the worm from C to ASM and shows how to get it down from two stages to one, without a dropper. Porting the worm to ASM will highlight some of the differences between our four platforms.

	Chapter 10: Casting the Lost Hosts: Conjuring Network Scanners Extends our worm by adding a basic network scanner so it can automatically find potential targets on the network instead of relying on a hard-coded list of IP addresses. The naive solution for the scanner will be too slow. You’ll learn why and see how to improve it using non-blocking operations. As we adapt the scanner from C to ASM, we’ll look closely at the implications of endianness conversion for the different platforms, an important detail in networking applications.

	Appendix A: The Sorcerer’s Forge: Preparing Your Workshop Guides you through setting up a development environment for the book using a Docker container. You’ll learn how to customize the container and get qemu up and running so you can execute code for all four of our hardware platforms from the same device.

	Appendix B: Secrets of the Forge: Arcane Tricks for Low-Level Tools Provides a compendium of assorted tips and tricks to help you make the most out of the tools used in this book. There’s also further guidance on how to make your programs really, really small, as well as quick reference tables with all the syscalls used in the book and the System V ABI calling convention for our four hardware platforms.

	Appendix C: The Sorcerer’s Anvil: Full Spellcraft Listings Includes the entire single-stage worm source code, completely commented, for all the platforms covered by the book for easy reference.



All great trips start with a first step, and this is yours. I know you’re impatient, so let’s dive into the dual world of hacking and systems programming and build the foundation that will start you on your path toward mastering that heavy wizardry.






PART IINTO THE MACHINE: AWAKENING CODE SPELLS



To those who listen, the Machine whispers in logic. But to those who speak its tongue, it obeys.

—The Codex Obscura, Book I



Learning how your system, software, and hardware work at a low level is essential knowledge for apprentices pursuing the art of heavy wizardry. In Part I of the book, you’ll learn how a computer works, the main C and ASM programming elements, as well as how programs are built and how they interact with the operating system. In addition, you’ll also discover how to use classical tools in the process. In Chapter 2, you’ll fully dissect a C program and explore how malware developers get rid of data that can be used against them.

In Chapters 3 and 4, you’ll learn how to create a shellcode and how a buffer overflow exploit works, while discovering some countermeasures already in place in modern systems, like stack canaries.

Finally, you’ll build a very basic botnet by coding the basic messaging capabilities in Chapter 5 for the master and the zombies and adding the networking capabilities using existing tools.





1SPELL OF THE BINARY ORACLE: WHEN HARDWARE WHISPERS IN OPCODES



[image: A wizard raises his hands over a swirling crystal ball, which sits atop a book with binary code on the spine.]

In this chapter, we’ll discuss how computers work and explore the different layers of a computer system, from the physical hardware itself all the way up to our own programs. We’ll start from the bottom, breaking down how a processor works, looking at what a program is at the lowest level, and walking through how a processor executes a program. Then we’ll step up to the level of assembly language and ultimately C. Along the way, I’ll introduce the main architectures covered in this book: x86_64, ARM, MIPS, and RISC-V.



A Computer as a Stack


A computer is a complex system made up of hardware and software. To simplify it, engineers commonly divide the system into layers. Each layer is in charge of certain actions and interacts with its adjacent layers, using them or providing services to them. In this way, the complex system becomes a stack of simpler layers that are easier to understand and manage.

Let’s take a trip through those layers from the bottom up.



From the Bottom Up


At the very lowest level of the stack is what’s usually known as the bare metal. This includes the physical computer processor itself and the memory. The boot firmware, a set of simple programs stored in read-only memory (ROM), may also be considered as part of this level, along with some other hardware elements like the memory controller and interrupt controller that are usually grouped under the generic term chipset.

On top of the bare metal is the operating system (OS). This level is in charge of managing the hardware. The OS gives us standard services to access the disk, the memory, the USB devices, and so on, often in a modular way through the so-called drivers that you may be familiar with. You could do all this at the bare-metal layer, without an operating system, but guess what? You’d essentially have written an operating system!

The next layer is the system libraries layer. System libraries are blocks of code that are used by many different programs. For GNU/Linux systems like the ones we’ll be working with, they include libraries related to the basic operating system interface (libc), system-wide communications support (such as OpenSSL), and dynamic loading (libdl). In each case, somebody grouped the relevant pieces of code in a file and called it a library, allowing us to use that code from within our programs. There are thousands of libraries available, for any OS out there.

The top level of the stack of layers is the programs layer. These are the things you want to write yourself when you decide to learn how to program a computer: text processors, web browsers, databases, port scanners, malware, you name it. There are hundreds of programming languages you can use for this; C and ASM are two examples, but you should learn as many others as you can if you have the chance, so you can choose the right one for the task you want to accomplish.

The programs layer also includes application-level libraries, which are pieces of code specific to an application or suite of applications. They either provide common functionality or make it easier to interface with those applications.

The difference between system and application libraries is largely conceptual. One way of distinguishing between them is based on the number of programs that require or depend on the library. For example, the standard C library is a system library since most C programs use it, whereas a proprietary library that only a particular chat client uses is an application-level library.





From the Top Down


You might expect a top-down view of a computer system to be the same as the bottom-up view described in the previous section, but upside down. In fact, there are some subtle differences. We’ll go on a more complete top-down trip through the stack in Chapter 2, but for now, let’s take a brief look at how it differs.

Put simply, the bottom-up view is the one a reverse engineer or hardware engineer will see, while the top-down view is the one a software developer sees. The intermediate layers are all the same, but the way you look at them is quite different. In the bottom-up view, we’re interested in the services each layer offers to the layer above it to achieve a certain goal. On the other hand, when we look at the system from the top down, we’re interested in how each of the layers uses the layer below it.

Take the standard C library, part of the system libraries layer. A bottom-up view focuses on how the operating system (the layer just below) enables the library’s functions. We may be interested in this if we want to bypass the standard C library to make our program smaller or if we want to implement our own minimal C library for some specific device. The top-down view, on the other hand, focuses on how higher-level applications can take advantage of the standard C library. With this mindset, we ask questions like “Which function should I use to open a folder or connect to a remote system?” We don’t really care how those functions are implemented; we just need to use them.

We’ll explore this further in Chapter 2, as we try to walk both paths while breaking down what happens in the intermediate layer between a program and the operating system. Even though we won’t explicitly work with libraries in this book (except for the standard C library and a simple library we’ll build ourselves in Chapter 5), you’ll see that there’s a lot in between your program and the operating system. But before that, let’s look at how the hardware itself works and how it interacts with the software, or in other words, our programs.





The Simplest Computer in the World


Despite how much technology seems to have advanced in the last several decades, the reality is that computers haven’t changed much since the 1970s. Today’s computers may be faster and smaller and may consume less power, but they still work the same way they did in the previous century. Of course, this is a simplification, but at the level we’ll be working at in this book, it’s essentially the case.

This section introduces the SCTW-2000, a fictional computer that we can use to illustrate different computer architecture concepts from a generic point of view. It could easily be one of the popular home microcomputers from the 1980s, like the VIC-20 or the Apple II using the legendary 6502 processor, but I’ll avoid referencing a real-world computer for now, for the sake of simplicity.





NOTE


SCTW stands for “Simplest Computer in the World.” The 2000 is to make it sound cool and awesome. Any number in the thousands would probably work well for this purpose.




The SCTW-2000, like many other computers out there, is composed of two parts: a central processing unit (CPU) and memory. If you prefer, you can think of these as processing power and storage capacity, respectively. Let’s take a closer look at each of these elements, starting with the memory, which is conceptually simpler.



The Memory


There are a lot of different types of memory: RAM, ROM, SRAM, DRAM, SDRAM, PROM, EPROM, EEPROM, Flash, serial Flash, and more. From a software point of view, unless we go really low-level, all the way down to the hardware, we don’t really care what type of memory our computer has. What’s important for us is how this element fits within the overall computer architecture.

For the time being, let’s imagine the computer’s memory as a huge pile of drawers, one on top of the other. Inside each drawer we can store one 8-bit number, or in other words, a number between 0 and 255 (that’s 28 possible values, hence 8 bits, or 1 byte). If this is too abstract for you, imagine each drawer contains a piece of paper with a number written on it. If the number is written in pencil so you can erase it and write a new number, that’s random-access memory (RAM). If the number is written in pen so you can’t erase it and therefore can’t change it, that’s read-only memory (ROM). That’s the biggest distinction I’ll make regarding types of memory: memory we can write and read versus memory we can only read.

Next, let’s number the drawers, starting from the bottom (number 0) and increasing consecutively as we move to the drawer at the top. In all, the memory looks something like Figure 1-1.


+--------+
| 8 bits | Drawer 3
+--------+
| 8 bits | Drawer 2
+--------+
| 8 bits | Drawer 1
+--------+
| 8 bits | Drawer 0
+--------+


Figure 1-1: Computer memory shown as a pile of drawers



The more memory our system has, the taller the drawer pile will be, and therefore the more 8-bit numbers you’ll be able to store. For instance, if we say the SCTW-2000 has 64 kibibytes (KiB) of RAM, that means it has 65,536 drawers, one on top of the other. (Yes, that sounds ridiculously small nowadays, but there was a time when . . . grandpa mode off, sorry!)




MEMORY UNITS


The correct unit for measuring memory size is a controversial topic. In the old days, 1 kilobyte (KB) meant 210 = 1,024 bytes, so saying a computer had 64K or 64KB of RAM meant it had 1,024 × 64 = 65,536 memory positions (that’s 216). This caused confusion, however, because in the International System of Units (SI), the prefix kilo means 1,000: A kilogram is 1,000 grams, a kilometer is 1,000 meters, and so on. By this logic, 64 kilobytes ought to mean 64,000 bytes.

For this reason, the unit of the kibibyte (KiB) was introduced to unambiguously refer to 1,024 bytes. That said, a lot of people (me included) still just use KB in the old 1,024 bytes sense. Computers care about powers of 2, not powers of 10, so the number 1,000 isn’t special. You might catch me using KB rather than KiB in this book.

There’s also a matter of the second letter in the unit. In the old days, you could just say 64K and it was understood that you meant 64 kilobytes (the 1,024-byte kind). However, there are areas where the single-letter unit is ambiguous. For example, memory chips usually specify their size in bits (small b), not bytes (big B). A capacity of 256 megabits (Mb) is not to be confused with 256 megabytes (MB); it’s actually only 32MB! The small b is also common in communications, where it makes more sense to talk about bits than bytes (we’ll talk more about those units in Chapter 3).



Each drawer in the pile is known as a memory location, the number identifying the drawer’s position within the pile is its memory address, and the number stored inside the drawer is the content of that memory location. That’s all you need to know about memory for now. Not so hard, right? Even if we’re talking about . . . hardware.




The CPU


The CPU is the other main component of the computer. It’s composed of the following key parts:


	A set of registers

	An arithmetic logic unit

	A control unit



Easy-peasy.



Registers


You can think of the registers as small pieces of memory inside the CPU. Because they’re located directly within the CPU, registers are super fast, and they can usually hold numbers bigger than the 8 bits stored in the memory locations discussed in the previous section. On the other hand, there are very few registers available. Typically, a CPU has somewhere in the range of 4 to 32 registers; compare that to the 65,536 drawers in the ridiculously small RAM of the SCTW-2000.

Depending on the processor, registers can be numbered starting from 0, like memory addresses, or they can be named. For instance, the Z-80 processor named its registers AF, BC, DE, HL, IX, and IY. Intel processors traditionally named their registers AX, BX, CX, DX, SI, DI, and so on. Motorola processors used a more systematic naming scheme: A0–A7 (the address registers) and D0–D7 (the data registers) for its 68K family. For processors with a high number of registers, it’s usual to follow the Motorola scheme and name the registers with consecutive numbers. ARM processors do this, naming their general-purpose registers r0–r15. The same goes for MIPS and RISC-V processors, though those two platforms also provide names for the registers. We’ll come back to this in detail in Chapter 2.

One particular register to note is the program counter (PC) or instruction pointer (IP). The name depends on the processor family you’re working with. This is a special register in the CPU that indicates which memory address in the main memory (which drawer in the pile) contains the next instruction to be executed from the program the CPU is currently running. Here, we’re assuming a von Neumann architecture, where programs and data are stored in the same memory space. Some processors instead use a Harvard architecture, which physically separates program memory from data memory. Your typical modern computer has a von Neumann architecture, while Harvard architectures are common in microcontrollers, where the program is stored in Flash memory (a type of ROM) and the data is stored in some kind of RAM memory (usually very small).

Whenever the processor executes an instruction, the IP is increased by 1 (actually, it may be more than 1 if the current instruction takes up multiple bytes), unless the instruction is a branch or jump. In that case, a new value is assigned to the IP so the next instruction will be taken from a new position. We’ll talk more about these instruction types in Chapter 5.




NOTE


Not all computers use registers. Some are stack-based and perform all operations using a stack. For example, the WebAssembly computational model is designed around a stack-based machine. However, this architecture never really took off commercially; with a few exceptions, most of the computers using this approach date from the 1940s to 1980s.







The Arithmetic Logic Unit


The second element of the processor is the arithmetic logic unit (ALU). As its name suggests, it performs arithmetic and logic operations: You can add, subtract, multiply, AND, OR, and XOR values using this processor component. Believe it or not, that’s most of what a computer does. I assume you know how to perform basic arithmetic operations, and you might also know how to perform logical operations. If not, don’t worry; I’ll explain them when required.

The ALU performs operations using either values stored in the registers or values taken from memory, storing the result in either a register or a memory address. The available options depend on the processor. Old processors could perform operations only on registers, meaning you’d first need to move data from memory to a register before performing your operation. This is sometimes known as a load-and-store or register-register architecture. MIPS still works this way. Some more modern processors, like x86_64, have removed this limitation, allowing operands to be pulled directly from memory. This is usually known as a register-memory architecture.

ALUs have become more flexible in other ways as well, such as allowing the use of three registers, two for the operands and one for the result. This wasn’t always an option. Many older processors defined a special fixed register, called the accumulator, that would store the result of any ALU operations, but now the ALU output can go to more locations. The more rigid approach made hardware simpler in the early days.




The Control Unit


The last part of the processor we’re interested in is the control unit, which in this simplified computer model encompasses everything else inside the processor besides the registers and the ALU. Branch prediction, cache management, bus signaling, pipeline management, memory management: All the cool stuff happens in the control unit. This is the most complex part of the CPU, but from a software programming perspective, much of that complexity isn’t immediately important. There are just a few key control unit concepts you need to know at this point.

The control unit is in charge of managing the CPU’s external interfaces—in other words, the state of all the pins, those little metallic legs or squares on the back of the CPU chip. Using those pins, the processor can talk to the memory to read and write values in the drawers, and it can also communicate with other chips on the motherboard. We’ll come back to this in more detail in Chapter 3; for now, just keep in mind that the pins are controlled by the control unit.

When the processor needs data from memory, it uses the control unit to activate the right pins, telling the memory chip to read from or write to a given memory address. The memory chip will either get the value to write from some CPU pins or put the read value on other pins (sometimes these two sets of pins are multiplexed, or used to hold addresses or data at different times). In practice, memory operations don’t really work exactly like this, but this simplification is good enough for now.

The control unit is also in charge of reading the program from memory, parsing it, and executing the machine code instructions. At its heart, a program is just a sequence of numbers stored in memory. Those numbers are instructions, and the control unit goes through them one by one to run the program.

Most modern computers execute machine instructions in three stages. First, they fetch the instruction from memory. Then, the instruction needs to be decoded so the processor knows what it has to do. Finally, the instruction is executed. This sequence is commonly referred to as the processor pipeline because one stage flows into the next, like water flowing through a pipe. Figure 1-2 shows how two instructions, inst1 and inst2, move through such a pipeline over six time steps, t0 through t5. This depiction assumes a scalar processor, which can handle only one stage—fetch, decode, or execute—at a time.


   | FETCH    |  DECODE  |  EXECUTE |
t0 | inst1    |          |          |
t1 |          | inst1    |          |
t2 |          |          | inst1    | <- inst1 executed
t3 | inst2    |          |          |
t4 |          | inst2    |          |
t5 |          |          | inst2    | <- inst2 executed


Figure 1-2: A scalar processor pipeline



In modern processors, however, the circuitry responsible for each stage can be built independently, meaning the stages can run concurrently. The processor can be fetching an instruction from memory, decoding the previously fetched instruction, and executing the instruction before that, all at once. Processors that work this way are known as superscalar. Figure 1-3 shows a superscalar processor in action.


   | FETCH    |  DECODE  |  EXECUTE |
t0 | inst1    |          |          |
t1 | inst2    | inst1    |          |
t2 | inst3    | inst2    | inst1    | <- inst1 executed
t3 | inst4    | inst3    | inst2    | <- inst2 executed


Figure 1-3: A superscalar processor pipeline



The scalar processor in Figure 1-2 executes the first instruction at t2, the same as the superscalar processor, but from that point on, things change. The scalar processor executes the second instruction at t5, while the superscalar processor executes it two cycles earlier, at t3.

This is one of the reasons why, nowadays, it’s very hard to figure out precisely how long it will take for a given instruction to run. In the past, for simple processors, there were manuals listing the cycles required for each instruction, and you could calculate the exact execution time of a given piece of code. That was important for real-time systems. With more complex processors this is no longer possible, and other techniques, such as interrupts, are used to ensure the timely execution of code. As a rule of thumb, instructions requiring memory access take longer than operations on registers, and simpler arithmetic operations, like addition, run faster than more complicated ones, like division.

I’ve been referring to cycles, but what does that even mean? The operations a processor performs are driven by a clock, a digital signal that changes from 0 to 5 volts (or 3.3 V, 1.8 V, or even less) and back at a steady pace. Each time the signal repeats, one cycle or tick has passed. A clock tick is the smallest time unit the processor can understand. Think of it as a watch that can’t represent any amount of time less than a second, although in the case of a modern processor, the cycles are measured in gigahertz (GHz, or billions of cycles per second). The number of clock cycles an instruction takes depends on what that instruction does. For example, accessing registers can usually be done in a single cycle, whereas accessing memory takes longer.

The control unit is the most interesting part of the processor, and I could fill a complete book talking about it. For the time being, however, you just need to know that it’s the part of the processor that knows about the instructions and how to talk to the rest of the hardware in the computer. Additional concepts will be introduced as we go.





A Complete Computer Model


Putting together what we’ve discussed so far, Figure 1-4 shows a basic model of a complete computer.


 MEMORY                       CPU
+--------+                  +--------------------------+
|        | Address M        |                REGISTERS |
+--------+                  | +------+       +-------+ |
| ...    |                  | | ALU  |<=====>| R0    | |
+--------+                  | |      |<--+   +-------+ |
|        |                  | +------+   |   |  ...  | |
+--------+                  | +-------+  |   | RN-1  | |
|        |<==================>|CONTROL|<-+   +-------+ |
+--------+                  | | UNIT  |<====>| RN    | |
|        | Address 0        | +-------+      +-------+ |
+--------+                  +--------------------------+


Figure 1-4: A simplified computer model



The control unit accesses the memory to retrieve and store data, and it moves data to and from the registers. It also reads the program and executes it, modifying the registers or instructing the ALU to perform operations.

Despite how simple this model looks, it reflects the way most current processors work at a high level. We’ll fill in more details in the coming chapters, but this model contains all the main hardware concepts you need to work through this book.





How Programs Work


Now that you know something about what a CPU is, let’s take a closer look at how a CPU runs a program and what a program looks like. How do those fetch, decode, and execute stages really work? To answer that, let’s return to our fictional SCTW-2000 and outline some of its killer specs:


	It has two registers, named EBX and EBP (you’ll see later why I’ve chosen these names), plus an instruction pointer named RIP. Remember, the instruction pointer contains the memory address of the next instruction to execute in the program.

	The ALU can perform just one operation: add two registers. It allows us to choose the register where the result will be stored: EBX or EBP.

	It has two instructions. The MOV instruction assigns a value to a register, and the ADD instruction tells the ALU to add the two registers.

	On reset or power-on, all registers, including RIP, are set to 0. Program execution will therefore start at memory address 0.



To fully specify the SCTW-2000, I have to more thoroughly define the instructions it can run along with the opcodes associated with each instruction. Opcodes are numbers that the CPU’s control unit can understand, which are used to identify the processor instructions. At the lowest level, a computer program is just a sequence of those numbers, known as machine code.

Together, the available instructions and their opcodes, along with human-readable names called mnemonics, make up the processor’s instruction set architecture (ISA). (The ISA defines some other stuff, too, but for now let’s keep it simple.) For the SCTW-2000, the ISA looks something like Table 1-1.


Table 1-1: The SCTW-2000 ISA







	Opcode

	Mnemonic

	Description






	0xbb XX

	MOV EBX, XX

	Copies the value XX to register EBX




	0xbd XX

	MOV EBP, XX

	Copies the value XX to register EBP




	0x01 0xea

	ADD EBP, EBX

	Adds the values of registers EBX and EBP and stores the result in register EBP




	0x01 0xeb

	ADD EBX, EBP

	Adds the values of registers EBX and EBP and stores the result in register EBX




	0x90

	NOP

	No operation (does nothing)




	0xff

	HALT

	Stops the processor






The first column of this table contains the opcodes. The numbers beginning with 0x are specific numerical values given in hexadecimal (more on this number system shortly), while XX represents any arbitrary number. There are one or two numbers per row, depending on the instruction; multiple numbers indicate that the instruction may take up more than one memory location (byte).

I’ve chosen some arbitrary opcodes for the SCTW-2000 (well, not that arbitrary, but in theory they could be anything). In general, the way the numbers are selected depends on the processor’s internal architecture. In the real world, they aren’t just random numbers but rather follow some kind of logic. For our current discussion, though, the exact values aren’t important.

Remembering opcodes is hard for humans. Sure, we could probably manage it for a simple ISA like this one, but a real processor could easily have hundreds of opcodes. For that reason, we typically use something a bit easier to remember: mnemonics, a word of Greek origin meaning relating to memory. Whereas opcodes are the components of machine code, the more user-friendly mnemonics, like the ones in the second column of Table 1-1, are what is used in assembly language (ASM). The ASM has to be converted into machine code for the CPU to execute it. That’s the task of a program known as an assembler.



Writing Your First Program


To illustrate what we’ve learned so far and understand how a program executes, let’s write a simple SCTW-2000 program that adds two numbers, 10 and 20. The ASM code (using mnemonics) for this simple program is shown in Listing 1-1.

MOV EBX, 10
MOV EBP, 20
ADD EBX, EBP
HALT

Listing 1-1: Adding two numbers with the SCTW-2000

This program loads the values to be added into the two registers, then adds them together. The only choice we need to make is whether to store the result in EBX or EBP. In this case, I’ve chosen EBX.

Now let’s do the work of the assembler manually by using Table 1-1 to translate this human-readable ASM program into machine code the computer can understand:

MOV EBX, 10   ->  0xbb 0x0a
MOV EBP, 20   ->  0xbd 0x14
ADD EBX, EBP  ->  0x01 0xeb
HALT          ->  0xff

Note that 0x0a is 10 in hexadecimal and 0x14 is 20 in hexadecimal. I’ve used hexadecimal instead of decimal in this case for convenience. Our memory can store 8-bit numbers (from 0 to 255) at each address. Using a decimal representation, we’d need three digits for each number above 99. Using hexadecimal, we need just two digits for any 8-bit value (0x00 to 0xff).

You’ll learn all about how to represent numbers in Chapter 3. For now, just keep in mind that decimal and hexadecimal are two different systems for representing the same numbers (like saying the same thing in two different languages). Hexadecimal numbers are usually represented with the prefix 0x before the number, and they use symbols from 0 to 9 and a to f to represent values from 0 to 15. That’s 16 possible values for each digit. We refer to such a number system as base 16.

Now we can load the program into the SCTW-2000’s memory. As shown in Figure 1-5, the first byte of the first instruction goes in the lowest address (0), and then we fill the memory up from there.


ADDR-06 | 0xff |
ADDR-05 | 0xeb |
ADDR-04 | 0x01 |
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd |
ADDR-01 | 0x0a |
ADDR-00 | 0xbb | <= RIP


Figure 1-5: Loading our program into memory



Our program requires 7 bytes of memory. We copy the program starting at position 0, and after resetting the SCTW-2000 (if you’re curious, I’m assuming it uses SRAM), RIP will point to address 0 and will start reading the machine code and executing the instructions from there.




NOTE


Not all processors start execution at address 0. Check the datasheet for a given processor for details on its boot process and conditions.




We’ve written our first ASM program, assembled it, and loaded into memory. Now let’s make the SCTW-2000 run the code!




Running Your First Program


As we don’t have an SCTW-2000 on hand, let’s play the role of the processor ourselves and execute our program instruction by instruction to verify that it does what we want. For simplicity, we’ll assume that the SCTW-2000 has a scalar processor and can do just one thing at a time. The computer’s starting state is shown in Figure 1-6.


ADDR-06 | 0xff |           EBX = 0
ADDR-05 | 0xeb |           EBP = 0
ADDR-04 | 0x01 |           RIP = 0
ADDR-03 | 0x14 |    
ADDR-02 | 0xbd |
ADDR-01 | 0x0a |
ADDR-00 | 0xbb | <= RIP


Figure 1-6: The SCTW-2000’s initial state



The program counter, RIP, is pointing at memory address 0, so the processor first fetches the instruction from this address. Its value is 0xbb, which, as we know, is an instruction that requires an extra byte. There are different ways to determine how many bytes need to be considered for each instruction, and this is one area where the machine code numbers chosen for the ISA can have an impact. In the SCTW-2000’s case, the ISA (see Table 1-1) follows this approach:


	Instructions with opcodes from 0xb0 to 0xbf require 2 bytes. Therefore, our move instructions, 0xbb and 0xbd, each use 2 bytes.

	Instruction with opcodes from 0x01 to 0x0f require 2 bytes. Therefore, the two add instructions also each take 2 bytes.

	Any other instruction is 1 byte long.



With this encoding schema, the control unit just needs to check the high nibble (the first hexadecimal digit) of the first instruction byte to know how many more bytes it has to read, if any, without completely decoding the instruction. In this case, the control unit sees that it also needs to read the second byte of the instruction from memory address 1. Then, after reading all the required bytes, the control unit updates the program counter accordingly so it’ll be ready to fetch the next instruction. This process is shown in Figure 1-7.


Fetch : 0xbb 0x0a
ADDR-06 | 0xff |           EBX = 0
ADDR-05 | 0xeb |           EBP = 0
ADDR-04 | 0x01 |           RIP = 2
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | <= RIP
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-7: Fetching the first instruction



Next, the control unit decodes the instruction. It checks the bytes and determines that the instruction is to move the value read from memory into register EBX (Figure 1-8).


Decode : 0xbb 0x0a -> Copy 0x0a into register EBX.
ADDR-06 | 0xff |           EBX = 0
ADDR-05 | 0xeb |           EBP = 0
ADDR-04 | 0x01 |           RIP = 2
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | <= RIP
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-8: Decoding the first instruction




Now that the processor knows what to do, it can finally execute the instruction (Figure 1-9).


Execute : Store 0x0a in register EBX.
ADDR-06 | 0xff |           EBX = 0x0a
ADDR-05 | 0xeb |           EBP = 0
ADDR-04 | 0x01 |           RIP = 2
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | <= RIP
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-9: Executing the first instruction



After executing the first instruction, the processor proceeds to the next one. This is the instruction RIP is pointing to at address 2. It fetches the instruction, which once again is 2 bytes long, and updates RIP to point to address 4 (Figure 1-10).


Fetch   : 0xbd 0x14
ADDR-06 | 0xff |           EBX = 0x0a
ADDR-05 | 0xeb |           EBP = 0
ADDR-04 | 0x01 | <= RIP    RIP = 4
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | 
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-10: Fetching the second instruction



The processor checks the machine code table to decode the instruction and sees it should store the value 0x14 into register EBP. Figure 1-11 shows the SCTW-2000’s state after executing this instruction.


Execute : Store 0x14 in register EBP.
ADDR-06 | 0xff |           EBX = 0x0a
ADDR-05 | 0xeb |           EBP = 0x14
ADDR-04 | 0x01 | <= RIP    RIP = 4
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | 
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-11: Executing the second instruction



We’re done with the second instruction, so let’s run the third. Once again, the processor reads 2 bytes for this instruction and updates RIP to point to address 6 (Figure 1-12).



Fetch   : 0x01 0xeb
ADDR-06 | 0xff | <= RIP    EBX = 0x0a
ADDR-05 | 0xeb |           EBP = 0x14
ADDR-04 | 0x01 |           RIP = 6
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | 
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-12: Fetching the third instruction



After decoding this instruction, the processor knows that it has to add the values of EBX and EBP and store the result in EBX. The ALU does that for us during the execution phase (Figure 1-13).


Execute : Add EBX and EBP and store the result in EBX.
ADDR-06 | 0xff | <= RIP    EBX = 0x1e
ADDR-05 | 0xeb |           EBP = 0x14
ADDR-04 | 0x01 |           RIP = 6
ADDR-03 | 0x14 | 
ADDR-02 | 0xbd | 
ADDR-01 | 0x0a |
ADDR-00 | 0xbb |


Figure 1-13: Executing the third instruction



Finally, the processor proceeds to the last instruction, a HALT, and stops there.

In reality, the instruction bytes aren’t read from memory one by one. Due to the electronics behind the computer circuits, it’s usually faster to read several bytes at once (this also applies to other devices, such as disks). Instructions are therefore fetched in larger blocks, so that more than one instruction is brought into the processor at a time. The bytes are read into a small internal CPU memory, and the fetch stage retrieves the instructions from this internal memory instead of performing multiple slow main memory accesses.


Exercise Add a new operation to the SCTW-2000 ISA that multiplies two registers. Then write a program that multiplies the values 7 and 8. Assemble the program and execute it manually to verify that it does what it should do.







Your First C Program


Now let’s move up a level, to the C programming language. We’ll try to produce exactly the same machine code we generated by hand in the previous section, but using a C program instead of ASM. Also, instead of a fictional SCTW-2000, we’re going to use a real Intel 64-bit (x86_64) processor. You’ll soon see how similar the two processors are.

The Intel family of processors is mostly used for personal computers. Your home computer or laptop likely runs an Intel processor. They’ve been evolving for decades, from the 8-bit 8008 and 8080 to the 16-bit 8088, 8086, and 80286; the 32-bit 80386, 80486, and Pentium (known as the i386 architecture); and the current 64-bit models (Xeon, Intel Core 2, and so on), generically known as x86_64. For each of these generic names, there are many different processors with slightly different features.

Nowadays, most machines with Intel-compatible processors (including processors from companies like AMD or Via) use a 64-bit architecture. For the topics covered in this book, the specific type of processor isn’t important; what we’ll discuss for the Intel 64-bit architecture will be valid for any Intel-compatible 64-bit processor.

Before we get to the code, note that from this point on we’ll need several tools to turn our programs into binary executables (which I’ll generally just refer to as binaries or executables from here on) and analyze those to see what’s in them. Without going into too much detail, we’ll primarily be using the GNU Compiler Collection (gcc) and the objdump tool. These programs form part of a toolchain, the set of tools needed to produce a binary for


int main (void)
{
  register  int a = 10;
  register  int b = 20;

  a += b;
  return a;
}







NOTE








$ x86_64-linux-gnu-gcc -fomit-frame-pointer -o ex01 ex01.c




$ x86_64-linux-gnu-objdump -M intel -d ex01 | grep -A 10 '<main>:'
0000000000001129 <main>:
    1129:   55                      push   rbp
    112a:   53                      push   rbx
    112b:   bb 0a 00 00 00          mov    ebx,0xa
    1130:   bd 14 00 00 00          mov    ebp,0x14
    1135:   01 eb                   add    ebx,ebp
    1137:   89 d8                   mov    eax,ebx
    1139:   5b                      pop    rbx
    113a:   5d                      pop    rbp
    113b:   c3                      ret





    112b:   bb 0a 00 00 00          mov    ebx,0xa
    1130:   bd 14 00 00 00          mov    ebp,0x14
    1135:   01 eb                   add    ebx,ebp






CROSS-COMPILATION











Assembling Your First Program for Different Processors






ARM







NOTE








$ arm-linux-gnueabi-gcc -fomit-frame-pointer -o arm-ex01 ex01.c


$ arm-linux-gnueabi-objdump -d arm-ex01 | grep -A 9 '<main>:'
0000840c <main>:
    840c:   e92d0030    push    {r4, r5}
    ------------------------------------------------
    8410:   e3a0400a    mov r4, #10
    8414:   e3a05014    mov r5, #20
    8418:   e0844005    add r4, r4, r5
    ------------------------------------------------
    841c:   e1a03004    mov r3, r4
    8420:   e1a00003    mov r0, r3
    8424:   e8bd0030    pop {r4, r5}
    8428:   e12fff1e    bx  lr





CISC VS. RISC









$ aarch64-linux-gnu-gcc -fomit-frame-pointer -o arm64-ex01 ex01.c
$ aarch64-linux-gnu-objdump -d arm64-ex01 | grep -A 9 '<main>:'
00000000000006e4 <main>:
    6e4:   a9bf53f3        stp     x19, x20, [sp, #-16]!
    ------------------------------------------------    
    6e8:   52800153        mov     w19, #0xa                       // #10
    6ec:   52800294        mov     w20, #0x14                      // #20
    6f0:   0b140273        add     w19, w19, w20
    ------------------------------------------------    
    6f4:   2a1303e0        mov     w0, w19
    6f8:   a8c153f3        ldp     x19, x20, [sp], #16
    6fc:   d65f03c0        ret






MIPS





$ mips-linux-gnu-gcc -fomit-frame-pointer -o mips-ex01 ex01.c
$ mips-linux-gnu-objdump -d mips-ex01 | grep -A14 '<main>:'
00400710 <main>:
    400710:   27bdfff8        addiu   sp,sp,-8
    400714:   afb10004        sw      s1,4(sp)
    400718:   afb00000        sw      s0,0(sp)
    --------------------------------------------
    40071c:   2410000a        li      s0,10
    400720:   24110014        li      s1,20
    400724:   02118021        addu    s0,s0,s1
    --------------------------------------------
    400728:   02001025        move    v0,s0
    40072c:   8fb10004        lw      s1,4(sp)
    400730:   8fb00000        lw      s0,0(sp)
    400734:   27bd0008        addiu   sp,sp,8
    400738:   03e00008        jr      ra
    40073c:   00000000        nop



$ mips64-linux-gnuabi64-gcc -fomit-frame-pointer -o mips64-ex01 ex01.c
$ mips64-linux-gnuabi64-objdump -d mips64-ex01 | grep -A14 '<main>:'
0000000120000ae0 <main>:
    120000ae0:   67bdfff0        daddiu  sp,sp,-16
    120000ae4:   ffb10008        sd      s1,8(sp)
    120000ae8:   ffb00000        sd      s0,0(sp)
    ------------------------------------------------    
    120000aec:   2410000a        li      s0,10
    120000af0:   24110014        li      s1,20
    120000af4:   02111021        addu    v0,s0,s1
    ------------------------------------------------    
    120000af8:   00408025        move    s0,v0
    120000afc:   02001025        move    v0,s0
    120000b00:   dfb10008        ld      s1,8(sp)
    120000b04:   dfb00000        ld      s0,0(sp)
    120000b08:   67bd0010        daddiu  sp,sp,16
    120000b0c:   03e00008        jr      ra
    120000b10:   00000000        nop





RISC-V





$ riscv64-linux-gnu-gcc -fomit-frame-pointer -o riscv64-ex01 ex01.c
$ riscv64-linux-gnu-objdump -d riscv64-ex01 | grep -A14 "<main>:"
000000000001040c <main>:
    1040c:   1141                    addi    sp,sp,-16
    1040e:   e422                    sd      s0,8(sp)
    10410:   e026                    sd      s1,0(sp)
    --------------------------------------------------    
    10412:   4429                    li      s0,10
    10414:   44d1                    li      s1,20
    10416:   009407bb                addw    a5,s0,s1
    --------------------------------------------------    
    1041a:   0007841b                sext.w  s0,a5
    1041e:   87a2                    mv      a5,s0
    10420:   853e                    mv      a0,a5
    10422:   6422                    ld      s0,8(sp)
    10424:   6482                    ld      s1,0(sp)
    10426:   0141                    addi    sp,sp,16
    10428:   8082                    ret




	addu on MIPS becomes addw on RISC-V. The w stands for word and means that only a word (32 bits) will be considered in the operation, even when the registers are 64 bits long.

	sext.w is a pseudo-instruction that performs a sign extension, taking a smaller signed value and extending it to a larger value while preserving the sign. (We’ll discuss sign in Chapter 3 in a more meaningful context.) The .w means that the sign extension applies to the word size.
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