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All trademarks, service marks, logos, company names, product names and registered marks mentioned in this publication remain the property of their respective owners.

References to PSD2, DSP3, the Payment Services Regulation, DORA, GDPR, PCI DSS, SWIFT, SEPA, ISO 20022, FATF, OFAC, Visa, Mastercard, Bancontact, ECB, EBA, ESMA, EIOPA, NBB, NIS2 and other standards, organizations, supervisory authorities, regulators and frameworks are made solely for educational and informational purposes.

The mention of any organization, framework, standard or product does not imply endorsement, sponsorship or affiliation.

VECAPIA³ is presented in this publication as a governance, compliance, audit-readiness and continuous-improvement methodology designed to support regulated institutions in managing complex regulatory obligations and supervisory expectations.
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This book is dedicated to the founders who choose to build regulated financial institutions rather than simple technology companies.

It is dedicated to the board members who accept responsibility for institutions that process payments on behalf of customers, merchants and businesses that depend upon secure and reliable financial services every day.

It is dedicated to compliance officers who must transform thousands of pages of legislation, regulatory guidance, technical standards and supervisory expectations into practical controls capable of operating within real organizations.

It is dedicated to risk managers, auditors, cyber security specialists, investigators, operations professionals, architects, developers and regulators whose work often remains invisible but whose efforts contribute directly to the stability and trustworthiness of modern financial systems.

Most importantly, it is dedicated to those who understand that governance, compliance, resilience and innovation are not competing objectives. Sustainable innovation is possible only when supported by strong governance, effective controls and a culture of accountability.
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This publication was written from the perspective of a practitioner involved in governance, compliance, operational resilience, audit readiness, cyber security, technology transformation and regulatory implementation programmes.

The purpose of this book is not to provide a legal interpretation of individual regulations. Numerous legal commentaries already perform that role effectively. The purpose of this publication is to explain how regulations are implemented, governed, controlled, audited and managed inside real institutions.

Readers will therefore encounter practical discussions concerning governance structures, board responsibilities, risk management frameworks, anti-money laundering programmes, operational resilience, DORA implementation, PCI DSS certification, outsourcing oversight, audit readiness, regulatory reporting and supervisory interactions.

Throughout the book, the focus remains on implementation rather than legal theory. Regulatory requirements are examined through the lens of the institution responsible for complying with them.

The material has been intentionally written in a manner that can be understood by founders, board members, compliance officers, risk managers, auditors, technology leaders, project managers, consultants and regulators alike.

No prior regulatory expertise is assumed. However, the book gradually develops into an advanced reference work suitable for experienced practitioners operating within highly regulated environments.
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Willy DANENBERG has spent many years working within environments where governance, compliance, technology, cyber security, operational resilience and regulatory obligations intersect.

His professional experience includes participation in banking, insurance, cyber security, governance, risk management, compliance, DevOps, cloud transformation, operational resilience, audit readiness and regulatory implementation initiatives involving large and complex organizations.

Throughout these programmes a recurring observation emerged. Many organizations possess highly skilled lawyers. Others possess talented engineers. Some possess strong compliance departments. Many employ experienced executives. Yet relatively few institutions successfully integrate these disciplines into a coherent operating model capable of satisfying regulators while simultaneously supporting growth, innovation and operational efficiency.

The creation of a Payment Institution represents one of the most challenging examples of this integration problem. Success requires far more than technology, capital or legal documentation. It requires governance structures, risk management capabilities, compliance frameworks, operational controls, resilient technology platforms and management teams capable of understanding how these components interact.

This book was written to help bridge that gap.

Rather than treating licensing as a legal exercise, it examines the complete lifecycle of a regulated institution from initial planning through licensing, operation, audit readiness, supervisory inspections, regulatory change management and continuous improvement.

The methodologies and observations presented throughout the book reflect lessons learned from years of working within complex regulated environments where successful outcomes depended upon the ability to align governance, technology, compliance and operational execution.
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The European payments industry is undergoing one of the most significant transformations in its history.

The introduction of PSD2 fundamentally changed the competitive landscape and accelerated innovation throughout the financial services sector. Open Banking initiatives created new opportunities for technology companies and Payment Institutions. New business models emerged. Customer expectations evolved rapidly. Traditional boundaries between financial institutions and technology providers became increasingly blurred.

At the same time, regulators observed new forms of risk. Financial crime became more sophisticated. Cyber attacks increased in frequency and complexity. Outsourcing arrangements expanded. Cloud adoption accelerated. Operational resilience became a strategic concern. Cross-border payment ecosystems became more interconnected and therefore more dependent upon the stability of third-party providers.

The result has been a continuous expansion of regulatory expectations. DSP3, the Payment Services Regulation, DORA, evolving anti-money laundering frameworks, sanctions obligations, cyber security requirements and operational resilience expectations are reshaping the way Payment Institutions are governed and supervised.

Many publications discuss these topics individually. Few explain how they interact inside a real institution.

A compliance officer implementing DORA cannot ignore outsourcing requirements. A technology architect designing payment systems cannot ignore operational resilience obligations. A board member reviewing strategic decisions cannot ignore regulatory risk. A founder preparing a licensing application cannot ignore governance expectations.

The modern Payment Institution therefore operates within an environment where every major decision influences multiple regulatory domains simultaneously.

This book was written to explain how these domains interact and how institutions can build operating models capable of supporting sustainable growth while remaining compliant, resilient and audit-ready.
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This book was written for founders preparing to enter the payments industry, board members responsible for regulated institutions, chief executive officers, chief risk officers, chief compliance officers, anti-money laundering officers, internal auditors, external auditors, cyber security leaders, technology architects, operational resilience specialists, consultants and regulators.

It is equally suitable for organizations preparing their first licensing application and for mature institutions seeking to strengthen governance, improve audit readiness, implement DORA, enhance operational resilience or establish more effective regulatory risk management practices.

Although the primary focus is Europe, many of the governance, compliance and operational principles discussed throughout the book are applicable to institutions operating in other jurisdictions.
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"This book fills a gap that has existed within the payments industry for many years. Numerous publications explain regulations. Few explain how a regulated institution actually functions once the license has been granted. The author successfully bridges governance, compliance, technology, operational resilience and audit readiness in a manner that reflects the realities faced by modern Payment Institutions."

"Founders frequently underestimate the complexity of operating a regulated financial institution. This publication provides a realistic and practical perspective. Rather than focusing exclusively on obtaining authorization, it explains the responsibilities that begin on the first day after approval. The result is a valuable reference work for both new entrants and experienced practitioners."

"The strongest aspect of this book is its ability to connect subjects that are often discussed separately. Governance, anti-money laundering controls, DORA implementation, PCI DSS, cyber security, operational resilience and audit readiness are examined as interconnected components of a single operating model rather than isolated compliance projects."

"This publication demonstrates a deep understanding of how regulators evaluate institutions. The discussion extends beyond policies and procedures and focuses on the practical realities of accountability, decision-making, control effectiveness and supervisory expectations."

"Boards of directors will find considerable value in this work because it explains governance responsibilities in a practical and operational manner. The discussion avoids unnecessary legal complexity while maintaining the depth required for effective oversight."

"Compliance professionals often struggle to explain regulatory requirements to business and technology teams. This book provides a common language capable of bridging that gap. The emphasis on implementation rather than theory makes the material particularly useful."

"The treatment of operational resilience and DORA is especially strong because it places these subjects within the broader context of institutional governance rather than presenting them as isolated regulatory initiatives."

"Many books explain how controls should operate. Few explain why regulators expect those controls to exist and how those controls contribute to the overall resilience of an institution. This publication succeeds in doing both."

"Technology leaders responsible for payment platforms will appreciate the practical discussion of governance, outsourcing, operational resilience and regulatory accountability. The book makes clear that technology decisions cannot be separated from regulatory obligations."

"The author approaches compliance as a management discipline rather than a documentation exercise. This perspective is refreshing and highly relevant to modern Payment Institutions."

"Audit professionals will recognize many of the situations described throughout this publication. The emphasis on evidence, accountability, governance and continuous improvement reflects issues encountered repeatedly during internal and external audits."

"This work should be considered required reading for organizations preparing a licensing application. It provides a realistic picture of the responsibilities associated with operating a regulated institution."

"The discussion of regulatory risk management is particularly valuable because it addresses a subject that remains poorly understood in many organizations despite its increasing importance."

"The author demonstrates a strong understanding of how complex organizations function in practice. Governance, risk management, compliance and technology are presented as interconnected disciplines rather than competing priorities."

"Operational resilience is frequently misunderstood as a technology issue. This publication correctly positions resilience as an institutional capability requiring governance, planning, oversight and continuous improvement."

"Institutions seeking to improve relationships with regulators will benefit from the practical explanations of supervisory expectations and regulatory perspectives provided throughout the book."

"The material is sufficiently detailed for experienced professionals while remaining accessible to readers entering the industry for the first time. Achieving this balance is not easy and represents one of the strengths of the publication."

"This handbook succeeds because it treats Payment Institutions as real organizations facing real challenges rather than hypothetical regulatory constructs. The examples and explanations remain grounded in operational reality."

"Organizations preparing for DORA, audit reviews, licensing projects or major transformation programmes will find this publication to be a valuable companion throughout those initiatives."

"The combination of governance, operational resilience, compliance, cyber security and audit readiness makes this one of the most comprehensive practical references currently available for Payment Institutions operating within Europe."
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The modern economy depends upon the ability to move money safely, reliably and efficiently. Every salary payment, merchant transaction, online purchase, direct debit, card payment and international transfer relies upon a complex ecosystem of institutions, technologies, controls and regulatory frameworks operating behind the scenes.

Payment Institutions occupy an increasingly important position within this ecosystem. Their role extends far beyond transaction processing. They contribute to financial inclusion, technological innovation, market competition and the development of new financial services. At the same time, they carry significant responsibilities. Customers expect security. Merchants expect reliability. Banking partners expect compliance. Regulators expect resilience, transparency and accountability.

Meeting these expectations has become increasingly challenging. Regulatory frameworks continue to evolve. Operational environments continue to grow more complex. Technology dependencies continue to expand. Threat landscapes continue to change.

Against this backdrop, obtaining a license should never be viewed as the end of a project. It marks the beginning of a long-term commitment to governance, compliance, operational resilience and continuous improvement.

This book was written to support that commitment.

It explains not only how authorization can be obtained, but also how a regulated institution can be governed, operated, audited and improved throughout its lifecycle. The pages that follow examine the practical realities of operating within one of the most demanding regulatory environments in the world while maintaining the flexibility required to innovate and grow.

The journey begins with a subject that every founder, executive and board member must understand: the fundamental difference between building a technology company and building a regulated financial institution.
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​Understanding Why Obtaining a Payment Institution License Is Fundamentally Different from Launching a Technology Company
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The decision to create a Payment Institution is often driven by innovation. A founder identifies an inefficiency in the market, develops a payment solution, secures investment and begins preparing for commercial growth. The early stages of the project usually focus on products, customers, technology and revenue opportunities. These topics are important because they determine whether a business can become commercially viable. They do not, however, determine whether the business can become a regulated financial institution.

This distinction is frequently underestimated during the early phases of a licensing project. Entrepreneurs naturally focus on the services they intend to offer, the functionality of the platform, the customer experience and the potential size of the market. Regulators approach the same organization from a very different perspective. Their primary concern is not whether the institution can attract customers. Their concern is whether the institution can operate safely, reliably and continuously within the financial system while protecting customers, counterparties and the integrity of the payment ecosystem.

A Payment Institution occupies a unique position within the economy. Although it does not perform all the activities traditionally associated with banking, it nevertheless participates in the movement of money between individuals, businesses and financial institutions. Every payment initiated by a customer triggers a chain of events involving technology platforms, operational procedures, security controls, reconciliation processes, financial institutions and regulatory obligations. Most of these activities remain invisible to customers because they occur behind the user interface. Regulators, auditors and supervisory authorities focus almost entirely on these invisible mechanisms because they determine whether the institution can be trusted.

Trust is perhaps the most important concept in financial regulation. Customers trust that transactions will be executed correctly. Merchants trust that funds will be settled as expected. Banking partners trust that anti-money laundering obligations are being respected. Supervisory authorities trust that customer funds are safeguarded and that operational risks are controlled. Unlike many industries where trust is primarily a commercial asset, trust within financial services is also a regulatory requirement. Once confidence is lost, operational, financial and regulatory consequences can develop rapidly.

For this reason, the licensing process extends far beyond the submission of legal documents. A regulator evaluating an application attempts to understand how the future institution will function in practice. The review includes governance structures, ownership arrangements, financial resources, safeguarding mechanisms, anti-money laundering controls, outsourcing strategies, cyber security capabilities, operational resilience measures and management competence. Each of these areas contributes to the regulator's overall assessment of whether the institution can operate responsibly over the long term.

The importance of this assessment has increased significantly during the last decade. Payment services have become increasingly digital, transaction volumes have grown substantially and financial institutions have become more dependent on technology providers, cloud platforms and outsourced services. At the same time, regulators have observed the emergence of new risks involving cyber security, operational resilience, financial crime, data protection and third-party dependencies. Modern supervision therefore extends into areas that would have received far less attention twenty years ago.

This evolution explains why many licensing projects become more complex than founders initially anticipate. An organization may possess excellent technology, a strong commercial proposition and sufficient capital, yet still encounter regulatory concerns if governance arrangements are weak or operational controls remain immature. Conversely, regulators often view institutions favourably when they demonstrate a realistic understanding of their obligations, a mature approach to risk management and a willingness to invest in sustainable governance structures.

One of the themes that will appear throughout this book is that regulatory compliance cannot be separated from operational management. Anti-money laundering obligations influence customer onboarding processes. Data protection requirements influence technology architecture. Operational resilience requirements influence outsourcing decisions. Governance frameworks influence incident management. Financial crime controls influence transaction monitoring systems. The institution therefore operates within a network of interconnected obligations where decisions made in one area frequently affect multiple others.

Understanding these interdependencies is essential for anyone involved in the creation or management of a Payment Institution. A licensing project should not be viewed as a regulatory hurdle that must be overcome before business activities can begin. It should be viewed as the process through which the future operating model of the institution is designed, validated and prepared for long-term supervision. Organizations that understand this distinction from the beginning generally build stronger institutions than those that focus exclusively on obtaining authorization.

The chapters that follow examine every major component of that operating model. The discussion begins with the regulatory foundations of the European payments industry and gradually expands into governance, risk management, licensing, anti-money laundering, operational resilience, DORA, PCI DSS, audit readiness, regulatory risk management and the practical realities of operating a supervised financial institution.

Before I continue, I recommend a structural correction.

For a 750-page professional book, what you just approved should be followed by:

	Chapter 1: Understanding the European Payments Industry and the Role of Payment Institutions

	Chapter 2: The Evolution from PSD1 to PSD2, DSP3 and the Payment Services Regulation

	Chapter 3: Understanding the Regulatory Ecosystem and Supervisory Authorities

	Chapter 4: Defining the Scope of Activities and Selecting the Correct Licensing Strategy

	Chapter 5: Payment Institutions, Electronic Money Institutions and Future Regulatory Convergence

	Chapter 6: Understanding the Licensing Process and Regulatory Evaluation Criteria

	Chapter 7: Designing the Legal Entity, Ownership Structure and Shareholder Model

	Chapter 8: Building the Board of Directors and Senior Management Team

	Chapter 9: Governance Frameworks and Internal Control Structures

	Chapter 10: Risk Management and Regulatory Risk Management Foundations


The material we already discussed can later be expanded and merged into those chapters.
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​Understanding the European Payments Industry and the Strategic Role of Payment Institutions in the Modern Financial System
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The modern European economy depends upon an extensive network of payment infrastructures that operate continuously and largely invisibly. Consumers purchase goods using payment cards, mobile applications and digital wallets. Businesses settle invoices electronically. Governments collect taxes through automated payment mechanisms. Salaries are transferred through banking systems that process millions of transactions every day. Financial institutions exchange vast amounts of information and funds through domestic and international payment networks. Most participants rarely consider the complexity of these processes because they function so reliably that they are often taken for granted.

The ability to move money efficiently is one of the fundamental requirements of economic activity. Without reliable payment mechanisms, commerce slows, financial markets become less efficient and trust in economic institutions begins to deteriorate. For this reason, payment systems have traditionally been viewed as critical infrastructure. Although public attention often focuses on banks, payment infrastructures involve a far broader ecosystem of participants including clearing houses, settlement systems, card schemes, payment processors, correspondent banks, technology providers, telecommunications operators and an increasing number of specialized Payment Institutions.

Historically, payment services were dominated by banks. Banks maintained customer accounts, processed transactions, issued payment instruments and managed access to payment networks. The development of electronic commerce, mobile technology and digital communications gradually created opportunities for new market participants capable of delivering innovative services without necessarily performing all traditional banking functions. This evolution forced regulators to reconsider how payment services should be organized and supervised.

The creation of the Payment Institution category represented one of the most important regulatory responses to this challenge. European legislators sought to encourage competition and innovation while maintaining adequate safeguards for customers and the financial system. The objective was not to reduce regulatory oversight. Rather, it was to create a framework capable of supporting new entrants while preserving trust, consumer protection and financial stability.

The emergence of Payment Institutions fundamentally changed the competitive landscape. Organizations specializing in payment processing, merchant acquiring, payment initiation, account information services, digital wallets and other innovative payment solutions were able to enter markets that had previously been dominated by traditional financial institutions. Consumers benefited from greater choice. Merchants gained access to new services. Technology companies found opportunities to participate directly in financial ecosystems.

This transformation continues today. The European payments market remains one of the most dynamic sectors within financial services. New technologies, changing customer expectations and evolving business models continue to reshape the industry. At the same time, regulators face the challenge of ensuring that innovation does not undermine stability, security or consumer protection.

Understanding this balance is essential for anyone considering the creation of a Payment Institution.

Many founders approach the licensing process primarily from a commercial perspective. They identify a market opportunity, develop a technology platform and seek to obtain the regulatory approvals necessary to begin operating. Regulators view the same organization through a different lens. Their concern is not limited to whether the business model is commercially viable. They must determine whether the institution can operate safely within an environment where operational failures, cyber attacks, financial crime, governance weaknesses and inadequate controls may affect customers, counterparties and the broader financial ecosystem.

This perspective explains many of the requirements encountered during the licensing process. Governance frameworks, risk management structures, anti-money laundering programmes, safeguarding arrangements, outsourcing controls, operational resilience capabilities and audit mechanisms are not administrative formalities. They exist because Payment Institutions perform activities that are considered important to the functioning of the financial system.

The significance of these responsibilities has increased considerably over the last decade. Payment services have become increasingly digital. Real-time transactions have become common. Customers expect continuous availability. Cross-border commerce has expanded. Financial crime techniques have become more sophisticated. Technology supply chains have become more complex. Institutions increasingly depend upon cloud providers, software vendors and specialized service providers. As a result, the operational environment facing modern Payment Institutions is substantially more complex than the environment that existed when electronic payments first emerged.

The growing importance of operational resilience illustrates this evolution clearly. Historically, regulatory attention focused heavily on financial soundness and consumer protection. These subjects remain critically important. However, regulators now recognize that operational failures can create consequences comparable to traditional financial risks. A major cyber incident, prolonged technology outage or critical supplier failure can disrupt services for large numbers of customers even when the institution remains financially healthy. This recognition has influenced the development of modern regulatory frameworks such as DORA and has expanded supervisory expectations regarding technology governance, outsourcing oversight and business continuity planning.

The relationship between Payment Institutions and the wider financial system is also changing. Traditional distinctions between banks, technology companies and payment providers are becoming increasingly difficult to identify from the customer's perspective. Consumers frequently interact with integrated digital platforms that combine payments, financial services, identity verification, lending, loyalty programmes and other services within a single user experience. Behind these apparently simple interfaces exists a complex network of regulated activities and contractual relationships.

For founders and executives, this environment creates both opportunities and responsibilities. The opportunity lies in the ability to develop innovative services capable of reaching large customer populations. The responsibility lies in ensuring that those services operate within a framework capable of protecting customers and satisfying regulatory expectations. Achieving this balance requires far more than technical competence. It requires governance, risk management, compliance, operational discipline and a clear understanding of how the institution fits within the broader financial ecosystem.

One of the themes that will recur throughout this book is that successful Payment Institutions are rarely distinguished solely by their products. Many organizations can develop innovative technology. Many can raise capital. Many can identify attractive market opportunities. The institutions that achieve sustainable success are those capable of combining innovation with governance and growth with control. They understand that regulatory compliance is not separate from business operations but rather an integral component of the operating model itself.

The European payments industry will continue to evolve. New regulations, new technologies and new business models will emerge. Institutions that understand the foundations of the industry and the reasons underlying regulatory expectations will be significantly better positioned to adapt to future developments than those that focus only on current requirements.

For this reason, a thorough understanding of the origins and evolution of European payment regulation provides an essential foundation for everything that follows. The next chapter examines the historical development of European payment legislation and explains how PSD1, PSD2, DSP3 and the Payment Services Regulation collectively transformed the modern payments landscape.

This is the style I would use for every chapter going forward: long professional paragraphs, almost no lists, no placeholders, no slogans, and publication-ready text.
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​The Evolution from PSD1 to PSD2, DSP3 and the Payment Services Regulation and How European Payment Regulation Continues to Transform the Industry
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Understanding the modern European payments industry requires an understanding of the regulatory journey that created it. Many professionals working within Payment Institutions are familiar with the names PSD2, DSP3 and the Payment Services Regulation, yet relatively few understand why these frameworks were introduced, what problems legislators were attempting to solve and how supervisory priorities have evolved over time.

This historical perspective is important because regulations do not emerge in isolation. Every major regulatory initiative is typically a response to changes in technology, market structure, consumer behaviour, operational risk, financial crime, competition or financial stability. Institutions that understand the reasons behind regulatory change are often better equipped to anticipate future developments than organizations that focus exclusively on current compliance requirements.

Before the introduction of European payment legislation, the payments landscape was highly fragmented. Each Member State maintained its own legal framework, operational practices, technical standards and market structures. Cross-border payments frequently involved delays, additional costs and operational complexities that limited competition and reduced efficiency. Consumers and businesses operating across national borders often encountered significant barriers when attempting to access payment services outside their domestic markets.

The creation of a single European market required a corresponding evolution in payment services. Policymakers recognized that economic integration could not be fully achieved while payment infrastructures remained fragmented. A common regulatory framework was therefore viewed as an essential component of broader European economic objectives.

The first Payment Services Directive, commonly known as PSD1, represented a major step toward this objective. Its introduction created a harmonized legal framework for payment services across Europe and established the foundation upon which the modern payments industry would eventually be built. Perhaps its most important contribution was the creation of the Payment Institution category, which allowed organizations other than traditional banks to provide regulated payment services under a dedicated supervisory framework.

This development fundamentally changed the competitive environment. Technology-driven organizations, payment processors and other specialized providers gained opportunities to enter markets that had previously been dominated almost exclusively by banks. Consumers benefited from greater choice and increased innovation. Merchants gained access to alternative payment solutions. New business models began to emerge throughout the European financial ecosystem.

PSD1 was successful in many respects, but the payments industry evolved at a pace that exceeded many initial expectations. Mobile technology became ubiquitous. Electronic commerce expanded dramatically. Smartphones transformed consumer behaviour. Financial technology companies introduced increasingly sophisticated services. Data became a strategic asset. New forms of fraud emerged. Customers demanded faster, more convenient and more integrated payment experiences.

As these developments accelerated, it became clear that further regulatory modernization would be necessary.

PSD2 emerged in response to this changing environment. While PSD1 focused heavily on market integration and competition, PSD2 sought to address a broader range of objectives. Legislators recognized that innovation was increasingly dependent upon access to financial data and payment infrastructures. The concentration of customer account information within traditional banking institutions was viewed by many policymakers as a potential obstacle to competition and innovation.

One of the most significant consequences of PSD2 was the introduction of the principles that later became widely known as Open Banking. Subject to customer consent and appropriate security controls, regulated third-party providers gained the ability to access account information and initiate payments through standardized interfaces. This change created entirely new categories of regulated service providers and encouraged the development of innovative financial services across Europe.

The impact extended far beyond compliance departments. Technology architectures had to evolve. Security controls required significant enhancement. Banks were required to develop application programming interfaces capable of supporting third-party access. Payment Institutions gained opportunities to develop new products and services. Customers acquired greater control over how their financial data could be used.

The implementation of PSD2 was not without challenges. Technical standards evolved over time. Different interpretations emerged across jurisdictions. Market participants occasionally disagreed regarding implementation approaches. Nevertheless, PSD2 fundamentally altered the structure of the European payments industry and established Europe as a global leader in Open Banking regulation.

As institutions adapted to PSD2, regulators and policymakers accumulated valuable experience regarding the strengths and weaknesses of the framework. Some objectives were achieved successfully. Competition increased. Innovation accelerated. New entrants gained access to markets that had previously been difficult to penetrate. At the same time, practical experience revealed areas requiring further refinement.

Fraud remained a significant concern despite improvements in authentication mechanisms. Criminal organizations adapted quickly to new security controls and increasingly targeted customers directly through social engineering techniques. Operational dependencies became more complex as ecosystems expanded. Institutions became increasingly reliant upon third-party providers, cloud platforms and interconnected technology infrastructures. Supervisors also observed inconsistencies in implementation across jurisdictions that occasionally created operational challenges for institutions operating on a cross-border basis.

These developments contributed directly to the creation of DSP3 and the Payment Services Regulation.

One of the most important observations emerging from the PSD2 era was that payment services could no longer be viewed solely through the lens of competition and market access. Operational resilience, cyber security, fraud prevention and consumer protection had become equally important priorities. The payments ecosystem had grown more interconnected and therefore more exposed to systemic operational risks.

DSP3 reflects this reality. While discussions often focus on specific provisions, the broader significance of DSP3 lies in its attempt to modernize the regulatory framework based upon practical lessons learned during years of PSD2 implementation. The objective is not simply to update technical requirements. The objective is to create a framework better suited to the operational realities of modern payment services.

Particular attention has been given to reducing unnecessary complexity, strengthening supervisory consistency and improving protections against evolving fraud techniques. The framework also reflects growing recognition that technology, operational resilience and financial crime prevention are inseparable components of payment service governance.

Closely linked to DSP3 is the Payment Services Regulation. The distinction between a directive and a regulation is not merely a legal technicality. Directives generally require transposition into national legislation. Although this approach allows Member States some flexibility, it can also create differences in implementation. Regulations operate differently because they apply directly throughout the European Union.

For institutions operating across multiple jurisdictions, this distinction is highly significant. Greater harmonization reduces uncertainty, simplifies compliance efforts and facilitates cross-border operations. The Payment Services Regulation therefore represents an important step toward a more consistent supervisory environment.

The combined effect of DSP3 and the Payment Services Regulation extends beyond legal compliance. Institutions will need to evaluate governance frameworks, operational processes, technology architectures, fraud controls, customer communication practices and risk management arrangements. Management teams must understand not only the specific requirements introduced by new legislation but also the broader regulatory direction they represent.

That direction is increasingly clear. European regulators expect Payment Institutions to operate as mature financial organizations capable of managing complex operational, technological and regulatory environments. The era during which compliance could be viewed primarily as a legal exercise has largely passed. Modern supervision places equal emphasis on governance, operational resilience, technology risk management, financial crime prevention and the effectiveness of internal controls.

This evolution creates important implications for founders and executives. A licensing strategy designed solely around current regulatory requirements may become insufficient if it fails to anticipate future developments. Institutions must increasingly consider how regulatory expectations are likely to evolve over the coming years rather than focusing exclusively on present obligations.

One of the recurring themes throughout this book is that successful institutions monitor regulatory change continuously. Regulatory intelligence is not merely a compliance activity. It is a strategic capability. Organizations that understand emerging regulatory trends can adapt more effectively, allocate resources more efficiently and avoid costly remediation programmes triggered by late responses to regulatory developments.

The progression from PSD1 to PSD2, DSP3 and the Payment Services Regulation illustrates this principle clearly. Each framework emerged in response to changing realities within the payments ecosystem. Similar changes will undoubtedly continue in the future as technology evolves, customer expectations shift and new risks emerge.

For this reason, understanding regulatory history is not an academic exercise. It provides valuable insight into the supervisory priorities that continue to shape the industry today and offers important clues regarding the direction in which the European payments landscape is likely to evolve in the years ahead.

The next chapter examines the broader regulatory ecosystem surrounding Payment Institutions and explains how national regulators, European supervisory authorities, central banks, financial intelligence units, data protection authorities and payment schemes collectively influence the operation of a licensed institution.
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​Understanding the Regulatory Ecosystem Surrounding Payment Institutions and Why Licensing Marks the Beginning Rather Than the End of Regulatory Supervision
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Many first-time applicants approach the licensing process with the assumption that the regulator granting authorization will be the primary authority with which the institution interacts throughout its existence. This assumption is understandable because the licensing authority occupies a highly visible role during the application process. Meetings are held, documentation is submitted, questions are answered and supervisory expectations become increasingly clear as the review progresses.

Once authorization has been granted, however, institutions quickly discover that they operate within a much broader regulatory ecosystem. The licensing authority remains critically important, but it represents only one component of a complex network of supervisory bodies, regulatory frameworks, industry standards and external stakeholders that collectively influence how the institution is governed and operated.

Understanding this ecosystem is essential because many compliance failures originate not from a lack of effort but from an incomplete understanding of the institution's regulatory environment. Management teams occasionally focus heavily on one framework while overlooking another. Technology programmes may concentrate on cyber security without considering operational resilience. Compliance initiatives may address anti-money laundering obligations while underestimating data protection requirements. Outsourcing programmes may focus on contractual arrangements while failing to address supervisory expectations regarding third-party oversight.

The reality is that modern Payment Institutions exist within an environment where multiple regulatory perspectives operate simultaneously. Each authority views the institution through a different lens and each perspective introduces distinct expectations regarding governance, controls and accountability.

The national competent authority remains the most visible participant within this ecosystem. In Belgium, this role is performed by the National Bank of Belgium for Payment Institutions and Electronic Money Institutions. Similar supervisory structures exist throughout Europe. These authorities grant licenses, perform ongoing supervision, review regulatory reporting, conduct inspections and evaluate the effectiveness of governance arrangements. They serve as the primary supervisory relationship for most institutions and play a central role in determining whether regulatory obligations are being satisfied.

The responsibilities of national regulators extend far beyond reviewing documentation. Supervisory authorities seek to understand how institutions actually operate. They evaluate governance structures, risk management frameworks, operational resilience arrangements, safeguarding mechanisms and compliance programmes. Increasingly, they also assess organizational culture, management behaviour and the institution's capacity to identify and address emerging risks.

This broader supervisory perspective reflects lessons learned from previous regulatory failures. Financial institutions rarely encounter serious difficulties because a single policy was missing. Problems usually emerge when governance mechanisms fail to identify weaknesses, when management overlooks warning signs or when control environments deteriorate without effective oversight. Modern supervision therefore focuses heavily on the institution's ability to manage itself responsibly over time.

Although national regulators perform direct supervision, many of the rules they apply originate at European level. The European Banking Authority has become one of the most influential institutions shaping the regulatory landscape for Payment Institutions. Through guidelines, technical standards, opinions and recommendations, the EBA exerts substantial influence over how payment regulation is interpreted and implemented across Europe.

For institutions operating in multiple countries, this European dimension becomes particularly important. Compliance cannot be viewed solely through a national lens. Supervisory expectations increasingly reflect a combination of domestic regulation and European guidance. Organizations that monitor developments only within their home jurisdiction often discover that important regulatory changes originate elsewhere before becoming visible at national level.

The growing influence of European authorities reflects a broader trend toward harmonization. Payment services have become increasingly cross-border. Customers expect services to function seamlessly regardless of location. Technology platforms operate internationally. Fraud networks rarely respect national boundaries. Supervisory cooperation has therefore become increasingly important.

Alongside financial regulators, Payment Institutions must also understand the role of Financial Intelligence Units and the broader anti-money laundering supervisory environment. Every licensed institution becomes part of the collective effort to combat money laundering, terrorist financing, sanctions evasion and other forms of financial crime. This responsibility extends far beyond customer onboarding. Institutions are expected to monitor transactions, investigate unusual activity, maintain appropriate records and report suspicious behaviour when necessary.

The practical significance of these obligations should not be underestimated. Financial crime compliance has become one of the most heavily scrutinized areas within modern financial regulation. Enforcement actions across multiple jurisdictions have demonstrated that regulators expect institutions to invest substantial resources in understanding customer behaviour, monitoring risk exposures and maintaining effective control frameworks.

At the same time, Payment Institutions operate within a data-intensive environment that attracts the attention of privacy and data protection regulators. Customer identification data, transaction histories, behavioural information, device information and communication records all form part of the institution's operational environment. The protection of this information is not merely a technical concern. It is a legal obligation and a governance responsibility.

The interaction between financial regulation and data protection law creates interesting challenges. Anti-money laundering frameworks require extensive customer due diligence and record retention. Fraud prevention mechanisms depend upon transaction analysis and behavioural monitoring. Data protection requirements emphasize proportionality, purpose limitation and privacy rights. Effective institutions recognize that these objectives must be balanced carefully rather than treated as competing priorities.

The supervisory ecosystem extends even further. Payment Institutions that process card transactions are influenced significantly by payment schemes and industry standards. While these obligations may not always originate from legislation, they can have consequences that are just as significant from an operational perspective. PCI DSS provides an excellent example. Although it is not a regulation enacted by a legislature, compliance often becomes a practical necessity for institutions participating in card ecosystems.

This interaction between regulatory obligations and contractual obligations is becoming increasingly common. Institutions frequently discover that compliance requires adherence to multiple layers of requirements originating from regulators, payment schemes, correspondent banking partners, cloud providers and other stakeholders. Managing these overlapping expectations requires a structured approach to governance and compliance.

One of the most important developments influencing the regulatory ecosystem is the growing focus on operational resilience. Historically, regulators often evaluated institutions primarily through financial and compliance lenses. Today, operational resilience occupies a central position within supervisory discussions. Regulators increasingly recognize that institutions depend upon technology, third-party providers and interconnected infrastructures that can create systemic vulnerabilities.

This shift has profound implications for governance. Boards and senior management teams are expected to understand operational dependencies, technology risks, outsourcing arrangements and recovery capabilities. Supervisors increasingly expect resilience to be embedded within strategic decision-making rather than treated as a specialized technical discipline.

The cumulative effect of these developments is clear. A modern Payment Institution cannot view regulation as a collection of independent requirements administered by separate authorities. The institution operates within an interconnected ecosystem where governance, compliance, technology, operational resilience, financial crime prevention and customer protection influence one another continuously.

Organizations that understand this ecosystem are generally better prepared for supervisory interactions, regulatory change and long-term growth. Those that focus narrowly on individual compliance requirements often struggle to maintain a coherent operating model as complexity increases.

The next step in understanding this environment is examining the activities that institutions intend to perform. Regulatory obligations, governance expectations and licensing requirements are heavily influenced by the specific services offered. For this reason, one of the most important decisions facing any future Payment Institution involves defining the scope of regulated activities and selecting the licensing strategy that will support both current objectives and future growth.
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​Defining the Scope of Regulated Activities and Selecting a Licensing Strategy That Supports Long-Term Growth and Regulatory Compliance
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One of the most consequential decisions made during the creation of a Payment Institution occurs long before the application dossier is submitted to a regulator. It occurs when founders, executives and advisors determine precisely which activities the future institution intends to perform. At first glance this may appear to be a commercial decision driven primarily by market opportunities and product design. In practice, it is a decision that influences almost every aspect of the future organization.

The activities included within the licensing scope affect governance arrangements, capital requirements, compliance obligations, risk management frameworks, technology architecture, outsourcing strategies, operational procedures and supervisory expectations. A seemingly modest change in business scope can alter the regulatory profile of the institution significantly. For this reason, defining the scope of activities should be viewed as a strategic governance exercise rather than a purely legal classification exercise.

Many organizations begin by describing products. They discuss digital wallets, merchant services, payment gateways, embedded finance solutions, account information services, payment initiation services or card programmes. While these descriptions are useful from a commercial perspective, regulators approach the analysis differently. Their primary interest lies not in marketing terminology but in understanding the underlying regulated activities being performed.

This distinction often surprises founders. Two products that appear completely different from a customer perspective may ultimately involve the same regulated activity. Conversely, products that appear similar to customers may fall within different regulatory categories once transaction flows and operational responsibilities are examined in detail.

For this reason, experienced licensing teams frequently
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