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PREFACE

Trapped in Elon’s Game

April 21, 2025

If Elon Musk had his way, this book wouldn’t exist. When we sent him our questions about the Tesla Files in May 2023, the reply came straight from his legal department. We weren’t allowed to have these files, a Tesla lawyer informed us, demanding their deletion. Tesla announced legal action, stating: ‘As you know, use of illegally obtained data for media reporting is not allowed absent exceptional circumstances.’

Perfect, we thought – exceptional circumstances are a given. The world’s richest man, the most valuable car manufacturer, the largest private space company – the story of Elon Musk is an endless chain of superlatives. It couldn’t possibly be more exceptional.

For a long time, we never imagined belonging to a very small circle of journalists demystifying Tesla and, particularly, Elon Musk. Then, the whistleblower Lukasz Krupski contacted us.

His call turned Musk into the center of our lives, a constant presence. Since then, we have been exchanging countless messages about him, checking the latest news on Musk and Tesla early in the morning and late at night. When our alarms go off, our smartphone screens are already filled with his overnight posts on his platform, X. We sometimes asked ourselves how he still finds the time to run his companies between hours of video-gaming and his fight against what he calls the ‘woke virus.’

On October 25, 2024, Musk casually uploads a video on X showing himself playing Diablo, an online role-playing game. In the background, a SpaceX team briefs him about issues with an orbital test flight. ‘I want to be really up-front about scary shit that happened,’ says an engineer. ‘We had a misconfigured spin-gas abort that didn’t have quite the right ramp-up time for bringing up spin pressure. And we were one second away from that tripping and telling the rocket to abort and try to crash into the ground next to the tower.’

Musk, who has security clearance due to his cooperation with the U.S. government, continues slashing skeletons with unnerving calm, replying without pausing his game: ‘Wow, yikes!’

This near-catastrophe and Musk’s relaxed approach to it barely gets any coverage. In the fall of 2024, Musk generates headlines at such a furious pace that journalists can hardly keep up. He produces news incessantly – news no other CEO could possibly survive.

All of a sudden, Musk has stepped into politics, not just as a donor, but as a contender. When we began our research for the Tesla Files, we thought the global public’s interest in Musk had peaked. Now Musk – the protagonist of this book – has become involved in an unprecedented U.S. presidential campaign.

On the one hand, we welcomed this development – journalists would call it reporter’s luck. On the other hand, we are not just reporters, but also citizens. Imagining Musk as a political decision-maker makes our skin crawl. The man is locked in an ongoing feud with regulatory agencies, but is now on track to lead the Department of Government Efficiency, an anti-bureaucratic bureaucracy. Donald Trump has suggested that this appointment is the modern-day equivalent of the Manhattan Project – the secret U.S. research program during World War II that led to the creation of the atomic bomb. It culminated on August 6, 1945, in Hiroshima, with a deadly demonstration of power that changed the world forever.

Today, the enemy isn’t the alliance of Nazi Germany and Imperial Japan. Now, the enemy is anyone who thinks differently from Musk. Employees, business partners, and family members describe him as prone to outbursts of rage. His paranoid fears and conspiracy theories are blasted to millions via X, his own social media empire. The cost of his greed for success and recognition is paid, above all, by his employees. We’ve studied Musk’s philosophy – his habit of minimizing present-day risks in favor of whatever the future might hold. In his world, the end justifies the means.

If the future looks revolutionary, today’s damage is negotiable.

Even dropping an atomic bomb could be justified.

At times, while writing, we’ve felt that Musk approaches life as if it were a video game – with himself as the main character and everyone else merely extras. A game obsessed with becoming faster, better, stronger, where losses don’t matter because progressing to the next level forgives everything – as long as you win. This book serves as a reminder that, in life, there are no automatic save-points. Levels can’t be repeated indefinitely. And some mistakes can’t be undone.

That we were able to write it, we owe to many people – first and foremost Lukasz Krupski. The trust this whistleblower placed in us was a rare gift. It took extraordinary courage to stand up to a hyper-rich, aggressive, and lawsuit-happy Elon Musk. Krupski has paid the price. His life has been stuck in a Tesla loop since 2019. And yet, he helped us tell this story.

Many others followed his lead. This book is built on the experiences, accounts, and information of numerous people who spoke to us directly and gave us access to internal matters. Every single one of them helped shed light on the Musk system. Many took on significant personal and legal risks. Some relived the worst moments of their lives for us.

This book has its origins in our first major exposé, in the German business newspaper Handelsblatt in May 2023, and the many articles that followed. But we wanted more for this project. Not only did we dig even deeper into the Tesla Files, uncover connections, build new relationships and bring to light secrets that had remained hidden, we also wanted to take our readers behind the scenes of journalism itself. This book doesn’t just show what’s happening at Tesla – it also tells the story behind the story. It reveals the challenges of an investigation like this one: the confidential editorial meetings, the pressure, the push and pull. We want to show what it’s like for reporters to swing between excitement and doubt – always aware that on the other side stands the richest man in the world.

For both of us, it’s the first time we’ve written not just about our subjects and other people, but about ourselves, too. At Handelsblatt, journalists are taught from day one to take a step back from their own story. Shifting perspective – reflecting on our own work and our own role – was a challenge.

We regret to say we have no comment from Tesla or Musk to offer. Neither the company nor its major shareholder and CEO responded to our questions.






CHAPTER 1

An Anonymous Caller

This particular Friday starts off gently enough. A conference has been canceled, and we recorded today’s planned episode of the Handelsblatt Crime podcast yesterday. But the calm is shattered when a Microsoft Teams call pops up on my [Sönke Iwersen’s] desktop.

Odd. The photo in the window shows Martin Kölling, our correspondent in Tokyo. I haven’t spoken to him in months. What could he be calling about?

Martin gets straight to the point: A stranger called, claiming to work for Tesla in Norway – and warning of serious problems inside the company. Would I be willing to speak with the anonymous caller?

Of course I would. I’m not a car fanatic, but few companies in the world have the kind of magnetic appeal Tesla does. When Herbert Diess was still CEO of the German car giant Volkswagen, he once invited Elon Musk to speak in front of two hundred top executives. I can’t recall any comparable case in which a corporate leader so willingly threw himself at the feet of a competitor. Diess was practically enamored with Musk. Tesla, he said, worked faster, was more innovative, manufactured more cheaply – in short: it was simply better.

These days, Musk is practically the pop star of the global economy. A genius who founded his first company in his early twenties and was worth over $100 million ten years later.

What hasn’t been written about Musk? How work-obsessed he is. How unpretentious. That he doesn’t own a house and sleeps on friends’ couches – or simply on the floor of one of his factories. That he plays by no rules. Since buying the short-messaging platform Twitter, Musk has been in the headlines constantly.

I would have loved to meet him at some point, but for German journalists that was virtually impossible at the time. We hadn’t even managed to establish contact inside his German plant.

Today is November 4, 2022. For eight months now, Tesla has been building cars in Grünheide, near Berlin. It’s Musk’s only factory in Europe, and according to the company, the most advanced in the world. The building permit was rushed through in an expedited process. Prospective employees had to sign confidentiality agreements during their interviews. No one is talking to outsiders. The company is a black box.

And now, out of the blue, an insider comes forward. I’m skeptical. I’ve been leading the investigative team at Handelsblatt for ten years now. Again and again, people have approached me promising incredible scoops. On closer inspection, most of these supposed whistleblowers turned out to be pursuing their own agendas. Often, all sense of proportion goes out the window. A bank allegedly miscalculates a loan? A banking scandal. An insurance company refuses to reimburse a specific expense? An insurance scandal. Lose a court case? A justice scandal! There’s no limit to how far personal grievances can be inflated.

And yet, I’ve learned this in my work: never turn anyone away. Always listen. In journalism, the most unlikely tips can turn into real stories.

In 2011, I heard a wild story involving Ergo Insurance, then widely known because of its massive marketing campaign. Independent agents from Hamburg-Mannheimer, a subsidiary of Ergo, came to tell me about a dispute with their employer. They were mainly fighting over severance packages for their many years of service. As I later learned, the men had already tried offering their story to other media outlets but without success. I wasn’t all that enthusiastic either – until one of them mentioned, in passing, an event in Budapest ‘that Ergo definitely wouldn’t want made public.’

Suddenly, I was intrigued. The men exchanged odd glances – it seemed the Budapest topic hadn’t been agreed on beforehand. I didn’t let it go, and after a while I had pieced the story together. Hamburg-Mannheimer had announced a competition and invited its top agents on a pleasure trip to Budapest – a meticulously organized open-air orgy in the historic Gellért Baths.

The organizers had hired hostesses and prostitutes, marking them with color-coded wristbands, and stamped the women’s forearms after each sexual service, for billing purposes. In the internal magazine for the sales team, the trip was praised as ‘legendary’ and ‘a hell of a lot of fun.’

When Handelsblatt printed my article, it sent a shockwave through the entire industry. The trip caught the attention of police and prosecutors, was picked up by media outlets around the world, and in 2014 was even featured in the exhibition Shameless? Changing Sexual Morality Through the Ages at the House of History in Bonn, Germany’s former capital.

Since then, it has become customary at Handelsblatt for ‘special’ stories to land on my desk – or for special callers to be forwarded to my number.

As I write these lines, it’s happening again. I’ve taken the day off to work on this book. The phone rings. It’s a number from the United States.

At first, I think: waste of time. The caller is complaining about an article that just went live on the Handelsblatt website, about a Munich art gallery that has filed for insolvency. The woman wanted to speak to the author. But he’s a freelancer and doesn’t have an office number here. So the receptionist has simply patched her through to me.

After a few minutes, I realize this might be worth it. The caller is an American art collector who’s been in a months-long dispute with the gallery. She feels deceived – defrauded, even. The woman is elderly and tends to ramble. The conversation goes in circles until she suddenly mentions that she flat-out told the gallery owner she was a fraud. The owner buckled and supposedly admitted that her father had embezzled money from clients. Now, she doesn’t know what to do.

I think it over. It’s Friday afternoon. Maybe we could still reach a spokesperson at the public prosecutor’s office today. On the other hand, it might be better to first find a few more customers who also had problems with the gallery. An investigation begins.

The Data Deluge

Back to Tesla. The anonymous caller who reaches out on November 4, 2022, is particularly cautious. He withholds not only his name but insists on communicating exclusively via the encrypted messaging app Threema. I know the Swiss service as something like the gold standard for privacy advocates.

Threema offers full end-to-end encryption for all messages, calls, and files. Users can use it anonymously, as no phone number or email address is required to register. Instead, they receive a randomly generated Threema ID. The company stores as little data as possible on its servers. Messages are deleted upon delivery, and no metadata – information on who communicated with whom and when – is logged. Threema has published its source code, so any expert can audit the software and verify that there are no backdoors or security flaws.

As cautious as the Tesla informant is about data security, he’s equally eager to share information. Just 12 minutes after I send Martin my Threema ID, my phone vibrates. ‘Hello Sönke, I have got your ID from Martin. Am I writing to the right person?’

I reply, ‘Yes, that’s me! I’m looking forward to your info!’ Let’s see what happens next. Only ten minutes pass. His next message reads: ‘Okay, here are the termination spreadsheets.’

He’s referring to the conversation he had with my colleague Martin. Allegedly, he was able to pull sensitive data about all employees worldwide from Tesla’s internal IT system. He sends multiple files with his message. The first is an Excel sheet with more than 5,000 people Tesla has laid off. That’s already a huge deal. Former employees can be excellent sources for journalists – especially if they were fired. But the termination table is only the beginning. It gets better. Much better.

Seconds later, another file arrives. And then another. The third one is the jackpot. What strikes me first is the size. This Excel file contains more than 30 megabytes. Spreadsheets typically don’t take up that much space. I’ve never seen an XLSX file this large. How much data must be in here? I notice it’s zipped – compressed. I have to unzip it to open it, and then it gets even bigger. In a follow-up message, the informant sends the password. I click on the file: ‘StockAdmin Active Employee Headcount.’ When it opens, I can hardly believe my eyes.

What I see appears to be HR data from Tesla. Column B lists first names, Column C last names, followed by hire dates, company email addresses, and personal addresses. Birthdates are in Column Z, right next to social security numbers. I click around, scroll here and there, then press and hold the Page Down key. Strangely, the scrollbar barely moves. I press it again. Ten seconds. Twenty seconds. Still no end in sight.

The amount of data is staggering. When I finally hit Ctrl+End to jump to the bottom of the document, I land on row 72,999. Just like that, I have access to email addresses, phone numbers, and more for over 70,000 Tesla employees. I open the next document. This one includes salary data. Another one lists reasons for dismissal. Some tables have more than 80,000 rows. Most files refer to current employees, some to former ones. In total, I’m looking at more than 100,000 individuals. In the U.S., in China, in Germany – everywhere.

I lean back and think. Can this be real? Data security has been a top priority in the corporate world for years. Companies run entire departments dedicated to managing and training people on how to handle sensitive data – whether it’s about employees, customers, or business partners. The idea that someone at Tesla can simply pull an Excel file with millions of records from an internal system seems utterly absurd. The damage hackers could do with this kind of data is unimaginable.

In the U.S., if you know someone’s name, address, and social security number, you have all you need for identity theft. With that information, criminals can apply for loans or credit cards in the victim’s name and run up massive debts. They could also open bank accounts to launder money. Another common case is using stolen identity to access healthcare services – which leads to financial damages and mix-ups in the victim’s medical records.

Preventing identity theft requires special care in handling personal data. That applies not only to individuals, but also and particularly to companies that collect and store such information about their employees.

All of this, I’m sure, must be known at Tesla. Its CEO Elon Musk sees his company as a tech firm, not a mere car manufacturer. Processing and protecting data should therefore be central to everything the company does. It simply isn’t fathomable that an untold amount of sensitive information like this is floating around the internal network.

And yet here it is, staring at me from my screen. I ask the informant: ‘The documents were available to everyone?’

His reply arrives two minutes later: ‘Yes, the documents were attached to tickets that are not protected. Anyone can search for them (ticket IDs) or for specific keywords like “termination,” “headcount master.” I tested this with one employee who I trusted and he also could access it.’

I show a bit of skepticism. ‘That’s highly unusual,’ I write.

‘It is. And very dangerous,’ he replies. ‘Although they have monitoring apps on my laptop, no one reached out to me from the IT department or Security. They (HR and management) did not even ask for my laptop when I left the company.’

It’s just past 4:30 p.m. now. The unknown source sends more files: details on the Fremont factory in the U.S., information on stock option plans for employees, even files containing medical data. I could spend hours on this – but in a few minutes, my daughter’s daycare will close. Thankfully, it’s in the same building as my office. I can still make it. I say goodbye to the informant and tell him I’ll go through everything carefully over the weekend.

Time to hurry. I shut down the computer. Melinda is waiting downstairs. She’s two years old. Shoes on, jacket – she protests. It’s unusually warm for November. We walk through the courtyard at Handelsblatt, then re-enter the building to get to the garage. Melinda stops when she sees Pepper, the robot that greets visitors at the Handelsblatt reception. She babbles in her baby talk to the white machine. Her favorite part is when I scratch Pepper behind his ear and he laughs.

Saturday is for soccer. My younger son has a match at noon, the older one three hours later. I sit behind the goal with my camera and take photos for the team – it’s my job as a soccer dad. Today, Brandon’s under-11 team wins 5:1. Dylan’s under-15 team even wins 7:1. The boys are in great spirits.

That evening, the anonymous source checks in. ‘Hi again, Sönke, I see that the last message did not go through. I have noticed that I did not send you one of the most important files in “Stock admin” zip archive. This one has probably the most personal information. Sending it now. Goodnight.’

Project T.

Back at the office, I begin to take a closer look at the files. The first problem crops up: some of the documents won’t open. I call Michael Verfürden from the office next door and ask him to come over. He’s been part of the investigative team for two years now and, alongside his journalistic instincts, brings a rare talent for data and technical detail.

For months, we’ve worked together on a series of articles about Wirecard. Once hailed as Germany’s tech miracle, the company collapsed in one of Europe’s biggest fraud scandals. The case shook the markets and exposed deep flaws in the country’s financial oversight.

Michael is more than 20 years my junior, but he already shows all the right traits for this job. He’s sharp, quick on his feet, and precise when it counts. He’s drawn to big stories, but wise enough to question them. When I tell him about Tesla, he raises an eyebrow. I ask him to sit down at my desk and take a look. He scrolls. Then he stops.

Eyes fixed on the screen, he leans back and asks, ‘Can this be real?’

One way to find out. We start working on the files but soon hit a wall when our Microsoft machines can’t open all of them. The anonymous source uses a Mac, and some of the documents are buried so deep in subfolders that Windows loses track. Certain file types don’t open at all. Eventually, we’ll buy a Mac – just for this Tesla investigation.

Throughout the day, I continue exchanging messages with the whistleblower. He tells me he was once a victim of identity theft himself, years ago, and is deeply concerned about how carelessly Tesla handles the personal data of its employees. ‘This info can be accessed by employees around the world. […] Our adversaries, for example Russian and Chinese intelligence agencies, might be keen to have access to this kind of data and use it for their own purposes. We don’t know what connections employees might have. Especially since 20% of the headcount is “recycled” every year. That means that access to this information has more and more people.’

I jot down a note. Can it really be that Tesla replaces 20 percent of its workforce every year? That alone would be worth an article in Handelsblatt. At Volkswagen, the annual turnover rate is just 1 percent. In companies where a high level of technical expertise is required, the goal is usually to keep employees for the long haul. Training takes time, and no one wants hard-earned know-how to walk out the door en masse. So why should it be different at Tesla?

I ask the anonymous source for his view – on Musk, on Tesla, and on the significance of what he’s uncovered. It pours out of him. ‘Musk has already harmed a lot of people, exploited them, deceived them. He puts dangerous software and hardware on the roads. I’d like to minimize any future harm to his customers and employees. […] I saved his business by stopping the car fire in the delivery/expo center in 2019, and he, in return, destroyed my life. They invented lies, discriminated against me, destroyed my career, finances, and health. But I loved my job and was committed to our company. People should know who he is and what kind of people he surrounds himself with. I hope that this sort of explains my point of view.’

Wow. I’ve never encountered a whistleblower like this. Much of what he writes, I don’t yet understand. A fire? Saved the company? We’ll have to verify all of it carefully. What a story this would be – if it’s true.

It’s nearly 10 p.m. when we exchange our final message of the day. Tomorrow, I need to talk to Martin Murphy, who has co-led the investigative team at Handelsblatt with me since 2021. And I should probably let Sebastian Matthes, our editor-in-chief, know as well.

Martin is thrilled. He’s reported on the auto industry for many years and is, among other things, a true insider when it comes to Volkswagen. In 2019, we jointly received the Wächterpreis award for our reporting on the Dieselgate affair. The watchdog award is given to journalists who uncover wrongdoing. Martin knows the awe with which German car executives revere Tesla. And he knows how closed off the U.S. company is. Martin has many contacts among German and international industry reporters – none of whom have ever managed to get Tesla insiders to talk, especially not to journalists. And now Handelsblatt might crack open this tightly sealed oyster? A sensational prospect.

We decide from the start to bring the entire investigative team into the Tesla project. Michael is already in the loop. A special role goes to Lars-Marten Nagel. Ten years ago, he worked as a data editor for the dpa news agency and has been part of our team since 2017. He teaches data journalism and research at journalism schools. Structuring and analyzing large datasets is his specialty.

As we present the Tesla topic in a Teams meeting, the whole department kicks into gear. René Bender and Volker Votsmeier – also award-winning reporters for their Dieselgate coverage – are on board from day one. Our plan: to discreetly test a few of the whistleblower’s files. Let’s see what happens when we start cross-checking the information from the Excel files with public profiles on LinkedIn, the German Xing, Facebook, and other social media platforms …

Next, I head to the sixth floor to see the editor-in-chief. Sebastian Matthes has led Handelsblatt since 2020. He has a strong interest in new technologies and reported early in his career on the green transformation of the economy. Tesla is one of the brightest stars on his radar.

Sebastian listens intently as I tell him about the unexpected insider who contacted us – about the data of 100,000 employees now visible on my screen. If the information is accurate, we could immediately report on the executives closest to Elon Musk. On Tesla’s pay structure. We could find the right contact for any topic worldwide – all thanks to a single file.

Sebastian’s first response: ‘I don’t think the data is real.’ He reacts just as Michael and I had. Of course every journalist craves a world-class scoop. But for one to simply fall into your lap? Unlikely. Tesla is a high-tech company, and Musk is a skilled programmer. None of us at Handelsblatt can quite imagine a global corporation, with a CEO like that, being so careless with data protection. Then again, the story sounds too good to ignore.

Peter Koppe shares that view. The head of our legal department is the go-to for the investigative team. Not a single one of our stories gets published without first being reviewed by our legal experts. We publish stories that ruffle feathers. If they were legally vulnerable, we’d have a problem. That’s why we’ve long made it standard practice to involve Peter’s expertise early on.

When I first tell Peter about the files, his excitement is short-lived. ‘Assuming they’re real,’ he says, ‘how can we be sure these files were actually accessible inside the company? Couldn’t they have been stolen by a hacker?’ His suggestion: Watch the whistleblower retrieve the data.

If only. The whistleblower insists on absolute anonymity. According to him, he raised concerns about misconduct at Tesla early on – and was bullied, demoted, and eventually fired for it. He doesn’t want journalists to know his identity. He points to Musk’s public vendettas against critics. He firmly declines any meeting.

I keep pushing. ‘The files you’ve sent are very interesting,’ I write. ‘Are they the only ones that were this easily accessible? Or is there more? And could you have copied additional ones if you’d wanted to?’ His response sounds almost incredible. In his estimation, ALL data at Tesla is unprotected.

‘There are hundreds of thousands of tickets,’ the whistleblower writes. ‘A lot of them have sensitive, confidential and privileged information. […] It concerns nearly all departments. When it comes to GDPR (employees’ personal data), as soon as I discovered the terminations spreadsheet, I searched for more tickets like that to see if this is a pattern. And it was. I bet it’s still happening. So, to answer your question, I think there is more.’

He gives examples. ‘I had access to global payables. I could see all the bills filed to Tesla from various suppliers. Sometimes even there were PDFs from big legal companies.’

My God, I think. Invoices? Could we actually see the terms under which major German suppliers like Bosch or ZF are working with Tesla? That would be explosive material. And PDFs from big law firms – that sounds like contracts. The kind of information journalists rarely ever get their hands on.

A Reporter’s Paradox

As our appetite for the data keeps growing, our fundamental problems remain unresolved. How can we know whether the information was freely accessible, rather than being hacked? I try a different approach: Could the whistleblower share his communication with the U.S. authorities he first informed about the situation? I’m hoping to find clues there about the origin of the data.

He refuses. ‘The thing is that you would have my name on file,’ he writes. ‘If someone hacks you I could risk retaliation. Especially if company goes down. Musk is evil.’

I slowly begin to realize the bind Anonymous is in. ‘I don’t have a lawyer now. I am unemployed,’ he writes. ‘I would have no means to defend myself. And we barely know each other.’

He’s right. It’s the paradox journalists live with. We’re constantly trying to draw out secrets from people we hardly know. On the other hand, anyone who approaches a journalist with a sensitive issue has already made the decision to open up to a stranger. I just have to be patient. Make it clear to him that, as a reporter, I can’t just write things down on request. If someone wants a grievance brought to light, I need information I can verify.

Apparently, he’s come to the same conclusion. Less than two hours after laying out his reasons for caution, I have his submission to the SEC – America’s Securities and Exchange Commission – on my screen. Two documents, more than 30 pages. He outlines security deficiencies, issues in accounting, production problems, and a range of other concerns. Some of it seems a little too detailed. But we’re still at the very beginning of the investigation – and in my mind, no journalist should ever complain about having too much information.

It gets better. My source suddenly has the same idea as our in-house counsel, Peter Koppe. He can no longer access the Tesla system himself, but he has a friend still working at the company – someone he trusts. What if the two of them recorded themselves searching for and retrieving data? Would that help Handelsblatt confirm the authenticity of the files and the lack of protection?

I accept immediately. I can work out the legal fine – points with Koppe later. There’s no doubt that a demonstration like this would be a huge step forward. Anonymous says he’s just sent a quick message to his friend. As soon as he hears back, we’ll move forward.

Now might be a good time to bring up another delicate issue: what’s the competitive landscape? Journalists are always in competition with each other – for news, for stories. The race is fierce enough when it’s about domestic issues. Tesla is in the global spotlight. The obvious question: has Anonymous spoken with other journalists? Are we the only ones he’s shared documents with?

The answer feels like a cold shower. No – he’s already shared them with a reporter at a major U.S. news outlet. In January. I have to take a deep breath. In January?! What’s that supposed to mean? Does this guy think Handelsblatt publishes large stories on topics that have been covered elsewhere ten months ago? Or did an American reporter review the data and find out something was wrong with it?

A few minutes go by, then he writes again. He says he was disappointed by the journalist. She had promised to write many articles on various Tesla-related topics. That didn’t happen. And when he suggested disclosing some things in Europe, she refused. It ‘prolonged everything,’ the Tesla man writes. ‘I could’ve spoken to someone trusted a long time ago. […] What she wanted was to convince me to share publicly my personal story and exploit me as a source. Which is not OK.’

Now uncertainty is gnawing at him. ‘I regret handing her this and the worst part is that I have no control over what she does with this sensitive information.’

I try to assess the situation. Tesla is a hard nut to crack, that much is clear. Can we really deploy significant investigative resources if we have to fear that the competition might beat us to it? Ten months is a lead that’s nearly impossible to make up. Then again, ten months is awfully long for a head start. My hunch? The American isn’t working on the story anymore.

Every now and then, journalists do miss out on major scoops. Before the Boston Globe’s Spotlight team exposed the sexual abuse of children by Catholic priests, victims had spent years trying to get reporters’ attention. NSA whistleblower Edward Snowden recounts in his memoir how he repeatedly failed to persuade journalist Glenn Greenwald to communicate over a secure channel. It was only through documentary filmmaker Laura Poitras that the two eventually connected. Greenwald very nearly passed up the biggest story of his life. I’ve had similar experiences – though never on this scale.

The anonymous source and I continue exchanging messages, dozens of them. He sends me links to articles published by our U.S. competitors. They’re reassuring. The stories are interesting, but there’s no blockbuster. No mention of the massive data leak, nothing about security vulnerabilities. One curious detail: the journalist had apparently passed along a select document from the Tesla insider to a German news magazine. An article appeared there as well, but nothing that would limit us at Handelsblatt.

Then the source makes a proposal. That morning, he has spoken with his former colleague about making a video. The colleague agreed to log into Tesla’s IT system with him and record how they enter search terms, retrieve data, and download files.

The whistleblower’s trust in me and my team seems to grow. When I propose having him speak with two colleagues from my investigative team, he agrees shortly afterward. The next day, he sends me the contact details of the two attorneys who assisted him in his labor dispute with Tesla. From a journalistic perspective, that’s another step forward. Of course, lawyers speak on behalf of their clients. But being able to consult a professional legal opinion is a clear plus. I tell Michael and the rest of the crew the good news. Things are definitely moving in the right direction.

Later that same afternoon, my source and his friend sit down in a public library. They film themselves entering various search terms into Tesla’s internal project management system, retrieving data with ease, and downloading files. I access the video via Dropbox; it’s another milestone in our investigation. In just two and a half weeks, we’ve gone from an almost unbelievable tip from a stranger to concrete video evidence. If we keep the pace up …

I double-check: the source doesn’t want us to tell his story, does he? He wants to appear only as a source, not a protagonist?

That’s correct. ‘I’m not ready for that kind of confrontation,’ he explains. According to him, Tesla is not a normal employer, not a normal company. The leadership does not care about the truth, about doing the right thing. If he were to come forward, he says, he would become a target. ‘They could just present me as a disgruntled employee, which could hurt the article,’ he writes. ‘I loved my work and the company until they attacked me and broke my life. It is probably rather more essential to focus on the issue than on a person.’

We agree that in any article he won’t be identified as a former Tesla employee, but simply as a whistleblower. He also agrees to let us quote a few lines from his submissions to various authorities. That way, we can show readers the information is authentic.

The Whistleblower Turns Up the Heat

The entire Handelsblatt investigative team is buzzing with Tesla energy. Discoveries are constantly flying back and forth, usually followed by questions. I collect them and pass them on to our anonymous source. The steady stream of messages creates a strange sense of closeness. In these weeks, I exchange more thoughts with this man – whose name I still don’t know – than with anyone else. We write at all hours of the day, sometimes even past midnight, and weekends go without saying. On Monday, November 28, there is something about Musk on his mind.

‘I assume you did see the tweet about guns,’ he writes in the evening. Elon Musk has just tweeted a photo of a nightstand: two guns, four cans of Diet Coke, and a portrait of George Washington. The caption: ‘My bedside table.’

We talk about what it’s supposed to mean. Neither of us understands what Musk is doing – or what’s driving him. His behavior seems more irrational by the day. Can you imagine any other CEO claiming to sleep next to pistols?

Then I reach out to the whistleblower’s lawyer. On the phone, I only get the receptionist, so I follow up with an email. The next day, something strange happens.

‘Hi Sönke, thanks for reaching my lawyer. I received an email from her today telling me that I will be invoiced for her time spent responding to you.’

I blink. ‘Uh oh. How much money are we talking, then?’ I ask. The answer: 2,468.75 Norwegian kroner. 210 Euro. Per hour.

‘I have never met a lawyer who wanted to be paid for talking with me,’ I write back. ‘Does she realize how much publicity this could mean for her?’ He replies: ‘I am not sure if she is obliged to do that (request payment). To be honest, I am not exactly happy with them. When my contract with Tesla terminated, and there was time to act, they sort of abandoned me. They requested 500,000 NOK in advance for a lawsuit [about 45,000 Euro]. They knew that I could not afford that. I am still paying them back for the costs incurred during my employment.’

Good grief. I tell him we’ll check at our end whether we can cover the cost. Then I bring up the timeline. The Tesla data contains multiple stories. There’s no way to fit everything into a single article. So, we are looking at multiple stories, and each one of them has to be researched thoroughly, structured, and written. Then comes fact-checking and legal review. Even in the best-case scenario, we wouldn’t be able to print the first article before mid-December. That means all subsequent stories would fall into the holiday season, when most people have only Christmas on their minds. From his point of view, is there any reason not to wait until early 2023 to begin publishing?

He’s skeptical. ‘There is a risk that once authorities move on Musk and this won’t be news anymore as more dirt will come out. That’s my feeling,’ he writes. ‘From what I see, Musk is damaging the brand and his name more nearly every day.’

We go over it again and again. In his view, the authorities could act very soon. At Handelsblatt, we come to a shared conclusion: we have no choice. We have to work as fast as possible – but without compromising quality or accuracy. What we don’t know yet is that it will be many more months before even a single line goes to print.

I’ve spoken with Peter Koppe several times by now – our head of legal. He loves a story with bite. But when it comes to legal footing, he won’t give an inch.

He seems cautiously pleased – the lawyer, the video. ‘Good,’ he tells me. ‘But don’t fool yourself. It’s not enough.’

What if we imagine the worst-case scenario? That everything this unknown source is presenting to us has been planned and orchestrated from another side entirely? That the data and the video are a deepfake – created solely to drive Tesla’s stock down? Every single percentage point at the stock exchange means billions here. Malicious actors could deliberately try to deceive journalists to plant damaging articles in the media. We need to rule that out. A video won’t do it. And the lawyer can’t prove the data is genuine either.

I make another attempt. ‘I don’t know how you feel, but it seems to me over the past few weeks we have come a long way in understanding each other,’ I write to Norway. ‘I wonder what you would think about me flying up there and spending half a day talking about all this. I think it could really help – though I do understand your reluctance.’

Then something happens that I’ve encountered a few times in this line of work. After weeks of firm refusals – no way he could agree to a meeting, not even a Teams call with a visible email address – suddenly a visit to Norway is no longer an issue.

‘I don’t mind, to be honest,’ the anonymous source writes me, just two minutes after I suggest a visit. ‘I could be easily identified by the documents I provided to you anyway.’

It’s just what I needed to hear. It’s 9:39 a.m. on December 14, 2022. We make plans to meet the following Tuesday – in six days’ time. My destination will be the Norwegian port city of Drammen, 45 kilometers southeast of Oslo. The whistleblower who just days ago was shy and elusive suddenly turns into a tour guide, sending me train schedules and hotel tips.

The Christmas Scoop

On December 20, 2022, at 11:25 a.m., I send him what will be my last message from Germany for the time being: ‘On the plane now. We are a bit delayed.’ Two and a half hours later, I’m standing at the airport train station in Oslo. The ride to Drammen takes me through a picture-perfect pre-Christmas scene – snow everywhere, trees blanketed white. In Norway, you can still count on winter. I let the Tesla man know my arrival time.

At 3:30 p.m., I’m in my hotel room. Twenty minutes later, my phone buzzes: ‘OK, I am downstairs. Blue coat, light-brown trousers and glasses.’ A few minutes later, I take the elevator down to the lobby. And there he is. As I see him for the first time, I realize I hadn’t once asked myself what he might look like – the man with the Tesla secrets. About 1.8 meters tall, mid-thirties, I’d estimate. He smiles politely, maybe a little unsure. We shake hands – and that’s when I first learn his name: Lukasz.

We step out into the Norwegian cold. His car is just a few meters away – a massive Land Rover, perfect for the snow drifts ahead. From our hundreds of chat messages, I know Lukasz is into football. The World Cup in Qatar has just ended – Lionel Messi has finally secured the long-coveted world title. A perfect topic to warm up over. Lukasz drives his Land Rover into a parking garage in downtown Drammen, and we settle on a restaurant with international cuisine.

Lukasz slips easily into storytelling. I encourage him to just start from the beginning. Where is he from
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