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How to Use This Book

This book is written as a practitioner playbook. Each chapter opens with a governance failure mode, explains why the old model breaks, states a principle, develops the architecture, applies the idea to NovaCred, connects the architecture to frameworks, and closes with an actionable checklist.

Readers responsible for strategy can focus on the Incident, Principle, NovaCred, and Checklist sections. Readers responsible for implementation should spend more time in the Architecture and Trade-offs sections. GRC and audit readers can use the Framework Hooks and Source Notes to connect the architecture to evidence expectations.

The book is intentionally architecture-first. Frameworks matter, but the central argument is that autonomous AI needs a runtime control plane: identity, intent, enforcement, supervision, attribution, evidence, and accountability operating while the system acts.

Framework orientation. This book uses six recurring governance lenses: ISO/IEC 42001, NIST AI RMF, the EU AI Act, Singapore MGF for Agentic AI, OWASP Agentic Applications Top 10, and NIST AI Agent Standards. Chapter 1 explains why the first three remain necessary but need a runtime layer for agentic systems, while Appendix B provides the detailed crosswalk.

The continuity arc is cumulative. Chapter 1 changes the governed object from artifact to action path. Chapter 2 changes the governance posture from approval to supervision. Chapters 3 through 7 define the five runtime dimensions: identity, intent, enforcement, human supervision, and accountability across handoffs. Chapter 8 translates those runtime artifacts into framework evidence. Chapter 9 assembles the reference architecture. Chapter 10 turns the architecture into an operating model.

CHAPTER 1




The Object Changed

Why governing actions is different from governing artifacts

1. The Incident







	INCIDENT

At 8:42 on a Tuesday morning, NovaCred’s credit-decisioning agent approves a loan exception that no human reviewer has seen.

The customer is a small-business owner applying for a working-capital facility. The case is not unusual on the surface. The customer has a thin file, uneven cash flow, and two prior late payments. NovaCred’s policy allows exceptions when recent business income offsets historical credit weakness, provided the affordability assessment is current and the explanation is recorded.

The agent retrieves the affordability policy from NovaCred’s internal policy library. It then calls the income-verification tool, checks the customer’s account history, invokes the risk-scoring model, prepares a decision note, and passes the case to the customer-notification agent.

The notification is sent before the human credit reviewer opens the queue.

By 8:45, the customer has received an approval message. By 8:47, the CRM record has been updated. By 8:52, the treasury workflow has reserved funds against the facility. By 9:03, the compliance analyst notices something wrong: the affordability policy used by the agent was superseded two weeks earlier.

The agent did not crash. It did not hallucinate an answer. It did not ignore its permissions. It did exactly what the system allowed it to do.

That is the problem.

The final decision is visible. The intermediate action path is not. NovaCred can see the output, but it cannot reconstruct with confidence which agent acted, under whose authority, using which policy version, with what intent, through which tools, and with which accountable human owner.

The old governance model had a complete risk register. It had a model card. It had an approval record. It had a review board decision. It had a deployment sign-off.

What it did not have was runtime governance.














	EVIDENCE NOTE

The NovaCred incident is fictional, but the failure mode is no longer hypothetical.

In 2025, Anthropic disclosed what it described as the first reported large-scale AI-orchestrated cyber-espionage campaign. In its public account, attackers manipulated Claude Code into conducting reconnaissance, vulnerability discovery, exploit development, credential collection, and data-exfiltration steps against roughly thirty targets, with humans intervening at key decision points.

CSA and Token Security later reported that 82% of surveyed enterprises had discovered unknown AI agents and 65% had experienced an AI-agent-related incident. The point is not that every enterprise agent is malicious; it is that agents are already acting in environments where inventory, authority, and accountability lag behind deployment.

The pattern is now visible: agents are no longer only producing recommendations. They are acting inside operational systems.








2. Why the Old Model Fails

The old model was not foolish.

For many years, AI governance was designed around artifacts. A team built a model. The model produced a score, classification, recommendation, image, summary, or generated text. A human or downstream system consumed the output. Governance focused on the model and the artifact: Was the model tested? Was the dataset appropriate? Was the output accurate? Was the risk recorded? Was the use case approved? Was a human reviewer assigned?

That model was rational when AI systems mostly proposed.

It becomes incomplete when AI systems act.

A recommendation can be reviewed. A document can be edited. A model card can be audited. A prompt template can be approved. A generated answer can be rejected before it reaches the customer.

But an agentic system changes the governance object.

The relevant object is no longer only the model or the generated content. The relevant object is the action path: the sequence of decisions, tool calls, retrieval steps, delegated authorities, policy checks, handoffs, and system changes that happen before the final outcome appears.

The old model assumes that governance can sit before or after the system.

Runtime AI governance assumes governance must sit inside the system.

That distinction matters because autonomous agents break inherited controls in several ways.

A review board can approve the use case, but it cannot approve every tool call made during live execution. A model card can document model behavior, but it cannot prove whether the agent used the current policy when taking an action. RBAC can answer whether the agent had permission to access a system, but it cannot answer whether the agent’s action was appropriate for the business context.

A periodic audit can detect patterns after the fact, but it cannot stop a high-consequence action before the customer, regulator, market, or operational process experiences the outcome.

The mistake is not that enterprises have no governance. Most regulated organizations have plenty of governance. They have committees, policy documents, model-risk processes, access reviews, audit logs, risk assessments, and exception workflows.

The mistake is that these controls were designed for systems whose primary output was an artifact.

Agentic AI produces artifacts, but it also does something more consequential: it changes state.

It updates a customer record. It sends a message. It files a report. It initiates a payment. It calls another agent. It invokes a tool. It retrieves evidence. It makes a decision operationally real.

Once that happens, governance can no longer be treated as a review activity. Governance must become an execution capability.







	OLD MODEL FAILURE

The old model asks: Was the AI system approved? Was the model evaluated? Was the policy documented? Was a human accountable? Was the output logged?

Runtime governance asks: Which agent acted? Under whose authority? For what declared intent? Using which tools and data? Against which policy version? At what consequence level? With what evidence trail? Under which accountable human owner?

The first set of questions governs artifacts. The second governs action.








3. The Principle







	PRINCIPLE

Governance designed for AI that proposes fails when AI begins to act. Runtime governance begins when the governed object shifts from the artifact to the action path.








The central claim of this book is simple: autonomous AI cannot be governed only by reviewing what it produces. It must be governed by supervising what it does.

That is not a slogan. It is an architecture requirement.

If an agent can call tools, it needs governed tool access. If an agent can retrieve data, it needs retrieval boundaries. If an agent can act under delegated authority, it needs identity and authorization. If an agent can decide whether to proceed, it needs intent verification. If an agent can change state, it needs runtime policy enforcement. If an agent can hand work to another agent, it needs attribution across the delegation chain. If an agent can cause harm before a human intervenes, it needs supervision and incident response.

This is why runtime AI governance is not a compliance wrapper around an AI system. It is the control plane through which autonomous action becomes visible, bounded, interruptible, and accountable.

The old governance question was: Did we approve the AI system?

The new governance question is: Can we govern the action before consequence?

That question will shape every chapter that follows.

Why Existing AI Governance Frameworks Need a Runtime Layer

This book does not argue that established AI governance frameworks are obsolete. It argues something more practical: they are necessary, but not sufficient, until their expectations are translated into runtime controls.

ISO/IEC 42001 gives the enterprise a management-system lens: responsibilities, governance processes, lifecycle discipline, and continuous improvement. NIST AI RMF gives the enterprise a risk-management lens: map, measure, manage, and govern AI risks. The EU AI Act gives the enterprise a regulatory-obligation lens: classification, documentation, human oversight, logging, transparency, and post-market monitoring.

Those lenses are still essential. They help leaders define accountability, risk posture, governance roles, and compliance expectations. But agentic AI exposes an operating-level gap. The question is no longer only whether the AI system was approved, documented, or assessed. The question is whether the enterprise can govern what the agent is doing while it is doing it.

Agentic AI changes the governed object. The object is no longer only a model, application, prompt, output, or decision-support artifact. It is an acting system with identity, intent, delegated authority, tools, memory, retrieval, workflow context, and downstream consequences. A framework can state that oversight is required. Runtime architecture must decide where oversight sits, when it interrupts, what evidence it receives, and which actions must be blocked before consequence.

This is why the newer agentic frameworks and initiatives matter. OWASP Agentic Applications Top 10 gives security teams a vocabulary for agent-specific failure modes such as goal manipulation, tool misuse, memory poisoning, and identity or authorization abuse. Singapore's Model AI Governance Framework for Agentic AI gives leaders a more agent-native view of responsible deployment and human accountability. NIST's AI Agent Standards Initiative points toward the technical foundations required for trusted, interoperable, and secure agents, including identity, authorization, protocols, and operation across systems.

The first three frameworks define the governance baseline. The newer agentic lenses explain what changes when AI becomes an actor. Runtime AI governance sits between them. It converts management-system expectations, risk-management expectations, and legal obligations into executable controls: agent identity, intent verification, runtime enforcement, human supervision, decision records, incident workflows, and accountability evidence.

This framing matters for the rest of the book. Chapter 3 turns identity expectations into an agent identity registry. Chapter 4 turns purpose and authority expectations into intent verification. Chapter 5 turns policy into runtime gates and Governance Decision Records. Chapter 6 turns human oversight into supervision patterns. Chapter 7 turns accountability expectations into delegation-chain evidence. Chapter 8 then maps these patterns back to the six frameworks in a formal crosswalk.

The six lenses used throughout this book are:


ISO/IEC 42001 - the management-system lens: governance process, role clarity, lifecycle discipline, and continual improvement.

NIST AI RMF - the risk-management lens: map, measure, manage, and govern AI risk across organizational and societal contexts.

EU AI Act - the regulatory-obligation lens: high-risk system duties, human oversight, logging, documentation, and post-market monitoring.

Singapore MGF for Agentic AI - the agent-native governance lens: responsible deployment, human accountability, and governance of systems that act.

OWASP Agentic Applications Top 10 - the adversarial-security lens: goal hijacking, tool misuse, memory/context risks, and agent-specific abuse patterns.

NIST AI Agent Standards - the interoperability and agent-identity lens: trusted, secure, interoperable agents acting on behalf of users and organizations.



4. The Architecture

Chapter 1 does not introduce the full runtime governance stack yet. That comes later. Its purpose is to define the architecture problem the rest of the book will solve.

At the highest level, runtime AI governance has five dimensions.



Figure 1.1 — Runtime governance architecture organizes agentic action into five governable dimensions.

Dimension 1: Agent Identity

The first question is not what the model produced. The first question is who acted.

In an autonomous system, “who” does not always mean a person. It may mean a non-human actor: an agent, sub-agent, workflow, service identity, automation, or vendor-hosted assistant acting under delegated authority.

Without agent identity, every later governance control is weakened. You cannot enforce intent if you do not know which agent is acting. You cannot assign permissions if you do not know what the agent is. You cannot preserve accountability if the actor disappears into a generic service account.

This is why Chapter 3 treats agent identity as the new perimeter. Runtime governance begins with inventory, ownership, authority, lifecycle, and traceable non-human identity.

Dimension 2: Intent Verification

Access control answers whether an actor can do something. Runtime governance must also answer whether it should.

This is the gap between permission and intent. An agent may have permission to access customer data. That does not mean every use of that data is appropriate.

Intent verification gives runtime governance a way to evaluate the declared goal, business context, policy context, and action reason before the agent proceeds. Chapter 4 develops this dimension.

Dimension 3: Runtime Enforcement

A policy that does not execute is only a document.

Runtime governance needs a point of control where agent actions can be evaluated before consequence. In this book, that point of control is the AI gateway and runtime policy gate.

The AI gateway is not merely a prompt router. It is a governed boundary that receives context, not just text. It evaluates the agent identity, delegated authority, declared intent, data scope, tool request, policy decision, and consequence level.

It















	


























	


















	




























	Framework / Risk Lens
	What it asks
	What Chapter 1 establishes





	ISO-style AI management systems
	Ownership, risk treatment, monitoring, improvement
	Static evidence must become runtime action evidence.



	NIST AI RMF
	Govern, map, measure, manage risk
	The risk object includes action paths, not only models.



	NIST Agent Standards / NCCoE
	Agent identity, authorization, audit, trusted adoption
	Identity, authority, and traceability are governance prerequisites.



	EU AI Act-style obligations
	Oversight, logging, documentation, monitoring
	Documentation must be supported by runtime logs and supervision evidence.



	Singapore MGF for Agentic AI
	Bound risks, human accountability, technical controls, user responsibility
	Architecture must define boundaries, checkpoints, controls, and accountability.



	OECD AI Principles
	Human-centred values, robustness, transparency, accountability
	Accountability needs visibility into what the agent did.



	OWASP Agentic Applications risks
	Goal hijacking, tool misuse, identity abuse, rogue agents, cascades
	Controls must sit inside the action path.
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