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1: The Worm
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The worm crept through the virtual spaces of the world, threading itself imperceptibly through fibres and circuits, spreading silently across networks. It travelled patiently, carefully, a parasite replicating by laying eggs in host after host, spreading its presence exponentially around the globe. Its larvae would lie dormant for days, waiting for the opportunity to leap a new void, until the file in which the code slept was emailed to an unsuspecting recipient, and the journey continued. 

Sometimes the worm landed in the lush breeding ground of a large institution, spreading across all the interconnected devices, taking advantage of gaps in outdated operating systems and in ancient software that unsuspecting users had clung to over the years. It slid unnoticed through ecosystems of unsecured smart devices, household appliances falling prey to the intruder thanks to manufacturers who cut corners and costs in the race to expand the Internet of Things. It crept into software companies, hitching a ride on downloads, and from there spread outwards like feathery seeds, riding on the wind of upgrades installed by trusting users. 

At other times, it came up short, storming bastions protected by strong firewalls, passcodes, and the constant patrolling of the virtual ramparts by competent, conscientious cyber security troops; the worm kept probing for an opening, persisting in its attack until a slip, a trip, a minor human error, the simple click of an email, compromised even the best procedures and protocols.

A malicious little bundle of binary code, the worm was no empathetic artificial intelligence: it had no conscious sense of purpose, but was doing its job well. The surrogate offspring of a power in the shadows, carried to term by a scratch team of hungry developers commissioned on the Dark Web, it was born of greed and poverty. The only way out of the slums created by the fall of traditional industry, the devaluation of hard currency, the rising of the seas, the migration from extreme heat, and global economic upheaval was to embrace the digital world and code your way to freedom. The best underground developers commanded the highest fees; their employers played for the highest stakes. 

Now, the worm was on the move. Its owners could not track its progress in its dormant state. They simply had to be patient and make their plans around the predetermined moment of activation.
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Sir Simon Winchester glowered at the wall of blank monitors for a moment, cursing under his breath, then turned to face his board members who had gathered hurriedly in the sumptuous and ancient oak-panelled room. In his decades of service to the bank, he had watched the fallout from wave upon wave of cyber attacks: the calls for robust systems, the horror at loss of data, the scramble of rivals to salvage their reputations as they went to the wall. As chief executive, one of his first and strongest commitments had been to reinforce and stabilise protection. Attacks never ceased: the bank simply had to be prepared.

“Current status, Bill?” he enquired levelly of the chief technology officer. 

“Ransomware attack, activated twelve minutes ago,” replied the CTO. “Pretty standard stuff, I think. We’re still identifying the point of entry to our systems. There are global reports coming in over tech networks but nothing has gone public on the news channels yet.”

“It helps that it’s late in the day in the UK and Europe. That’ll reduce the immediate impact,” replied Sir Simon. 

Bill nodded. “Good timing for us tonight, although it’s starting to hit the States now. That’ll cause a lot more trouble, and it’s only Wednesday.”

The bank’s head of trading spoke up. “Cryptocurrency trading showed a spike in the minutes before the first reports came through, so there are some theories that it could be a targeted attack on the banking sector. Bill, what’s your take on that?”

“Not sure. There is some reported fallout in other industries, but there’s no clear indication of what weakness is being exploited yet.”

Bill looked worried. He turned to Sir Simon. “This one’s spreading like wildfire internally, faster than we can close the gates. It’s digging into some of the older software right at the heart of our operations. I need backup on this; we have our specialist team on standby.”

Sir Simon nodded. They needed to react fast to neutralise the threat and get back to full operations. “Bring them in now, Bill. We need this virus closed down and cleaned out as fast as possible. Make the call.” 

Make the call? Bill winced at the anachronism, then nodded and pressed his thumb to a biometric scanner on his smartscreen. Accessing a private, uncompromised network, he sent a single word alert to a blockchain. A response dropped into the same block in seconds, completing the transaction and sealing the contract. The team was on the way.

Less than an hour later, two strangers were ushered into the boardroom. A young man in a grey hoodie stepped forwards and shook the hand of the CEO. “Good evening, Sir Simon. Ross White.” He indicated his silent companion. “My colleague, Cameron Silvera.” 

Cameron stepped forward. “Sorry to hear about this disruption, sir. We’ll tackle the security breach in due course; that’s history. Our priority is to neutralise the threat. The team is setting up downstairs. We’ll keep you in the loop.”

Sir Simon nodded. “Anything you need, just ask.”
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An unassuming, middle-aged man sat alone at a round metal table outside a small coffee shop, slowly sipping an Americano. It was late morning. The pavements were quiet, and all the other tables at the café empty. The early rush of Thursday’s commuters was over, and lunchtime was not far away. A shaft of weak sunlight glinted off the metal chairs under the café’s awning. 

His gaze fell on a harassed-looking woman, slightly overweight, her smart skirt straining at the waist and an ID badge dangling carelessly on a red lanyard, as she crossed the road towards the café and headed for the counter inside, pulling a smartscreen from her pocket. 

“Gotcha!” exclaimed the observer as he fingered the scanning device tucked under his table. Any moment now, his mark would be firing up her network. 

The latest cyber attack was causing havoc around the globe. There were rumours of a banking system crisis. Crypto transactions were running slow, with the more volatile digital currencies suspended altogether. The small network of legacy ATMs had been reporting problems dispensing old bank notes, which were still in use in some quarters where the digital world had not been fully embraced. Cyber security teams worldwide had been fighting to arrest the spread of the latest virus since it first hit the news last night. It looked like the attack had been slowed, but not in time for the businesses or the man in the street caught up in the mess. Shame for them, he thought, but this was the opportunity he’d been waiting for. They finally had a solid tip-off. They were going to find the man, this time. The next thing he needed in the hunt was an inside view, and the key was within reach.

Rushing into the café, the woman barely noticed another city worker grabbing a well-earned few minutes of peace on his break. All hell was breaking loose in the bank, and now she had to deal with an urgent message from the kids’ school as well. Returning to work after a few years’ break had seemed like a good idea at the time. So much had changed, and she was struggling to keep up. She ordered a skinny latte and a triple chocolate muffin, refuelling for the next few hours of her shift. The machine behind the counter whirred into action, and a roboserver selected her cake from a display and placed it on a waiting tray. Heading to a comfortable sofa and small wooden table in the corner, she thumbed her screen to life and scanned for a connection. Stretching to relieve aching muscles, she smiled tiredly at the friendly human waiter as her coffee and cake arrived. There was a discreet ‘ping!’ from her screen as the wifi connection opened. She logged back in to the work network and settled down to deal with her personal emails.

A discreet Bluetooth speaker chirruped in the watcher’s ear. “She’s picked up the connection... into the network... delivering the package now... okay, Andy, all clear.” 

Slipping the hidden device into his pocket, the man abandoned the dregs of his coffee and strolled nonchalantly away towards a waiting autocar.
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Cameron groaned as the radio sparked into life. Woken from deep sleep in the darkness, disoriented, it took a few moments to come to. An activity sensor embedded in the still dark lightbulb automatically set the kettle on the other side of the wall to boil. Coffee was more essential to Cameron than light in the morning. 

Hearing movement, a small black and white cat hopped up onto the bed and began kneading ecstatically, purring with the delight of a pet who knows its meal ticket has been roused and breakfast is not far away. Cameron stroked its head idly; the purring redoubled.

Snatches of news tumbled from the speakers in the wall by the bed, making no sense yet. It had been a tough thirty-six hours for Cameron, delivering payback in the form of sore eyes, dry mouth, and an aching back. The most recent cyber attack had caught yet another legacy system with its pants down, hidden deep and half-forgotten inside an apparently ultra-modern bank. Cameron’s team had been working round the clock to limit the spread of infection. Who cared where it had come from – Asian tigers, Slavic trolls, the favelas of Rio de Janeiro, or bored high school dropouts – the ripples of disruption were slowing, thanks to a flash of classic Cameron intuition marking the first significant win of the battle, and the combined efforts of threat intelligence teams around the world to neutralise the virus. Snatching a few hours’ sleep might have seemed to be an ill-afforded luxury, but it was a necessity. Tired teams made mistakes. Everyone had to be rested and ready to make leaps of logic in containing, defusing, and mopping up after the threat.

The sounds from the radio gradually formed themselves into words. “I come to pick up my money and they said I can’t, there’s been a cyber attack. I don’t know what one of them even is,” complained a strident voice. “Why isn’t it working? Why don’t they do something?” 

Cameron flung back the covers in disgust, eliciting a mutter of protest from a slumbering form, and a startled squeak from the cat, dislodged from its cosy nest. Cameron was already half way to the kitchen as the kettle steamed.

Cameron reached into the cupboard to select a clean bowl, grabbed the nearest box of cereal, and turned to the tiny but serviceable refrigerator to find some milk. Despite embracing all things digital and working in tech, Cameron held the very clear opinion that while a smart kettle might be utterly essential in the provision of timely coffee, a smart fridge was just a ridiculous concept. Sniffing suspiciously at the carton, the milk passed the test. Cameron splashed it over the cereal and part of the table, cursed, and reached for a cloth. 

The cat circled its food bowl, mewing as if it was half starved. Cameron had no idea if it had been fed two days or two hours ago. No matter: an extra meal wouldn’t bother a cat the way it might bother a human who constantly monitored calorie intake, weight gain, daily steps, and heart attack risk factors, in an effort to keep medical costs to a minimum.

Munching on cereal, Cameron glanced at a discreet cylinder tucked on the shelf. “Can you read out my emails?” 

“I’m sorry, I didn’t understand that. Did you want to read about snails?” replied a smooth voice. 

Cameron swallowed. “Read out my emails.” 

The ’bot paused. “You have one hundred and thirty-six unread messages. You have seventy-eight automated mailings. You have three priority messages from Ross White, four messages from Charlie Silvera, two messages from...” 

“Delete the automated messages,” snapped Cameron. “Volume down, and play the priority emails.” Another spoonful of cereal, another swig of coffee, and the latest updates from the past few hours unfolded.

“Hi Cameron,” came Ross’s voice. “Enjoy your rest? We’ve been working our butts off here. We’ve pretty much dealt with the surface disruption, but the older stuff in this bloody banking system is wide open and needs patching. There are still a few reports of compromised servers in the wider world but the decrypt you developed is fixing those. The antidote that’s circulating seems to have stopped virus transmission dead in its tracks.” Ross sounded almost cheerful. “Now we’re trying to settle the currency systems. We’ve had to close down all the ATMs country-wide for a short while, so there will be hell on when the public gets wind of this. Cryptocurrency trading is all suspended. We may be looking at a soft fork to upgrade protection, which will take days to organise, and that could get ugly if someone decides to dig their heels in. I’m knackered and I need to get some fresh air. See you when you get back.”

“Hi Cameron, me again. The guys want some breakfast. Can you grab a few things on the way in?”

“Cameron, we’ve picked up a really odd subroutine embedded in this virus. Nothing I’ve seen before. I need you to take a look. See you shortly.” 
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Mystified, Cameron dropped the cereal bowl in the sink, and crept quietly into the bedroom to fetch some clothes: clean underwear, jeans, casual sports shoes, t-shirt, and a respectable long-sleeved top. Spring weather in England could be unpredictable from hour to hour; best to be prepared for all eventualities. ‘Cast ne’er a clout till May be out’ had been one of their grandmother’s favourite sayings, trotted out every time either Cameron or Charlie dared to leave the house without a jumper. Cameron smiled at the memory of the tiny, rotund woman who had baked the most exquisite cakes for her treasured grandchildren, terrified her own offspring, and ruled the whole family with an iron will. The saying was becoming redundant these days; climate change had eliminated the spring frosts, although the rain still fell, and the nights could be cool.

Closing the apartment door carefully, Cameron bounded down the three flights of stairs with the renewed energy of someone with a mystery to solve, greeting neighbours as they too headed out for work. A familiar gaggle of young people, they were not exactly friends, but nodding acquaintances, occasional drinking partners, fellow fitness enthusiasts, part of the landscape. They knew very little about each other’s lives or backgrounds, and co-existed in those happy, prosperous golden years between the intense undergraduate rite of passage at university, and settling down to family life in the suburbs. 

“Hey Cameron,” called Jasvinder as they met on the second-floor landing, “How’s it going? Didn’t see you at training last night – out for a works do, were you?” 

“Something like that,” grinned Cameron. “Long day and a hot date.” Jasvinder had no idea what Cameron actually did for a living – some sort of robotics training thing, wasn’t it? – and it was best to keep it that way. Fighting cyber crime seemed so exotic but there were dangers to being identified. Modern-day spies, Charlie had once dubbed the team. As soon as an identity got out there, it was retirement– or worse.

They streamed out of the revolving main doors of the small apartment block into fresh air and early morning sunshine. A haze of blossom had appeared on the cherry trees lining the pavement. One of the guys yawned, and sneezed violently. 

“Dammit, forgot to get hayfever meds. Starting so early this year.” He set off in the direction of the nearby underground station. 

Cameron started to follow then hesitated, deciding to walk instead. Traffic was busy, the underground would be heaving, and it would probably be quicker on foot. Could do with some extra steps in the fitness log, too, after a day and half of sitting at a screen in the depths of the bank. The bright weather was unlikely to last in any case: better make the most of it.

With four lanes of traffic crawling silently down the main road, and deep in thought, Cameron was unaware of a car pulling out from the side street in pursuit of its quarry. The route north to the river was automatic and familiar. Turning onto the High Street, Cameron walked briskly past brightly painted shop fronts, ducking instinctively as a delivery drone flew down and through the archway of an ancient coaching inn that had once welcomed horse-drawn carriages bound for the south. The smell of warm bread broke the reverie. Diving into the bakery in a small row of shops, Cameron quickly selected the team’s favourite pastries from a tempting display. The owner bagged them up, spots of buttery translucence appearing on the paper, a rich scent rising from the bag.

Cameron followed the main road towards the river, avoiding the busy market today, and passing under the shadow of the Shard, its gleaming mirrored flanks reflecting the distorted images of a mass of drones rising from the market on their way to deliver fresh food across the city, and its pointed tip breaking the wispy clouds high above. A fresh breeze rustled the paper bag as Cameron crossed the Thames, Tower Bridge standing proud to the east. A river ferry hooted as it passed under the bridge on its way to the pier. The tide was out, exposing mudflats and beaching small boats. The smell that wafted up on the breeze was musty but not unpleasant; pollution in the river had improved immeasurably since Cameron was a child. Entering the busy City district, Cameron disappeared into the crowds that bustled through the maze of bleached white stone buildings, heading for the bank.
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The two men went unnoticed as they sat in their autocar in a side street, drinking endless cardboard cups of coffee, and watching the apartment door revolve as it disgorged its chattering residents in all directions. Few families; these were mainly young professionals able to pay the price of living close to the action in the capital. Property prices were notoriously high this close to the river, and across London as a whole. The old north-south divide had been repaired when Parliament sat for a few years in the wilderness of Northern England during refurbishments to the Palace of Westminster, although with the return to the bright lights of London some of the old competitiveness between regions had resurfaced. Now, the economic battle was drawn along digital lines: the haves, with their smartscreens and fibre connections and biometrics; the have nots, relying on paper forms and paper money, resistant to the digital skills that pave the pathway from poverty to success.

A short blonde girl in high heels and bright colours emerged, chatting to a young black guy with a phone in his hand and a sweater slung over his arm. A tall, unconsciously elegant, dark-haired woman, dressed down in jeans with a smart leather backpack, blinking as she stepped into the sunlight. A slim Asian lad in a smart suit and blue turban who headed straight for the small car park. A pale young man, muscled and fit, scowling at the world, casual in a grey hoodie, stumbled out through the door. 

“I don’t believe it, that’s our boy,” exclaimed Giles, dropping his empty cup behind the seat and grabbing his camera. 

“Are you sure?” asked his companion. 

Giles sighed. “Matches the most likely person on the CCTV images from the bank. Right place. I’m guessing he hasn’t slept much for the past couple of days, and this guy certainly looks pretty tired. You’ll need to direct. Switch off the autonav.” 

Traffic was heavy and slow on the main road. Giles had no problem snapping image after image as his companion teased the car along. The young man approached a row of shops, and disappeared momentarily from view. The autocar stopped at a set of traffic lights long enough for Giles to see him emerge carrying a bag, before the one-way system swept all the traffic away to the east, and they could see him no more.

“Get any good ones?” 

“Think so,” replied Giles. “Clearer than the CCTV, anyway. Hardly the Laughing Cavalier, is he? Who’d have thought he’s the brains behind saving the world?”
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2: SimCavalier
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Ross was the first to arrive at the bank after the alert came in. Young, fit and athletic, his favourite grey hoodie always gave his pale features a drawn look. He loped into the bank’s sumptuous marble hallway, dark wood staircases sweeping away to upper floors, and chandeliers sparkling in the late afternoon light. 

Approaching the long reception desk under the gaze of its CCTV cameras, he gave a code word to the smart receptionist and was swiftly issued with his security pass. A PA hurried down the broad staircase, his brogues silent on the thick pile of the carpet, and ushered Ross through the barriers and up to a small, empty meeting room. 

Ross paced around the room, ignoring the six high-backed wooden chairs set neatly around a polished table. He paused to gaze down from the tall window to the street below. The pavements were less crowded than before, and the odd streetlight flicked into life as the sun dipped down below the rooftops. He spotted several familiar figures approaching the bank from different directions, called away from family and friends, work and play, to go into battle. 

Cameron appeared at the door fifteen minutes later. “Team’s all here, Ross. Ready to roll.” 

The PA reappeared and guided them up another floor to the boardroom. Oak panels spoke of the bank’s history, a wall of monitors of its future, and a sense of controlled concern emanating from the gathered men and women spoke of its immediate present. Ross glanced at Cameron, then stepped forward and shook the hand of the bank’s chief executive. They were underway.
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Bill the CTO showed Ross and Cameron down to the heart of the building. 

“We’ve set your team up in the main operations room.” He gestured to an open door. “Coffee, water, snacks in this kitchen, breakout space for you too. Bathrooms are just down the hall, I’ll get some towels and freshen up packs into the showers. You have full access to everything in this section using your passes. There are security personnel in reception and I’ll stick around for as long as you need me.”

Cameron smiled. “Many thanks, Bill, appreciate it. We’ll get started straight away, need to stop the beastie spreading before we do anything else. I’ll want your help when we zip the systems back up and patch the holes, but right now I think you can leave us to it.”

Bill nodded. “I think you have all the access codes you need. Call me at any time if you need something. Here’s my number.” He headed wearily for the stairs, as Cameron and Ross entered the operations room.

Six pairs of eyes turned towards them. 

“All set, boss,” said a short, chubby man in jeans and a garish rock band t-shirt, nodding at Cameron.

“Thanks Sandeep.” Cameron paused. “Okay. Joel, see if you can get hold of a clean copy of this virus. Check the tech communities, dig into that last NSA dump on the Dark Web, there has to be a copy circulating somewhere. You and I can work on rebutting the attack externally. Ross, you, Pete and Ella get into the bank system and quarantine that critter. Close it down, stop it spreading further through the network than it already has. Noor, I want you to keep track of other compromised systems and open communications with the teams working on them. Sandeep, you and Susie work with Noor, and have a look at possible breaches too. See if there are any systematic failures or if it’s just an ID 10-T error.” Cameron grinned. “I love a challenge. Let’s go.”
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Andy was tired. He ran a hand through his untidy brown hair, sighed, and leaned his elbows on the desk, thinking. His editor was getting impatient. After three years of chasing whispers and mirages, he still had to produce the cyber security scoop he’d promised. He was a good tech journalist, but one story kept eluding him. Who were the people behind the fight against cyber crime? He felt like the frustrated hacks in the superhero films his dad had loved, trying to unmask a hero, while the alter ego hid in plain sight.

Right now, though, there was a more urgent story to cover. There were ripples on the forums, a sudden upsurge of activity, distant whispers of a new cyber attack. Andy took a slug of coffee and shook his head, refocusing. He scoured his network, seeking confirmation and clarity before writing his piece for the hungry rolling news that broadcast all day, every day. As he searched, a notification appeared in the corner of his screen. An anonymous message, which immediately grabbed his attention.

“The SimCavalier rides into battle. This one’s spreading like the Great Fire.”

His heart was racing. This was unprecedented. He’d been following this shadowy figure through several years of high profile cyber security alerts. The name appeared on tech forums, quoted in awed discussions among the top echelons of the threat intelligence community. This – person? entity? group? – seemed to be at the forefront of combating the increasingly steady waves of cyber crime, hacking, and ransomware. Disrupted by the failure of traditional encryption less than a decade ago, the world was still struggling to manage digital security. Andy’s painstaking research showed clearly that without the diligent and inspired work of the SimCavalier, it might have descended further into anarchy. He was a true modern hero, and should be celebrated. Andy couldn’t understand why he sought to stay in the shadows.

It looked as if years of gradual infiltration into the cyber security community had finally paid off. Someone was on Andy’s side, ready to help.

“Call Giles,” he barked at the portal. 

A moment later the voice call connected. “What’s up, boss?”

“You’ve picked up this latest cyber attack, yes?”

“Sure. Kicked off around an hour, hour and a half ago by all accounts. Most reports coming from the United States, but I guess that’s because they’ve been hit in the middle of the day. A few from Europe. Getting ready to break it on the news channels.”

“It’s here. There’s a case right here in London. And he’s on it.”

“Wow. Shit. Sorry. I mean, how do you know? There are no confirmed reports of infection here in the UK yet.”

“We’ve just had a tipoff. ‘The SimCavalier rides into battle.’ Can’t get much clearer than that. The guy is mobilising against the latest threat. And as for location, this says ‘spreading like the Great Fire’. Great Fire of London? Nothing else it can be.”

Giles was sceptical. “That’s incredible. But where do we take it from here? London’s a bloody big place. He’ll have it killed in short order and be gone before we get close to him.”

Andy laughed. “I think it’s a bit easier than that. Where’s the Monument to the Great Fire of London? It’s smack in the middle of the City. I reckon we’re looking at a bank.”
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Cameron laughed as the ransom demand appeared on Ross’s monitor. A dancing cocktail gif dominated the screen with a flashing neon message: ‘Welcome to the Speakeasy. Bitcoin Accepted Here’. “Hah, brilliant. At least the bastards have a sense of humour.”

“Doesn’t make it any easier to crack,” grumbled Ross. He was aching after a day’s hard training, and regretted missing out on a recuperative massage and a relaxing evening. “Fairly standard stuff, though. Do we know what it looks like in the wild?”

Joel shook his head, dreadlocks swaying. “Nothing yet. Plenty of reports coming through but we don’t have a dump of the code. Watching the usual channels.”

Noor piped up from her desk. “I’m in touch with a team in New York, and another in Sydney. They’re seeing a lot of hits in the financial sector.”

Cameron thought for moment. “Interesting, Noor, stay on top of that. Ella, can you run some models on trading over the past week. It could be just coincidence that this is the first wave of reports, but we’d better eliminate all possibilities.”

“Right you are.” Ella slipped on her headphones and opened a secure, anonymous browser. Her hands glided across the screen as she captured data from pools across the world and began the painstaking process of analysis.

Ross settled into his seat. “Okay, Pete, let’s roll. What’s tonight’s playlist? Better pick something to keep us awake.”

Pete scrolled through the options. “You said it. Melissa Mix?” Solid bass lines and fast rhythms kicked into life, quickly muffled as the two of them pulled their headsets on and got to work.

Cameron turned to Sandeep and Susie. “Okay Susie, in at the deep end. Your first big job. How are you feeling?”

Susie smiled nervously. “I’ll be fine. It’ll be interesting to see where the breach was. I thought this place was as tight as a drum. I guess I was wrong.”

“The bigger they are, the harder they fall. There’s always a way in. Sandeep will keep you straight. Can you both make sure you do a wide sweep for all potential gaps and compromises? We need to leave this place sewn up properly. There’ll be other penetrations no one knows about.”

Sandeep and Susie nodded. Cameron turned back to Joel. “Anything yet?”

“Still digging. I’m keeping an eye on that Bitcoin wallet, too. There’ve been a handful of ransom payments already. You’d think people would learn there’s no point paying.”

Cameron sighed. “Me too. If no one paid there’d be no point writing viruses and we’d have a quiet life. I had plans this evening.” Joel raised a questioning eyebrow; Cameron refused to be drawn. “I’d better make my excuses. I don’t mind, really. This is too interesting. I do love my job.”

Joel laughed. “You’re quite the hero, Cameron. I’m happy, I got out of rugby training tonight; I won’t be so sore now when we play on Saturday. It’s coming up to the end of the season, anyway, so it’ll soon be time for a proper rest.” He turned back to the scrolling screen. “Aha! We’ve got our first look. Here we go, Speakeasy code dump. Nice work. Let’s see what this one’s made of.”
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Midnight chimes rang out across London, from the rolling boom of Big Ben to the distinctive sounds of the ancient towers of the city. The bells of St Clements, Shoreditch and Old Bailey sang out their tunes, passed down the generations in the old nursery rhyme for three hundred years. Deep in the bank, the bells went unheard; the team was taking a well-earned break.

“Land it on the top,” squealed Ella, as Pete expertly guided a small drone around the room and up towards a hanging light fitting. 

Susie was doubled up with laughter. “I can’t believe you guys.” 

The little drone, a toy modelled on a spaceship from the latest Hollywood blockbuster, dropped down on the light and a ragged round of applause rang out. 

Pete swore. “I can’t get it to lift off again – that light’s blocking the signal. Hold on.” He moved his chair to the wall, clambered up and stretched high on tiptoe to achieve the right angle. Pete rocked precariously on his perch, and the drone wobbled and swooped off the light. Ella ducked as it went overhead.

“Pizza in the kitchen,” called Ross. Pete jumped off his chair and parked the drone as they all trooped out, inviting smells wafting from the corridor. Greasy cardboard boxes were open on the table, and the hungry team members grabbed a couple of slices each. Ross sat apart, munching on chicken and salad, making at least some effort to stick to the nutrition required of his punishing training regime.

Cameron sat at the head of the table, devouring a slice piled high with meat and chillies. “Good work so far, guys. Let’s take stock. Ross, over to you. How far have you got?”

“We’ve started to dismantle the cage. I’ll need you to get your head around a decrypt over the next few hours. The ransom is masking a couple of subroutines. It’s like a bloody Russian Doll, every time we dig deeper we come across another element. It’s not particularly complex but it’s taking time. Most of the systems are untouched, particularly the newer, more transparent software. Blockchains are okay. It’s the older stuff where we’re finding weaknesses.”

“Hmm. We need to have a chat with Bill about legacy systems. That can wait until the morning, though. Sandeep?”

Sandeep, lounging on a bright orange beanbag, glanced at Susie. “Nothing so far, boss. The security protocols are pretty tight, which is what we expected. We’re combing through mail servers and reverse engineering from Ross’s work. We’ll find it.”

Noor looked up. “Go back in time. A couple of folks I’m chatting to who’ve found their breaches have mentioned a long lag between penetration and execution, anything up to eight weeks so far. We’d expect that in a phishing attack, compromising the network then gradually digging deep over time, but this looks and acts like a simple worm.”

The group fell silent, reflecting. Cameron absent-mindedly reached for another slice of pizza. “Anyone else?” 

The others stepped up the table and refilled their plates. 

“The thing I don’t understand,” continued Cameron after a pause, “is that this looks like ransomware, and it’s certainly collecting a bit of dosh, but it’s not making them rich, and it has these extra bells and whistles attached. Why? What’s going on?”

Ross shrugged, left the table, and flopped onto an empty beanbag. “Dunno. Don’t care right now. I’m tired. Let’s get it nailed and then you can worry about motives.”

Ella looked up at Cameron. “I may have an idea. I think I’m getting somewhere with the financial modelling. It’s hard to spot, but I’ve confirmed what the bank indicated. There’s a spike in cryptocurrency futures trading just before the attack.” 

Cameron’s eyes widened. The others looked confused. 

“So?” asked Sandeep. 

Ella turned to him, looking serious. “Okay, so people who buy and sell stocks, shares, money, they hope that if they can buy something now, then the price will go up so they can sell it and make a profit. Yeah?” 

Sandeep nodded. “Sure, that makes sense.”

Ella continued. “So, futures work a bit differently. People make money when the price goes down. They say, I’ll short sell that thing, I don’t know, like a thousand of those shares for twenty coins each. So, the trader ‘lends’ them a thousand shares to sell, and they get twenty thousand coins in their wallet from the buyer. A bit later on, they have to buy a thousand shares to give back to the trader – do you follow? So, if the shares are still worth twenty coins, they’ve broken even, if it’s gone up they’ve lost money. If the price has dropped, though, it might only cost ten coins a share to re-buy, so boom! Profit of ten thousand coins.”

Sandeep blinked. “That’s pretty fucked up. This really happens?”

“Sure,” replied Ella. “Common practice, been around for centuries, literally. It was all stocks and shares and hard currency back then, obviously, but people have been shorting cryptocurrency for thirty years, especially in the early days when Bitcoin first took off and the price was bouncing up and down. Lots of winners, lots of losers. Fun times.”

Ross frowned. “Are you saying there could be some connection?”

“Not sure,” replied Ella. “It’s a tiny spike, could be a coincidence, but if I’d given up on making money from ransoms, I’d look at other options.”

Cameron looked at the clock. “We need to get back to work. Ella, can you develop those models. See what you can find in terms of location and timing of trades, any trackback to the parties involved, and if there’ve been any unusual profits taken. It’ll be interesting to see how that pans out. You may be onto something.”

Standing up and stretching, Cameron stacked the empty pizza boxes, while Joel collected the plates and dropped them into the dishwasher. The team returned to their desks, headphones back on, concentration restored.

Cameron’s fingers flexed and dived onto the keyboard with renewed energy, seeking a route to decryption, and an antidote to stop the virus spreading.

•
[image: image]


Bill arrived at the bank just before 8am and headed downstairs. All was quiet. Poking his head around the door of the breakout room, he saw a pile of pizza boxes on the table and three figures sprawled, asleep, on the beanbags. The sound of running water betrayed a fourth person taking a shower.

Opening the door to the operations room, Bill found Cameron, Ross, Susie and Noor deep in conversation. The animated discussion broke off as soon as they saw Bill arrive.

“Morning all. No midnight calls so I guess you’re making progress?” Bill sounded hopeful. “The Board meets at nine. What can I tell them? Are you coming up to brief them?”

Cameron stood up. “Come and have a look at this, Bill. See what we’ve been up to. Ross, Susie, can you sort out some breakfast for the troops?”

As Ross and Susie closed the door behind them, Noor returned to her desk, watching the flurry of new forum posts as IT staff across the country arrived at work and discovered new instances of the infection. They were logging into the threat intelligence forums, comparing notes, seeking fixes. Cameron took Bill across to a bank of monitors.

“Internal stuff first. Here’s the first thing every infected user sees...” The dancing cocktails appeared on the screen. “It’s been dubbed the Speakeasy virus, for obvious reasons. Now, that’s a mask using old encryption technology, and the data behind it is still sound. I know we don’t encrypt for high security these days, it’s too easy for hackers to crack, but it still foxes the man in the street, which is why ransomware trojans haven’t stopped doing the rounds. It’s taken us most of the night to develop the decrypt for this bit, but it’s done. We were the first to release that part of the solution worldwide, I’m well chuffed. Great team effort.”

Bill smiled at the pride in Cameron’s voice. “So, we’re up and running again?”

“No, still a fair way to go for you, I’m afraid. This encryption was hiding a couple of subroutines, bits of hidden code. They don’t affect the newer systems but they’ve got their suckers into an SQL database with dodgy security. First question, Bill, what the hell is something that archaic doing down there in your bank servers?”

Shamefaced, Bill explained. “We inherited a mess. After Brexit when the Euro traders moved out, the City had to innovate, and they went deep into cryptocurrency to survive. We needed to keep the original systems running for hard currencies, at least until consumers caught up, and some of those dated back even further, pre-2000. Investment was all channelled into cryptocurrency trading and the old systems were left behind. Eventually, support ran out, no new security updates. Twenty years on, enough customers still insist on using hard currencies that we have to maintain the service. All the effort we’ve put in to get them up to speed on digital and they treat bank notes like a bloody comfort blanket. We never thought we’d still be running these systems now.”

Cameron felt sorry for him. The work the bank had done to secure their old network against generic attack was pretty good, truth be told. Another patch would do the trick – until the next cyber criminal innovation.

“Do you know where it got in?” he asked. 

“Closing in on it,” replied Cameron. “We know it’s an email penetration, just have to identify the exact route. For now, we’re concentrating on sorting those hidden subroutines, and identifying an antidote to halt the spread of the virus. It’s no use decrypting when it’ll just re-infect. I think we’re pretty close.”

Bill nodded. “Okay. I’ll advise the Board that we’re offline today but we’re getting close to complete repair. Good job. I’ll leave you to it.” He turned to the door as Ella walked in, coffee and muffin in hand, hair tousled and damp. “Looks like breakfast’s arrived.”

“Bye, Bill, see you later. We’ll keep you posted.”
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The train glided silently up to the platform, wheels clicking on the rails. Swept through the doors in a crowd of commuters, Andy found a seat and pulled out his smartscreen. He checked the news channels for the latest public announcements about the ongoing cyber attack. It had a name: Speakeasy. Businesses around the world were reporting compromised networks. Advice was being repeated to sit tight, pay no ransom, wait for the tech guys to work their magic. All very bland.

He needed the inside dish. Logging on to a threat intelligence community under a long-held assumed identity, it was immediately evident that the decrypt had been developed, verified, and was rippling out to the world. He dipped in and out of discussions, dropping the odd comment to maintain his cover: ‘High five, guys.’ ‘Looks sound to me.’ ‘Great work! Deploying now, I’ll let you know how it goes.’ Weaving through the threads, he was looking for one handle in particular – and there it was. 6.20am UK time. Post author: @SimCavalier. ‘Tested and running, Speakeasy decrypt process and batch file attached.’ A string of virtual applause from hundreds of forum members, and several verifications of the fix, showed up as replied to the simple post. 

Andy sat back, satisfied, as the train dived into the tunnels beneath North London and slowed as it approached its destination. 

The net was closing.

Andy’s surveillance guy was waiting for him in a meeting room just off the bustling office floor. A small coffee machine in the corner sparked into life as it detected Andy’s arrival, delivering exactly the right dose of caffeine to match his recorded sleep patterns from the previous night. This morning, it was one strong cup.

“Hi, Andy, good run in this morning?”

Andy took a swig of coffee and winced. “Very smooth, thanks – not the coffee, the commute. Long night though.”

“Saw the news. I guess your boy is in the middle of it all?”

“Oh yes. We’re as close as we’ve ever been to this guy and we have the next piece of the puzzle. Our tipoff indicates that he’s operating somewhere in the City of London. It’s still a big place, and we can’t cover the whole lot, especially as we still can’t identify him by sight. Stroke of luck, though: it looks like he’s first to figure out the decrypt, as usual, and we’ve got the original post on this forum.”

The monitor on the wall glowed as Andy brought up the discussion thread for his colleague to see.

“Can we pinpoint where that was sent from? There’s a good chance he was still on site.” 

The surveillance expert nodded. “We can dig around in the background of the forum. The IP addresses for each post are in there somewhere. It’s a private community sitting on generic software, and the admins will have access for moderation and management. Shouldn’t be too hard to crack.”

“Get onto it,” said Andy. “As soon as we know where he is, we’ll have a chance to get a good look at him, at last.”
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It was late morning when the final strike of the battle was delivered. Noor turned excitedly to the rest of the team. “We did it! Cameron, it’s stopped. No new reports. The antidote is holding.”

A ragged cheer went up from the exhausted group. Cameron lounged back in the soft leather chair – only the finest furniture, even here in the depths of the bank – and smiled broadly. “Brilliant work guys. Just fantastic.”

Ross stood up and stretched. “Looking good here, too. Not spread any further in the network. System is still compromised, but we’ve contained the subroutines in those deep databases. One’s executed, but the other’s dormant for now. Odd. Anyway, next step, kill the activated code and clean up.”

“No,” countered Cameron. “Next step, you go and get some rest. Ross, Susie, Noor, Ella, Pete, get your heads down. We’ll probably need you back here, not before early evening, though. Joel, Sandeep, let’s grab some lunch and then we’ll make a start on the subroutines. We’ll stay in close touch with external teams, make sure we really have neutralised it out there, and share anything we crack here.”

Ross nodded gratefully and shuffled to the door, exhausted. He’d had no time to recover from the previous day’s training session and he was stiff and aching all over. He didn’t expect to find it hard to sleep today, regardless of the bright spring sunshine that would be illuminating his bedroom. “Goodnight, folks. See you later.” 

The other four followed him out, eager to get some rest.

Cameron turned to the remaining two team members. “Sorry guys, I know you’re tired too, at least you managed a snooze through the night. We’ll go steady this afternoon and we’ll all be in our beds before we know it. Right. Lunch. Let’s get out of here.”

The coffee shop opposite the bank was full to bursting; it was the busiest time of the day. The crowd swept the three of them, unresisting, along the wide pavement towards a pedestrian area full of small boutiques, cafes and restaurants. The spring day was still cool in the shade of the surrounding buildings, so there were plenty of spaces at outdoor tables. Cameron, Joel and Sandeep flopped onto vacant chairs in the fresh air, relieved to be outside.
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Andy leaned over to look closer at the monitor. The CCTV images were grainy, following the to-ing and fro-ing of several hundred people as they passed through the bank’s reception. “Have you picked any likely leads up yet?”

The surveillance man nodded. “We have a live feed right now, which isn’t telling us much, but we’ve been able to access the archives for the last twenty-four hours. They’re much more interesting. Look here.” He scrolled back and froze the frame. “Okay. Your tipoff came in at 6.15pm. About twenty minutes before this, there’s a flurry of activity. Some big suits have arrived, straight through security. The rest of the traffic is going the other way.” He tapped the screen. “Now, look, I think this is our man. Arrives on his own, against the flow, barely waits, they’re obviously expecting him. About ten minutes later we see a couple more coming in. There’s a hiccup in the recording, you can only just see them arriving and we can’t tell how many are in the group, or where they went.”

Andy nodded. “Got anything else?”

“Yep.” He fast forwarded, and pointed at the screen. “We spotted him again, with a girl, we think, leaving the building just after eight this morning. Fifteen minutes later, and here they both are coming back in. Loads of bags. Breakfast for the troops? I think they’ve been in there all night.”

“That fits,” said Andy. “The communities we’ve been tracking have a bunch of comments overnight from our boy, and he released that Speakeasy decrypt early this morning. Is he still there?”

“No. Here, this is some of the first live footage we accessed. There’s our guy in the hoodie, four others with him, walking out with the rest of the bank staff for an early lunch. I’m still watching, but he hasn’t come back. Missed him again, huh?”

Andy slammed his hand on the desk in irritation. “It’s got to be him. Okay, if nothing else, we know what he looks like. That’s a big step forward. Keep an eye on any more movement. If he comes back in, I want to know.” 

A thought struck him. “He has to sleep sometime. He’s got to have a home. Can you get back into that forum, identify @SimCavalier posts for say the last three months, pick out any residential locations? He arrived pretty fast last night, so he’s based in London somewhere. If we can place this guy in the hoodie at the right location, we’ve got our man.”
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3: A Warning
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Charlie closed the heavy front door behind him with a sigh of relief. Mornings were never peaceful in the Silvera household, with three kids getting ready for school and a bouncy Labradoodle anticipating a long walk. The sound of Sameena directing the children from the breakfast table, to the bathroom, and to find their bags and shoes, faded as he strode across the gravel to the car. He’d lost track of whether they needed guitars, violins, swimming kit, or all three on Thursdays; hopefully his wife had the timetable in hand. Right now, his focus was on the business, on the cusp of completing a major car components order. Pulling out of their drive and up the leafy lane out of the village, he set the route to the factory, and flicked on the news channel. 

“...said the Prime Minister. Returning to our main story: organisations across the globe are battling an ongoing cyber attack, dubbed the Speakeasy Virus. The majority of incidents have been reported in the banking sector, with disruption to currency trading, although the attack has not been confined to financial institutions. Several established global businesses have announced network failures, and small companies are equally badly hit. The authorities are advising those affected not to pay any ransom demand. Over now to our correspondent in the City of London.”

“Initial reports of this attack came in yesterday evening, just after 6pm UK time,” announced a reporter. “Threat intelligence professionals across the world have been battling to crack the codes throughout the night, but the first major breakthrough came here, in central London, with the development of a decryption programme by an as yet unknown British specialist. There are continued reports of infection, but it would appear the threat is diminishing. Now, back to the studio.” 

Charlie sighed. He suspected Cameron was right in the middle of it all, and would be pretty busy mopping up the mess. Hopefully it would all be over by the weekend; Cameron was due to visit, to celebrate Sameena’s birthday.

“Incoming call,” announced the car. 

“Answer,” said Charlie, gazing out at the familiar passing scenery. 

“Morning Charlie,” came the voice of his second in command. “Are you on your way in? We’ve had a bit of problem.” 

Charlie’s heart sank. “What’s up, Holly?”

There was a pause, and Charlie heard Holly calling indistinctly to someone else in the office. “Sorry Charlie, just sorting out Production. The network went down at our host around 3am. Looks like they got caught by this latest cyber attack on one of their shared servers. The remote backups should have kicked in by now, but they’re holding off to check that the ransomware hasn’t spread to connected facilities.”

Charlie’s good mood evaporated. “What’s happening in the factory, Holly? We shouldn’t be affected. There are all sorts of service agreements in place.”

Holly sounded annoyed. “All we’re getting is blank screens, and the printers are on standby. As far as we know our dedicated servers are okay, and we understand the host company has gotten hold of the decryption software now, but all comms have been shut down as a precaution. Not a lot we can do, but wanted to let you know before you walk into a silent building.”

“Okay. Thanks. Forewarned is forearmed, huh. See what you can find out about expected restore time. I’ll see you shortly.” Great start to the day, thought Charlie, as the call terminated. The company was hot on minimising human failures in cyber security – they’d had Cameron’s team in to do the training, of course – but having an external breach affect the host of their supposedly secure cloud was another matter. The hosting company must be beside themselves, their previously spotless reputation on the line. How had this snuck through their defences?

Whatever malicious code had compromised the cloud wasn’t Charlie’s greatest problem right now. They needed the printers back online in the factory; those components had to be out on deadline, and they were already skating close to contract penalties for going over time. 

“Call Matt at Owens and York.” The voice call connected. “Morning Matt, sorry to bother you. Bit of a hiccup – we’re on standby in the factory, waiting for our host to decrypt their servers. We’re okay, but there’s been a breach somewhere up the line and all our systems are dormant as a precaution. Can you check the cyber attack clauses in this contract and drop a marker into the blockchain? Just need to cover ourselves in case the delay takes us into penalties.”

“Sure, Charlie, I’ll get onto that now.” The lawyers were good at their job.

Sometimes Charlie yearned for the factory floor he recalled as a youngster, fresh out of university and learning the ropes in the family firm. He’d been so keen to jump on the emerging technology bandwagon back in 2025, and it was true that his enthusiasm for change and shrewd application of the right solutions had sealed the future of the business where less agile competitors had gone to the wall. Right now, though, he’d trade the expanse of 3D printers nurtured by his modern workforce for the skilled machine tooling teams that had retired years before.

The car paused at the junction and turned on to the dual carriageway, stopping and starting in the queue of autocars that crawled towards the town. Charlie sighed and leaned back in his seat. “I never could get the hang of Thursdays,” he muttered to himself, with an ironic half-smile.

A message pinged: eleven year old Nina’s face appeared on the monitor. “Dad, don’t forget to pick me up from netball tonight. See you later. Bye.” Charlie knew one of the advantages of living so close to work was the luxury of seeing his kids grow up, picking them up from school, being part of their daily lives. Tonight, though, Nina would have to rely on her mother.
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Refreshed, Cameron, Sandeep and Joel got back to work. Light streamed in to the basement through skylights from ground level, illuminating dust motes in the air. 

“Sandeep, on the comms please, see how that decrypt is going down and check that the spread of the virus has really stopped. Joel, let’s dig into these subroutines.”

Picking a path through the archaic operating systems, Cameron stalked the first subroutine as it whirled around the database. Once identified, it was a simple matter to isolate the code and pull it out onto a separate quarantined machine. Bringing the code up onto the monitor, Joel and Cameron ran through each line. It was tiny, repetitive thing, programmed to pick up data and move it around, scrambling the database, wiping any meaning from the information that had been stored there. 

Cameron pointed to a short line of code. “See here, it’s searching for a file. I thought that was a data dump, but check this later instruction. If it finds it, the routine terminates.”

“Ah, you genius,” breathed Joel. “Let’s give it what it wants, shall we?” He turned to the main interface and navigated to the right directory. “No, nothing there. Here goes.” Quickly and efficiently, he created a new file and dropped it in. The two of them watched the activity of the SQL database on a separate monitor. Moments later, the queries stopped.

Cameron and Joel high fived each other. Sandeep looked up, grinning. 

“Let’s get that out to the web,” said Cameron. “Anyone else picked it up yet?” 

Sandeep laughed. “Sorry boss, the guys on the East Coast beat you to it by a few minutes. I’ll drop a confirmation of the fix to them. I guess it’s only a temporary thing?”

Cameron nodded. “We’ll make sure it’s in the full patch when we restore the databases from backup. The operating system down there is so old there’ll be nothing coming out from the big tech companies, I guess. We’ll need to be prepared for more of the same now this is vulnerability is out in the open. At least we’ll know the first place to look, another time.”

Joel looked up at the skylights. Daylight was fading. “That took longer than I thought. It’s already five o’clock. Shall we take a break?” He looked at Cameron, who nodded in agreement. 

“The databases look stable. Definitely time for a coffee.”

The three of them sat on beanbags, conserving energy. Cameron had been working for almost twenty-four hours and was coming up to the wall of endurance. Sandeep and Joel were barely less tired, having snatched only a couple of hours’ rest during the night.

“Let’s leave the second subroutine for Ross,” suggested Joel. “As far as I can see, it’s not doing any damage at the moment, and I’m knackered.”

“Fair enough,” replied Cameron. “I’ll go and debrief Bill. The whole lot should be back up and running tomorrow. Do you guys want to do another sweep for breaches? Just make sure nothing’s happened while we’ve been down here?”

Sandeep and Joel brightened. 

“That’s always fun to do,” said Joel. “Okay, we’ll get started.”
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Chief executive Sir Simon Winchester joined Cameron and Bill in the small meeting room that Cameron had first entered a full day earlier. 

“I understand from Bill here that the worst is over.”

“Yes, Sir Simon,” replied Cameron. “As you already know, we managed to deliver the first global decryption for the visible ransomware overnight. This morning we assisted a team overseas to develop an antidote to the spread of the virus, effectively stopping it from downloading to new host computers. However, we have reason to believe the attack was tailing off already.

“Since then, we’ve isolated the first of two subroutines that were hidden behind the ransomware shell and which directly attacked the older operating systems in your bank.”

Sir Simon looked from Cameron to Bill. “That all sounds good, although most of it is beyond me. How long until we’re up and running again?”

Cameron glanced at Bill and ploughed on. “Ross and the rest of the team will be back in shortly to work on isolating the second subroutine, tidy up the system, and compare the corrupted databases with the most recent clean backups. We’ll then look to restore data to the most current version available. You should be good to boot up the whole network again early tomorrow morning, and we anticipate minimal loss of data overall.”

Bill grinned, relieved, and Sir Simon nodded approvingly. 

Cameron continued. “After that point, we can apply patches to the live system to protect against any recurrence of this specific threat and potentially stop similar routines in their tracks. We also need to identify the route of the original penetration and work with Bill to minimise future threats from the same source.”

Cameron strongly suspected that the breach was due to human error, which meant there would be some retraining to be carried out for the staff: time to remind them of the implications of getting lax with emails. Bill caught Cameron’s eye. He was obviously of the same opinion.

“We’re indebted to you, Silvera,” said Sir Simon. “Good job. Keep me in the loop on the reboot, Bill.” He walked out of the meeting room and closed the door.

Cameron sighed. “I’ll hand over to Ross at eight o’clock and go get some R&R. I need to be on my game for those patches, make sure we close up nice and tight.” Pushing the heavy chair back on the carpet, Cameron stood up wearily. 

Bill opened the door and the two of them strolled down the stairs.

As soon as they arrived in the operations room, there was a commotion. Sandeep called Cameron over to his monitor. “Good thinking running a new security scan. What prompted that, boss?”

Cameron blinked, and Bill looked puzzled. “Why, what have you found?”

Joel stepped forward, a bright white grin flashing across his dark features. “We picked up a new breach. It was very straightforward but occurred well after the attack started, around 10am today, and wasn’t targeted at the background operating systems. We only caught it by chance. External login to the bank network, looks like an unsecured connection, and a sneaky little trojan slipped through. It’s been broadcasting images from your CCTV, Bill. We closed it down straight away. We know whose account was compromised – a bit of security retraining needed there – but we haven’t identified where those images have been sent. Not sure we ever will. Probably a little autocar around the corner that no one would notice. Now that the connection is down, they’ll be long gone.”

“I’ll check the CCTV... Oh.” Bill paused. 

Sandeep finished his sentence for him. “If they could see your CCTV feeds, they’d make sure they couldn’t be seen by the cameras.” 

Bill nodded, resigned. “We could approach other networks locally but it’s a busy district, and whoever they are they won’t be obvious. Might even be in one of the adjoining buildings, out of sight. I wonder what they were after?”
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Andy swore loudly as the CCTV feeds went blank. “Dammit. No more sightings. Have we got enough to go on?”

“Possibly.” Andy looked up, hopeful. “We’ve sifted through the forum posts. Had to go back a lot longer than three months. This guy’s careful. The business IP addresses match with the physical locations of known victims of cyber attacks over time; he hasn’t tried to hide those. Interesting to see the range of places he’s been working, though. Really high-profile stuff. Banks, data centres, power installations, all sorts.”

Andy nodded. “This guy is the dog’s. Top bloke. What about residential?”

“Nothing. The rest of the IP addresses are all over the place. Looks like he’s simply been gaming them in the last year or so, changing to all sorts of mad locations from Patagonia to Iceland. Prior to that he was using one of the last VPNs to cloak his address, but the encryption on those is next to useless now. I guess he had to find a new way of hiding his whereabouts when going online.”

“That makes sense. He goes out of his way to stay hidden, huh.”

“Yes, Andy. It’s almost as if he doesn’t want you to find him.” The surveillance guy sighed. He had his own opinions of the ethics of this investigation, but business was business.

“Okay, during the changeover from the VPN, we’ve picked up three posts, over a year ago, from a location just the other side of the river, near Borough tube station. That’ll be your starting point.”

Andy sat back, satisfied. “Okay, it’s starting to come together. We think we know where this SimCavalier lives, or lived. We think we know what he looks like. Let’s see if the pieces join up. Get Giles to stake him out.”

•
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Friday morning dawned, cool and clear. At the bank, Ross was ready to drop. Normally fit and on his game, the combination of long hours and the intense concentration needed to clean the databases had taken its toll. The strange anomaly in this worm worried him, too. There was something odd about the second subroutine, and try as he might he’d failed to crack it. He was looking forward to handing the reins back to the boss and getting some more sleep; maybe he’d be ready for a run later. 

Ross admired his boss’s talent, but resented playing second fiddle while his own career went nowhere. Cameron’s flashes of insight and intuitive strategy were extraordinary, but there was a lot of hard graft from the whole team underneath. Ross believed he didn’t always get the credit he deserved. Cameron’s insistence on complete anonymity riled him. They were saving the world, weren’t they? Surely he deserved a pat on the back, just occasionally? Some public recognition for a job well done?

“Another cuppa, Ross?” asked Susie, the new girl on the team. 

Ross rubbed his face and ran a hand through his ginger hair. His grey eyes were bloodshot, his naturally pale skin looking wan in the artificial light. No more coffee. There was a limit to how much caffeine his system could take, especially with another race just two weeks away: the sensor on his wrist showed he was close to the maximum. Too much disruption too close to the start line, he reflected. Back in the day, cyber threats at this scale had appeared very rarely; the business generally ticked over doing steady nine to five digital training contracts, consultancy, and innocent security work to futureproof clients. That was perfect to keep his triathlon preparation steady. The last couple of years had been busier, and interruptions to his routine were increasingly unwelcome. With Cameron insisting on absolute discretion from the team, he had trouble concocting reasonable excuses time after time for his training partners. 

“No,” he replied curtly, feeling irritated and taking it out on the nearest person. He sighed. “Sorry Susie, tired out. Cameron and the other guys are on the way. They’re bringing breakfast. Almost time for a kip. How’s it going?”

“Baptism of fire, Ross,” grinned Susie. “It’s been a challenge but I love it. Really tired though. Can’t think straight any longer.”

The door opened. Ross looked up as Cameron strolled in, looking refreshed and carrying an inviting, greasy paper bag, the smell of warm croissants drifting across the desk. “Breakfast as ordered, folks. Stand down, you’ve done a great job.” 

There was a scattered round of applause and a rustling of paper
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