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1 Introduction


1.1 The architecture of consoles series

Looking at the evolution of video game consoles is fascinating. While conventional PCs tend to evolve ‘incrementally’, new generations of consoles introduce completely new ways of working. The writings you see here are part of a series aimed at uncovering the rationale behind the latest trends in technology. They will also demonstrate why each system can’t be summarised by its ‘bits’, megahertz, amount of RAM and whatnot.

Basic knowledge of computing is preferable, however, I try really hard to adapt my content for wider audiences, so please don’t be afraid to give it a try! But if that’s not enough, you may want to look at the supporting readings or read previous articles first.


1.1.1 About this edition

Thank you for purchasing this book! This edition originates from the content initially published on my personal website, it’s been re-styled and optimised to take advantage of the capabilities of physical documents.


While similar in content, interactive widgets have been simplified to work with a static environment - in other words, anything that physical paper allow us.






1.1.2 Open to feedback

As always, the original manuscripts of the articles are available on Github to enable readers to report mistakes or propose changes. Likewise, if you have any comments and/or issues regarding this edition, please get in touch through there.






1.2 The Supercomputers (2005-2006)

For the first compilation of the Architecture of Consoles series, I chose the Xbox 360 (2005) and PlayStation 3 (2006) articles. I believe their analysis, when viewed side by side, offers an insightful contrast of innovative 2000s technology and experimentation (such as the PS3’s push for distributed computing or the Xbox 360’s groundbreaking unified shaders) that managed to disrupt the next generation of hardware, extending their impact far beyond the video game market.

Now, without further ado, here they are!








2 PlayStation 3 Architecture

A supercomputer from another planet


2.1 A quick introduction

In 2006, Sony unveiled the long-awaited ‘next generation’ video game console, a shiny (albeit heavy) machine whose underlying hardware architecture continues the teachings of the Emotion Engine, that is, focus on vector processing to maximise performance, even at the cost of complexity. Meanwhile, their new ‘super processor’, the Cell Broadband Engine, is conceived during a crisis of innovation and will have to keep up as trends for multimedia services evolve.

This write-up takes a deep look at Sony, IBM, Toshiba and Nvidia’s joint project, along with its execution and effect on the industry.


2.1.1 On the article’s length

I’m afraid this article is not the typical ‘lunchtime’ one that I usually write for other consoles in this series. If you are interested in every area of the PlayStation 3, you are in for the whole journey! Having said that, this writing encompasses ~6 years of research and development carried out by countless engineers, so I don’t expect you to digest it all at once. Please take your time (and breaks if needed) and if at the end you are hungry for more, help yourself at the ‘Sources’ section!






2.2 Supporting Imagery


[image: ]
The original PlayStation 3 or ‘PS3’. Released on 11/11/2006 in Japan, 17/11/2006 in America and 23/03/2007 in Europe [1]




[image: ]
The PS3 2000/3000 series (a.k.a. ‘Slim’). Released on 01/09/2009 in Europe and America; and 03/09/2009 in Japan [1]




[image: ]
The PS3 4000 series (a.k.a. ‘Super Slim’). Released on 09/2012 internationally [1]




[image: ]
Motherboard. Showing COK-001 revision (the first one), taken from my CECHA12 model. The remaining 128 MB NAND Flash and the connectors for the Blu-ray PATA drive, Wi-Fi/BT daughterboard, front panel and MultiCard reader are fitted on the back




[image: ]
Motherboard with important parts labelled.




[image: ]
Main architecture diagram.






2.3 CPU

Welcome to the most recognisable and innovative part of this console.


2.3.1 Introduction

The PS3’s CPU is massively complex, but it’s also a very fascinating work of engineering that intersects complex needs and unusual solutions, prominent in an era of change and experimentation. So, before we step into the internals of the PS3’s CPU, I wrote the following paragraphs to bring some historical context into the article. That way, we’ll be able to decompose the chip from top to bottom in a way that not only will you understand how this chip works, but also get the reasoning behind major design decisions.


2.3.1.1 The state of progress


[image: Figure 2.1: The PS1’s CPU (1994). Designed by LSI and Sony, using MIPS’ technology.]
Figure 2.1: The PS1’s CPU (1994). Designed by LSI and Sony, using MIPS’ technology.




[image: Figure 2.2: The PS2’s Emotion Engine (2001). Designed by Toshiba, with MIPS’ technology, again.]
Figure 2.2: The PS2’s Emotion Engine (2001). Designed by Toshiba, with MIPS’ technology, again.



Almost ten years after the introduction of the original MIPS-powered PlayStation, we find ourselves in the early noughties, and things are not looking good for SGI/MIPS. Nintendo recently ditched them for a low-end PowerPC core with IBM as their new supplier while Microsoft, the newcomer in this market, chose Intel and their x86 empire.

Sony has a history of grabbing existing low-end designs (cheap MIPS cores) and moulding them to achieve acceptable 3D performance at a reduced cost, a process that involved other companies like LSI (for the PS1’s CPU) and Toshiba (for the PS2’s Emotion Engine). This methodology carried on until 2004 with the release of the PlayStation Portable. So, what new MIPS amalgamation were they going to build for the PlayStation 3?

Well, it turns out the development of the PlayStation 3 predates the PlayStation Portable one [2, p. 5]. In 2000, months after the PS2’s release, Sony formed an alliance with IBM and Toshiba called ‘STI’ with the sole goal to deliver the next chip that could power the next generation of supercomputers [3]. If this didn’t sound extravagant enough, the next chip would also be used on the successor of the PS2. In the end, in 2004, IBM unveiled the Cell Broadband Engine (also known as ‘Cell BE’ or just ‘Cell’) [4].




2.3.1.2 New design philosophies


[image: Figure 2.3: The Cell Broadband Engine chip. Unfortunately too shiny for my camera.]
Figure 2.3: The Cell Broadband Engine chip. Unfortunately too shiny for my camera.



To understand Cell’s radical proposal, we must first take into account the problems affecting that era (late 90s-early 00s).

Every year, consumers ask for more speed. That’s always been the case. However, the last approach used to solve that (pipeline the datapath and step up the clock frequency) is now failing to scale. Intel’s NetBurst can’t evolve any further and its promised successor is nowhere to be seen. Similarly, IBM’s PowerPC 970/G5 can’t deliver its ‘3 GHz’ promise nor their low-power CPU (hence Apple can’t ship any laptop carrying their last-gen CPU) [5]. All in all, it looks like engineers have a new scalability crisis on their hands.

So, the focus turns to distributed computing [6]. In other words, why obsess with cranking up the performance of a single machine where you could instead have multiple smaller machines distributing their workload? Conversely, this approach is anything but new, considering all of the consoles analysed on this website contain more than one processor. However, it’s the development of a ‘single processor with multiple cores’ that opens up new opportunities for CPU design (which are not necessarily limited to the console market).

These developments are, at the same time, marred by a marketing-driven fixation on breaking the 3 GHz barrier. I presume IBM feels the pressure after watching Intel surpass it with the Pentium 4. However, the two will eventually pay with severe tradeoffs, both technical and business-wise.

In any case, Cell is part of this new wave of research and development. This new CPU combines a multi-core design with a special focus on vector processing. If you remember, vector computing is optimal for simulations (physics, lighting, etc) and it was previously materialised in the form of the Geometry Transformation Engine or the Vector Units, but you’ll soon see why Cell’s design is a huge step forward from the previous two.




2.3.1.3 A new multicore era


[image: Figure 2.4: Example of heterogeneous design. This has been the de-facto architecture of many powerful consoles to this date.]
Figure 2.4: Example of heterogeneous design. This has been the de-facto architecture of many powerful consoles to this date.




[image: Figure 2.5: Example of homogeneous design. Each core can carry the same tasks as before, but they are not necessarily restricted to such task.]
Figure 2.5: Example of homogeneous design. Each core can carry the same tasks as before, but they are not necessarily restricted to such task.



If you stop to think about it, both the PS1’s CPU and the Emotion Engine were already multi-core processors. So why was there so much fanfare about Cell? Well, the previous two chips were composed of one general-purpose core and several application-specific cores (i.e. audio processor, image decompression, etc) mixing different architectures, where the general-purpose core is in charge of commanding the others.

This type of CPU design is called Heterogeneous computing and it’s been the de-facto choice for building machines that are specialised in a particular set of applications (gaming, in this case). Its counterpart, Homogeneous computing, is more predominant on the PC market, where CPUs are required to perform a wider range of tasks (and they all have the same priority). Hence, the latter type may house multiple cores, but of the same type.

Back on topic, Cell combines both models: there are two types of cores in this CPU, one general-purpose ‘leader’ and eight vector ‘assistants’. These vector cores may take up various roles, and in doing so, they fulfil previous tasks that were originally solved by heterogeneous designs, but since Cell’s vectors are not limited to a single type of task, their cores provide the flexibility of homogeneous computers. All in all, this design is not perfect and will inherit some compromises, but throughout this writing, you’ll see the different problems that Cell will attempt to solve and how it managed to do so.






2.3.2 A glance at Cell

Having explained all that history and theory, I think we are ready to bring forward the protagonist of this section. This is Cell…


[image: Figure 2.6: The Cell Broadband Engine (PS3 variant). Designed by IBM for supercomputing and scientific simulation. The crossed out ‘SPE’ means it’s disabled (unusable). The other ‘SPE’ on the left is reserved to the operating system.]
Figure 2.6: The Cell Broadband Engine (PS3 variant). Designed by IBM for supercomputing and scientific simulation. The crossed out ‘SPE’ means it’s disabled (unusable). The other ‘SPE’ on the left is reserved to the operating system.



… and by the end of this section, you’ll know what each component does.


2.3.2.1 Overall structure

Cell runs at a mighty 3.2 GHz and it’s composed of a multitude of components. So, for the sake of this analysis, this CPU can be divided into three main areas [7]:


	The leader: this is the part of Cell that directs the rest of the circuitry. Here we find a component called PowerPC Processor Element (PPE).

	The assistants: these are as crucial as the PPE, but their capabilities are limited to an assistant/accelerator role. This group comprises eight Synergistic Processor Elements (SPEs).

	The interfaces: As the need for bandwidth surges exponentially, newer interfaces are implemented to move data around without producing bottlenecks. In the interfaces group, we find a handful of protocols: the Element Interconnect Bus (EIB), the Broadband Engine Interface Unit (BEI), the Memory Interface Controller (MIC) and the Flex I/O buses.



This information will be revisited throughout the article in more depth, so you don’t have to memorise these names. The main goal of this section is to let the reader get a mental image of the nature of Cell and familiarise themselves with all the components we’ll be discussing in due time.




2.3.2.2 How this study is organised

Seeing the previous structure, I had to organise this so you don’t get fed up with lots of information. Thus, we are going to analyse Cell by studying each component in this order:


	The bus connecting all components, the Element Interconnect Bus (EIB).

	The PowerPC Processor Element (PPE) and its core element, the PowerPC Processing Unit (PPU).

	What general-purpose memory is available in this console.

	The Synergistic Processor Elements (SPE) and their core element, the Synergistic Processor Unit (SPU).

	The programming model devised to program Cell efficiently.



That being said, let’s begin the real analysis.






2.3.3 Inside Cell: The heart

Since its announcement, Cell has been referred to as a Network-on-Chip (NoC) [2, p. 62] instead of the traditional System-on-Chip (SoC) definition; this is attributed to Cell’s unorthodox data bus, the Element Interconnect Bus (EIB). We’ve seen so far how demanding CPU components can be, in addition to how susceptible a system is to bottlenecks. Well, to tackle this for the eleventh time, IBM has devised a new design… and has documented it using terms analogous to road driving.


[image: Figure 2.7: Simplified diagram of the Element Interconnect Bus (EIB). Each arrow between ‘Ramps’ (nodes) represents two unidirectional buses, thus, each node is connected to the next one using four channels.]
Figure 2.7: Simplified diagram of the Element Interconnect Bus (EIB). Each arrow between ‘Ramps’ (nodes) represents two unidirectional buses, thus, each node is connected to the next one using four channels.



The EIB is made of twelve nodes called Ramps, each one connecting one component of Cell. Ramps are interconnected using four buses, two of them travel clockwise and the other two do so anti-clockwise. Each bus (or channel) is 128-bit wide. Having said that, instead of resorting to single bus topologies (like the Emotion Engine and its precursor did), ramps are inter-connected following the ring topology, where data packets must cross through all neighbours until they reach the destination (there’s no direct path). Considering the EIB provides four channels, there’re four possible routes (rings).

Now, you may think, what’s the point of a ring if data may end up travelling longer paths (compared to a single direct bus)? Well, a single bus is highly susceptible to congestion. Hence, EIB’s engineers decided on this topology to tackle large amounts of concurrent traffic (keep reading if you want to know how the ring helped).

Data is transferred in the form of 128-bit packets [8]. Each ring can carry up to three concurrent transfers as long as the packets don’t overlap. The EIB operates with the use of command credits, in other words, whenever a component needs to initiate a transfer, it sends a request to the EIB’s Data Arbiter, which manages the traffic within the rings. The moment the request is approved, packets enter the ring and receive a ‘token’, which the data arbiter uses as meta-data to supervise the transfer. Moreover, some components have preferential priority over others, like the Memory Interface Controller (MIC) component, which is where main RAM is located. Finally, the data arbiter will never place packets at rings whose path is longer than half of the ring.

Each ramp plays a part in the transfer: they read the destination address of the packet to know whether to post data to their respective component or forward it to the next Ramp. During each clock cycle, ramps can receive and send 128-bit (16 Bytes) packets at the same time. So, considering there are four channels and the EIB operates at 1.6 GHz (half of Cell’s speed), the theoretical maximum transfer rate is 16 Bytes x 2 transfer/clock x 4 rings x 1.6 GHz = 204.8 GB/s. This value is of course too optimistic and there are many other external factors (i.e. origin/destination path, state of the bus, etc.) conditioning performance. In any case, many research papers made by IBM and other authors compiled more realistic speeds using practical experiments [9].

Now that you’ve seen how every component of Cell is interconnected, it’s time to check out the first component of this chip…




2.3.4 Inside Cell: The leader

Here we will take a look at the ‘main part’ of Cell. That is the part of the silicon that is in charge of commanding the rest. The component’s name is PowerPC Processor Element (PPE) and you can think of it as the MIPS R5900 of the Emotion Engine.


2.3.4.1 Composition of the PPE

Remember how I divided Cell into different areas before? Well, the same can be done with the PPE. IBM uses the term ‘element’ to describe the independent machine [10, p. 8], but once inside it uses the term ‘unit’ to separate the core circuitry from the interfaces that communicate with the rest of Cell.


[image: Figure 2.8: Simplified diagram of the PowerPC Processor Element (PPE).]
Figure 2.8: Simplified diagram of the PowerPC Processor Element (PPE).



Having said that, the PowerPC Processor Element is surprisingly composed of two parts:


	PowerPC Processing Unit (PPU): This is the logical part of the PPE (the ‘core’). Don’t forget this is not Nintendo’s PPU! (even though they are sharing the same letters of the Latin alphabet… in the same order…).

	PowerPC Processor Storage Subsystem (PPSS): The big interface that connects the PPU to the outside world. Furthermore, it provides a whopping 512 KB of L2 cache.



As you can see, the design of the PPE (and the rest of Cell) is pretty modular, which follows the teachings of RISC design, you’ll soon see that the modularity is applied even inside the PPU.




2.3.4.2 The PowerPC Processing Unit

We are going to take a look at the insides of the PPU just now. To recap, we’ve dived into Cell, then into the PPE, and finally into the PPU. We’ll analyse the PPU just like any other CPU core.


2.3.4.2.1 A familiar architecture

To start with, the PPU is not built from the ground up but re-purposes existing PowerPC technology. However, unlike previous iterations where IBM grabbed an existing processor and half-updated it to meet new requirements, the PPE doesn’t replicate any previous CPU design. Instead, IBM constructed a new CPU that follows version 2.02 of the PowerPC specification (which happens to be the last PowerPC spec before being rebranded to ‘Power ISA’). To sum up, you won’t find the PPU’s design on any existing chip from that time, yet, it’s programmed using the same machine code as other PowerPC chips.

That being said, why did IBM choose PowerPC technology to develop a high-performance chip? Simple, PowerPC is a mature platform [2] that enjoyed ~10 years of Macintosh user-base testing and revisioning, it ticks all the boxes in Sony’s list and, if the need arises, it can be adapted to different environments. Last but not least, the use of a well-known architecture is good news for existing compilers and codebases which, for a new console, is a big starting advantage.

It’s worth mentioning that IBM was one of the authors of the first PowerPC chips, along with Motorola and Apple (recall the AIM alliance). Be that as it may, towards the early 00s, the so-called alliance members were already working separately, where Motorola/Freescale developed a different PowerPC series from IBM.




2.3.4.2.2 Distinctive features

The PPU shares some history with the PowerPC 970 (called G5 by Apple). Both are descendants of POWER4, a PowerPC predecessor mainly used in workstations and supercomputers - not to be confused with the barely-related GameCube’s 750-line CPU, which had considerable input from Motorola but was then slightly modified by IBM. Anyway, the influence of POWER4 will become more evident when I show you the modularised execution units soon.

Back on topic, the PPU is a complete 64-bit processor. This means:


	The size of a word is 64-bits.

	There are 64-bit general-purpose registers (32 to be exact).

	The data-bus is at least 64-bit wide: in the next sections of the article, you’ll see it’s much wider than that, but for now, keep in mind that transferring 64-bit words won’t penalise performance.

	The address bus is 64-bit wide: in theory, the CPU can access up to 16 exabytes of memory. Now, in practice, this is very costly if the machine doesn’t house all that memory. So, modern CPUs delegate addressing to the Memory Management Unit (MMU) to provide more uses to the address bus.



Finally, the PPU implements the PowerPC ISA version 2.02, including optional opcodes for floating-point square root [11, p. 23]. It’s also been extended with a group of SIMD instructions called Vector/SIMD Multimedia Extension (VMX). On the other side, some elements are missing from the original specification, such as little-endian mode (in fact, Cell only operates in big-endian) and just a handful of opcodes.






2.3.4.3 PPU’s building blocks

By applying a ‘microscopic’ view to the PPU, we can observe this unit is composed of different blocks or sub-units which perform independent operations (load values from memory, carry out arithmetic, etc). The capabilities of the PPU are defined by what each block can do and how:


2.3.4.3.1 Instructions


[image: Figure 2.9: Simplified diagram of the Instruction Unit (IU).]
Figure 2.9: Simplified diagram of the Instruction Unit (IU).



The first block is called Instruction Unit (IU) and as its name suggests, it pulls instructions from L2 cache and signals other units to perform the requested operation. Like its i686 contemporaries, part of the instruction set is interpreted with the use of microcode (the IU embeds a small ROM for this purpose). Lastly, the IU also houses 32 KB of L1 cache for instructions.

Instruction issuing is carried out with a 12-stage pipeline, though in practice the total number of stages will greatly vary depending on the type of instruction. For instance, the branch prediction block may bypass great parts. If we combine the IU with the neighbour units, the final number of stages is often close to 24 (yes, it’s a big number, but remember Cell runs at 3.2 GHz).

Now for the interesting parts, the IU is dual-issued: in some cases, the IU






2.3.4.3.2 Memory management


[image: Figure 2.10: Simplified diagram of the Load-Store Unit (LSU) and its neighbours.]
Figure 2.10: Simplified diagram of the Load-Store Unit (LSU) and its neighbours.









2.3.4.3.3 Arithmetic


[image: Figure 2.11: Simplified diagram of the units that perform arithmetic.]
Figure 2.11: Simplified diagram of the units that perform arithmetic.












2.3.4.4 Wrapping the PPE up








2.3.5 Outside Cell: Main Memory




[image: Figure 2.12: Cell next to the four 64 MB XDR DRAM chips.]
Figure 2.12: Cell next to the four 64 MB XDR DRAM chips.







[image: Figure 2.13: Cell’s memory architecture diagram.]
Figure 2.13: Cell’s memory architecture diagram.









2.3.6 Inside Cell: The assistants









2.3.6.1 Composition of the SPE



[image: Figure 2.14: Simplified diagram of the Synergistic Processor Element (SPE), there are eight of these within Cell (one disabled).]
Figure 2.14: Simplified diagram of the Synergistic Processor Element (SPE), there are eight of these within Cell (one disabled).






2.3.6.1.1 The Memory Flow Controller







2.3.6.1.2 The Synergistic Processor Unit










2.3.6.2 Architecture of the SPU






2.3.6.2.1 Odd Pipeline


[image: Figure 2.15: Simplified diagram of the odd pipeline.]
Figure 2.15: Simplified diagram of the odd pipeline.






	Houses 256 KB of local memory to store instructions and data. The type of memory fitted is single-ported (considering this is a critical area, it’s a bit disappointing they didn’t use dual-ported chips…). Furthermore, the address bus is 32-bit long.

	Executes load and store instructions.

	Forwards instructions to another block for issuing.








2.3.6.2.2 Even Pipeline


[image: Figure 2.16: Simplified diagram of the even pipeline.]
Figure 2.16: Simplified diagram of the even pipeline.













2.3.7 Inside Cell: Programming styles



2.3.7.1 PPE-centric approaches


[image: Figure 2.17: Representation of the multistage pattern, where the PPE assigns a task that gets passed around each SPE, and eventually returned with the data processed.]
Figure 2.17: Representation of the multistage pattern, where the PPE assigns a task that gets passed around each SPE, and eventually returned with the data processed.




[image: Figure 2.18: Representation of the parallel pattern, where the PPE assigns a subtask to each SPE, and in turn each SPE returns the processed data, which the PPE merges.]
Figure 2.18: Representation of the parallel pattern, where the PPE assigns a subtask to each SPE, and in turn each SPE returns the processed data, which the PPE merges.




[image: Figure 2.19: Representation of the services pattern, where the PPE allocates a different task to each SPE, and each work individually to fulfil it.]
Figure 2.19: Representation of the services pattern, where the PPE allocates a different task to each SPE, and each work individually to fulfil it.





	Multistage pipeline model: the PPE is tasked with sending work to a single SPE, which in turn performs the required computations and passes the results to the next SPE. This continues until the last SPE in the chain sends the processed data back to the PPE.

	For obvious reasons, IBM doesn’t suggest this design for primary tasks as it requires a considerable amount of bandwidth and it tends to be difficult to maintain.




	Parallel stages model: the PPE divides its main task into independent sub-tasks and sends each one to a different SPE. Each SPE then returns the processed data to the PPE after they finish, then, the PPE combines it to produce the final result.

	Services model: each SPE gets assigned a single job (i.e. MPEG decoding, audio streaming, perspective projection, vertex lighting, etc) and the PPE is in charge of sending raw data to the designated SPE. While waiting, the PPE carries out other functions.

	While this implies each SPE will have a single job, their job designation is not meant to last forever. The PPE must reallocate different jobs on the fly as the needs of the program change.









2.3.7.2 SPE-centric approaches


[image: Figure 2.20: Representation of the SPE-centric pattern, where each SPE is in charge of its functionality and only interacts with the PPE to obtain a resource.]
Figure 2.20: Representation of the SPE-centric pattern, where each SPE is in charge of its functionality and only interacts with the PPE to obtain a resource.










2.3.8 Conclusion









2.4 Graphics




[image: Figure 2.21: Uncharted 3: Drake’s Deception (2011).]
Figure 2.21: Uncharted 3: Drake’s Deception (2011).




[image: Figure 2.22: The Elder Scrolls V: Skyrim (2011).]
Figure 2.22: The Elder Scrolls V: Skyrim (2011).




[image: Figure 2.23: Killzone 3 (2011).]
Figure 2.23: Killzone 3 (2011).




[image: Figure 2.24: One Piece: Pirate Warriors (2012).]
Figure 2.24: One Piece: Pirate Warriors (2012).



Figures:
Example of PS3 games. All rendered at their maximum resolution (1280x720 pixels).












2.4.1 Overview



[image: Figure 2.25: RSX chip next to Cell.]
Figure 2.25: RSX chip next to Cell.







	BIC mode for connecting other Cell processors (to be used in multi-processor environments).

	The slower IOIF mode for connecting up to two peripherals, a ‘fast’ one and a ‘slow’ one.








2.4.2 Organising the content



[image: Figure 2.26: Example of how data is organised across the memory available. Notice how RSX can access its content from different memory chips.]
Figure 2.26: Example of how data is organised across the memory available. Notice how RSX can access its content from different memory chips.









2.4.3 Constructing the frame



[image: Figure 2.27: Pipeline overview of the RSX.]
Figure 2.27: Pipeline overview of the RSX.





2.4.3.1 Commands


[image: Figure 2.28: Diagram of the command stage.]
Figure 2.28: Diagram of the command stage.






	Pusher: fetches graphics commands from memory and interprets branch instructions. It also contains 1 KB of prefetch buffer. The processed commands are sent to the First In, First Out (FIFO) Cache.

	FIFO Cache: stores up to 512 commands decoded by the Pusher in a FIFO manner to provide quick access.

	Puller: as the name indicates, it pulls commands from the FIFO cache whenever RSX is ready to render and sends them to the next unit.

	Graphics FIFO: stores up to eight commands that will be read by the Graphics Front End.








2.4.3.2 Vertex Shader


[image: Figure 2.29: Diagram of the vertex stage process, notice that the Vertex Processing Engines (VPE) are bypassed if the vertices don’t need further processing by the vertex shader.]
Figure 2.29: Diagram of the vertex stage process, notice that the Vertex Processing Engines (VPE) are bypassed if the vertices don’t need further processing by the vertex shader.








	The Index Vertex Processor (IDX) fetches and caches vertex data and textures from Video RAM (VRAM). Afterwards, it sends the data to the VAB.

	The Vertex Attribute Buffer (VAB) pulls data from the IDX cache and redirects it to each VPE.

	Each VPE processes the data based on the shader loaded. It computes one shader instruction per clock.

	The result of each VPE is sent to the Post Transform Cache, which caches results to skip identical computations over the same vertex. This only applies if vertex indices are used instead of vertex data.

	The final result is stored in the Viewport Cull Unit (VPC), which applies scissoring to discard vertices found outside the viewport; and the Attribute RAM (ATR), which caches vertex attributes (texture, colour, fog, etc) to be read at the next stages.






2.4.3.3 Rasterization


[image: Figure 2.30: Simplified diagram of the rasterization stage. RSX embeds different units to calculate values used for interpolation of pixels and colours.]
Figure 2.30: Simplified diagram of the rasterization stage. RSX embeds different units to calculate values used for interpolation of pixels and colours.










2.4.3.4 Pixel Shader


[image: Figure 2.31: Pixel/Fragment stage diagram.]
Figure 2.31: Pixel/Fragment stage diagram.











2.4.3.5 Pixel operations


[image: Figure 2.32: Post-processing stage.]
Figure 2.32: Post-processing stage.











2.4.4 A unified Video Output



[image: Figure 2.33: Back of the PS3, HDMI output on the left side and at the other extreme there’s the old Multi A/V for analogue video out.]
Figure 2.33: Back of the PS3, HDMI output on the left side and at the other extreme there’s the old Multi A/V for analogue video out.









2.4.5 ‘Real’ 3D vision/projection







2.5 Audio




[image: Figure 2.34: Summary of the audio pipeline.]
Figure 2.34: Summary of the audio pipeline.








2.6 I/O and backwards compatibility



[image: Figure 2.35: The big Southbridge chip supervising small I/O chips and interfaces.]
Figure 2.35: The big Southbridge chip supervising small I/O chips and interfaces.




[image: Figure 2.36: The same picture with important parts labelled.]
Figure 2.36: The same picture with important parts labelled.






[image: Figure 2.37: Diagram of the Southbridge’s connections.]
Figure 2.37: Diagram of the Southbridge’s connections.





2.6.1 External interfaces


[image: Figure 2.38: Like many PC towers of that era (including mine), a multi-card reader was in order. Next to it, you get four USB 2.0 ports. This was pretty ‘premium’ for a console costing £425!]
Figure 2.38: Like many PC towers of that era (including mine), a multi-card reader was in order. Next to it, you get four USB 2.0 ports. This was pretty ‘premium’ for a console costing £425!




[image: Figure 2.39: Same console with the lid closed. To further cut the cost down, later models sealed the bay and removed the card reader and two USB ports.]
Figure 2.39: Same console with the lid closed. To further cut the cost down, later models sealed the bay and removed the card reader and two USB ports.





	A USB 2.0 hub: provides four front USB A ports. These can be used for accessories or to link/charge the controllers.

	A Serial ATA (SATA) interface: connects the Blu-ray drive and a 2.5” Hard Disk.

	Until 2008, Blu-ray readers interfaced with Parallel ATA [35], so an intermediate chip was fitted in the middle to do the SATA → PATA conversion.




	1000/100/10 (Gigabit) Ethernet Controller: in the form of an RJ45 socket on the back, but it also forks to a Wireless daughterboard, providing Wi-Fi 802.11b/g and Bluetooth 2.0 connection.

	A Multi-card reader: provides slots for Memory Stick, SD, MultiMediaCard (MMC), Microdrive and Compact Flash.




2.6.1.1 ‘Less wire’ equipment








2.6.2 Internal interfaces



	Starship 2: an adapter for two 128 MB NAND Flash chips. Behind the scenes, Starship bridges the Southbridge’s local bus with the standardised ‘Common Flash Interface Protocol’ (widely adopted for interfacing Flash memory) [36]. The PS3 stores the operating system on these, among other things.

	The PlayStation 2 chipset: at the corner of the motherboard there’s an eye-catching chip that houses none other than the Emotion Engine and the Graphics Synthesizer. The EE+GS combo connects to 32 MB of RDRAM and an IO bridge (named ‘PS2 bridge’), which combined form roughly 90% of the original PlayStation 2.

	The EE+GS chip sends the video signal directly to the RSX.

	These chips are not accessible by developers, they are used for backwards compatibility only!







2.6.2.1 Backwards compatibility




[image: Figure 2.40: The big EE+GS chip, two 16 MB RDRAM modules and the ‘PS2 bridge’.]
Figure 2.40: The big EE+GS chip, two 16 MB RDRAM modules and the ‘PS2 bridge’.




[image: Figure 2.41: The same picture with important parts labelled.]
Figure 2.41: The same picture with important parts labelled.






[image: Figure 2.42: PS3’s user interface showing the game entry after inserting a PS2 disc. (Don’t worry about the other icons for now, as some are not even official).]
Figure 2.42: PS3’s user interface showing the game entry after inserting a PS2 disc. (Don’t worry about the other icons for now, as some are not even official).








2.6.2.2 The strange end of terms



	Timing: Sony likely intended PS2 owners to buy their new product as a replacement of their current one, as this is more affordable for consumers (they can sell their old system). However, for some reason, Sony didn’t have a software emulator prepared before release day, so they initially resorted to adding extra chips. Later on, as the software emulation progressed satisfactorily, they slowly removed these in further motherboard revisions.

	To complement this, developer ‘M4j0r’ commented: “An interesting point might be that Sony developed the two hardware emulation revisions at the same time (EE/GS and GS only), I guess because some games run better depending on which you use.” [37].




	Costs: The introductory price of the first revision of the console (CECHA, only in Japan and US) in 2006, which was PS2-compatible, was priced at $599.99 or ¥60,000 without taxes [38]. The following model (CECHC, shipped in 2007 internationally) removed the Emotion Engine and RDRAM (shifting those tasks to software emulation) and launched in the UK with a £425 price tag. Later in the same year, Sony released a new model (CECHG) without any PS2-related chip for £126 less [39]. All this proves that backwards compatibility is, in the end, an expensive add-on.

	Idling hardware and wasted power: While Cell and RSX still take care of some tasks to recreate the original environment, these are minimal compared to their full potential. Combined with the fact CECHA models have a cumulative power consumption of 399 Watts [40], it does make you wonder if this design is worth the power consumption, let alone efficient (for comparison, CECHG’s new power supply consumes 285 Watts).

	I understand there are other factors involved in the reduction of power consumption, like the new revisions of Cell and RSX. However, I still believe the PS2’s chipset plays an important role.




	Inflexibility: The EE+GS chip is not re-programmable, which means the end result will always be the same, independently whether there are glitches or possible enhancements. Compare this to the PCSX2 emulator’s graphic enhancements [41] and its modding capabilities [42], this shows us that room for improvement is possible and appreciated.







2.6.2.3 Lateral compatibility










2.7 Operating System




2.7.1 Cell’s privileged security




	Privileged mode: Cell grants access to every corner of its hardware (registers, memory addresses, opcodes, etc) [43, p. 183]. For security reasons, this mode should only be used by the operating system’s core (i.e. the Kernel).

	Moreover, Cell was also prepared to run multiple operating systems concurrently and to achieve that in the hardware level, ‘privilege mode’ can be further divided into Privilege 1 and Privilege 2. ‘Privilege 2’ is meant to be used by a Kernel, while ‘Privilege 1’ is used by a Hypervisor, the latter arbitrates resources between different Kernels running at the same time.

	The ‘hypervisor’ functionality also turned into an area of research in IBM’s headquarters [44] [45].




	User Mode: As the name indicates, Cell only grants a limited set of resources [43, p. 32] and it’s directed to traditional applications running on top of the operating system. If for any reason, a program requests access to a protected location, then execution jumps to the Kernel or Hypervisor to request whether access should be granted or not.








2.7.2 Overview



	Loaders: to make a long story short, programs/binaries in this console are systematically encrypted. So, ‘Loaders’ are programs that execute ‘real’ programs. To put it in another way, Loaders grab binaries, decrypt them, check their authenticity and finally send them to the respective processor (the PPE or either SPE) for execution. If that doesn’t sound complicated, Loaders are chained together to protect the software even further. Finally, Loaders are found across many media.

	Some Loaders are updated by Sony (through software updates) while others can’t be changed. This is independent of whether they are installed in re-writable storage, as some loaders are encrypted using console-specific keys, so they can’t be altered after the console leaves the factory (at least through traditional means).




	System files: these comprise low-level binaries (executed through Loaders), metadata for organising the hardware, utilities and other assets (i.e. fonts, imagery). Just like Loaders, there are console-specific system files that cannot be replaced or autogenerated.

	Some binaries borrowed code from the Free BSD and NetBSD projects [46].




	User Content: These include configuration files (i.e internet settings), data used by games (i.e. game installation files and saves) and data generated automatically by the console (i.e. hard drive information).

	Unlike the other layers, destruction of this data does not lead to catastrophic outcomes.









2.7.3 OS’ security hierarchy



[image: Figure 2.43: Diagram showing how the components of the PlayStation operating system fit in Cell’s privilege levels. References to ‘OtherOS’ are explained further in the next sections.]
Figure 2.43: Diagram showing how the components of the PlayStation operating system fit in Cell’s privilege levels. References to ‘OtherOS’ are explained further in the next sections.





	Level 1: here is where a Hypervisor programmed by Sony resides. Also referred to as lv1, this program is the door to every single bit of this console and chained to exceptions triggered by the MMU. That being said, the hypervisor only accepts requests from programs authorised by Sony (residing in the next privilege level). While the Hypervisor resides in memory, it also provides low-level system calls and FAT16 filesystem support.

	Level 2: naturally reserved for the Kernel, a privileged program also named lv2 or ‘Supervisor’. The kernel abstracts the hypervisor so level 3 programs don’t interact with it directly. The Kernel provides multi-threading functions for both PPU and SPU. Ultimately, the Kernel bootstraps userland modules.

	Level 3: the rest of the programs (called userland or userspace), including games and the visual shell, run at this level. These plebs are under the will of the Kernel to communicate with the console’s hardware and cannot spawn any new process or program unilaterally.






2.7.4 Storage medium



2.7.4.1 Cell BootROM






2.7.4.2 NAND/NOR Flash Memory



	Console-specific Loaders: specifically, two loaders called bootldr and metldr. These files are encrypted with a key engraved during manufacturing, so they can’t be replaced!

	Be that as it may, there are hidden functions in Sony’s hypervisor that allow to update these, although, for some reason, they have never been used [37].




	CoreOS: the first half of the operating system. It mainly consists of more loaders that will continue the boot process and eventually bootstrap the second half (GameOS). CoreOS also supplies the Recovery Menu, an alternative shell that contains maintenance utilities that users can use to (attempt to) repair their console.

	Unique IDs: similar to the PSP’s IDStorage, these are used by the console to control secured hardware like the Blu-ray drive; or by Sony to authenticate the console with their online servers (i.e. the IDPS key).

	Security assets: some programs depend on them to perform security operations. For instance, Blu-ray movies with DRM check a block called Virtual Table Rights Management (VTRM). Sony also stores revocation tools and records to blacklist security certificates that have been compromised in the past.





	The Visual Shell (VSH): a continuation of the PSP’s signature interface, it’s also bundled with tons of modules (plugins) and assets.

	Emulators: aforementioned programs that enable a PS3 to run PS1, PS2 or PSP games. The specific PS2 emulator loaded depends on the console revision (whether it has full PS2 hardware, partial hardware or uses no PS2 hardware whatsoever).

	Runtime libraries: programs developed with Sony’s SDK are dynamically linked to a set of libraries stored here.

	Blu-ray Player: programs that handle interaction with the Blu-ray drive and movie decoding.

	System assets: such as fonts and certificates that binaries depend on to work.







2.7.4.3 Hard Drive



	User content: including game saves, trophies (more information in the ‘Games’ section) and other user-related data.

	Game assets: games can copy files from the disc to the hard disk to improve loading times. These are treated as ‘game data’ by the operating system.

	Cache: a separate 2 GB partition is available to games for temporary storage (in case main RAM is not enough).








2.7.4.4 eMMC









2.7.5 Boot process




	A separate chip in the motherboard (called Syscon) powers on and executes instructions from its internal ROM. It then sends a ‘Configuration Ring’ to Cell via SPI (a serial connection), this initialises Cell and deactivates the eighth SPU. Finally, it latches the power line and gives life to Cell.

	Cell’s PPU reset vector points to its hidden ROM, which stores the routines to locate and decrypt bootldr from Flash. The decrypted piece is then loaded by the first SPU in isolation mode.

	The now-isolated SPU, having loaded bootldr, initialises part of the hardware (XDR memory and I/O interfaces) and decrypts a binary named lv0 and instructs the PPU to run it.

	The PPU, now executing lv0, decrypts metldr (a console-specific loader) and sends it to the third SPU, again in isolation mode.

	The SPU2, now executing metldr, executes five more loaders sequentially:

	lv1ldr decrypts and loads lv1, which contains the Hypervisor that takes over the first privilege level. Moreover, lv1 sets up the hard drive, Blu-ray drive and RSX.

	lv2ldr decrypts and loads lv2, which contains the kernel and runs on top of the hypervisor. It also finishes initialising RSX, the PS2 emulation, Bluetooth, USB controller and the Multi-card reader.

	appldr decrypts and loads vsh (the Visual Shell) and other dependencies. vsh will later enable the user to load a game.

	isoldr decrypts and loads modules that will run in the third SPU in isolation module. These modules are critical for security and perform many cryptographic functions throughout the console’s lifecycle. Consequently, the third SPU is reserved for security functions and games can’t use it (leaving only six SPEs for games).








2.7.5.1 Revisioned boot process







2.7.6 Visual Shell




[image: Figure 2.44: XMB in the PSP (2004). Rendered at 480×272 pixels.]
Figure 2.44: XMB in the PSP (2004). Rendered at 480×272 pixels.




[image: Figure 2.45: XMB in the PS3 (2006). Rendered at 1920x1080 pixels.]
Figure 2.45: XMB in the PS3 (2006). Rendered at 1920x1080 pixels.







[image: Figure 2.46: Just like in the PSP, highlighting a game may style the background to get your attention!.]
Figure 2.46: Just like in the PSP, highlighting a game may style the background to get your attention!.




[image: Figure 2.47: The XMB provides an immense amount of settings, especially helpful when you need to setup your shiny new 1080p telly with 3.1 surround audio.]
Figure 2.47: The XMB provides an immense amount of settings, especially helpful when you need to setup your shiny new 1080p telly with 3.1 surround audio.




[image: Figure 2.48: Various multimedia options.]
Figure 2.48: Various multimedia options.




[image: Figure 2.49: XMB can install games, updates and expansions (DLCs) using a native package installer.]
Figure 2.49: XMB can install games, updates and expansions (DLCs) using a native package installer.



Figures:
The PlayStation 3’s XrossMediaBar (XMB) interface





2.7.6.1 Lend me your PS3




[image: Figure 2.50: Folding@home displaying the work accomplished since the user started the app [52].]
Figure 2.50: Folding@home displaying the work accomplished since the user started the app [52].










2.7.7 A multi-OS proposal



[image: Figure 2.51: Red Ribbon GNU/Linux is a distribution exclusive for the PS3/Cell and compiled using the PPC64 target [55].]
Figure 2.51: Red Ribbon GNU/Linux is a distribution exclusive for the PS3/Cell and compiled using the PPC64 target [55].










2.7.8 Updatability









2.8 Games



2.8.1 Development ecosystem







2.8.1.1 License-free development






2.8.1.2 Outsourcing development








2.8.2 Storage Medium



2.8.2.1 Blu-ray Discs


[image: Figure 2.52: Example of retail game.]
Figure 2.52: Example of retail game.










2.8.2.2 Online Store


[image: Figure 2.53: The PS Store app in XMB.]
Figure 2.53: The PS Store app in XMB.




[image: Figure 2.54: Games catalogue shown upon opening the store.]
Figure 2.54: Games catalogue shown upon opening the store.




[image: Figure 2.55: The search interface (which bypasses XMB’s native keyboard, by the way).]
Figure 2.55: The search interface (which bypasses XMB’s native keyboard, by the way).




[image: Figure 2.56: Example of game entry (accompanied by suggestions that only work on other consoles…).]
Figure 2.56: Example of game entry (accompanied by suggestions that only work on other consoles…).











2.8.3 Network service




[image: Figure 2.57: Games offer an achievement catalogue to challenge their users. The intent is to provide players with a sense of pride and accomplishment.]
Figure 2.57: Games offer an achievement catalogue to challenge their users. The intent is to provide players with a sense of pride and accomplishment.




[image: Figure 2.58: Friends list. (Names are redacted for obvious reasons).]
Figure 2.58: Friends list. (Names are redacted for obvious reasons).




[image: Figure 2.59: After doing some online gaming for a bit, random people started sending me messages.]
Figure 2.59: After doing some online gaming for a bit, random people started sending me messages.









2.9 Anti-Piracy and Homebrew



2.9.1 Security foundation overview



	SysCon, the obscure proprietary chip (briefly mentioned in the boot process), controls the power lines of Cell, RSX and Southbridge. Its EEPROM contains records read by the operating system’s modules to determine which functions are enabled and which are not [72].

	Though I use the word ‘obscure’, SysCon is just a microcontroller, either an off-the-shelf ARM7TDMI-S (that’s right, the PS3 shares some of its DNA with the Game Boy Advance and even late PS2 revisions) enhanced with MagicGate support, or a custom NEC 78K0R variant [73]. SysCon’s internal firmware is what intrigues the most.

	SysCon and Cell communicate to each other using a serial interface (SPI) which plugs to Cell’s TEST component [74]. TEST provides many debugging functions on Cell, although SysCon only connects to the ‘Pervasive logic’ port, enabling SysCon to manage areas like power or thermal [75].




	Cell houses a hidden ROM that stores unencrypted boot routines without fear of prying eyes.

	Cell’s privilege modes and SPE’s isolated mode prevents programs from accessing unauthorised resources.

	The Southbridge seamlessly encrypts the hard drive’s content using AES.

	The Blu-ray subsystem is another walled fortress, and its disc content is encrypted using a key found in the ‘ROM mark’ area of the disc (inaccessible by conventional readers) [76].





	A complex Chain of trust that starts with Cell’s unencrypted boot ROM and ends with a graphical user interface (XMB) that only loads encrypted binaries (by Sony) under a kernel and hypervisor.

	The chain of trust implements multiple encryption algorithms, including asymmetric ones like RSA and ECDSA and symmetric systems like AES; combined with HMAC and SHA-1 (to confirm the integrity of data).




	Some encryption keys are produced during manufacturing, meaning if hackers find and leak these keys, they will not work on other consoles. Though this comes at a cost of Sony not being able to patch software encrypted with those keys once the console leaves the factory.

	These special keys are used for bootldr and metldr (the early boot stages).




	Games must call the kernel to access the hardware, which in turn asks the Hypervisor. This ‘abstraction onion’ prevents game exploits from escalating privileges, in theory.






2.9.2 Defeat




2.9.2.1 Hypervisor bypass








2.9.2.2 PSJailbreak





	The USB exploit: Once the console is turned on, the dongle tricks the system into thinking it’s connected to a six-port USB hub, and then performs a complex sequence of USB commands until it reaches a heap overflow and escalates access to the PS3’s Kernel (level 2), it then proceeds to execute a payload.

	The Payload: this is another complex package that patches the original shell to enable hidden functions only available on debug units (i.e. the ‘Install PKG’ entry), disable signature verification (to load any arbitrary module/package); and redirect Blu-ray commands to the hard drive instead (for loading games from the hard drive). The fact this program can alter so much from the kernel level makes you wonder what’s the hypervisor good at?

	To complement this, I was later told by M4j0r: “Interestingly it doesn’t even exploit Sony’s code, this part of lv2 was written by Logitech and the developers of that exploit might had access to the source code (due to the 2008 hack).” [37].










2.9.2.3 Honorable mentions



	The USB Jig: another USB stick, this time programmed to trick the console into entering Factory Service Mode, which is only intended for servicing the console by authorised personnel. The program embedded in the Jig replicates what Sony provides to their engineers. The main advantage of service mode is to enable to downgrade the console to a PSJailbreak-compatible version. The payload was also available in the form of a Homebrew app for the PSP [82]. Sony responded by patching service mode to make it harder to restore it to ‘normal’ mode or alter the firmware from it, discouraging users from resorting to Service mode.

	The Optical Drive Emulator (ODE): a series of hardware products that different companies (Cobra, E3, etc) shipped. Instead of tampering with the console’s firmware, these tampered with the Blu-ray’s SATA/PATA interface. ODEs are boards that sit between the motherboard and the Blu-ray drive, thereby acting as a middleman that tricks the console into thinking it contains a valid disc game, but it’s instead loading a disc image from an external USB drive. The hacking history of the PS3 contains long gaps of ‘unhackable periods’ where there was no software exploit available for new consoles. So, at a hefty price tag, ODEs came to fill that gap.

	The Downgrader: as Sony kept mitigating exploits with more software updates, users were left with no viable options but to downgrade to an exploitable firmware. Thus, there were companies like E3 that shipped specialised equipment that could overwrite the console’s system the ‘hard way’. That is, by directly flashing the NAND or NOR chips. For obvious reasons, this method required more skill and patience compared to the USB-based ones.

	Isolated leaks: this one is for research purposes, as opposed to a ‘feature’ the user will see (but imperative for further developments, nonetheless). Anyway, the revocation data (used to blacklist compromised certificates) is parsed by lv2ldr, so far so good? Well, it was discovered that this process contained many vulnerabilities. Firstly and for some unexplained reason, revocation data is writable in userland. Secondly, the parser doesn’t perform bounds checking on the data fetched (here we go again). Therefore, hackers managed to craft custom revocation data that could produce a buffer overflow and ultimately enable them to run arbitrary code inside the SPU’s isolated mode. This allowed them to get access to confidential data (i.e. keys) that was presumably protected from the rest of the system [37].






2.9.2.4 The fall of encryption










2.9.3 The Custom Firmware (CFW) era



[image: Figure 2.60: My CFW installation with ‘VSH menu’ opened. This variant (called ‘Rebug’) also enabled me to turn my console into a debugging station (notice the IP address at the bottom right corner, you need to enter it on the debugger to attach to a running process) and fiddle with my own homebrew.]
Figure 2.60: My CFW installation with ‘VSH menu’ opened. This variant (called ‘Rebug’) also enabled me to turn my console into a debugging station (notice the IP address at the bottom right corner, you need to enter it on the debugger to attach to a running process) and fiddle with my own homebrew.





	Disabling signature verifications on any module installed or to be installed.

	Enabling to read and write (the classic peek and poke) over any memory address, either using the Hypervisor (level 1) or the Kernel (level 2).

	Activating hidden debug functions to install modules packaged as ‘pkg’ files. These didn’t need to be signed with Sony’s keys to work inside a CFW environment.

	Enabling to mount disc images as a virtual Blu-ray disc.

	Restoring OtherOS and even enhance it by removing the restrictions imposed by the Hypervisor. The result was called OtherOS++.

	Writing over Syscon EEPROM’s database to enable to install any system version of choice. This is also known as QA Toggling.

	Altering the style of XMB (i.e. removing the epilepsy warning, allow to take screenshots in-game, etc).





2.9.3.1 Sony’s strong response





	With 3.56, binaries are signed with new encryption keys resilient to the previous ECDSA discovery [85], thus, CFW creators can’t customise the new binaries (since they don’t have the private keys to re-encrypt them). Furthermore, a new revision of the ‘system updater’ application is also shipped, this enforces the new certificates in system update files (PS3UPDAT.PUP), meaning that even if hackers manage to package a new CFW, only consoles with system version 3.55 or lower will be able to install it [86].

	Later on, system update 3.60 revamped the boot process, it nullified metldr and promoted lv0 to take over in bootstraping the loaders (lv1ldr, lv2ldr, appldr and isoldr). All in all, this meant hackers could not modify the new system files without first cracking lv0 (finding its private key).

	This eventually happened in late 2012, when a team called “The Three Musketeers” published the lv0 keys [87], which paved the way to new CFWs made from system versions newer than 3.55. Although, due to the aforementioned changes in the updater, only users on system version 3.55 or lower (including any CFW with signature checks disabled) can install it.












2.9.3.2 Homebrew revival




	The starting point is the XMB’s internet browser, built on top of WebKit. PS3Xploit uses JavaScript to gain arbitrary code execution within the system’s userspace (and outside JavaScript’s environment). To kickstart this, users only have to open XMB’s native web browser, enter an URL pointing to the PS3Xploit’s host an let it do its job.

	It so happens the kernel provides system calls that can be used to overwrite the operating system’s files in Flash memory. On top of this, the Visual Shell (XMB) and its plugins store routines in memory that make use of those calls.

	PS3Xploit can’t trigger those system calls directly due to the Hypervisor’s ‘no-execute’ protection, preventing the exploit from loading new code in userland. However, it can find a way to overwrite Flash memory by ‘borrowing’ Visual Shell’s routines.

	Consequently, PS3Xploit proceeds to modify Webkit’s execution stack to redirect execution to Visual Shell’s routines. This type of technique (corrupting the stack to deviate execution to other code residing in memory) is called Return Oriented Programming (ROP) and it’s very popular in the InfoSec genre. One way of mitigating this is by implementing Address space layout randomisation (ASLR), which makes it difficult to guess the location of the routines (called gadgets) but, as you can guess, Sony’s hypervisor lacks ASLR.

	Finally, those system calls are triggered with PS3Xploit’s parameters and so they replace CoreOS files (the first part of the operating system, stored in Flash memory) with patched ones [90].

	The console is now able to install unofficial software updates, an opportunity the user can now exploit to install a custom firmware. However, it can’t downgrade the system version, yet, but once an up-to-date CFW is installed, the user can install further utilities to downgrade the system and install a better-equipped CFW, if he/she so wishes.







2.9.3.3 Sony’s partial response










2.10 That’s all folks


[image: Figure 2.61: Two PS3s, one playing that game which-shall-not-be-named. Aside from the buggy gameplay and -unusual- storyline, I quite enjoy the genre.]
Figure 2.61: Two PS3s, one playing that game which-shall-not-be-named. Aside from the buggy gameplay and -unusual- storyline, I quite enjoy the genre.







	An unhackable CECH-3001 one from my teenage years (for some reason the box says it’s a CECH-25XX model!). It’s been recently taken out of the attic to try out PS3Hen.

	A CECH-2100 that I bought after PS3Xploit came out. With it, I was finally able to install homebrew.

	A CECHA model (only released in Japan) that I acquired in August 2021 to gather material for this article (mostly photography and info about PS2 compatibility). It was quite pricey, luckily the donations of supporters helped me offset the costs.
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