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INTRODUCTION
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A hacker is not a villain but an artist who can make a tool or product work in ways not necessarily intended. You might hack as a creative outlet, to solve a problem, to contribute to the greater good, and, yes, even to cause harm. It’s true that in the past, hackers learned many of their skills in nefarious contexts, but fortunately that’s no longer the case. Hacking knowledge is far more accessible now, and when applied ethically, it can benefit technology and society as a whole. That’s why many of us have made a career out of it and why I wrote this book.

This book will help you develop the skills you need to become a successful hacker. You’ll learn how to apply your existing programming, system administration, and infrastructure engineering knowledge to the field of offensive security. Whether you’re a security professional, a researcher, or just a curious IT pro, this book will demystify what it takes to run professional hacking operations and provide the tools you need to do so.



Core Concepts of Offensive Security


Before diving in, take a moment to familiarize yourself with the following key terms that are used throughout the book:

Command and control (C2)

A set of tools and techniques used by offensive security professionals to control multiple computers at once. C2 also allows them to maintain access to a compromised system in order to launch more sophisticated attacks.

Fingerprinting

The process of identifying information about an application or service. Offensive security professionals use fingerprinting to determine whether a technical service is useful to them for offensive security tasks such as gaining access to a system.

Fuzzing

The automated process of supplying random inputs to an application or service in order to uncover vulnerabilities, bugs, and other relevant information.

Offensive security

A field related to hacking and security in which professionals are hired to attack a given target in an effort to evaluate and improve their client’s overall security posture. This discipline includes roles such as penetration testers, red teamers, security researchers, and vulnerability analysts.

Password spraying

Attempting to authenticate to an application by trying multiple usernames with a single common password. After the first round of attempts, the security professional will often wait a bit before trying another common password to avoid being caught or locked out of any accounts. They repeat this cycle until they’ve either exhausted their list of usernames and common passwords or successfully accessed an account.

Penetration testing

The process of identifying and exploiting as many technical vulnerabilities as possible for a client in order to surface weaknesses and provide guidance on how to fix them. Unlike red teaming (defined next), penetration testing is not focused on a specific objective and typically does not include social engineering tasks.


Red teaming

The practice of trying to find vulnerabilities and break through a client’s defensive tactics, techniques, and procedures in order to assess its security posture. Playing the role of an attacker, red teams are usually tasked with an objective, such as compromising the CEO’s inbox, and given full permission to attempt to meet that goal with limited restrictions in order to emulate the threat the client is concerned about. In contrast, blue teams are those responsible for defending against threats and responding to security incidents when they occur.

Shell

A catchall term for any interactive command line session within a target system. A standard shell is a typical Linux terminal or Microsoft Windows command prompt. A web shell, created using a web programming language such as PHP or ASP.NET, provides access to a command line session on the underlying system via a web application in a browser. A console is a connection over a serial port.

Social engineering

The practice of using psychological manipulation techniques to get a target to divulge information or perform a particular action. Social engineering attacks include hosting fraudulent websites or sending malicious emails (phishing), calling unsuspecting users to convince them to reveal sensitive information (vishing), and asking someone to hold the door or swipe their ID card in order to gain unauthorized access into a secure facility (tailgating).

Virtual private network (VPN)

A point-to-point tunnel that encrypts network traffic between a computer and a remote (usually public) network to which the computer is connected. VPNs are useful in offensive security operations for bypassing network restrictions, obfuscating traffic, and securely transferring data, among other practical applications.

Many more important terms and concepts are defined in their respective chapters, but these will come up again and again, so it’s important that you have a good grasp of them.




Ethical Implications of Red Teaming


It’s crucial to understand that red teaming is not a license for criminal activity, no matter how effective it may be. Threatening someone at gunpoint to get their password might be highly effective, for example, but it’s both illegal and ethically reprehensible; no corporate client or legal team would authorize such an operation. Though a real criminal might use this tactic, testing it has no value given the legal and ethical boundaries it would cross.


However, the underlying psychology at play—fear as a persuasion tactic—is something you could use ethically in a red team operation if it fits within your client’s emulation request and rules of engagement. An example is sending a phishing email informing a user that their account has been compromised and prompting them to click your phishing link to reset their password as soon as possible. This creates a sense of urgency and fear that might evoke a response from a user but avoids causing them any actual harm.

The ethical boundaries for red teaming vary widely across industries. A military red team operates under very different rules of engagement than one testing a financial company. There is no universal “wrong” or “right” approach; the industry context will dictate what is required, desired, and ethical for the engagement. Remember, the overall goal of a red team is not just to achieve the goal but to improve security.

At their core, red teams are security professionals working to strengthen defenses. Consider home security as an analogy. If you live in a house, you probably have locks on your doors, and perhaps even an alarm system installed. These controls are designed to deter and alert you to criminal activity in your home. While locks can be picked and alarm systems are just alerts, both buy you crucial time to call authorities or defend yourself.

But what if your locks had exposed screws that allowed them to be easily removed from the outside, or what if your alarm system had faulty wiring and could not alert authorities? Wouldn’t you like to know about these vulnerabilities before a criminal found out about them and targeted your house? This scenario illustrates why it is important to test security controls, not just trust them blindly.

This is where red teams prove their worth. Given a goal, a red team will seek to achieve it by using any reasonable means necessary, emulating real-world criminals. After the assessment, the team helps address any controls or processes that failed, providing remediation guidance to resolve the identified security flaws so that a real criminal can never do the same damage as the team. While technical testing like penetration testing provides similar value, it covers only technical vulnerabilities. Red teaming identifies not only technical issues but also flaws in business processes, weaknesses in physical security, and human error.




Red Team Operations


Red team operations are just infrastructure operations. But you should be aware of a few nuances. You can use the same tools and technologies you use in traditional infrastructure operations to facilitate your red team infrastructure. You can use Salt Project as a C2 (as discussed in Chapter 7), Terraform to set up servers, and even the Serverless Framework to configure C2 redirectors. The difference between traditional IT and offensive security operations is not in the tools or the fundamental skills you’re using (which, again, are quite literally the same) but in the way you apply them.

Consider, for example, C2 server configuration. A traditional platform engineer would never have to think about this. In an offensive security context, though, you could catch a shell over HTTP/HTTPs, TCP, UDP, or even Domain Name System (DNS), and each protocol has unique requirements and setup processes. In particular, DNS would require you to configure a domain unconventionally so that your C2 server could receive commands. This is not the intended purpose of DNS queries, but in true hacker spirit, you repurpose technologies creatively and find ways to make them stable and effective.

Red team operations also require special considerations beyond traditional platform engineering, such as network routing configurations for data exfiltration and infiltration, permissions or access to specific databases for offensive security–focused tools, or enhanced security and encryption to protect client data. You run into some fairly unique use cases in offensive security that your average platform engineer or system administrator will never have to consider.

Take Gophish as an example. You could extend Gophish with Evilginx to support multifactor authentication (MFA) bypass techniques or to implement a dropbox using the reverse VPN tunneling technique shown in Chapter 6. These implementations are a far cry from the standard use of the tools in a traditional infrastructure deployment.

The tools are optional, however. Being a skilled engineer with an offensive security mindset is what matters most in terms of effectively supporting a red team operation.




What You’ll Need to Follow Along


To follow along with this book, you will need to set up a development environment. (The goal is learning programming, after all.) All the tools used in this book are open source, except for some of the “honorable mention” automated tools that appear at the end of some chapters. All the core software development tools are not only open source but also cross platform. This means that you can develop on the host operating system you’re most comfortable with. If you elect to follow along with each chapter, you’ll need the following configurations:


	An Ubuntu Linux 22.04 LTS (or higher) host

	PHP

	Go

	PHP MySQL

	MySQL Server

	Python 3.x

	pip

	pip modules: requests, pysmb

	Visual Studio (VS) Code (https://code.visualstudio.com/download)



Keep in mind that software rapidly outpaces books. The knowledge and skills you’ll gain from this book will remain relevant for decades, but the exact tools will most certainly change. If you’re unable to install a specific tool when following along with each chapter, try its modern equivalent wherever applicable. If you want to use a different configuration altogether, you’re on your own with setting it up, but that’s a healthy challenge. Learning is one thing, but mastery means being able to adapt when needed or desired and achieve the same results. If you’re using Ubuntu, you can easily install a majority of the dependencies with the following command:

$ apt install php php-mysql mysql-server golang-go python3 python3-pip vim

Vim is included in this command as an optional text editor if you don’t want to use VS Code. Any text editor you prefer will work just as well—as long as it allows you to write code!

This book uses multiple languages to demonstrate how you can accomplish the same task in a different context. Each programming language comes with its own unique strengths and proficiencies, but ultimately, all serve the same purpose: issuing instructions for your computer’s operating system or hardware to execute. As long as it can do that, your programming language of choice will work for creating any tool you wish to write. The book uses PHP as the primary server-side language for web applications and MySQL as the database service to accompany it when you build your small full-stack web applications. I’ll also be using hypertext markup language (HTML), Cascading Style Sheets (CSS), and JavaScript to build frontends for these applications. You’ll find Python useful when building your scripts for authentication attacks as well as some of the C2-related programs. Go will also be used for C2-related tooling and for cross-compiling binaries for implant development.

These languages are some of the best tools for these particular tasks, but they are not the only tools, and they are certainly not without their drawbacks. After completing each chapter, consider challenging yourself to fully implement each project in another language; for example, try implementing your C2 server and implant entirely in PHP. You may not be able to deploy your implant as a binary as easily as with Go, but there’s no doubt that you can make it work!




How This Book Is Organized


This book is organized into three parts and 12 chapters. The first part explores the development side of offensive security, the second part covers the engineering side, and the third part wraps up with real-world scenarios. The idea here is that you will start by building up your skills in programming and becoming familiar with the tooling needed to conduct offensive security operations. Then you’ll apply those skills and tools in the engineering chapters as you work through various exercises and run through sample offensive security scenarios.


	Chapter 0: Tools of the Tradecraft Provides a perspective on what red teaming is as it compares to other methods of offensive security testing. You’ll explore what offensive security tools really are and begin to look at code for some open source tool kits that real-world attackers use. The goal of this chapter is to introduce the idea that malware is just software and prepare you for what tools like this look like behind the curtain.



Part I: Offensive Security Development


	Chapter 1: Web Application Exploits Explains how to build custom web applications for use in various offensive security contexts. You’ll learn how to build simple landing pages for any use case as well as how to write JavaScript, PHP, and Structured Query Language (SQL) to create a full-stack application for conducting credential-harvesting attacks such as phishing.

	Chapter 2: Authentication Attacks Covers how brute-force and password-spraying attacks work. First, you’ll build your own tools to inspect web traffic and proxy data, and then you’ll automate that data to launch authentication attacks. In each scenario for this chapter, you’ll connect to a given network protocol or application, build a tool to brute-force its login, and then build another tool to carry out a password-spraying attack against it.

	Chapter 3: Custom Malware Development and Distribution Explores how to create custom malware. You’ll learn how to write in languages like Go that make it easier to distribute malware as executable programs. Leveraging this knowledge, you’ll build a custom C2 server and implant and create custom ransomware that can be used relatively safely on real-world engagements.



Part II: Offensive Security Engineering


	Chapter 4: Automating Offensive Security Infrastructure Deployment Transitions you into the world of engineering for offensive security. This chapter introduces you to topics related to configuring the infrastructure needed to carry out offensive security operations. You’ll learn about infrastructure as code (IaC) with Terraform, the Serverless Framework, and Amazon Web Services (AWS) and then build your own environments in preparation for the next chapters.

	Chapter 5: Applying Network Fundamentals to C2 Implementation Provides a brief refresher on how networks work but through an offensive security lens. You’ll learn about the Open Systems Interconnection (OSI) model and see several environment layouts to better understand the flow of network traffic. Then you’ll leverage that knowledge to configure a C2 server and implant via the Metasploit framework. This chapter will equip you with the tools you’ll need to determine the appropriate C2 configuration to use in a given scenario.

	Chapter 6: Reverse VPN Tunneling Delves into more practical applications for network control flow in an offensive security operation. This chapter builds off Chapter 5 by teaching you how to configure a reverse tunnel over a VPN to gain access to a network that is normally inaccessible from the outside.

	Chapter 7: Managing Infrastructure for Offensive Security Operations Introduces broader concepts related to managing infrastructure for an offensive security operation. You’ll work with Salt Project to automate system configuration and enforce desired states across multiple hosts and learn about the various roles in a red team.



Part III: Offensive Security in the Real World


	Chapter 8: Exploitation with Metasploit Combines the skills you’ve learned so far into a practical, real-world scenario. In a simulated operation, you’ll play the role of both an operator and an engineer on the offensive security team, applying your knowledge of C2 and simple exploitation via Metasploit to compromise a server.

	Chapter 9: Deploying a Dropbox Presents a second scenario that builds on Chapter 6. You’ll carry out a new attack, not only configuring the reverse VPN server you built in that chapter but also leveraging your C2 infrastructure to explore post-exploitation opportunities via the PowerShell Empire C2 framework.

	Chapter 10: Phishing Attack with C2 Redirectors Brings you to the capstone scenario where you’ll orchestrate one final complex offensive security operation. You’ll configure a phishing server and C2 server for a mock phishing exercise to test some of the tools you’ve created along the way and apply the social engineering concepts you’ve learned thus far.

	Chapter 11: Multiplayer C2 Configuration Covers two more C2 tool kits that support more team-based functionality: teamserver and Sliver C2. These tools differ in features and purpose, but they’re both useful for emulating specific threat actors or for conducting complex operations as a team without needing to directly share a C2 interface. You’ll come away from this chapter with more avenues to explore as you begin applying your skills in the real world.



Now it’s time to get your hands dirty by writing your first code for offensive security applications!






0TOOLS OF THE TRADECRAFT
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As you embark on your Red Team Engineering journey, it is important to understand how an attacker thinks about software. Offensive security tasks require certain tools and trade-craft depending on the discipline. Some disciplines, such as vulnerability management or penetration testing, might have a lot of overlap in tools, particularly those for network and vulnerability scanning. Others require highly specialized or even completely custom tool kits specific to the tasks at hand. Such is the case with red teaming, which will be your primary focus as you set out to build your own tools in the next chapter.


Red teams are goal-oriented offensive security teams. This goal-oriented nature sets them apart from other disciplines—namely, penetration testing. Even if you’re newer to offensive security disciplines, you’ve likely heard about penetration testing and vulnerability management. If not, this will be a quick primer to showcase how different each discipline is from red teaming, while also showcasing how important the various types of tools are to each trade.

For starters, vulnerability management is simple in description but can be quite a bit more complex in practice. Regardless of the maturity of a given practice, vulnerability management offers the primary goal of identifying and reporting vulnerabilities to the organization and orchestrating their remediation with key stakeholders. In a less mature practice, this could look like simply running vulnerability scans on the external and internal networks and reporting those issues to system and network administrators. In a more mature practice, the complexity can spike in the sense that managing vulnerabilities can become a full asset- and inventory-tracking system that ingests data not only from vulnerability scans but also from findings reported to the organization by researchers, penetration testers, and red teams. Vulnerability scanning and asset monitoring are the only practical areas of the discipline that map to the other areas. In fact, a fatal flaw of relying on vulnerability scan data is that it is unverified. The vulnerabilities might be there, but sometimes scanners make mistakes, and even something as silly as the wrong version number in an oddly placed text file can yield a false-positive result. This is why a more mature practice would also integrate data from other testing methods that verify potential vulnerabilities, which brings us to penetration testing!

Penetration testing is the next step up from vulnerability scanning in terms of tooling. While penetration testers often use vulnerability scanners as part of their reconnaissance efforts, they don’t stop there. Penetration testers should be analyzing vulnerability scan data and then trying proof-of-concept exploits against those potentially impacted services to check that a vulnerability exists. By doing so, a penetration tester is able to demonstrate impact by showing that a weakness is not only discoverable but also actively exploitable from their given testing perspective. Depending on the context of the engagement, penetration testers may also need to work beyond a proof of concept to gain further access by utilizing an exploit they’ve identified. Skilled penetration testers will also fuzz and enumerate services that don’t have known exploits to see whether they can identify anything of use. Given enough time, a good penetration tester is bound to identify issues and vulnerabilities in services that the client may not have even known existed. These sorts of findings can consist of configuration issues, application vulnerabilities, or even something as simple as a weak password policy. To do all this exploitation, penetration testers either need to be able to write their own specialized tools or use existing tools beyond the scope of a standard vulnerability scan.

This need for more specialized tools, whether they’re custom or already existing, is an overlap that penetration testing shares with red teaming. In fact, a lot of the same exploitation tool kits, C2 frameworks, and password attack tools are used heavily by red teams and penetration testers alike. All these tools, regardless of the specific discipline, are known to the professional information security community as offensive security tools, or OSTs for short.

When it comes to OSTs, the main difference for red teaming centers around the goal-oriented nature of a red team operation. Three simple analogies put these differences in perspective:


	A vulnerability scan is like surveying a landscape but not verifying the results; the scan gets you a general lay of the land and helps you find places to dig.

	A penetration test is like taking what you identify from a survey and looking further into each potential area of interest to start digging. Sometimes a penetration test can dig deep, but often these engagements are time boxed, making getting vulnerability coverage (or identifying all the viable places to dig) far more important than seeing how deep you can go. In other words, a penetration test might find all the spots to look for gold, oil, fossils, or any other item a digging crew might be tasked to find, but it may not always dig deep enough to find those items.

	A red team’s operation is more like picking a single spot to dig and trying to dig as deep as you can until you must stop or you find your target. Using the same analogy but focusing on finding gold, a red team may take interest in a spot that looks like it will reveal gold but ignore the spot related to oil. In the context of this analogy, the team would home in on that spot until it either finds gold or has to stop the dig. This approach ensures that if there’s something to find, it will be found, but at the expense of coverage. Red teams aren’t meant to find all the vulnerabilities; that’s what a penetration test is for. Instead, a red team is trying to make use of vulnerabilities they do identify to achieve a certain goal—in this case, find gold.



As you navigate each chapter, you will learn more about what it takes to perform a red team engagement as a whole. However, when it comes to OSTs, it is important to understand that although other tools are available, being able to develop your own (or at the very least modify existing tools) can be mission critical. This is especially true on a more advanced red team engagement.

One of the main benefits a red team can provide is simulating a specific adversary; a penetration test is not really designed to do this because of its focus on vulnerability coverage. This means a red team engagement could require simulation of a threat that may not be highly skilled and therefore would use OSTs that already exist (like the Metasploit framework, for example). On the other hand, a red team engagement could require simulating a nation-state-level threat actor using totally custom tools. Often these tools don’t exist publicly, but the tradecraft and techniques are known. A well-equipped red teamer should be able to investigate the tradecraft and techniques related to their operational requirements and craft their own software tool kits that utilize these attributes in order to simulate a threat actor’s potential capabilities against a given target.

With this in mind, it is critical for at least one member of the red team to be a skilled software developer, and all members must understand these aspects of tradecraft and techniques so they know what is going on when taking action on a given objective. If anyone on the team is not familiar with these concepts, operational integrity is at risk, as one could easily misunderstand or even disregard a particular technique and its order of operations by mistake. This may result in failure at achieving the goal.

Even though most of the work is on the developer here, anyone on a red team should be capable of some level of software development—which is hopefully why you are reading this book! Caveats apply for highly specialized red teams with dedicated roles related to social engineering, physical security, or certain types of OSINT, but if any of their specialties are related to computers and technology, those team members should be capable of writing OSTs. Now that you have a good understanding of why OSTs are so important, you will learn more about them and look at some examples before diving in to write your own.

OSTs are pieces of software with offensive hacking capabilities. As stated in the introduction, these tools come in all shapes and sizes. Take the tool TREVORspray, for example: Its complete software package is custom-built and tailored for password spraying. Since TREVORspray is open source, you can view its code and gain a clearer understanding of how common software libraries can be used to build more-focused tools. Of course, this is just like any other piece of software, but this time it is built to achieve the goals of offensive security-related operations.

At the top of the TREVORspray/trevorspray/lib/sprayers/adfs.py file, you can see which libraries this Python script is importing:

1 import logging
2 from bs4 import BeautifulSoup
3 from .base import BaseSprayModule
4 from ..util import is_domain, is_url
5 from urllib.parse import urlparse, parse_qs, urlencode, urlunparse
6
7 log = logging.getLogger("trevorspray.sprayer.adfs")
8
9
10 Class ADFS(BaseSprayModule):
11     userparm = "UserName"
12     passparam = "Password"

In lines 1 through 5, the script imports the logging, BeautifulSoup, and urllib.parse libraries, as well as other custom libraries for spraying specific algorithms and performing URL/domain checks. Everything else is built into Python’s installable package repositories. These are not inherently malicious packages, but TREVORspray either implements or wraps around them to achieve its nefarious goals. Here’s how the tool makes a request:


57 def create_request(self, username, password, proxythread):
58     request = super().create_request(username, password, proxythread)
59     parsed_url = urlparse(self.url)
60
61     # replace dummy username query parameter in the AuthURL
62     query = parse_qs(parsed_url.query, keep_blank_values=True)
63     if "username" in query:
64         query["username"] = [username]
65         parsed_url = parsed_url._replace(query=urlencode(query, doseq=True)
66         request.url = urlunparse(parsed_url
67         log.debug(f"Replaced username in URL, new URL: {request.url}")
68     request.headers["Referrer"] = request.url
69     request.headers["Origin"] = f"parsed_url.scheme://{parsed_url.netloc}"
70     return request

As you can see, TREVORspray uses the Python requests library to parse and create a new web request. Ultimately, TREVORspray will use this request to spray passwords against a target in an authentication attack—against an Active Directory Federation Services (ADFS) service, in this case—but the underlying structure is a simple Hypertext Transfer Protocol (HTTP) request.

This example is somewhat complex: The tool’s author has written custom software, from scratch, for a focused use case. However, even something as simple as creating a bash script that calls the netcat binary repeatedly to probe a target service works in the same way. The bash script in that scenario depends on netcat, much as the TREVORspray code depends on the Python requests library. The only difference is the layers of abstraction needed to achieve the tool’s goal.

The point here is that OSTs are normal software. Therefore, to create an OST, you have to know how to program. I expect you to understand basic programming, but my goal is to demonstrate how you can apply those fundamentals to ultimately build your own OSTs. If this sounds a little like I’ll be teaching you how to program with a focus on offensive security, that’s exactly right!

The skills you’ll learn in this book should make you a better hacker than you currently are, especially if you’ve never written your own tools before. Knowing how to program and build your own tools will set you apart in your career. Forget about malware for a moment and think about creating something like a vulnerability repository for reporting or a mind map to track attack paths. Are those tools OSTs, or are they just full-stack applications?

The answer is both! Because it’s all just software—and you’ll know how to write it by the end of this book.

I can’t overstate that these tools can be used for illegal and nefarious purposes. This book is intended as instructional material by a professional for other professionals, and using it for any other purpose is not condoned by me or my publisher. I hope and expect that you’ll apply the skills you learn here to an ethical, professional career in offensive security. This information is already public knowledge, just not common knowledge, and you should use it at your own risk. Be smart and safe in the way you use it.

As I’ve noted, this book is targeted to IT professionals. You should have a strong background in programming, computer networks, and general system administration before proceeding. Some fundamental material will be covered, but this book is not intended for a true beginner with no prior IT background.





PART IOFFENSIVE SECURITY DEVELOPMENT


In this first part of the book, you will apply your software development skills in two ways. First, you’ll develop the very applications that you are going to target with the OSTs you create. You will start by building a simple client-side-only application to get an understanding of how attackers view the flow of web requests. It will eventually evolve into a full-stack application using a server-side language and database that you will use to explore authentication attacks.

Second, you’ll develop the OSTs themselves and use them to attack your custom applications as you go. Initially, your main focus will be using the application you develop as an OST in the form of a phishing page that can harvest credentials of unsuspecting users. This will equip you for developing custom phishing pages for real-world social engineering engagements on a red team. After this, you will shift focus to learning about password attacks such as brute-forcing and password spraying with one of the targets being your custom web application. Finally, you will move away from the application-specific attacks and dive into developing your own custom C2 services to help facilitate remote access to target systems. This not only will be incredibly helpful for real-world engagements where off-the-shelf tools are not an option but also will help you gain a deeper understanding of how these preexisting tools function so that you can potentially modify them yourself.
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