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        Introduction

      
      The Digital Revolution marks the shift from analog to digital technology. This revolution changed, and is still changing, the way we live, work, and communicate.

      At the beginning of the twentieth century, telephones, radio, television, movies, and computing machines were analog; by the end of the century, they were digital. Computers shrank from room-filling machines owned by large companies to small personal devices. Then the internet connected our computers, and the Web gave us easy access to vast amounts of information. AI chatbots now help us organize and synthesize this sea of knowledge into manageable and useful chunks.

      Phones became digital, mobile, and smart. Communication became easy, cheap, and fast. We could now not just chat but video chat. Work from home became possible.

      One can examine the Digital Revolution through various lenses. We could look at the causes, the scientific and technological innovations that helped bring about the revolution, or the effects, the changes of the revolution on society, but this book is about the deep theories that lie at the very heart of the Information Age. Most of us know something about the grand theories of physics that transformed humanity’s views of the universe at the start of the twentieth century: quantum mechanics and general relativity. Less familiar are the brilliant theories underlying the Digital Revolution.

      This book is about these theories and the elegant mathematics that gives deep insight into the digital world. Much of this is not widely known or appreciated. Communication and computation have become a taken-for-granted part of our modern world. We rarely stop to ask some of the fundamental questions: What is computation? What is information? What advantages does digital information have over analog? How do we convert analog signals into digital ones? What is an algorithm? What is a universal computer? How can a machine learn? But the answers to these questions are fascinating. Mathematics is the key that helps us deepen our understanding. This book is a journey through these mathematical ideas that underpinned the Information Age.

      Can we describe the theory without mathematics? We can try, but the result is often overstretched metaphors that don’t yield real understanding. Mathematics is not there to obfuscate, complicate, and intimidate. Quite the opposite. Mathematics should simplify and elucidate.

      The good news is that we will see some truly beautiful mathematics, and it is fairly elementary. Many of the ideas may be new, but the numerous examples should help to illustrate and make them comprehensible. Most of the book should be understandable with a high school mathematics background. In a few places, I felt readers who had taken a STEM mathematics course at university might appreciate a little more information. I put these additions into the appendices. However, these are not essential to understanding the basic ideas.

      The four major themes of the book are information, communication, computation, and learning. We usually start with a simple mathematical model of an important concept. A powerful theory takes the simple model and deduces surprising and useful consequences. It reveals a deep underlying structure connecting concepts from what, at first, appear unrelated areas. We will see this over and over.

      The goal is to present the concepts using the least amount of mathematics. Instead of full-blown general theories, we will often look at the simplest example that illustrates the basic idea. But nothing is oversimplified. The goal is to understand the concepts and see connections, but not get lost in technical details.

      I often include historical anecdotes to give a sense of the technology at that time, its impact, and the problems which needed to be solved. These historical stories are there for illumination. This is not a history book but a book about ideas.

      Here is an outline of some of these ideas and the order in which we meet them.

      
        Chapter 1

        This book is about the Digital Revolution that started in the twentieth century. But there have been other digital revolutions that also transformed society. The first was the invention of writing and alphabets. Of course, this was before written history, but a revolution occurred. Communication could now be done digitally—using a finite set of symbols—allowing it to take place over long distances and over long intervals of time.

        Chapter 1 briefly looks at alphabets before turning to the telegraph and its precursors. The telegraph introduces us to Samuel Morse and his eponymous code but also to the relay, which plays an important role in the development of computers. It ends with a brief description of the analog revolution that followed: the telephone superseding the telegraph, the invention of radio and television, the adoption of record and cassette players, movies. All were analog. These would all change to being digital. But why?

      
      
        Chapter 2

        In chapter 2, we start our study of information theory. What is information? How should it be defined and quantified?

        In everyday English, information has a wide variety of meanings. The amount of information conveyed is often subjective—a message in Chinese might convey something important to a native speaker but nothing to someone who doesn’t speak the language. Here, “information” seems related to both meaning and understanding. However, we want to talk about the amount of information in a message no matter who or what sends or receives it, for example, communication between two machines.

        In the mathematical theory, information is separated from meaning and understanding. This definition gives us an objective way to measure the amount of information in a message. At first, this definition seems rather simplistic, but, as we see later, it captures the fundamental idea and has powerful consequences.

      
      
        Chapter 3

        Chapter 3 extends the ideas from the previous chapter. We see the number of bits of information in a message might be fewer than the number of binary digits in the message. This gives us a measure of redundancy. We then see how that redundancy can be removed, leaving a shorter message that contains all the information. This is the idea behind lossless compression.

        Compression is important for both digital communication and storage. We want to reduce the size of a file before sending or storing—we want information conveyed as quickly as possible and stored in the least amount of space. However, we don’t want to lose any of the information, and we need the ability to decompress the file to obtain an exact copy of the original.

      
      
        Chapter 4

        When we transmit or store data, errors will occur. We construct our equipment to minimize errors, but it is impossible to eliminate them entirely. There is always some outside interference that can occasionally corrupt some of our data. We call this interference noise.

        When we receive a message, we would like to know whether there are any errors in it. If there are errors, we would like to know where they are and how to correct them. Error-correcting codes do exactly this.

        After looking at some examples of error-correcting codes, we turn to Claude Shannon’s Noisy-Channel Coding Theorem. This stunning result shows that it is possible to transmit information along a channel with noise. Each channel has a speed limit. This limit depends on how much noise—interference—there is on the channel. Shannon shows if you stay under the speed limit, you can transmit information as accurately as you want.

        We give a simple statement of the theorem and explain what it means, followed by a sketch proof of the theorem.

      
      
        Chapter 5

        We now know how to compress and send digital messages accurately. The next step is to send them securely. This chapter looks at encryption.

        We look at both symmetric-key and private-key encryption, explaining the methods used whenever we conduct business over the internet. We also describe digital signatures and certificates—it’s not enough to know we have a secure communication channel; we must also know the person on the other end is who they claim to be.

      
      
        Chapter 6

        The previous four chapters considered digital information. We know how to compress and transmit it securely and accurately. But what about analog signals? Sound is conveyed by waves, light electromagnetic waves; waves are analog, not digital.

        Chapter 6 shows how we can convert analog information to digital information. Once in digital format, we can use our digital theory to compress and send the information accurately and securely. Analog-to-digital conversion enables us to use digital technology on real-world analog data.

        We discuss two of the most important concepts in digital signal theory: the Nyquist–Shannon Sampling Theorem and the Discrete Fourier Transform.

        Appendix B follows from this chapter. It describes a Fast Fourier Transform—an algorithm for calculating the Discrete Fourier Transform quickly.

      
      
        Chapter 7

        In the previous chapters we mentioned algorithms on several occasions. In chapter 7, we look at two papers that tell us something fundamental about algorithms and computing.

        The first, a paper by Claude Shannon, “A Symbolic Analysis of Relay and Switching Circuits,” shows the equivalence of circuits with switches and relays to the propositional calculus of logic. It forms the foundation of the design of logic networks. Shannon’s paper was written before the invention of the transistor. The transistor has now replaced the relay in logic circuits, but Shannon’s paper explains the important role they play.

        The second paper is by Alan Turing, “On Computable Numbers, with an Application to the Entscheidungsproblem.” Here, Turing gives his definition of algorithm and shows there is a universal computer that can perform any algorithm. He famously also shows there are easy-to-state problems a computer cannot solve. This paper forms the foundation of theoretical computer science.

        Appendix C follows from this chapter. It explains the halting problem. Given a program and an input, we would like to know whether the program will eventually stop. If the program is not going to halt on the input, we would like to know this in advance, so we don’t start running it! The appendix shows there is no algorithm that can tell us whether an arbitrary program running on an arbitrary input will halt. This is a fundamental result in computer science showing the limitations of what algorithms can achieve.

      
      
        Chapter 8

        The previous chapter looked at algorithms, explaining what they can and cannot do. We now look at how algorithms can “learn.” Chapter 8 introduces the basic concepts: We have an underlying model involving a number of parameters. If the parameters are chosen correctly, the model will fit the data well. The process of choosing the parameters involves an iterative process of locating the minimum of a function.

        We start with two simple examples of fitting a line to data. These examples illustrate the difference between supervised and unsupervised learning.

      
      
        Chapter 9

        Chapter 9, the final chapter, looks at neural networks. We start with the initial work by Warren McCulloch and Walter Pitts, showing neural networks, like Shannon’s switching circuits, are equivalent to the propositional calculus for logic. Then we turn to learning.

        We study a small neural network with just four nodes. This example illustrates how the process works but is too small to show the power of neural networks to find patterns in large datasets. We indicate how a larger neural network can recognize handwritten digits.

      
    
  
    
      
        1

        Digital Revolutions

      
      The term digital revolution denotes the shift from mechanical and analog technology to digital technology, ushering in the Information Age. A change so profound that we sometimes refer it to as the third industrial revolution (the first industrial revolution having started with the mechanization of the textile industry, and the second beginning with the moving assembly line of Henry Ford).

      This Digital Revolution involves both computation and information. There are mathematical theories of both. Two remarkable papers were published in the first half of the twentieth century, that are now regarded as being foundational. One by Alan Turing forms the basis of the theory of computation. The other by Claude Shannon forms the basis of the theory of information. Both Shannon and Turing were mathematicians, and they wrote their theories in the language of mathematics. To understand these theories, and to see how one idea leads to the next, mathematics is essential. In this book, we present the fundamental ideas as simply as possible, often giving special cases rather than the much more complicated general case, but the goal is to give a genuine understanding of some of the deepest ideas of the twentieth century—simplification, without oversimplification.

      This book is about mathematical theories, starting with definitions of fundamental ideas and then using logical arguments to deduce deep and surprising results. The initial definitions formalize concepts that we have used for millennia. To define terms such as computation, information, and learning, the starting point is to consider what humans do in each case and then to extract the basic essential qualities to model with mathematics. The initial definitions are often remarkably simple and, at first glance, might seem like hopeless oversimplifications, but the power of a successful theory is that from modest beginnings, it tells us surprising new things that could not have been obtained without it.

      This chapter gives some historical background about earlier digital revolutions—those caused by the invention of writing and the telegraph. These did not involve mathematics. However, in later chapters, as we introduce the mathematical theory, we will often refer to this chapter’s basic ideas and the problems that needed to be surmounted.

      
        1.1 Analog versus Digital

        In movies, when the director wants to introduce digital content, the scene often focuses on a screen in which a list of 0s and 1s appears, starting from left to right and rapidly continuing until the whole screen is filled. The list typically continues for a few more seconds before finally coming to an end. This depiction correctly tells us something about digital communication: We have a list of symbols. The list might be long, but it eventually ends. It is a finite list, not infinite.

        Mathematicians use the term string for this list, referring to the list as a string of 0s and 1s. The word string conjures something long and thin, which seems appropriate, but in some ways the word is not ideal. One important point about a mathematical string is it has a first symbol, then a second symbol, a third, and so on. It is discrete. Physical strings don’t have that property. They are continuous. It makes little sense to talk of the third point of a physical string. Perhaps chain would have been a better choice of word. We could then talk about the first link, the second link, and so on. But string is the standard word, and we will use it throughout the book to mean a finite list.

        Another movie trope occurs when a character has been hospitalized. The scene often starts with a hospital monitor. Here, the heart rate is depicted graphically by the drawing of a wavy line peaking as the patient’s heart contracts. The monitor also beeps, but it is the wavy line being continuously traced that gives a good example of analog communication. The wavy line is not discrete. It is continuous, there are no gaps in the graph. This gives us one important distinction between analog and digital communication. Analog is a continuous process while digital is discrete. Digital and analog clocks give another example of the distinction.

        An old-fashioned analog clock has hands that continuously rotate around the clock face. Between three minutes past ten and four minutes past ten, there will be an instant when the hands depict π minutes past ten. Most digital clocks only show the time at discrete second intervals. It doesn’t display π minutes past ten, only the whole number of seconds that comes before it, and then the second after it.

        The mathematical theory of information looks at strings of symbols. We usually think of the symbols as 0 and 1, but there is no reason to restrict to these two. We could use A and B instead. Indeed, we don’t have to restrict to just two symbols. We can construct our strings using any number of symbols, provided the number is finite and greater than one.

        There have been earlier digital revolutions in which mathematics did not play a central role. It helps to look at historical examples to see how digitization has revolutionized human society. The first digital revolution was the invention of writing—the conversion of language from oral to written—probably the earliest example of analog-to-digital conversion. We begin by looking at this in more detail. Then we turn to the telegraph, which, along with railroads, changed society once again, connecting us even more.

        Digital communication was an important part of the nineteenth century, but towards the end of the nineteenth and the start of the twentieth century, there was an analog revolution. Major technological advances—radio, television, telephone, cinema, photography, vinyl records, and even some computers—were analog. We need to know a little of this history to understand the construction of the mathematical theories developed later.

      
      
        1.2 Writing and Alphabets

        All human societies develop languages. We need to communicate with one another and humans have evolved to exchange information using speech. Not all societies develop writing. It’s not necessary if your community is small and homogenous, but once a community grows, writing becomes increasingly useful. Written language extends spoken language through both space and time. We can transport a written message to a recipient well out of earshot of the sender. It can be read years later to remind everyone exactly what was said. Written language allows us to store information.

        I have written this book in English using the standard alphabet, but not all written languages use alphabets. Mandarin Chinese, for example, uses logograms, where each symbol represents the idea behind the word it stands for. Alphabets, on the other hand, contain symbols that represent the smallest atom of the sound of the spoken language—the phoneme. English is an amalgam of other languages, taking words from French, German, and Scandinavian roots. It has many phonemes—approximately forty-five. Besides using a single letter to denote a single phoneme, we can use combinations of letters to get sounds such as ch, sh, and th. This means we can restrict our alphabet to a more manageable size. Standard English uses twenty-six letters, and most alphabets are of a similar size. Learning the alphabet means learning the names of the letters and the related task of associating phonemes to them. Alphabets are a remarkable construction. Phonemes are much more basic than syllables, but they contain no information about pitch, tone, or volume. However, the phonetic structure helps when we first learn to read. We start by reading each letter and pronouncing the associated phoneme, gradually building up to the sound of the word being read.

        Our Latin alphabet comes from the Greek, the word alphabet coming from alpha and beta, the first two letters of the Greek alphabet. The Greek alphabet came, in turn, from the Phoenician one. Phoenicians were traders and needed to communicate with people speaking many languages. They probably derived their alphabet from one used by even earlier traders; the exact origins are not entirely clear. However, the symbols used in the initial alphabets came from Egyptian hieroglyphics. Hieroglyphics started out as pictograms but grew more sophisticated as the Greeks developed a true writing system capable of expressing more than simple concepts. We can trace our letter A back to a pictogram of a cow’s head. (If you invert our usual symbol, you can see the horns.) The history of the letter A also tells us something else important about alphabets.

        The Phoenician language is Semitic and is not based on syllables but on groups of consonants. Its alphabet contains no vowels, consisting entirely of consonants. Ancient Greek, like modern English, is much more vowel dependent. Omitting vowels would make the words ambiguous, so the Greeks repurposed some of the Phoenician letters for vowels. Our letter A was one of these.

        Different languages can have quite different atomic components, but we can adjust the meanings of letters to fit the language. Though alphabets may vary, they all have the same fundamental properties: there are a fixed, finite number of symbols, and strings of these symbols can completely describe the language. From a modern mathematical perspective, messages comprising strings of symbols from a finite, fixed alphabet are called digital as opposed to analog, where quantities can vary continuously. When we talk, we can vary how loudly we say each word, how quickly we say it, and add intonations; all can be changed continuously, not discretely. The remarkable property of alphabets is that in turning spoken language into written language, they extract important discrete information while ignoring some analog parts. Of course, how we say our words is important and carries meaning, but we can write additional words that convey this meaning in writing. For example, “‘Help!’ he cried urgently” is how we would write about someone falling down a hole, but the person shouting for help doesn’t need to convey the urgency by adding additional words. It is conveyed by how the word is shouted.

        As we move to a mathematical description of communication, we need to define our terms more precisely. We will look at strings of symbols. The word “alphabet” will describe the complete list of all possible symbols that are allowed in these strings. So, for example, if we are describing the string of symbols that make the text of this book, we include not only the standard uppercase and lowercase alphabet but we also include all the punctuation symbols and the space. In English, we use the space to denote the end of words and sentences. It doesn’t initially seem like a symbol because it doesn’t require ink to write it, but it occupies space. The space key is the largest on the standard keyboard. This is because in English and many other languages it is the most used symbol—in English we use it more than the letter E. Typically, we study strings of 0s and 1s. Here, our alphabet comprises just the two symbols, 0 and 1. It might seem strange at first to use the word “alphabet” for two symbols that usually represent numbers and not letters, but it is standard and helps us remember that we are using them as symbols and not as numbers.

        As we noted above, writing enables us to communicate over long distances. Once people have the ability to transmit information, the speed of transmission becomes important. Recall, for example, ancient Greek messengers running long distances to convey military information, or the American Pony Express. People usually want important information to be conveyed as quickly as possible. The invention of the telegraph was an important step in this direction.

      
      
        1.3 Telegraph

        When we think of a telegraph, we often picture someone tapping out Morse code. Samuel Morse, a professor of painting and sculpture at the University of the City of New York, invented a code that revolutionized telegraphy. However, telegraphy predates Morse and has an interesting history.

        The ancient Greeks built towers on mountaintops—each within sight of its nearest neighbors. If flames were lit on a tower within your sight, you would light the beacon on your mountaintop. This was a binary system and was limited to just one bit of information. The beacon was either on fire or it wasn’t. The meaning, such as “the army is advancing,” had to be prearranged. This is a very simple system, but it is effective—and is one that is still used today for traffic lights.

        Semaphore is more general. A soldier or sailor conveys information using flags in each hand. Each letter of the alphabet corresponds to a position of the arms. In 1792, Claude Chappe, a French inventor, demonstrated a mechanical system based on this idea. Chappe also coined several words. He coined the word semaphore, which means sign bearer. He used the word tachygraph—fast writing—for his system. However, the army, which adopted Chappe’s system, invented its own word, telegraph, emphasizing the distance over the speed.

        In 1792, France was in the middle of its revolution. To say this year was tumultuous is probably understating it. France declared war on Austria. Prussia declared war on France. The guillotine was approved for executions. Louis XVI was arrested, and the monarchy abolished. The French Republican calendar begins—it was now year 1.

        Chappe’s idea was to build towers with masts. Attached to the top of the mast was a cross-arm. There were arms attached to each end of the cross-arm. The operator could pivot the arms and cross-arms to various positions. Neighboring operators would observe the configurations using telescopes and pass the message along. Chappe’s brother was a member of the Legislative Assembly and got them to approve construction of a line between Paris and Lille. They built this and had it working in 1792. It successfully conveyed information to Paris about the war against the Austrians. Other lines were quickly built throughout France. Neighboring countries also began adopting it. Napoleon Bonaparte used it extensively. The optical telegraph was an important advance in communication, but within a few years it would become outdated, replaced by the electrical one.

        By the end of the eighteenth century, many people were experimenting with electricity and realizing that they could use it as a medium to transmit messages. Some of the earliest used static electricity. The Swiss mathematician and engineer George-Louis Le Sage constructed a telegraph of this type between two rooms of his house in 1774. It used twenty-six wires, one for each letter. It worked by building up static electricity on a glass rod that was then touched by the appropriate wire. At the other end were flakes of gold leaf which moved in the charge’s presence. It worked but was more of a novelty than a useful device. Just a few years later, in 1800, Alessandro Volta invented the battery. This changed everything. Now electrical circuits could be connected to the battery, and the current turned on and off using switches. The discovery that electricity could move magnetized needles gave a convenient way of detecting the signal at the end of the wire.

        William Fothergill Cooke and Charles Wheatstone developed the first commercial telegraph in England. Their telegraph used needles that could be in three positions: a vertical position, neutral position, and two diagonal positions. Initially, each terminal had five needles cleverly arranged on a metal plate engraved with letters of the alphabet in such a way that two diagonal needles could point to any letter. They patented their system and demonstrated a preliminary version on the railway line between the London stations of Euston and Camden Town in 1837. It was used to signal when carriages needed to be hauled up an incline to be attached to a locomotive. This worked but was rejected as being too complicated for communicating over a short distance and was replaced with a simpler pneumatic system using whistles. However, the following year their telegraph was used to connect the stations of Paddington and West Drayton—a distance of thirteen miles.

        One advantage of Cooke and Wheatstone’s telegraph was that hardly any training was needed to operate it. A disadvantage was that it required five parallel wires to be run between the telegraph terminals. As wires failed, Cooke and Wheatstone realized a simpler system with fewer connections would increase reliability. Over the next few years, they gradually reduced the number of wires until they had a system that needed only two wires between the terminals. With two wires, the telegraph could move only one needle, so there needed to be a code relating a sequence of needle directions to letters of the alphabet. The system was more reliable, but the operators now needed to learn the code. The two-wire system was in place between Slough and Paddington in 1843, when a remarkable event thrust it into the public eye. Before we describe this, we should note the three least used letters in English are Z, J, and Q. The telegraph omitted these three letters. If these letters were needed, the operator substituted the letters S, G, and K.

        For many years, John Tawell worked for a Quaker-owned business in London, eventually becoming a Quaker himself. But he had a criminal streak. In 1814, he was arrested for forging banknotes. This was a capital offense, but the bank owners didn’t want adverse publicity and so, as they too were Quakers and opposed the death penalty, they quietly arranged to have Tawell transported to the penal colony of Australia.

        In Australia, Tawell seemed to turn his life around. He became a successful businessman, running a chemist shop. While there he discovered philanthropy, helping to found the first Quaker community in the country. He returned to London in 1838, a wealthy man. Unfortunately, his wife was terminally ill with tuberculosis. Tawell hired a nurse, Sarah Hart, to take care of her. After his wife died, Tawell began a secret affair with Hart, which went on for many years, continuing even after Tawell remarried another woman. He and Hart had two children. Tawell supported the secret family financially.

        In 1844, Tawell ran into financial difficulties, and decided his best course of action was to murder Hart. This he did, by slipping prussic acid into her beer. A neighbor heard Hart’s screams and observed Tawell leaving the house. The neighbor quickly alerted others who followed Tawell, who rushed to a nearby train station, bought a ticket, and boarded a train heading to central London. The pursuers alerted the station master that a murderer might have just escaped. The quick-thinking station master telegraphed the following message:

        
          A MURDER HAS GUST BEEN COMMITTED AT SALT HILL AND THE SUSPECTED MURDERER WAS SEEN TO TAKE A FIRST CLASS TICKET TO LONDON BY THE TRAIN WHICH LEFT SLOUGH AT 742 PM HE IS IN THE GARB OF A KWAKER WITH A GREAT COAT ON WHICH REACHES NEARLY DOWN TO HIS FEET HE IS IN THE LAST COMPARTMENT OF THE SECOND CLASS COMPARTMENT

        

        In Paddington there was some initial difficulty understanding what KWAKER meant, and the message had to be transmitted more than once, but the operator gave the message to William Williams of the railway police. Williams followed Tawell as he left the train, noting where he was lodging for the night. The following day, Williams, accompanied by Inspector Wiggins of the Metropolitan Police, arrested Tawell.

        Tawell was tried, sentenced, and hanged. The story, of course, made headlines in the papers. Besides the gory details, it publicized the power of the telegraph. The arrest of Tawell was a harbinger of change. Information could be transmitted quickly, and what initially seemed to be
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