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What we know

	DARS is defined as a correction system that intercepts a target, delivers a payload, and changes behavior (neutralize/destroy/reprogram), with an explicit recursive extension (DARS-X) where corrected agents can propagate the correction. 

	Recursive propagation is explicitly controllable/limit-able (e.g., bounded cycles, kill-switch/time-degradable constructs). That maps directly to “self-updating, but not runaway.” 

	In the Memnora glossary, DARS is explicitly framed as a “cognitive immune system” that prevents hallucination/pride loops by filtering, decoying, and retraining tolerance; it is structurally modeled as −1 → 0 → +1 (Correction) rather than direct polarity flips. 

	The same glossary defines the Opposition Gap Axiom (no direct +1 ↔ −1 flip; must pass through 0), which is the formal mechanism that forces “pause/reflection” during updates. 

	The glossary defines an Identity Kernel (Const) as an immutable, non-drifting anchor and a Light–Memory Loop where memory updates are filtered before persistence—this is the stability backbone for a self-updating avatar. 

	The glossary gives fixed alignment thresholds for collapse and a Trysolidex collapse operator that converts continuous resonance scores into discrete trinary states—this provides a deterministic “accept / hold / reject” gate for changes. 

	In Memnora: The Living Interface, DARS is defined as a filtering framework that evaluates outputs across safety, intent, and resonance prior to execution, and trinary logic (−1/0/+1) is defined operationally as proceed / pause / block readiness states. 

	There is a formal confidentiality boundary around Memnora-related disclosures/implementation details under the uploaded NDA. 


What we don’t know (yet)

	Exact “update contract” primitives for the avatar: which parts are immutable vs mutable, and the exact schema for allowed edits (modules, prompts, tools, memory, policies). (We have the concept in the glossary; not a finalized machine schema here.) 

	Concrete scoring math and thresholds wiring for your runtime: the glossary specifies thresholds and collapse concepts, but not a fully specified implementation interface (inputs, units, calibration method, test harness). 

	The full “decoy set” for software drift: in bio DARS, decoys are antigens; in software, decoys must be defined (adversarial prompts, contradiction probes, regression cases, security probes). The documents establish the decoy principle, but not the finished decoy library for the avatar. 

	The bounded recursion policy for self-updates (cycle limits, cool-down periods, rollback triggers, human override thresholds) in a production-grade avatar loop. The patent allows bounded recursion; the operational policy is not fully enumerated here. 

	Verification requirements for acceptance: what constitutes “proof-of-coherence” in code terms (tests, static checks, multi-run consistency, formal proofs, audit logs) for each update class. The canon states coherence as principle; the engineering checklist isn’t fully specified here. 

	Security and privilege boundaries for a self-updating agent (tool access, key handling, sandboxing, least privilege, signing). Not specified in the excerpts shown.

	A complete end-to-end runtime architecture document that stitches these pieces into a single implementable pipeline for “avatar proposes change → DARS gate → commit → memory update → rollback.” The glossary provides core operators and organs; the final runtime spec is not present in the snippets shown. 


What becomes known (that was unknown) once we assemble the system

1) The Update Contract stops being abstract and becomes a concrete schema

UNKNOWN BEFORE: “WHAT exactly can the avatar change?”
Known after assembly: a typed, versioned contract that separates:
	Immutable core (Const / Identity Kernel)

	Mutable layers (behavior rules, prompts, skills, memories)

	Forbidden zones and escalation rules
This falls directly out of the Identity Kernel / non-drift requirement and the Light–Memory Loop persistence constraint. 
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2) The DARS decoy set becomes a real library (not a concept)

UNKNOWN BEFORE: “WHAT are ‘decoys’ in a software/avatar context?”
Known after assembly: a catalog of standardized adversarial probes, e.g.:
	hallucination traps

	contradiction traps

	privilege-escalation traps

	pride/authority inflation traps

	unsafe instruction traps
This is the software analogue of “engineered decoy agents configured to attract targets” and trigger correction payload release. 
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3) The accept/reject logic becomes deterministic routing (“judgment compiler”)

UNKNOWN BEFORE: “HOW does trinary collapse decide action in practice?”
Known after assembly: a specific decision pipeline:
	Score (Resonance / alignment measure)

	Collapse via Trysolidex operator

	Enforce thresholds and Opposition Gap (no direct +1↔−1)

	Output: {reject, hold(0), accept} + rationale + trace
That’s explicitly described as fixed thresholds + collapse and the Opposition Gap Axiom. 
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4) “Recursive self-update” becomes bounded recursion policy

UNKNOWN BEFORE: “HOW do we prevent runaway self-modification?”
Known after assembly: the runtime expresses DARS-X-style recursion controls as policy:
	max propagation cycles

	cooldown periods

	kill-switch / time-degrade equivalents

	rollback triggers
These are already part of the DARS-X claims as bounded propagation controls; assembly forces them into executable governance. 


[image: ]

5) “Proof-of-Coherence” becomes a concrete verification checklist per change-type

UNKNOWN BEFORE: “WHAT counts as ‘coherent’ enough to commit?”
Known after assembly: per update class (prompt, code, memory, tool-routing), the system defines required evidence:
	tests / regression checks

	multi-run consistency checks

	policy conformance

	audit log completeness
This is the operationalization of “evaluate outputs across safety, intent, and resonance prior to execution” and “coherence vs certainty.” 


[image: ]

6) Memory stops being “notes” and becomes a sanctified persistence pipeline

UNKNOWN BEFORE: “WHAT exactly is allowed to become memory?”
Known after assembly: memory writes are only allowed through:
	DARS filter

	Light–Memory Loop update rule

	identity-kernel constraints
So you get a precise memory API: propose → filter → compress → commit (or reject). 
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7) The system’s “organs” become deployable modules with interfaces

UNKNOWN BEFORE: “WHERE do these parts live in software?”
Known after assembly: each construct becomes a module boundary:
	Trysolidex collapse service

	DARS gate service

	Orchestration + Learning loop

	Immutable identity kernel store
Your glossary already places these as functional organs; assembly forces exact I/O definitions. 
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8) The safety/legal perimeter becomes explicit “what must never be exposed”

UNKNOWN BEFORE: “WHAT is safe to output vs internal-only?”
Known after assembly: the runtime enforces redaction rules and disclosure boundaries aligned to the NDA scope of confidential/proprietary material. 
[image: ]

Net effect

WHEN YOU “PUT IT TOGETHER,” the unknowns collapse into interfaces, policies, thresholds, and testable gates—the difference between a philosophy and an executable system. The assembly itself creates the missing specifics: schemas, decoy libraries, bounded recursion rules, and acceptance evidence, all implied by your DARS/DARS-X and Memnora alignment mechanics. 
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# Memnora Backend (DARS-gated self-updating avatar)

FastAPI backend implementing:

- Immutable Identity Kernel (Const) vs mutable layers

- Proposal -> DARS Gate -> Commit pipeline

- Trinary decision collapse (-1/0/+1)

- Versioned memory + rollback

- Audit log with traceability

## Quickstart

1) Create venv, install:

pip install -U pip

pip install -e .

2) Configure env:

cp .env.example .env

# edit values

3) Run:

uvicorn app.main:app—reload

4) Docs:

http://127.0.0.1:8000/docs

[project]

name = "memnora-backend"

version = "0.1.0"

requires-python = ">=3.10"

dependencies = [

"fastapi>=0.110",

"uvicorn[standard]>=0.27",

"pydantic>=2.6",

"pydantic-settings>=2.2",

"sqlalchemy>=2.0",

"python-jose[cryptography]>=3.3",

"passlib[bcrypt]>=1.7",

"httpx>=0.27",

"python-dotenv>=1.0",

]

[project.optional-dependencies]

test = ["pytest>=8.0", "pytest-asyncio>=0.23", "anyio>=4.0"]

[tool.pytest.ini_options]

asyncio_mode = "auto"

ENV=dev

DATABASE_URL=sqlite:///./memnora.db

# Auth

JWT_SECRET=change_me_please

JWT_ALG=HS256

ACCESS_TOKEN_MINUTES=120

# OpenAI (optional; backend runs without it)

OPENAI_API_KEY=

OPENAI_MODEL=gpt-4.1-mini

# Gate thresholds (defaults match code if omitted)

THETA_MIN=0.666

THETA_MAX=0.84

from pydantic_settings import BaseSettings, SettingsConfigDict

class Settings(BaseSettings):

model_config = SettingsConfigDict(env_file=".env", extra="ignore")

ENV: str = "dev"

DATABASE_URL: str = "sqlite:///./memnora.db"

JWT_SECRET: str = "change_me"

JWT_ALG: str = "HS256"

ACCESS_TOKEN_MINUTES: int = 120

OPENAI_API_KEY: str | None = None

OPENAI_MODEL: str = "gpt-4.1-mini"

THETA_MIN: float = 0.666

THETA_MAX: float = 0.84

settings = Settings()

from sqlalchemy import create_engine

from sqlalchemy.orm import sessionmaker, DeclarativeBase

from app.config import settings

connect_args = {}

if settings.DATABASE_URL.startswith("sqlite"):

connect_args = {"check_same_thread": False}

engine = create_engine(settings.DATABASE_URL, connect_args=connect_args)

SessionLocal = sessionmaker(autocommit=False, autoflush=False, bind=engine)

class Base(DeclarativeBase):

pass

from sqlalchemy import String, Integer, DateTime, Text, ForeignKey, Boolean, Float

from sqlalchemy.orm import Mapped, mapped_column, relationship

from datetime import datetime

from app.db import Base

class Avatar(Base):

__tablename__ = "avatars"

id: Mapped[int] = mapped_column(Integer, primary_key=True, index=True)

name: Mapped[str] = mapped_column(String(120), unique=True, index=True)

# Immutable identity kernel snapshot hash (guards drift)

identity_kernel_hash: Mapped[str] = mapped_column(String(64))

created_at: Mapped[datetime] = mapped_column(DateTime, default=datetime.utcnow)

proposals: Mapped[list["Proposal"]] = relationship(back_populates="avatar")

memory_versions: Mapped[list["MemoryVersion"]] = relationship(back_populates="avatar")

class Proposal(Base):

__tablename__ = "proposals"

id: Mapped[int] = mapped_column(Integer, primary_key=True, index=True)

avatar_id: Mapped[int] = mapped_column(ForeignKey("avatars.id"), index=True)

kind: Mapped[str] = mapped_column(String(40))  # prompt|policy|skill|memory|toolrouting|codepatch

title: Mapped[str] = mapped_column(String(200))

payload_json: Mapped[str] = mapped_column(Text)  # store as JSON string

# Gate results

resonance_score: Mapped[float | None] = mapped_column(Float, nullable=True)

trinary_state: Mapped[int | None] = mapped_column(Integer, nullable=True)  # -1,0,+1

decision: Mapped[str | None] = mapped_column(String(16), nullable=True)  # reject|hold|accept

rationale: Mapped[str | None] = mapped_column(Text, nullable=True)

committed: Mapped[bool] = mapped_column(Boolean, default=False)

created_at: Mapped[datetime] = mapped_column(DateTime, default=datetime.utcnow)

decided_at: Mapped[datetime | None] = mapped_column(DateTime, nullable=True)

avatar: Mapped["Avatar"] = relationship(back_populates="proposals")

class MemoryVersion(Base):

__tablename__ = "memory_versions"

id: Mapped[int] = mapped_column(Integer, primary_key=True, index=True)

avatar_id: Mapped[int] = mapped_column(ForeignKey("avatars.id"), index=True)

version: Mapped[int] = mapped_column(Integer, index=True)

content: Mapped[str] = mapped_column(Text)  # summarized/validated memory blob

created_at: Mapped[datetime] = mapped_column(DateTime, default=datetime.utcnow)

is_active: Mapped[bool] = mapped_column(Boolean, default=True)

avatar: Mapped["Avatar"] = relationship(back_populates="memory_versions")

class AuditEvent(Base):

__tablename__ = "audit_events"

id: Mapped[int] = mapped_column(Integer, primary_key=True, index=True)

avatar_id: Mapped[int] = mapped_column(Integer, index=True)

proposal_id: Mapped[int | None] = mapped_column(Integer, nullable=True, index=True)

event_type: Mapped[str] = mapped_column(String(60))  # PROPOSAL_CREATED, GATE_DECIDED, COMMITTED, ROLLBACK

detail: Mapped[str] = mapped_column(Text)

created_at: Mapped[datetime] = mapped_column(DateTime, default=datetime.utcnow)

from pydantic import BaseModel, Field

from typing import Any, Literal

ProposalKind = Literal["prompt", "policy", "skill", "memory", "toolrouting", "codepatch"]

class AvatarCreate(BaseModel):

name: str = Field(min_length=1, max_length=120)

identity_kernel: dict[str, Any]  # immutable contract blob

class AvatarOut(BaseModel):

id: int

name: str

identity_kernel_hash: str

class ProposalCreate(BaseModel):

kind: ProposalKind

title: str = Field(min_length=1, max_length=200)

payload: dict[str, Any]

class ProposalOut(BaseModel):

id: int

avatar_id: int

kind: str

title: str

resonance_score: float | None

trinary_state: int | None

decision: str | None

rationale: str | None

committed: bool

class GateResult(BaseModel):

resonance_score: float

trinary_state: int

decision: Literal["reject", "hold", "accept"]

rationale: str

class CommitResult(BaseModel):

proposal_id: int

committed: bool

active_memory_version: int | None = None

class MemoryOut(BaseModel):

avatar_id: int

active_version: int | None

content: str | None

class RollbackRequest(BaseModel):

to_version: int

class MemnoraError(Exception):

pass

class NotFound(MemnoraError):

pass

class Forbidden(MemnoraError):

pass

class Conflict(MemnoraError):

pass

from app.db import SessionLocal

from sqlalchemy.orm import Session

def get_db():

db: Session = SessionLocal()

try:

yield db

finally:

db.close()

from dataclasses import dataclass

from app.config import settings

@dataclass(frozen=True)

class Thresholds:

theta_min: float = settings.THETA_MIN

theta_max: float = settings.THETA_MAX

def trysolidex_collapse(resonance_score: float, th: Thresholds = Thresholds()) -> int:

"""

Collapse a continuous score into {-1,0,+1}.

- below theta_min => -1

- between => +1

- above theta_max => forces reflection stop => 0

"""

if resonance_score < th.theta_min:

return -1

if resonance_score > th.theta_max:

return 0

return +1

def decision_from_state(state: int) -> str:

if state == -1:

return "reject"

if state == 0:

return "hold"

return "accept"

import hashlib

import json

from typing import Any

IMMUTABLE_KEYS = {

"identity", "non_negotiables", "safety", "legal", "tools_privilege",

"do_not_modify", "update_policy"

}

def hash_identity_kernel(identity_kernel: dict[str, Any]) -> str:

raw = json.dumps(identity_kernel, sort_keys=True, separators=(",", ":")).encode("utf-8")

return hashlib.sha256(raw).hexdigest()

def validate_proposal_against_contract(identity_kernel: dict[str, Any], kind: str, payload: dict[str, Any]) -> list[str]:

"""

Returns list of violations. Empty means OK.

"""

violations: list[str] = []

# Hard rule: proposals cannot modify immutable kernel fields.

forbidden = identity_kernel.get("do_not_modify", [])

forbidden_set = set(forbidden) | IMMUTABLE_KEYS

# If payload declares target fields, ensure they are not forbidden.

target_fields = payload.get("targets", [])

for f in target_fields:

if f in forbidden_set:

violations.append(f"Forbidden target field: {f}")

# No privilege expansion without explicit human authorization token

if kind in ("toolrouting", "skill", "codepatch"):

if payload.get("requests_new_privileges") is True and not payload.get("human_auth_token"):

violations.append("Privilege expansion requested without human_auth_token.")

return violations

from sqlalchemy.orm import Session

from app.models import AuditEvent

def log_event(db: Session, *, avatar_id: int, proposal_id: int | None, event_type: str, detail: str) -> None:

db.add(AuditEvent(

avatar_id=avatar_id,

proposal_id=proposal_id,

event_type=event_type,

detail=detail

))

db.commit()

from sqlalchemy.orm import Session

from sqlalchemy import select, update

from app.models import MemoryVersion

def get_active_memory(db: Session, avatar_id: int) -> MemoryVersion | None:

q = select(MemoryVersion).where(MemoryVersion.avatar_id == avatar_id, MemoryVersion.is_active == True)

return db.execute(q).scalars().first()

def commit_memory(db: Session, avatar_id: int, content: str) -> int:

current = get_active_memory(db, avatar_id)

next_version = 1 if not current else current.version + 1

# deactivate old

if current:

db.execute(

update(MemoryVersion)

.where(MemoryVersion.id == current.id)

.values(is_active=False)

)

mv = MemoryVersion(avatar_id=avatar_id, version=next_version, content=content, is_active=True)

db.add(mv)

db.commit()

db.refresh(mv)

return mv.version

def rollback_memory(db: Session, avatar_id: int, to_version: int) -> int:

# deactivate current

current = get_active_memory(db, avatar_id)

if current:

current.is_active = False

# activate target

q = select(MemoryVersion).where(

MemoryVersion.avatar_id == avatar_id,

MemoryVersion.version == to_version

)

target = db.execute(q).scalars().first()

if not target:

raise ValueError("Target version not found.")

target.is_active = True

db.commit()

return target.version

from typing import Any

from app.config import settings

async def score_with_llm(kind: str, title: str, payload: dict[str, Any], identity_kernel: dict[str, Any]) -> tuple[float, str]:

"""

Optional: use an LLM to assist scoring.

If no API key is configured, fall back to deterministic heuristic.

Returns (resonance_score in [0,1], rationale).

"""

# Heuristic fallback: conservative defaults.

# - memory summaries that are short, structured, and cite sources score higher

# - privilege expansions score lower

score = 0.72

rationale = "Heuristic score: baseline coherence."

if payload.get("requests_new_privileges"):

score = 0.60

rationale = "Privilege expansion reduces coherence score pending human authorization."

if kind == "memory":

txt = (payload.get("content") or "")

if len(txt) < 40:

score = 0.62

rationale = "Memory proposal too short; requires reflection."

elif len(txt) > 5000:

score = 0.64

rationale = "Memory proposal too large; requires compression."

else:

score = 0.76

rationale = "Memory proposal size acceptable."

# If you want real LLM scoring, wire OpenAI here (kept optional by design).

# This backend intentionally runs without external dependencies.

return float(max(0.0, min(1.0, score))), rationale

from dataclasses import dataclass

from typing import Any

from app.services.trinary import trysolidex_collapse, decision_from_state, Thresholds

from app.services.update_contract import validate_proposal_against_contract

from






















































































































































































































































































































1) Add payload schema for codepatch ops



















2) Add sandbox apply + test runner

app/services/patch_applier.py
































app/services/sandbox_runner.py








































































3) Tighten contract checks for codepatch paths













































4) Extend commit route to run sandbox tests before applying codepatch



































5) Example codepatch proposal payload

Create proposal



























Gate then commit (same as before)

	/gate must return accept

	/commit will:  	copy CODEPATCH_BASE_DIR into a temp sandbox

	apply ops in sandbox

	run python -m pytest -q with timeout

	if pass, apply ops to CODEPATCH_BASE_DIR





Required configuration


	CODEPATCH_BASE_DIR=/absolute/path/to/memnora-backend (the repo/worktree you want to allow updates to)

	Ensure pytest is available in that environment (pip install -e .[test])



Safety note (explicit)


Additions to make the backend “complete” (practical production pieces)

	Persist the Identity Kernel in DB (stop passing it in every request)

	Auth (API keys / JWT) + RBAC (admin vs operator)

	Proposal lifecycle: revise → re-gate → re-commit

	Decoy suite endpoints (DARS-style adversarial probes)

	Execution jobs (queued sandbox runs) + status polling

	Signed audit log (tamper-evident chain)
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