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Overview

Controller Area Network (CAN) is a foundational communication protocol in automotive embedded systems, enabling robust, real-time data exchange between Electronic Control Units (ECUs). Understanding the timing constraints and message arbitration mechanisms intrinsic to CAN is critical for designing reliable and deterministic automotive networks.

This chapter delves into the foundations of CAN and ECU timing, focusing on the structure of CAN frames, arbitration principles, error handling techniques, and the stringent timing requirements that real-time ECUs must satisfy. We will explore the interplay between CAN protocol parameters and ECU software/hardware timing, highlight failure modes, and provide practical guidance for diagnosis and design tradeoffs.

By the end of this chapter, you will have a deep technical understanding of how CAN frames are constructed and prioritized, how timing constraints impact ECU behavior, and how to troubleshoot and optimize CAN-based communication in automotive embedded systems.

Core Concepts

CAN Frame Structure

A CAN FRAME IS THE fundamental unit of communication on the CAN bus. It consists of several fields, each serving a specific purpose:


	Field

	Description

	Typical Size (bits)


	Start of Frame

	Marks the beginning of the frame

	1


	Arbitration Field

	Contains the Identifier and RTR bit (Remote Transmission Request)

	11 or 29 (Standard or Extended ID) + 1


	Control Field

	Specifies data length and reserved bits

	6


	Data Field

	Payload data (0 to 8 bytes, 0 to 64 bits)

	0-64


	CRC Field

	Cyclic Redundancy Check for error detection

	15 + 1 (delimiter)


	ACK Field

	Acknowledgement bit and delimiter

	2


	End of Frame

	Marks the end of the frame

	7



The Identifier within the Arbitration Field plays a dual role: it identifies the message content and determines the message priority during arbitration.

Arbitration

CAN EMPLOYS A non-destructive bitwise arbitration scheme to resolve simultaneous transmission attempts without losing any data. The arbitration process uses the identifier bits, where a dominant bit (logical 0) overrides a recessive bit (logical 1). The lowest numerical identifier wins arbitration, gaining bus access.

Key points:


●  Arbitration is performed bit-by-bit as bits are transmitted.

●  Losing nodes detect a mismatch between transmitted and observed bits and cease transmission immediately.

●  Arbitration ensures priority-based access without collisions or data corruption.


Error Handling

CAN PROVIDES SOPHISTICATED error detection and signaling mechanisms:


●  Bit Monitoring: Nodes verify each transmitted bit matches what is observed on the bus.

●  Stuff Error: Detected if more than 5 consecutive bits of the same polarity occur.

●  CRC Error: Detected by mismatch in the CRC field.

●  Form Error: Detected if fixed format bits do not conform to expected values.

●  Acknowledgement Error: Occurs if no node acknowledges a frame.


Each node maintains two error counters: Transmit Error Counter (TEC) and Receive Error Counter (REC). Based on these counters, nodes transition between Error Active, Error Passive, and Bus Off states, influencing their ability to transmit or receive.

ECU Timing Constraints

ECUS MUST MEET STRICT timing requirements to ensure deterministic behavior:


●  Bit Timing: Defined by the CAN bit time, which includes segments like Propagation Segment, Phase Segments, and Synchronization Segment.

●  Message Latency: Time from message generation to successful transmission.

●  Inter-frame Spacing: Minimum idle time between frames.

●  Processing Time: Time ECU software takes to process received messages and prepare transmissions.


Timing parameters are influenced by bus length, node count, and clock tolerances. Violations lead to synchronization loss, increased error rates, and degraded system performance.

Implementation Details

Bit Timing and Synchronization

CAN BIT TIMING DIVIDES a bit time into four segments:


●  Sync_Seg: Synchronization segment (fixed 1 time quantum, Tq).

●  Prop_Seg: Propagation segment, compensates for signal propagation delays.

●  Phase_Seg1 and Phase_Seg2: Phase buffer segments for resynchronization.


Bit Time = Sync_Seg + Prop_Seg + Phase_Seg1 + Phase_Seg2

The time quantum (Tq) is derived from the CAN controller clock and prescaler settings.

Example: For a 500 kbps CAN bus, bit time = 2 µs.

Typical segment allocation (in Tq units):

	Segment

	Tq Units


	Sync_Seg

	1


	Prop_Seg

	5


	Phase_Seg1

	4


	Phase_Seg2

	4



Total Tq = 14; Bit Time = 14 * Tq = 2 µs → Tq = 2 µs / 14 ≈ 143 ns

Frame Transmission and Reception


●  Transmission: ECU loads the frame into the CAN controller’s transmit buffer. The controller handles bit-level arbitration and error checking.

●  Reception: Upon detecting a valid frame, the controller interrupts the ECU, which processes the data payload.


Error Detection and Recovery

WHEN AN ERROR IS DETECTED, the transmitting node sends an Error Frame (6 dominant bits) to notify all nodes. Nodes discard the corrupted frame and initiate retransmission if applicable.

Error counters update as follows:


●  On error detection during transmission, TEC increases by 8.

●  On successful transmission, TEC decreases by 1.

●  On error detection during reception, REC increases by 1.

●  When TEC or REC exceed thresholds (127 for Error Passive, 255 for Bus Off), node behavior changes.


Timing Constraints in ECU Software


●  Receive Deadline: Time within which an ECU must process an incoming message.

●  Transmit Deadline: Time within which an ECU must prepare and send a message after event trigger.

●  Watchdog Timers: Ensure the ECU does not stall in communication.


FAILURE TO MEET THESE constraints leads to missed messages, increased latency, or bus errors.

Worked Examples

Example 1: Calculating Bit Timing Parameters for 250 kbps CAN Bus

GIVEN:


●  CAN controller clock = 16 MHz

●  Desired bit rate = 250 kbps

●  Propagation delay = 1.5 µs

●  Phase_Seg1 and Phase_Seg2 should be balanced for resynchronization



Step 1: Calculate Bit Time

Bit Time = 1 / 250,000 = 4 µs

Step 2: Determine Time Quantum (Tq)

We want to find prescaler (BRP) and Tq such that:

Bit Time = Tq * (Sync_Seg + Prop_Seg + Phase_Seg1 + Phase_Seg2)

Assuming Sync_Seg = 1 Tq, Prop_Seg = 5 Tq, Phase_Seg1 = 4 Tq, Phase_Seg2 = 4 Tq

Total Tq = 14

Tq = Bit Time / 14 = 4 µs / 14 ≈ 0.286 µs

Step 3: Calculate BRP

BRP = CAN controller clock period / Tq

Controller clock period = 1 / 16 MHz = 62.5 ns

BRP = 0.286 µs / 62.5 ns = 4.58 ≈ 5 (round to nearest integer)

Step 4: Verify actual bit time

Actual Tq = BRP * controller clock period = 5 * 62.5 ns = 312.5 ns

Actual bit time = 312.5 ns * 14 = 4.375 µs

Actual bit rate = 1 / 4.375 µs ≈ 228.6 kbps (slightly slower than desired)

Step 5: Adjust segment lengths or BRP to optimize timing

Optionally, reduce Prop_Seg or Phase_Seg to 4 Tq each, total Tq = 13

Bit time = 312.5 ns * 13 = 4.06 µs → 246 kbps

This is closer to 250 kbps.

Example 2: Diagnosing Arbitration Failure on a CAN Bus

SCENARIO:


●  Two ECUs attempt to transmit simultaneously.

●  ECU A has ID 0x100, ECU B has ID 0x080.

●  ECU A loses arbitration unexpectedly.



Step 1: Convert IDs to binary (11-bit standard IDs):


0x100 = 0001 0000 0000 (binary)

0x080 = 0000 1000 0000 (binary)



Step 2: Arbitration compares bit by bit starting from MSB:


●  Bit 1: Both 0 → continue

●  Bit 2: Both 0 → continue

●  Bit 3: Both 0 → continue

●  Bit 4: ECU A = 1, ECU B = 0 → ECU B transmits dominant bit, ECU A transmits recessive bit



Step 3: ECU A detects mismatch and loses arbitration

Step 4: Verify if ECU A’s ID is higher priority (lower number) → ECU B with 0x080 has higher priority

Step 5: Conclusion: Arbitration works as expected; ECU A losing arbitration is correct.

If ECU A should have won, check for ID misconfiguration or bit errors.
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Troubleshooting Playbook

Common Failure Modes and Diagnostics

	Symptom

	Possible Cause

	Diagnostic Step

	Resolution


	Frequent Bus Errors

	Bit timing mismatch, wiring faults

	Check bit timing parameters, bus wiring

	Adjust timing, repair or replace wiring


	Arbitration Loss Unexpected

	Incorrect message ID, bus noise

	Verify message IDs, monitor bus traffic

	Correct IDs, improve shielding or termination


	No Acknowledgement Errors

	No receivers active, wiring open circuit

	Check node presence, wiring continuity

	Power up nodes, repair wiring


	Bus Off State

	Excessive errors leading to TEC > 255

	Read error counters, check error frames

	Fix root causes, reset node


	Message Latency Too High

	ECU processing delays, bus overload

	Profile ECU task timing, reduce bus load

	Optimize software, increase bus speed
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Troubleshooting Checklist


●  Verify physical layer integrity (wiring, connectors, termination resistors).

●  Confirm all node bit timing parameters match bus configuration.

●  Use CAN analyzer to capture bus traffic and error frames.

●  Check node error counters and states.

●  Review message identifiers and priorities for arbitration correctness.

●  Profile ECU software to ensure timely message processing.



Common Misconceptions


●  CAN is collision-free: CAN uses arbitration to avoid collisions, but simultaneous transmissions do occur; the protocol resolves them without data loss.

●  All CAN nodes must have identical bit timing: While synchronization tolerates minor differences, significant mismatches cause errors.

●  Higher ID means higher priority: Actually, lower numerical ID has higher priority.

●  CAN error
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