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INTRODUCTION

[image: image]

The Realities of Today

When I entered the conference room on the fourth floor of the U.S. Capitol, the other meeting participants were already there—General Mahmood Ahmed, the director of the Pakistani intelligence service (ISI); Representative Porter Goss, a former CIA agent and the chairman of the House Intelligence Committee; Senator Jon Kyl, a member of the Senate Intelligence Committee; as well as a number of staff members.

The breakfast was in reciprocation for General Ahmed’s hospitality during our trip to Pakistan two weeks earlier, although the scrambled eggs and sausages we had to offer didn’t compare with the exotic menu at the nighttime tribal feast that General Ahmed had hosted on the spacious rear lawn of ISI headquarters in Islamabad.

General Ahmed was a Civil War enthusiast and was studying the Civil War pictures on the walls. Knowing this, Porter Goss had bought him a one-volume history of the Civil War as a gift.

As we were sitting down, I glanced at my watch and checked the time—8:00 A.M.—against my printed schedule for the day: September 11, 2001.

The first half-hour of our conversation was on the subject of Pakistan’s tense nuclear standoff with India. We then turned to the intelligence that the ISI had developed on the Taliban, the Afghan government, and al-Qaeda, Osama bin Laden’s terrorist organization.

General Ahmed was a career military officer. In Pakistan, he wore a brown-olive uniform, but this morning he was dressed in a blue English suit. Since he was the man in charge of the ISI, keeping up Pakistan’s relations with the Taliban was his jurisdiction. This was a delicate dance for Pakistan. Bordered on one side by India, an avowed enemy, Pakistan saw Afghanistan as strategic depth should India ever attack. Thus, Pakistan invested a great deal of time and energy in keeping Afghanistan’s government, such as it was, friendly, and Ahmed was often the point of contact. Where his loyalties actually lay was an open question. In our visit with him in Pakistan, he seemed personally torn, favorably inclined toward America but aware of the necessities of his job. It seemed as if he wanted to help us more and to tell us more than he actually did. Or perhaps that was just a show put on for our benefit; there was no way to know. One thing was certain, though: of all the people we could talk to, he was the one who best knew the Taliban and al-Qaeda, and that is what we began asking him about. For a man of his commanding presence, with the arms and chest of a weight lifter, he spoke softly and precisely, with a British accent:

“Most people live in three stages of life—the accumulated experiences of the past, the realities of today, the dreams of tomorrow.”

He was interrupted by a young aide to Congressman Goss, who slid into the room and delivered a yellow note card to Tim Sample, the staff director of the House Intelligence Committee, who read it and passed it on to Congressman Goss.

The congressman read the single sentence and turned to his guests: “An airplane has hit the World Trade Center’s North Tower.”

I was perplexed but not stunned. There has been a history of airplanes crashing into tall buildings, and that knowledge kept me from feeling a sense of alarm. Congressman Goss requested more details, and then urged General Ahmed to continue.

“Most people are aware of their past and fantasize about the future. But their primary focus is on the present—getting along day by day. The Taliban and al-Qaeda are different. For them, only the future of paradise after death matters. Any activities of the present are trivial interludes until the ultimate is achieved.

“The discipline, the norms of behavior which influence today, are irrelevant for those who dismiss the worthiness of today.”

The same young staffer entered with a second yellow note. It made its way to Congressman Goss, who read it. This time Goss passed the note to Ahmed. As Ahmed was reading it, Goss said, “Another plane has struck the South Tower.”

The color drained from General Ahmed’s face. Seeing Ahmed’s immediate reaction, I recalled a moment from the trip I had taken two weeks earlier, when I stood above the Khyber Pass and looked into Afghanistan. Could this primitive country be attacking the United States of America?

Though we hadn’t finished our meeting yet, the breakfast disbanded. Senator Kyl escorted General Ahmed down to his waiting car. Porter, who had been informed by a staffer that there might be more planes in the air, headed directly for the office of the House Speaker, Dennis Hastert. Leaving the room, I noticed that our gift for General Ahmed had been left behind. I ran down three flights of stairs to my hideaway office on the first floor of the Capitol. On most days, I will meet there with key members of my staff to start the day with a review of my schedule and the priority items I have listed in my spiral notebook to accomplish that day. On that Tuesday morning, we were captivated by the images on the television screen: smoke pouring from the crippled Twin Towers. Nearly as soon as we sat down, Capitol Police officers began running down the halls, banging on doors, and shouting for everyone to leave the complex.

After a chaotic race through the tunnels underneath the Capitol Building, we emerged out onto the Capitol’s East Lawn. Out into a changed America.
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The attacks of September 11 did more than take 3,000 innocent American lives; they laid bare the holes in America’s intelligence system and forced us to ask tough questions about how these agencies, their leaders, and we as elected officials failed to fulfill one of the most fundamental obligations of government—to provide for the common defense of the American people.

The next two years of my life came to be dominated by September 11. In that time, I would organize and cochair an unprecedented joint House-Senate investigation of the intelligence failures that allowed the attacks to take place. Ultimately, I would reach the conclusion that September 11 was the culmination of a long trail of American intelligence failures both at home and abroad—an almost bewildering array of mistakes, missteps, and missed opportunities caused by warring governmental cultures, bureaucratic incompetence and neglect, lack of imagination, and perhaps, most tragic of all, a failure of leadership at the highest levels of government.

In the following pages, I intend to offer an inside view of the investigation of the events that led up to September 11, 2001, including new information on the role of foreign governments in aiding the terrorists within the United States and the extent of the failures among and between American and international intelligence agencies.

I also intend to outline the disgraceful manner in which the administration of President George W. Bush has repeatedly hindered the full investigation of September 11, and then turned its attention and resources to Iraq—an act that has served to make Americans less secure than they were before that fateful Tuesday morning in September 2001.
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While America has understood the utility of intelligence since Paul Revere’s midnight ride from Boston to Lexington warning that the British were coming, we have never embraced it. Intelligence gathering was distasteful to a nation that had fought a seven-year war for independence to secure liberty from the very things that were the stock-in-trade of King George III’s intelligence gathering: the late-night knock on the door to separate a husband, father, or son from a frightened family; the use of torture to discover the rebellious plans of patriots; the clandestine search of private effects without notice or permission. That the United States was the last advanced nation to establish a permanent civilian intelligence agency is evidence of the depth of this aversion.

However, as more came to be known about the attacks of September 11, a new consensus began to emerge. As much as our intelligence community may have failed us, Americans, pragmatic people that we are, recognized that September 11 was not the first attack on America by a new and shadowy foe, nor did that foe intend it to be the last. We realized that in this new world, where an attack can come not only from the army of an enemy, but also in the form of a boat, a backpack, or a vial, intelligence becomes a crucial shield, an ever more integral part of our national and personal security.

In this new century, effective intelligence will be more important than ever before for six reasons.

First, our adversary is different from any we have engaged in the past. It is not a nation but a tribe of tribes united by an ideology. The terrorists are not constrained by the global standards and values of the West; to them, death and an afterlife in paradise are the highest goals of life. Theirs is not a society with which we share mutually understood cultures and languages; rather, it is remote, mysterious, and insular. To know this enemy is essential to defeating this enemy, and Americans will depend on effective intelligence to gain that knowledge.

Second, we learned on September 11 that the Atlantic and the Pacific are not the shields they have been in the past. Our new enemy was capable of insinuating nineteen or more of its trained killers into our nation, where they were able to refine, rehearse, and execute the most deadly attack on the continental United States in our history. America will look to alert intelligence to do what two oceans no longer can: protect us at home.

Third, America can no longer be driven to act only after we have been acted upon. The consequences of waiting for threats to gather is too risky—imagine the consequences if terrorists managed to get their hands on a nuclear weapon. But to be anticipatory and preemptive requires the highest quality of intelligence, or we risk something else—the lives of soldiers and civilians, and our international credibility. If we are to adhere to a doctrine of preemption, we have to be certain of what we are preempting. We can’t afford to be deceived, manipulated, or blinded by ideology—as we have been in Iraq—or to waste time and resources fighting threats that aren’t real.

Fourth, sound intelligence will enhance our long-term security. America’s political, economic, and security interests now span the globe. A vigilant intelligence community will alert us to emerging threats against our interests beyond the homeland. Terrorists gaining possession of nuclear weapons has been described as “the problem from hell.” Some have also said it is an inevitability. Retired four-star general Eugene Habiger, who has overseen nuclear weapons programs at the Departments of Defense and Energy, has stated, “It is not a matter of if; it’s a matter of when.” The very best intelligence is an absolutely crucial capability if we are to make what is thought to be inevitable preventable. Through both strategic intelligence, that intellegence which tells us about the longer-term posture and intentions of others, and actionable intelligence, which alerts us to specific imminent acts, we will be better able to confront terrorist threats abroad before those threats materialize at home.

Fifth, effective intelligence is important to maintaining our international relationships. Success in the twenty-first century will require alliances with nations that share our vision, if not our views on all subjects. Credible information upon which wise judgments can be founded must be a bedrock of those relationships.

Sixth and finally, with better intelligence, our nation and its leaders will be more able to focus on the challenges of the future rather than the failures of the past. The pace of technological change will only continue to accelerate, and the rising tide of globalization will lead to a new and complex web of relationships between state and nonstate actors. Better intelligence will help us keep up with the pace of change as we continue to identify new challenges.

For all these reasons, in the twenty-first century intelligence will have a role in almost every way we seek to provide greater security at home and advance our interests abroad.
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This book is divided into two parts.

The first part is focused on events taking place before the attacks of September 11, 2001. I follow the trail of two of the September 11 hijackers—Nawaf al-Hazmi and Khalid al-Mihdhar. These two individuals differed from the other September 11 hijackers in that they entered the United States earlier, had more terrorism training, and interacted far more with members of the Arab community in America, including a number of people who, I believe, were either agents of a foreign government or ordered by representatives of a foreign government to give the two men aid and comfort. Charting their course, their lives in America, and their preparations for their final act serves to illustrate the significant failures that allowed the September 11 hijackers to put their plans into place.

While the responsibility for what happened on that day rests with the men who carried out the attack and the people who supported them, the investigation I cochaired has led me to a simple, disturbing conclusion: September 11 was an avoidable tragedy.

From at least January of 2000 until days before the tragedy, both the CIA and the FBI had information that they withheld from one another and from state and local law enforcement and that, if shared, would have cracked the terrorists’ plot. In this book, I will identify twelve points at which the plot could have been discovered and potentially thwarted.

The first part of this book also includes brief histories on the development of our nation’s intelligence capabilities, congressional oversight of the intelligence community, the rise of al-Qaeda, and the challenges facing the American intelligence community today.

The second part of the book takes place after September 11. It describes my efforts and those of my colleagues to fully investigate the failures that led to the attacks, the creation and proceedings of the unprecedented joint House-Senate inquiry into the attacks, the resistance we faced from the Bush administration, and ultimately the folly of allowing the war on terrorism to be left incomplete—and a battered al-Qaeda left able to regroup and recruit—by a mistaken and misrepresented focus on Iraq. I will produce evidence that the decision to go to war in Iraq was not made in March 2003, as the Bush administration has claimed, but a full thirteen months earlier, drawing resources from a mission in Afghanistan that was not yet finished and frustrating U.S. commanders who were close to winning a decisive victory against al-Qaeda. I will also lay out evidence supporting what I believe to be a cover-up orchestrated by the White House to protect not only the agencies that had failed but also America’s relationship with the Kingdom of Saudi Arabia.

In sum, I will argue that the Bush administration’s action and inaction—in protecting a foreign government which played a central role in the loss of nearly 3,000 lives; in failing to alert government agencies of known tactics of terrorists; in diverting the nation from the real war on terrorism in Afghanistan to a falsely justified war in Iraq; and in politicizing and falsifying intelligence in order to build support for that war, and then in covering up these and other actions—constitute an indictment of President Bush’s leadership so serious that it warrants his removal from office.

Finally, this book will include a series of recommendations, drawn largely from the conclusions reached by the Joint Inquiry into Intelligence Community Activities before and after the Terrorist Attacks of September 11, 2001 (hereinafter referred to as the Joint Inquiry), about how to improve our intelligence capabilities in the future and thereby reduce the likelihood of America falling victim to another such attack.

Throughout the book, events have been reconstructed from my memory and notes made at the time. I have a much-remarked-upon habit of keeping notebooks—small spiral-bound flip-top notebooks in which I record the events and interactions I experience over the course of a day. The practice goes back to my father, who would put me and our Dalmatian, Major, in the passenger seat of his World War II–vintage Jeep and drive around our dairy farm, notebook in hand, writing down the tasks that needed to be completed. When I entered public life, I found myself meeting daily with dozens of people who wanted to relay a piece of information or make a request or ask for some action, and I needed a way to capture all that so that I wouldn’t forget. I began taking notes of these exchanges. Thus, my notebooks serve not only as a record but also a way for me to perform a self-imposed check on my follow-up. For that reason, my notebooks are logs rather than diaries. To date, I have filled more than 2,100 of them, and though some people can’t seem to understand the practice, it has proved invaluable in allowing me to reconstruct the events of this turbulent time. Where my memories and notes are supplemented with outside material and interviews, I have cited my source in the endnotes.

This book is by no means a complete and definitive history of the attacks of September 11. That is a task best left to historians, who will benefit from the perspective only time can bring and from a far larger body of information than we have at our disposal today. Rather, this is one thread of that history; when followed, it traces the state of U.S. intelligence today and leads to my recommendations for necessary reforms.
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When the House and Senate Intelligence Committees began the Joint Inquiry into the attacks of September 11, the first witness we called in public session was Kristen Breitweiser. Kristen had lost her husband, Ronald, in the World Trade Center, and was serving as a cochairperson of a group called September 11 Advocates, which represented families of the victims.

She repeated her husband’s last words to her and described her daughter placing flowers on an empty grave. On her right hand, she was wearing her husband’s wedding band, charred, scratched, but intact—recovered from Ground Zero with a part of his left arm.

Her testimony furthered the sense of seriousness and purpose under which our investigation operated from day one. Her closing words presented a call to action that I have tried my best to heed:

All we have are tears and a resolve to find the answers because we continue to look into the eyes of our young children who ask us why. We have an obligation as parents and as a nation to provide these innocent children with answers as to why their mother or father never returned home from work that day.

We need people to be held accountable for their failures. We need leaders with the courage to take responsibility for what went wrong. Mistakes were made and too many lives were lost. We must investigate these errors so that they will never happen again. It is our responsibility as a nation to turn the dark events of September 11 into something from which we can all learn and grow, so that we, as a nation, can look forward to a safe future.

It is my intention that this book sound the call to action and provide an understanding of why and by what means that action should be undertaken. I hope that my experience and the lessons I drew from it will convince you that, indeed, intelligence matters.



Part I
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BEFORE

         


1
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A Meeting in Malaysia

The First Failures

Kuala Lumpur, Malaysia

January 5, 2000

Cameras clicked from a distance as nearly a dozen men gathered at the suburban condominium overlooking a Jack Nicklaus–designed golf course on the southern outskirts of Kuala Lumpur, Malaysia.

Anyone who had happened upon the group would probably have found them eminently forgettable, a group of clean-cut Arab men in a diverse international city of one and a half million.

The meeting could have been a reunion of vacationing friends, or a gathering of graduate students. It wasn’t. It was a summit of terrorists.

Two of the Saudi participants arriving at the placidly named Hazel Evergreen resort community were Nawaf al-Hazmi and Khalid al-Mihdhar, who had already been identified by United States intelligence as terrorist operatives. They had been involved in planning and providing logistical support for the near-simultaneous bombings of the United States embassies in Kenya and Tanzania that had killed 224 people and left more than 5,000 injured. Both would later hijack American Airlines flight number 77, and were restraining passengers as the Boeing 757 rammed into the Pentagon.

For American intelligence, the trail to the meeting in Malaysia began on the morning of August 7, 1998, in the rubble and confusion outside our embassy in Nairobi, Kenya.

That morning, the ordinary bustle of Nairobi’s Haile Selassie Avenue was shattered as a Toyota cargo truck exploded next to the five-story U.S. embassy. Within seconds, black smoke filled the sky and the road’s tar paving ignited, setting fire to parked cars and passing buses. The blast shattered every window within a quarter-mile radius, blew the bombproof doors off the embassy, sucked out ceilings and furniture and people, and collapsed the four-story office building next door.

Less than five minutes earlier and nearly 450 miles away in Tanzania, a vehicle had driven onto the grounds of the U.S. embassy in Dar es Salaam and exploded, wrecking the entrance, blowing off parts of the building’s right side, and setting cars ablaze.

One of those involved in the Nairobi bombing was a Yemeni named Mohamed Rashed Daoud al-Owhali. His job was a minor one. As the truck packed with explosives headed for the embassy, al-Owhali was to throw four flash grenades at the front door—bringing curious people toward the windows in order to make the truck’s explosion all the more deadly.

Al-Owhali had expected to die in the blast. The truck bomb was supposed to detonate seconds after his task was finished, making him a martyr and assuring him a place in paradise. Instead, two things happened that kept al-Owhali alive. First, the truck’s driver decided, before detonating the bomb, to fire a number of bullets at the embassy. Second, after throwing his flash grenades, al-Owhali ran. The seconds the driver spent picking up his gun allowed al-Owhali to get around the corner of the building, which, in standing up to the blast, also saved his life. When the bomb was detonated, al-Owhali was thrown from his feet; his arm and forehead were cut. A stranger put him into a car and took him to the hospital, where he was stitched up. He hid his gun in the bathroom of the hospital, then got into a cab and headed for an apartment where he expected to wait until he could arrange to be smuggled out of the country. When authorities began asking about an injured Arab, the taxi driver remembered both the passenger and the address.

Within two days of the bombing, al-Owhali was in custody, and—stunned and remorseful over the carnage he had helped bring about—willing to talk about the attack that was supposed to have taken his life. His confession included the location of an al-Qaeda safe house in Yemen, and, importantly, its telephone number.1

The number allowed the National Security Agency (NSA), the American intelligence agency responsible for electronic eavesdropping, to do what it does best: collect signals intelligence. Using an array of satellites and other signals technologies, the United States began listening to the conversations emanating from the safe house. It quickly became clear that the place was more than a safe house: it was an al-Qaeda logistics center. Information flowed in from operatives around the world, where it was then relayed to Osama bin Laden at his Afghanistan hideout.

As far as intelligence work goes, finding this switchboard was the equivalent of striking gold.

In the last weeks of 1999, as the United States became increasingly fearful of terrorist attacks around the turn of the millennium, the level of monitoring was ratcheted up.

In December, an intercepted communiqué alerted the United States to a summit of al-Qaeda operatives scheduled for Kuala Lumpur in January 2000. The United States wanted to keep tabs on the meeting, and, in particular, to get some ears inside it.

The summit was to be held at the weekend retreat of Yazid Sufaat, a 37-year-old Malaysian citizen trained in microbiology. Sufaat was an example of what the Malaysian government under Prime Minister Mahathir Mohamad sought to encourage—a progressive Muslim professional. He was also a case study in the making of a terrorist sympathizer.

The son of a rubber tapper, Sufaat had won a scholarship to study at the government’s prestigious Royal Military College. From there he won another scholarship to continue his studies, this time at California State University in Sacramento—one of several thousand Malaysian students sent abroad annually to study. Upon returning home, Sufaat founded a profitable laboratory analysis company, built on government contracts and the Malaysian government’s preferential treatment of Muslim-owned businesses. During that time, he was successful in his business enterprise and not a particularly devout Muslim, occasionally enjoying a beer. And then, in 1993, he began to change. At the insistence of his wife, he began going to a mosque, an activity that furthered his interest in his Muslim roots and left him increasingly disillusioned with Malaysia’s secular government. He began spending more and more time with militant Islamic teachers, who told him that Muslims should take up arms and defend their brothers in Indonesia’s Maluku islands, where Christians and Muslims had been involved in bloody clashes. By all accounts, he was an eager recipient of such teachings.2

Seeing this enthusiasm, one of his teachers, who police now believe is al-Qaeda’s Southeast Asian operations chief, began tapping him for small assignments.

In January 2000, his assignment was to make his condominium available for a meeting that the United States now knew was about to take place.

And so, as the terrorists gathered in Sufaat’s neighborhood, the Special Branch, Malaysia’s security service, was there, watching them sightsee and check Arabic web sites from cybercafés.

And as Nawaf al-Hazmi and Khalid al-Mihdhar stepped into the apartment where they would begin to plan an attack that would change the world forever, a camera shutter clicked.
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Shortly after the meeting, Special Branch transmitted the photos they had taken to CIA headquarters in Langley, Virginia.

At CIA headquarters, two of the meeting participants photographed were identified as Nawaf al-Hazmi and Khalid al-Mihdhar. This was not the first the CIA had heard of these two men.

Since early 1999, the NSA had information associating al-Hazmi with al-Qaeda. But the NSA considered the relationship to be “unexceptional” and did not disseminate information on al-Hazmi to other intelligence agencies.

In April 1999, the State Department recorded that Nawaf al-Hazmi and his brother Salim al-Hazmi (who had also attended the meeting in Malaysia) had been issued U.S. visas at our consulate in Jeddah, Saudi Arabia.

While he was en route to Kuala Lumpur in the first days of January 2000, the CIA was able to obtain a photograph of Khalid al-Mihdhar’s Saudi passport. This provided the CIA al-Mihdhar’s full name, passport number, date of birth (May 5, 1975) and the multiple-entry visa issued by the Jeddah consulate in April 1999.3

Although both al-Mihdhar and al-Hazmi were young (al-Mihdhar was 25 when he entered the United States, al-Hazmi 24), they had already developed impressive terror résumés.

Both Saudi citizens, the two grew up together in Mecca in merchant families. In the mid-1990s, as teenagers, they traveled together to Bosnia, presumably to fight alongside the Muslims there. After that, their involvement with al-Qaeda strengthened, and sometime before 1998, al-Hazmi traveled to Afghanistan and swore loyalty to Osama bin Laden and to his jihad agenda, an act known as bayat. Later, al-Mihdhar would do the same. In Afghanistan, during the latter half of 1999, the two would receive special training alongside a number of other terrorists, including one who later died in a suicide attack on the American destroyer U.S.S. Cole at the port of Aden in Yemen.

George Tenet, then the Director of Central Intelligence, would later testify to the Joint Inquiry, “We had at that point [January 2000] the level of detail needed to watch list [al-Mihdhar]—that is to nominate him to [the] State Department for refusal of entry into the US or to deny him another visa. Our officers . . . did not do so.”

This was the first failure that contributed to the tragedy of September 11, 2001.

The “watch list” is increasingly significant in protecting America in an age of terror, when an individual entering our country can be as dangerous as a missile being launched at it. A watch list is a list of people who are of interest to law enforcement, visa issuance, or border inspection agencies. The agencies of the federal government keep a number of different watch lists. The principal and largest database is the State Department’s TIPOFF system. Created in 1987, it originally consisted of three-by-five-inch index cards in a shoebox. Today, TIPOFF staff use specialized search engines to systematically comb through all-source data, ranging from highly classified Central Intelligence reports to intelligence products based on public information, to identify known and suspected terrorists. These classified records are then scrubbed to protect intelligence sources and methods; biographic identifiers such as aliases, physical characteristics, and photos are then declassified and exported into lookout systems. For example, employees at our embassies and consulates who handle visa applications can look up records electronically and deny visas to terrorists, their supporters, and those suspected of being either. This is vitally important in an age when a victory against terror can be as simple as a red “denied” stamp on a visa application.

Other agencies keep watch lists as well, including U.S. Customs and Border Protection and U.S. Citizenship and Immigration Services (formerly the Immigration and Naturalization Service), which are now part of the Department of Homeland Security.

America’s watch-list system was not (and has not yet been) fully integrated into a single stand-alone terrorist screening database available not only to government officials overseas but also to state and local law enforcement in the United States. That is one problem that must be fixed. The second problem was one of attitude. As one intelligence official told me, watch-listing was not viewed as integral to intelligence work; rather it was considered a “chore off to the side.”

In practice, watch-list suggestions often appeared at the very end of CIA communications and were often overlooked. In many cases, like the case of al-Mihdhar and al-Hazmi, the names didn’t make it onto a list to begin with.

Had the CIA placed al-Mihdhar on the watch list in January 2000, he and possibly his companion al-Hazmi would have been denied entry into the United States and detained for interrogation.

That the meeting participants in Kuala Lumpur were photographed and that we were able to obtain a photo of al-Mihdhar’s passport are a testament to how the skillful gathering of intelligence could open a window into the shadowy world of al-Qaeda; these successes also demonstrated how easily the thread of intelligence can be dropped, and how the smallest mistakes can lead to the largest failures.

For example, for reasons of priority and personnel, and possibly other reasons not publicly disclosed, the CIA turned to Special Branch to survey the condominium and the meeting participants.4

To entrust the monitoring of the meeting to the Malaysians was an error. The agents of Special Branch were unable to place a listening device inside the condominium, a failure they attributed to the constant coming and going of the meeting participants.

As a consequence, the intelligence community was unable to listen in on the conversations that took place inside. Intelligence analysts now believe that the strategic planning for the October 2000 attack on the U.S.S. Cole was definitely discussed, and that the multiple hijackings and murders of September 11, 2001, may have been. Had this information been obtained, it is possible—even likely—that both attacks could have been averted.

This was the second failure that contributed to the tragedy of September 11, 2001.

That mistake in Malaysia was compounded by another in the United States. Upon receiving the photographs of al-Hazmi and al-Mihdhar, the CIA did nothing. It failed to notify the State Department, the agency that, at the time, maintained our largest watch list of suspect persons. The then Immigration and Naturalization Service was not notified and was therefore unable to deny entry at the border. The CIA also may have failed to notify the Federal Bureau of Investigation, which, had it known of the significance and the likely imminent presence inside the United States of these al-Qaeda operatives, would have placed them under surveillance.*1

A third opportunity to discover the September 11, 2001, plot was missed.

Had U.S. or Malaysian intelligence services continued to monitor the Kuala Lumpur condominium, in October 2000 they would have seen another visitor: Zacarias Moussaoui, whose connection to the plot remains unclear but who has been charged in the United States on four counts related to the September 11 attacks: conspiracy to commit acts of terrorism, conspiracy to commit aircraft piracy, conspiracy to destroy aircraft, and conspiracy to use weapons of mass destruction.5

Not only did Yazid Sufaat, the condominium’s owner, allow Moussaoui to stay there, he also eased Moussaoui’s entry into the United States by providing a phony letter of employment listing Moussaoui as the overseas sales representative of his company, InfocusTech.

On January 8, 2000, al-Hazmi and al-Mihdhar flew together to Bangkok, Thailand, and a week later to Los Angeles. An unknowing immigration agent uneventfully ushered them into the United States.

Two of the eventual nineteen hijackers had entered the country.
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Arrival in America

A Brief History of U.S. Intelligence

To all outward appearances, 44-year-old Omar al-Bayoumi was employed marginally, if at all. On a rental application for his apartment in the suburbs east of San Diego, he listed his job as a student and his income as $2,800 a month, which he claimed was a stipend from a family in India. He kept an office at the Al-Madina Al-Munawara mosque in the town of El Cajon, where he acted as the unpaid building manager. He was known throughout the local Muslim community as a devout man with a large circle of friends.

Al-Bayoumi was neither Indian nor a student, however. He was a Saudi national, serving his nation as a spy.*2 Al-Bayoumi’s responsibility was to keep an eye on Saudis in San Diego, particularly college students who might be engaged in activities threatening to the Saudi Kingdom.

Since 1996, al-Bayoumi had lived in the San Diego suburb of Clairemont with his wife, Mamal, and four children. According to one associate, al-Bayoumi “knew everyone. He interacted with all the mosques. He was widely accepted in the local community, and if he vouched for some people, they would be accepted.”

Two of the people he would soon vouch for were the future hijackers Nawaf al-Hazmi and Khalid al-Mihdhar.

During the last week of January 2000, al-Bayoumi and an unidentified companion got into al-Bayoumi’s late-model Mercedes and made the roughly two-hour drive from San Diego to Los Angeles. Before departing, al-Bayoumi had told at least one other person that he was going to Los Angeles to pick up visitors.

Upon arriving in Los Angeles, al-Bayoumi made two stops. The first was the Saudi consulate. There, he met privately for an hour with an official from the consulate’s section on Islamic and cultural affairs, Fahad al-Thumairy.1 Al-Thumairy, 29 at the time, had held a diplomatic position at the consulate since his assignment to Los Angeles in 1996. He also served as a prayer leader at the King Fahd Mosque in Culver City, a mosque that was constructed with financial support from the Saudi government and had grown to be one of southern California’s largest houses of worship. With a number of suspected terrorist ties, he was no friend of the United States. In fact, in May 2003, the United States would revoke al-Thumairy’s diplomatic visa, ban him from the United States, and put him on a plane back to Riyadh. In January 2000, however, al-Thumairy was comfortably in the United States. What he discussed with al-Bayoumi on that day is still unknown.

Following the meeting, al-Bayoumi rejoined his unknown companion and they made their second stop—a Middle Eastern restaurant several miles from the Los Angeles airport.

Al-Bayoumi would later claim that he heard Arabic being spoken at an adjacent table and in his typical hospitable manner invited the two young men to join him. They introduced themselves as Nawaf al-Hazmi and Khalid al-Mihdhar.

Al-Bayoumi claimed that during the luncheon conversation, al-Hazmi indicated that he and al-Mihdhar did not feel comfortable in Los Angeles. The city was too big, too intimidating, and they had been unable to integrate themselves into the Saudi community.

Al-Bayoumi expressed his disappointment at their unsatisfactory experience and offered to be of assistance should they decide to move to San Diego.2

That a suspected Saudi spy would drive 125 miles to a meeting at the Saudi consulate in Los Angeles, where he would meet with a consular officer with suspected terrorist ties, and then drive another 7 miles to the one Middle Eastern restaurant—out of the more than 134 Middle Eastern restaurants in Los Angeles—where he would happen to sit next to two future terrorists, to whom he would happen to offer friendship and support, cannot credibly be described as a coincidence. In any case, al-Hazmi and al-Mihdhar now had an offer of support.
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From the earliest days of the Republic, accurate, clandestine intelligence information has been understood as a necessity. Our founders realized that effective gathering of intelligence would provide us with advantages both military and diplomatic.

George Washington said during the Revolution that the “necessity of procuring good intelligence is apparent and need not be further urged,” instructing his generals to “leave no stone unturned nor do not stick to expense” in gathering intelligence.3 In 1776, the Continental Congress established America’s first intelligence service, the Committee of Secret Correspondence.

When he became President, Washington requested in his first State of the Union message that Congress establish a “secret service fund” for clandestine activities.

Congress did, and within two years the fund represented over 10 percent of the federal budget.

For the next century and a half—through the Civil War and two world wars—America’s “intelligence community” was no more than a series of uncoordinated groups housed in a number of different government agencies and military branches, each charged with fulfilling its respective organization’s intelligence and counterintelligence needs.

By the 1930s, a diagram of our “intelligence community” would show the Department of State and the branches of the military each collecting intelligence and developing its own security and counterintelligence procedures—the methods by which they’d protect their sources and keep their organizations from being penetrated by a spy or a double agent. Within that system, the Army and Navy each created its own office to decipher and read foreign communications. Again, important information would go up the chain of command, occasionally making its way to the President, but no one short of the White House tried to assemble and assess all of the vital information acquired by the U.S. government.

America’s entry into World War II triggered a reassessment of our national intelligence and espionage capabilities and led to the creation of the Office of Strategic Services (OSS), the forerunner to today’s CIA.

Headed by Major General William J. “Wild Bill” Donovan—a lawyer trained at Columbia University, and a World War I hero—the OSS recruited a different kind of intelligence operative. Commenting on the penchant of some investigative agencies to hire cat burglars—“second-story men”—Donovan was quoted as saying, “You can hire a second-story man and make him a better second-story man. But if you hire a lawyer or an investment banker or a professor, you’ll have something else besides.”4 As a result, the OSS came to be populated with northeastern, Ivy League–educated men who were confident and intelligent. Other agencies both admired their élan and mocked them as socialites. But their demographic makeup—overwhelmingly male, white, northeastern, and educated—came to define the OSS and later the CIA. Congresswoman Jane Harman, a member of the House Intelligence Committee and one of the sharpest thinkers on American intelligence, calls this the “white male from Yale” bias. (Ironically, the current chairman of her committee is my friend Porter Goss, a former CIA agent who happens to be white, male, and a graduate of Yale.)

During the war, the OSS established liaisons with the intelligence services of several other countries and began to build its own worldwide clandestine capability. In 1942, the OSS began gathering intelligence, identifying informants, rallying political support, and laying a communications network in North Africa in order to “soften up” that region in advance of Allied operations.5

In an early application of economic theory to military practice, London-based OSS economists worked to develop a program of strategic aerial warfare based on precision bombing of selected industrial targets with the goal of disrupting strategic supplies. And the OSS also worked to penetrate Nazi Germany by recruiting exiled Communists and Socialist party members to identify strategic targets and to promote acts of resistance, sabotage, and subversion. Of the OSS’s willingness to do business with suspect characters, Donovan commented, “I’d put Stalin on the OSS payroll if I thought it would help defeat Hitler.”6

The aftermath of World War II gave rise to the Cold War, and with it the fear that we simply didn’t know enough about the plans and capabilities of the Soviet Union, our competitor for global dominance. That concern and the lingering fear and frustration caused by the Japanese surprise attack on Pearl Harbor were the two main factors that led President Harry Truman to call for a centralized intelligence organization.

This was accomplished through the passage of the National Security Act of 1947—one of the most significant pieces of legislation in our history. This legislation established not only the Central Intelligence Agency, but also the National Security Council and the Department of Defense.

Over the next fifty years, what is known as the intelligence community would grow to include thirteen government agencies and organizations that, either in whole or in part, conduct the intelligence activities of the U.S. government. These were the Central Intelligence Agency, the Department of Energy, the Department of State, the Defense Intelligence Agency, the Federal Bureau of Investigation, the National Geospatial-Intelligence Agency, the National Reconnaissance Office, the National Security Agency, U.S. Air Force Intelligence, U.S. Army Intelligence, U.S. Coast Guard Intelligence, U.S. Navy Intelligence, and U.S. Marine Corps Intelligence.

These are the agencies charged with warning policy makers about emerging dangers; supporting diplomatic, legal, and military operations against the full array of threats we face (economic, military, political, terrorist, and the threats posed by illicit activities, such as drug trafficking); and protecting our state secrets through counterintelligence.

From its creation in 1947, the primary target of the CIA and the intelligence community that grew up around it was the Soviet Union, its allies, and its sympathizers. This near singleness of focus contributed to the structural and cultural bias of the CIA that we still see today. Early in the Cold War, the United States relied on human intelligence—spies—to collect information on the Soviets. Spying proved to be an extremely dangerous undertaking, and information collected from human intelligence was procured at great risk and great cost. The Soviets and their Eastern European Warsaw Pact partners were adept at counterespionage and were able to “roll up”—a euphemism for “capture or kill”—many of the U.S. spies who had infiltrated the Soviet sphere.

As satellite technology became more reliable and surveillance tools more sophisticated, the need for human intelligence waned. We were able to learn almost everything we needed to know about the Soviets by observing and listening from the safe distance of space. During that time, a significant percentage of the intelligence community’s budget was spent on our satellite architecture. We invested heavily in large multipurpose satellites. These were expensive to build—they cost hundreds of millions of dollars per copy—and expensive to operate. But once in orbit the satellites functioned well, because much of what we wanted to know could be learned from imagery. For example, if we wanted to find out how many submarines the Soviets had, we could take pictures of their maintenance yards and their new construction facilities and get an answer likely to be as good as the answer that human intelligence would yield.*3

As a result, the human intelligence capabilities of the CIA declined throughout the 1970s, and by the end of the 1980s the number of CIA agents recruited and trained to serve as case officers had fallen below the number required to replace those who resigned or retired. The agents who remained were predominately skilled in the capabilities, cultures, and languages of the Soviet Union and its Eastern European allies.

A major use of human intelligence is to recruit “assets,” individuals operating within or around targets of our interest who are privy to the information we seek. The deficiency of men and women prepared to either do the recruiting, or, in rarer cases, insinuate themselves directly into the opposition, has been a major liability as America strives to understand the capabilities and will of our new adversaries: international terrorists.

In many significant security characteristics, the Soviet Union was a mirror image of the United States. It was a large nation-state, and, as such, behaved in a logical, predictable manner. Using information acquired from our satellites, we were able to anticipate what the Soviets would do (for instance, test missiles) and counter their initiatives. Likewise for the Soviets against us. Our militaries, diplomats, and intelligence services were analogous and, for the most part, mutually predictable.

However, terrorists and non-nation-state actors operate differently. They do not have the infrastructure of a society to worry about. They do not have diplomatic avenues of communication. They do not have borders to protect. For these and other reasons, the Cold War methods of gathering intelligence by satellite are far less effective against them. Sending a satellite over his training camps cannot uncover the plans and intentions of Osama bin Laden. Only he and a small inner circle of henchmen know them. Only effective human intelligence will make them knowable to us and allow us to frustrate them.

That is why the intelligence community—almost completely in place by the 1950s and largely unchanged since that time—has been inadequate to confront the new threats America faces.

When an intelligence community encrusted with its own history of almost fifty years of preponderant focus on the Soviet Union is combined with the politicized use of intelligence by a Bush administration bent on regime change in Iraq, the result is disastrous. The U.S. intelligence services, amid an incomplete transition from their concentration on old threats, now made a glaringly incorrect assessment of new ones.
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Settled in San Diego

Overseeing Intelligence

In late January 2000, less than a week after what he would later describe as his chance meeting in the Los Angeles restaurant, Omar al-Bayoumi received a telephone call from Nawaf al-Hazmi. He and Khalid al-Mihdhar had decided to accept al-Bayoumi’s invitation to relocate to San Diego.

Upon their arrival in San Diego, al-Hazmi and al-Mihdhar also accepted al-Bayoumi’s offer to stay at his place until they could find one of their own, and they began the search for their own apartment the next day.

Al-Hazmi was particularly anxious to find a place that was affordable, and al-Bayoumi assured them that they would not have to scrimp, that he would supplement the funds the two hijackers were receiving from unidentified sources at “home.” A week and a dozen inspections later, al-Hazmi and al-Mihdhar settled on a one-bedroom apartment in the Parkwood complex, almost directly across the street from that of al-Bayoumi. Al-Bayoumi had secured the unit for the newcomers with a six-month lease on which he paid the first two months’ rent, a total of more than $1,500. There are no bank records or documents to indicate that that amount was ever repaid. Again, al-Bayoumi would later claim that he was simply being hospitable to two Muslim “brothers” he had met by chance at a Middle Eastern restaurant in Los Angeles.

In keeping with his promise to help the two newcomers get settled, sometime during the next several weeks, al-Bayoumi arranged a party at his apartment to introduce the two new arrivals to the Saudi community in San Diego. Although some in the community suspected al-Bayoumi was a spy for the Saudi government, that whispered suspicion only added to his intrigue, and his social functions were not to be missed. Al-Bayoumi’s acceptance served as a social seal of approval, and by hosting a party for al-Hazmi and al-Mihdhar, he sent a message to the community that these men were to be welcomed. So, on a mild evening shortly after the end of Ramadan, two dozen men to whom al-Bayoumi had delivered invitations at mosques around the city gathered to eat a meal of whole baked lamb and welcome the two newcomers. While his friends mingled and enjoyed the evening, al-Bayoumi flitted in and out of the crowd. As was his practice at social occasions—and, it was speculated, as part of his surveillance job—al-Bayoumi videotaped his guests.

The party achieved its purpose. Al-Hazmi and al-Mihdhar formed acquaintanceships that over the following months would grow into a supportive and trusted base of Saudi friends in San Diego.

Most significantly, the two were invited to attend al-Bayoumi’s Al-Medina Al-Munawara mosque, the principal mosque for the Saudi community in San Diego. It was at the mosque that al-Hazmi and al-Mihdhar met three of the people who would be most significant in their lives in the United States.

The first was Mohdar Abdullah, who would go on to help the two get driver’s licenses and locate flight schools, and may actually have been the person who drove them from Los Angeles to San Diego once they informed al-Bayoumi of their decision to relocate.

The second was the mosque’s imam, Anwar Aulaqi. In addition to serving as the religious leader for the two young men, Aulaqi also became a friend and confidant. Some believe that Aulaqi was the first person since the summit meeting in Malaysia with whom al-Mihdhar and al-Hazmi shared their terrorist intentions and plans. The bond was so close that when, in the summer of 2001, al-Hazmi, al-Mihdhar, and other terrorists were directed to establish a final base of operation in northern Virginia, Anwar Aulaqi followed.

The third would later be identified in The San Diego Union-Tribune and other press accounts as Abdussattar Shaikh—one of the most respected members of the mosque. An Indian-born Muslim, Shaikh was a retired English professor from San Diego State University who lived in the neighboring community of Lemon Grove, in a two-story house on a bluff overlooking a valley east of San Diego. Shaikh’s home was a gathering place for young Middle Eastern men. They would discuss their faith and culture amid the professor’s voluminous collection of books and pamphlets on Islam. The professor also had a practice of inviting young Arab men to board in his home, more frequently after his bitter 1997 divorce from his wife left him $60,000 in debt and with more room to rent.

As they were becoming closer to Professor Shaikh, al-Hazmi and al-Mihdhar were also becoming increasingly dissatisfied with the apartment al-Bayoumi had secured for them. Their dissatisfaction may have had something to do with basic hygiene. One resident of the Parkwood apartment complex described unit 127 as being squalid: “They were just sleeping on the floor . . . just blankets everywhere and pillows . . . trash everywhere, like Jack-in-the-Box cups, old bags and things like that.”

When al-Mihdhar left the United States in June 2000, al-Hazmi noticed a posting on the mosque’s bulletin board that Abdussattar Shaikh was offering quarters in his home for a committed young Muslim. Explaining to the landlord that he could no longer afford the rent in the current apartment, he moved out in September before the expiration of their lease, and into Professor Shaikh’s home.

The reasons for al-Hazmi and al-Mihdhar’s presence in the United States were unknown at the time to Professor Shaikh. Similarly, they were unaware of Shaikh’s clandestine post-retirement occupation. Professor Shaikh was on the payroll of the San Diego office of the Federal Bureau of Investigation as an agency asset. His job was to monitor the Saudi community in San Diego and report to the FBI any suspicious behavior he observed.1

Two future terrorists, both of whom would later be placed on the government’s watch list, were living under the nose of an FBI informant, and one would later actually live with him, yet the informant was never asked to draw more information from them, get closer to them, or gain their confidence. The failure to pursue this information marked the fourth and perhaps the most significant missed opportunity to break open the September 11 plot.
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My first window into the world of intelligence opened during my time as governor of Florida, an office I held from 1978 to 1986. In Florida, the chief law enforcement official is the governor, not the attorney general. The governor has responsibility for the state attorneys, the state’s Department of Law Enforcement, and the other law enforcement agencies. My friend and longtime advisor Robin Gibson jokes that all of Florida’s law enforcement agencies would wind up investigating each other; the only thing that united them was their distrust for the FBI. They were dismissive of the FBI as “college boys” who showed up at crime scenes after the danger had passed, and were concerned that if they worked with the FBI, the FBI would get credit for their arrests and prosecutions.

Most of the FBI’s focus in Florida was on drug trafficking and white-collar crime, specifically on the corruption scandals that have plagued Florida as it has grown and more and more money is at stake in land development debates. However, the Bureau did come to me once with information that a threat had been made on my life by a Colombian group. After informing me of this, they made sure that the window to my office was bulletproofed. I don’t remember them telling me how they got the information or what
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