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Introduction: The Brilliant Project

“I think I really fucked up.” Paul knew that Robert was in serious trouble. The quiet, bespectacled twenty-two-year-old graduate student never swore. Paul later testified at Robert’s trial that his friend was “usually sort of puritanical in his speech. That is why I thought something really major must be wrong.”1

Something really major was wrong. Paul’s friend had just crashed the internet.

The call came at 11:00 p.m., November 2, 1988.2 Robert Morris Jr., a PhD student in computer science at Cornell, described the unfolding disaster to Paul Graham, a graduate student at Harvard.

Earlier that night, around 8:00 p.m., Robert sat at a terminal in Room 4160 of Upson Hall, then home to Cornell’s Computer Science Department, in Ithaca, New York,3 and remotely logged in to prep.ai.mit.edu, a VAX 11/750 computer at MIT’s Artificial Intelligence Lab in Cambridge, Massachusetts. He transferred and executed three files, thereby releasing what he and Paul had called “the brilliant project”—a self-replicating program … a computer “worm.”4

The worm was programmed to infect computers on the then-nascent internet. After it infiltrated one computer, that computer would serve as a base from which to infect others. With each new target, the worm would copy itself and dispatch its clone to a new home. Working in tandem, the worm and its clones would continue multiplying until they had completed their mission and colonized the entire internet.

Robert’s motivation was purely scientific; he wanted to build a program that could explore cyberspace. He was trying to infect as many computers as he could simply to see how many he could infect, not to wreak havoc by crashing them. But when Robert returned from dinner to check the progress of his experiment, he noticed that the network was sluggish. There was a conspicuous lag between typing and characters appearing on the screen, and between command and execution. The worm was spreading too quickly and consuming too many resources. It had boomeranged from Cambridge back to Ithaca in under three hours and was taking over his department’s network. And this was just the beginning.

Robert’s worm didn’t just cripple the Cornell network; it was barreling through the internet, trouncing everything in its path. Just a few minutes after its release at MIT, the worm’s first known infection occurred at the University of Pittsburgh.5 From Pittsburgh, the worm zoomed cross-country and hit rand.org, the network for the RAND Corporation in Santa Monica, California, at 8:24 p.m. Within the hour, computer managers at RAND noticed their network slowing; several nodes were at a standstill. At 9:00 p.m., the worm was spotted creeping around the Stanford Research Institute. By 9:30 p.m., it was at the University of Minnesota. At 10:04, it infiltrated Berkeley’s gateway machine, the computer that served as the university’s portal to the internet. Almost immediately, computer administrators noticed an unusually large load on the machine and a backlog in their system. At midnight, administrators at MIT returned from an ice cream break to discover their network was failing, too. At 1:05 a.m., the worm penetrated Lawrence Livermore National Laboratory, a site responsible for securing the country’s nuclear arsenal. Soon the worm had burrowed into the Los Alamos National Laboratory in New Mexico, the home of the Manhattan Project and the world’s first atomic bombs. Robert’s brilliant project no longer seemed so brilliant.

The situation at the University of Utah was typical. The first attack on cs.utah.edu occurred just after midnight, via the email system, at 12:09 a.m. Within eleven minutes, the load on the network—the amount of data carried by the network—hit 5. On a normal night, the load ranged between 0.5 and 2. A 5 meant a slowdown; a 20 would mean a meltdown. At 12:41 a.m., the load at Utah increased to 7. Twenty minutes later, 16. Five minutes later, the entire network crashed. Jeff Forys, the Utah administrator, vanquished the invaders one by one until they were all gone—only for them to return in full force less than an hour later. The load hit 27. At 1:49 a.m., Forys turned off the network, which killed the new intruders. But when he switched it back on, another swarm attacked. The load skyrocketed to 37, and Forys was unable to lower it. Whack-a-Worm6 wasn’t working.

The telephone woke Dean Krafft, head of computer facilities at Upson Hall, where Robert Morris had launched his ill-fated experiment. “At one thirty in the morning, I received a call from a senior graduate student in the department telling me that there appeared to be a security problem and that a number of the machines were crashing,”7 Krafft later testified. Twenty percent of the Cornell department’s computers were frozen. When the machines were shut down and rebooted, they worked for a short time, only to freeze again. Krafft told the graduate student to disconnect the department computers8 from the main campus network. (Cornell was lucky. At Carnegie Mellon, eighty out of one hundred computers were affected; at the University of Wisconsin, two hundred of three hundred. Bell Labs,9 the research and development arm of the telephone giant AT&T, was untouched.)

At 2:38 a.m., Peter Yee at NASA Ames Research Center posted the first public warning to the TCP-IP mailing list, the main public bulletin board for internet-related news: “We are currently under attack10 from an Internet VIRUS. It has hit UC Berkeley, UC San Diego, Lawrence Livermore, Stanford and NASA Ames.” He advised everyone to turn off certain network services, such as email, to stop the spread.

Computer security experts had been dreading this day for years. The internet was growing at such an explosive rate, linking computer networks throughout the country, indeed the globe, that they feared it would be attacked by a hostile foreign power.11 And on November 2, 1988, they assumed this moment had arrived. Stevan Milunovic, director of information systems at the Stanford Research Institute, told The New York Times, “I thought, ‘This is the catastrophe12 we’ve been anticipating, and it’s finally come.’”

These first responders had no idea that the attacker was a first-year grad student from Millington, New Jersey, who had gone to sleep that night terrified, hoping that, somehow, by the morning, the nightmare would be over. But when he awoke, it wasn’t.

Growing Up in New Jersey

It’s hard not to feel for Robert Morris Jr. By all accounts, he was a brilliant but shy and awkward young man.13 It must have been terrifying to crash the internet and become national news fodder—a hapless villain. I can’t even imagine the humiliation. (Actually, I almost can. I had a bar mitzvah.)

I write about many hackers in this book, but I feel the deepest connection to Robert, likely for the simple reason that we are the same age and come from strikingly similar backgrounds. I don’t know if our fathers knew each other, but they worked at Bell Labs in Morristown, New Jersey, at the same time and were both mathematicians. Robert and I used to visit “the Labs.” Maybe we were at the same “Take your child to work” days. We were both obsessed with the UNIX operating system and read the manuals for fun. We both studied computer science in college. And we both went on to get PhDs and are now tenured professors. Robert is a computer-science professor at MIT; I swerved and ended up as a philosopher at Yale Law School.

Robert and I were both introduced to computers by our fathers. Robert Morris Sr., Robert’s father, installed a remote terminal14 in their New Jersey farmhouse back in 1964. Robert used the terminal to dial into the Bell Labs network through the phone line. My father didn’t install a terminal in our New Jersey home, a multifamily house in Paterson, but he brought me an endless array of microchips, resistors, capacitors, diodes, LEDs, and “breadboards” (reusable plug-in platforms for these electronic components). I used these miscellaneous parts to build rudimentary computers that could solve simple math problems. Our annual father-son outing was a day at the IEEE (Institute of Electrical and Electronics Engineers) convention in the decrepit New York Coliseum in Manhattan, where swag took the form of outdated microchips. I scavenged these chips from large bins and hustled them home, where I plugged them into the breadboards, curious to see what, if anything, would happen.

A few years later, my classmate Ritchie Seligson introduced me to computer programming. One day in ninth-grade biology, I noticed him poring over a computer printout. Ritchie was calculating the sunset times for every Friday that year. This was important information. I went to a Jewish school, and Friday sunsets marked the beginning of the Jewish Sabbath, when strict rules of observance kicked in. But I was confused. The sunset schedule was so important that it was printed prominently in our prayer books. So why was Ritchie redoing it?

He said that it was fun. I was skeptical. How much fun could it be to recalculate a religious timetable? But that changed when he showed me the code. Our biology classroom had a TRS-80, the first mass-market personal computer. At the terminal, Richie typed “For x = 1 to 10; Print x; Next x.” Then he hit Enter and the numbers 1 through 10 magically appeared on the screen.


> 12345678910



My mind was blown. Honestly, I wish it had been something more impressive or sophisticated that sold me on coding. But entering a brief code that lined up numerals 1 through 10 on the screen was all it took. I was obsessed with computer programming for the next decade.

In high school, Robert, unlike me, got into hacking. His father was a specialist in cryptography, the study of secure communications using codes. He spent hours talking with Robert about computer security. My father was an expert in high-energy transmission lines, with an emphasis on step-up transformers. He was not interested in cybersecurity, and neither was I. (Frankly, I wasn’t interested in step-up transformers either.)

So, unlike the precocious hackers in this book, I got into cybersecurity late. Everyone I write about here started breaking into computers as an adolescent—usually around fourteen years old. I’ve always been a late bloomer. I hacked my first computer at the age of fifty-two.

• • •

The late 1970s was a good time to grow up if you were the child of an electrical engineer. It was the dawn of the personal-computer revolution, that heady moment when start-ups like Apple and Microsoft were battling the IBM colossus by selling microcomputers and software directly to consumers. The TRS-80 in my biology classroom was sold by Radio Shack,15 a national chain of electronics stores, now largely defunct. For the first time in the history of the world, anyone could walk into a store and buy a general-purpose digital computer. The TRS-80 retailed16 for $399, approximately $1,700 in 2023 dollars.

When it became clear that coding was my passion, my parents bought me my own Apple II computer. The Apple II retailed at $1,298, approximately $5,500 in 2023 dollars, and that didn’t include a monitor, floppy disk drive, or printer—just four kilobytes of RAM (random access memory). My iPhone, by contrast, has four gigabytes of RAM, a million times the memory capacity (4,000,000,000 vs. 4,000 bytes). The rest was makeshift. I used an old black-and-white TV set as a monitor, which could display forty characters per line. (Apple sold a video card that doubled the width to eighty characters, but my parents drew the line at forty.) I stored programs on cassette tapes.17 To load a program, I played the irritating whines—think fax machines—directly into the Apple II. Amazingly, one in three times, it worked.

Things picked up in the 1980s when I became a computer-science major at Columbia College, spending endless days and nights in overlit basements coding in PASCAL and FORTRAN—ancient programming languages that are now rarely taught. For a short time, I was even a tech entrepreneur. I started a computer company that specialized in database construction and gave it the catchy title “Scott Shapiro Consultants.” My clients included the investment bank Donaldson, Lufkin & Jenrette and Time-Life Books. Database-construction skills were scarce back then.

But eventually, I lost interest in computers. After college, I went to law school at Yale, then back to Columbia, where I started working toward a PhD in philosophy. I decided to fold my computer company in the early 1990s, just when the World Wide Web was invented. I lost touch with digital technology and, with it, my chance at billions.

I didn’t think seriously about computing again for almost three decades. Around seven years ago, I finished up a long book project, The Internationalists, coauthored with my colleague Oona Hathaway, about the history of war as it unfolded over the last four centuries and the various efforts to stop it. Researching and writing The Internationalists sparked a host of questions about the future of war—the next phase that experts were calling cyberwar. Does cyberwar mark a departure from traditional warfare, or are they both war, just with different weapons? Would the rules of law established by ancient battles and refined over the centuries of land and naval combat make sense for the new world of cyberwarfare? Are the experts right in declaring cyberwar to be the single biggest threat to our safety?18 Given my extensive technical background in computer science, I figured it wouldn’t take me long to get up to speed.

But I was wrong. So wrong.

• • •

Like Rip Van Winkle, I had slept through the revolution, only to wake up, several decades later, disoriented and clueless. Linux? Apache? Python? JavaScript? I had no idea what they were. The internet existed when I was a college student, but I rarely used it. The World Wide Web was created in 1989, so there were no websites to visit until then, and the first graphical browser for navigating to websites wasn’t developed until 1992.19 I used email, but almost always to communicate with classmates. It never occurred to me to ping someone outside the university. Social media, e-commerce, affordable cell phones—they were still years away.

Even more confusing was the world of hacking, a place teeming with tricky lingo. Honeypots? Sinkholing? Fuzzing? Shellcode? Mimikatz? Evil maid attacks? WTF is an evil maid attack?! It all seemed opaque, unintelligible, and impossibly abstract. But I was becoming increasingly aware that I wouldn’t be able to do my day job, which was to study cyberwar, if I didn’t get up to speed.

To adapt Leon Trotsky’s famous line about war, you may not be interested in hacking, but hacking is interested in you. Hacking is now part of everyday life. Scholars estimate that half of all property crimes20 occur on the internet. Crime is slowly, but steadily, becoming cybercrime. The private sector is particularly distressed by the soaring cost. Loss estimates swing wildly, from $600 billion to $6 trillion21 a year. According to Ginni Rometty, IBM’s former CEO, “Cybercrime is the greatest threat22 to every company in the world.” Ironically, the production of this book was halted by a ransomware attack on my publisher’s23 parent company, Macmillan. For about a week, my book about hacking was itself hacked.

Consider espionage. It’s a core feature of the modern state, and cyber-espionage is its latest incarnation. In December 2020, to take just one recent example, The Washington Post reported that a nation-state hacker—now believed to be Russian intelligence—breached the servers of SolarWinds,24 a Texas company that sells software for organizations to monitor their computer networks. SolarWinds has a vast customer base of three hundred thousand private clients and thirty-two key U.S. government agencies, including the Pentagon, Cyber Command, FBI, Treasury, and the Departments of Homeland Security, Commerce, and Health and Human Services.

In March 2020, SolarWinds had pushed a “patch” that was intended to fix security vulnerabilities but ultimately implanted malware on its clients. Known as a supply-chain attack, the hack infiltrated eighteen thousand networks. Not only were major agencies of the U.S. government compromised, including the Pentagon, the Department of Justice, and the Treasury Department, but SolarWinds’ global reach meant that NATO, the U.K. government, and the European Parliament were also affected. Even Microsoft was compromised.25 According to Brad Smith, the president of Microsoft, the SolarWinds hacks were “the largest and most sophisticated attack the world has ever seen.”26

Foreign governments aren’t the only hackers out there. In 2013, Edward Snowden revealed that the NSA was spying on Americans in multiple undisclosed ways. (I will discuss them in detail later.) But we did not need Snowden to know that states spy on their own citizens. American law is pretty clear that the NSA and the FBI have the right to surveil Americans in a broad range of situations. Like many of us, I wanted to know more about this domestic surveillance. How much overstepping was taking place, and how afraid or outraged should I be? But, again, without understanding how these efforts played out on the ground and how the technology works, getting traction was going to be difficult, maybe even impossible.

And it wasn’t just me. I’ve been shocked by how many people, experts included, have told me they haven’t the faintest idea about what cyberwar, cybercrime, and cyber-espionage really are. Decades into the internet age, my students are all digital natives who have spent a large portion of their lives on one online platform or another. Yet most of them have zero idea how the internet works, or computers either. Many of these highly motivated, curious, and capable students will go on to work in government, where they will design and implement laws and regulations. Others will join start-ups or law firms whose clients include major technology companies. But how are they going to understand the new “threat landscape,” to use the hacking term, when there’s no one there to explain it? Even when they land in the booming cybersecurity industry, chances are they’ll never learn the rudiments of hacking. Many cybersecurity lawyers I’ve met admit that they don’t know what the hell their clients are talking about much of the time. Yet their decisions will affect the security of their clients’ companies. These decisions affect us in turn because their clients control our data.

We live in an information society where wealth, status, and social life depend on the storage, manipulation, and transmission of information. The number of digital devices in the world now dwarfs the number of human beings; there are at least 15 billion27 computers for only 8 billion people. Security—whether it be28 personal, economic, national, or international—necessarily involves effective cybersecurity. Yet we, the citizens of this new information society, have almost no idea how our information is stored, used, protected, and exploited.

• • •

I began this project with three basic questions. First, I wanted to know why the internet is so insecure. I could understand why the internet used to be insecure. After all, it was designed at the end of the 1960s. Surely, kinks had to be worked out. But why are there still so many vulnerabilities several decades later?

Second, I wanted to know how hackers do what they do. When I looked at my computer, all I saw was the log-in page. And if I didn’t know my password, I was out of luck. How could hackers halfway around the world bypass my computer’s security system and steal my data?

Finally, I wanted to know what could be done. That I didn’t have a handle on the core problems meant I was in no position to think about solutions. Was making the internet safer simply a matter of stronger passwords? Or user literacy? If people understand how computers work, will they then practice better cyberhygiene and become less vulnerable to cybercrime? Another possibility is building better technology, like more powerful antivirus software and stronger encryption29 to keep our data secret. More extreme still would be giant national firewalls to prevent malware from invading international borders much as China and Russia have done to block online political content. I was even open to the possibility that our present problems are so intractable that we need to fundamentally redesign and rebuild the internet with security top of mind.

Waking from my long digital slumber meant going back to basics. I had to relearn C (a standard programming language) and x86 assembly code (an irritating but powerful programming language) because it had been thirty years since I last used them. I learned Linux, a free operating system based on UNIX, which I knew from my undergraduate days. I also had to figure out how the internet worked.

But the basics got me only so far. I needed to learn how to “hack the kernel.” The “kernel” is the innermost part of the operating system and the Holy Grail of hacking. Anyone who “owns” the kernel owns the operating system. So I audited a graduate course on operating systems in the Yale Computer Science department, where I learned to build a kernel. I became a regular at major hacker conventions such as DEFCON, Black Hat, and Enigma. I enrolled in cyber boot camps for system administrators. And I hacked the Yale Law website, a feat that my dean did not appreciate.

I also immersed myself in the history of hacking. In addition to consuming mountains of media and technical reports about the last fifty years of hacks, I had to decipher the malicious programs deployed in these hacks. So I hired a whip-smart undergraduate research assistant, Daniel Urke, to help me. Together, we pored over the thousands of lines of malware code that enabled history’s most infamous hacks.

The malware I studied are examples of what I call downcode. Downcode is technical computer code. Think of it as the code that is literally beneath our fingertips when we type on a computer keyboard. Downcode ranges from microcode embedded in microchips, to device drivers that come with your printer, to operating systems such as Windows, Linux, and iOS, to application code written in high-level programming languages such as C and Java, to website code that uses JavaScript and SQL, and to communication software using network protocols such as TCP/IP and HTTPS. (Don’t worry, I’ll explain these acronyms later in the book.)

If downcode is what’s literally below our fingertips, the instruction we tap out, upcode, is what’s going on above those fingertips—from the inner operations of the human brain to the outer social, political, and institutional forces that define the world around us. Upcode includes the mental codes that shape human thought and behavior from within and the cultural codes that operate on us, often invisibly, from without: personal morality, religious rituals, social norms, legal rules, corporate policies, professional ethics, website terms of service. Downcode is run by computers, upcode by humans.

If I was going to learn how hacking works, it was not enough for me to learn the downcode of hacking. I had to understand the upcode, too—not just the formal laws that regulate hacking from above, but the norms that hackers have devised informally, the unusual propensities of the human mind, and the incentives that drive the software market.

Upcode is key to understanding hacking for a simple reason: upcode shapes downcode. Bill Gates did not discover Windows—Microsoft, his company, built it. The 50 million lines of code30 in Windows 10 is the product of Microsoft employees responding to many layers of upcode. Coders went to work for Microsoft because it is a stimulating and prestigious white-collar employer (social norms); they were directed to develop the downcode by their managers (corporate policies); they got paid for their work because Microsoft owns the intellectual property to the downcode and generates revenue from it (legal rules); they went to work each day for a combination of personal motives and social norms and expectations (personal morality); and they were able to follow plans because humans are very good at planning (psychology). Upcode shapes downcode, in other words, because upcode shapes human behavior, and downcode is a product of that human behavior.

In addition to upcode and downcode, I studied the philosophy of computation. Hackers, as I’ll show, do not just hack downcode—they exploit philosophical principles, which I call “metacode.” Metacode refers to those fundamental principles that control all forms of computation. They determine what computation is and how it must work. Metacode, in other words, is the code for code—the code that must “run” before computer instructions can execute.

Metacode was discovered by Alan Turing, the ingenious mathematician whose tragic life is featured in the Academy Award–winning movie The Imitation Game. Turing is best known for helping break the German Enigma code during World War II and developing a test for artificial intelligence, now known as the Turing Test.31 The Turing Test claims that a computer possesses intelligence when it can fool a human into thinking that it’s human. Despite his many contributions to his country, and to humanity, Turing was prosecuted and punished by the British government for having had sex with another man. He died in 1954, by suicide, after eating an arsenic-laced apple.

Alan Turing was only twenty-four years old in 1936 when he published his seminal article, “On Computable Numbers,” in which he set out the principles of metacode.32 Turing showed, for example, that computation is a physical process. When your calculator adds 2 + 2, when Amazon.com searches its database for a book, when the telephone company routes your call, or even when your visual cortex processes these words, physical mechanisms are working: switching circuits, sending pulses of light, forming neurochemical reactions, and more.

Because computation is a physical process, Turing demonstrated how one could build a physical computing device, i.e., a computer. As long as a machine can perform certain basic tasks, such as reading and writing symbols, the machine can solve a solvable problem.33 But Turing made an even more profound discovery. He manipulated metacode not merely to build a computer to solve particular problems—he showed how to build a programmable computer capable of solving any solvable problem.

Without Turing’s metacode, as we will see, our digital world would not have developed. There would be no computers capable of running code we feed, or download, to it. Metacode makes possible the internet, websites, email, social media, iPhones, laptops, Pixar movies, the gig economy, precison guided missiles, spaceships, e-books, video games, Bitcoin, Zoom meetings, PowerPoint presentations, spreadsheets, word processing, smart toasters, even my sad but beloved Apple II with a cassette recorder for storage.

The very principles that make our digital world possible, however, also make hacking possible. Hackers do not just abuse downcode and take advantage of upcode—they also exploit metacode. As we will see, Robert Morris built his worm to manipulate these philosophical principles of computation. Indeed, he was so successful at exploiting metacode that he became the first hacker to crash the internet.

• • •

The most surprising result of my extended, even feverish, immersion in the technology, history, and philosophy of hacking is that I’m not panicking. On the contrary, I’ve concluded that much of what is said about hacking is either wrong, misleading, or exaggerated. I decided to write this book because I was excited about everything I’d discovered. But I also wanted to write it to correct these misapprehensions.

The popular image of hackers is case in point. Politicians and pundits give the impression that hacking is an invisible act of malice performed by brilliant, twisted young men who wear hoodies and pajamas all day long, live in their parents’ basements, and subsist entirely on Red Bull. The eponymous star of the television show Mr. Robot, for example, is a mentally ill hacker suffering from multiple personality disorder.

The truth, as I learned, is more mundane. Hacking is not a dark art, and those who practice it are not four-hundred-pound wizards or idiot savants. Nor are they anonymous shadows. Hackers have names and faces, mothers and fathers, teachers, buddies, girlfriends, frenemies, colleagues, and rivals. They are familiar from daily life: immature teenagers, underemployed and understimulated engineers, petty criminals, supergeeks, and government employees who clock in at nine and out at five. Admittedly, the hackers you’ll meet in this book tend to be a bit odd and socially awkward. But, then again, who isn’t?

Cybercrime is a business,34 and businesses exist to turn a profit. Cybercriminals don’t want to read your email or use your webcam to spy on you making dinner.35 They are, by and large, rational people out to make a living. And while they can do malicious things like steal your credit card information or encrypt your data, they don’t want to spend precious time breaking into your computer. If you take even minimal precautions, say, steering clear of links that come from people you don’t know, the garden-variety cybercriminal will likely conclude that breaking into your computer is simply not worth the effort.

The media stokes our cyber-insecurity with an endless supply of scary stories. When the Department of Homeland Security announced in 2019 that several popular pacemakers were vulnerable to hacking, though none had been exploited, Healthline began their report with a chilling warning: “Bad guys can hack your heart.”36 In 2017, CNN reported on37 a German teenager who exploited a vulnerability in an app installed on certain Teslas, allowing him to manipulate some of the car’s non-driving features, like door locks and lights. The media had a field day when, in 2016, researchers announced that they hacked the We-Vibe—the world’s first smart dildo. They were able to control the vibrator without the user’s consent (potentially committing a horrifying remote form of felonious sexual assault).

These are all terrifying scenarios. Products with gaping security holes should not make it to market. Some criminals do hack for the lulz, i.e., the laughs, or for the sport. Others have darker reasons. But the vast majority of cybercrime is financially motivated. Whether vulnerabilities will be exploited, therefore, usually depends on whether there is money to be made. Lots of times, there’s none. It’s hard to make a living hacking medical devices or sex toys from halfway around the world.

The topic that inspired my fascination with hacking—cyberwar—is especially prone to hype. For decades, threat analysts and Hollywood movies have been warning about a so-called Digital Pearl Harbor or Cyber 9/11.38 Hackers, we are told, can take down the Pentagon’s military networks, trigger explosions at oil refineries, release chlorine gas from chemical plants, ground planes and helicopters by disabling air traffic control, delete financial information from the banking system, and plunge America into darkness by unplugging the power grid and killing thousands in the process. In the words of the New York Times writer David Sanger, a cyberweapon is the “perfect weapon.”39 Cyberwar is inevitable, the experts warn us. We cannot stop it; we can only try to prepare.

But, fortunately, the truth is less dramatic.40 Computer exploits are not perfect weapons. To the contrary, they are hyperspecialized weapons that are foiled by the same issues of compatibility—or interoperability—as we all are. The same way an app that works on an iPhone will not work on an Android phone, malware that functions41 on Windows desktop computers almost never does on Macs. Similarly, attacks that can infiltrate PDFs made with Acrobat 9.3 may be useless against PDFs made with Acrobat 9.4. All of which means that a successful systemic attack on the digital infrastructure of a technologically advanced country like the United States, with its diverse array of computers, operating systems, network configurations, and applications, would not only require a cyber-arsenal of unimaginable proportions. Massive digital failure would also require a supernatural amount of luck.

The alarmism is to some extent inevitable. Many constituencies have an interest in hyping cyberthreats. Authors sell books, journalists earn clicks, firms hawk their wares, consultants peddle their services, and government officials cover their asses. Sensational cyberwar scenarios attract eyeballs and make thrilling entertainment. Horror stories of technology turning on its creators and running amok have been a staple of modern literature and cinema, starting with Mary Shelley’s classic, Frankenstein, which was published in 1818.

Cybersecurity terminology, with its signature metaphors of pollution and disease, does not help. Software flaws are known as bugs. Malware consists of viruses and worms. Contagious code replicates and spreads via infection vectors to contaminate hosts. When caught by antivirus software, malware is quarantined and disinfected to prevent further contagion. These biological metaphors are intuitive. As we will see in chapter 3, many types of malware do resemble biological contagion. But the language of pollution and disease also elicits visceral feelings of disgust and revulsion. We urgently want to avoid contact with the object of our disgust, lest it contaminate us. Grouping malware with excrement, vomit, bad breath, pus-filled boils, garbage, rotting flesh, rats, roaches, maggots, and bodily disfigurement makes a scary thing even scarier.

All that said, I don’t mean to minimize the harm or the risk of hacking. In 2021, Colonial Pipeline, which runs the largest refined oil pipeline system in the United States, was hit by a ransomware attack that led to fuel stoppages for several days and a spike in gasoline prices. Ransomware has also been the scourge of local governments, hospitals, and schools. Indeed, this book is filled with examples of targeted and harmful cyberattacks.

This is why cybersecurity professionals are essential to any modern business. Nevertheless, these professionals are often overworked, and many are also underpaid. Depression, anxiety, and substance abuse are serious problems in the cybersecurity community, where specialists are tasked with defending beleaguered networks.42 It has been estimated that 3.5 million cybersecurity jobs are yet to be filled. If we are to remain vigilant in the face of these new twenty-first-century threats, we need to address the yawning gap between supply and demand.

But exaggerating the risk is counterproductive. By scaring the wits out of us, the cybersecurity community has unintentionally induced what psychologists call learned helplessness.43 When we feel that we have no control over our circumstances, when nothing we do makes a difference, we become paralyzed, like the proverbial deer in the headlights, unable to take even the few small steps needed to get out of harm’s way. This feeling of helpless resignation is one reason why computer users practice such poor cyberhygiene—like clicking on links in emails from people we don’t know or using six-digit passwords that start with 1 and end with 6. Why bother to play it safe on email or use a long password if Armageddon is just around the corner?

• • •

Cybersecurity books, of which there are many, tend to fall in one of two camps. Either they have a joyless, eat-your-vegetables style or a breathless, run-for-the hills-now one. Fancy Bear Goes Phishing seeks to avoid both extremes. It is not a manual or user guide, nor is it a work of dark prophecy. My hope is that it will empower readers by equipping them to answer the three questions that sparked my own interest in this topic: Why is the internet so vulnerable? How do hackers exploit its vulnerabilities? What can companies, states, and the rest of us do in response?

I address these questions through stories of five hacks.44 The book opens with the first internet hack—the so-called Morris Worm, which then–Cornell grad student Robert Morris Jr. intended as a sophisticated science experiment, but which ended badly, accidentally crashing the internet and culminating in the first federal conviction for hacking. From there, we move on to the unrequited crush that led to the first mutating virus engine. A Bulgarian hacker with the handle Dark Avenger composed a virus as a love letter to the cybersecurity researcher Sarah Gordon, a show of geek love that quickly threatened to cripple the fledgling antivirus industry. The third hack features still more drama. We’ll see how a sixteen-year-old from South Boston hacked the cell phone of the celebrity socialite Paris Hilton, then leaked nude photos he found on it, only to have Paris Hilton be accused of deploying a similar hack on her rival celebrity Lindsay Lohan. From there, I’ll describe how Fancy Bear, a hacking unit within Russian military intelligence, broke into the computer network of the Democratic National Committee and arguably helped elect Donald Trump president of the United States. Finally, I’ll explain how the “Mirai botnet,” a vast, distributed, hacking supercomputer a Rutgers undergraduate designed to get out of his calculus exam and disrupt the online game Minecraft, almost destroyed the internet in the process.

As I delve into these five epic hacks, I will also lay bare the technology that made them possible. My hope is that these true-crime stories—some accidental, some not—will engage readers who have little or no prior interest in technology and equip them to read beyond the headlines. At the same time, these five stories also illustrate my message precisely because they show that the most interesting questions posed by our roiling new world have little or nothing to do with technology per se. Understanding what is happening in the cyber-realm, at scale, and why our networks remain insecure, means staying focused on humans and the norms and institutional forces that guide them. Over the course of this book, I’ll toggle between the quirks of human decision-making and these larger forces. I’ll explain why the market continues to produce shoddy software and how the law has turned cyberspace into a vast area of impunity, and I’ll unpack the philosophical underpinnings of computation. Upcode, Downcode, and Metacode interact all the time. But I’ll stay focused throughout on people. Hacking is about humans, and my aim is to approach it as such.




1. The Great Worm

When Robert Morris Jr. released his worm at 8:00 p.m., he had no idea that he might have committed a crime. His concern that night was backlash from fellow geeks: many UNIX administrators would be furious when they found out what he had done. As Cliff Stoll, a computer security expert at Harvard, told The New York Times: “There is not one system manager who is not tearing his hair out. It’s causing enormous headaches.”1 When the worm first hit, administrators did not know why it had been launched and what damage it was causing. They feared the worst—that the worm was deleting or corrupting the files on the machines it had infected. (It wasn’t, as they would soon discover.)

After he first confessed the “fuckup” to his friend Paul Graham, Robert knew he had to do something. Unfortunately, he could not send out any warning emails because Dean Krafft had ordered the department machines to be disconnected from the main campus network and hence the public internet. At 2:30 a.m., Robert called Andy Sudduth, the system administrator of Harvard’s Aiken Computation Lab, and asked him to send a warning message to other administrators with instructions on how to protect their networks. Though not ready to out himself, Robert also wanted to express remorse for the trouble he was causing. Andy sent out2 the following message:


From: foo%bar.arpa@RELAY.CS.NET

To: tcp-ip@SRI-NIC

Date: Thu 03:34:13 03/11/1988 EST

Subject: [no subject]



A Possible virus report:

There may be a virus loose on the internet.

Here is the gist of a message Igot:

I’m sorry.

Here are some steps to prevent further transmission:

1) don’t run fingerd, or fix it to not overrun its stack when reading arguments.

2) recompile sendmail w/o DEBUG defined

3) don’t run rexecd

Hope this helps, but more, I hope it is a hoax.



Andy knew the worm wasn’t a hoax and did not want the message traced back to him. He had spent the previous hour devising a way to post the message anonymously, deciding to send it from Brown University to a popular internet Listserv using a fake username (foo%bar.arpa). Waiting until 3:34 a.m. was unfortunate. The worm spawned so swiftly that it crashed the routers managing internet communication. Andy’s message was stuck in a digital traffic jam and would not arrive at its destination for forty-eight hours.3 System administrators had to fend for themselves.

On November 3, as the administrators were surely tearing their hair out, Robert stayed at home in Ithaca doing his schoolwork and staying off the internet. At 11:00 p.m., he called Paul for an update. Much to his horror, Paul reported that the internet worm was a media sensation. It was one of the top stories on the nightly news of each network; Robert had been unaware, since he did not own a television. Newspapers called around all day trying to discover the culprit. The New York Times reported the story on the front page, above the fold. When asked what he intended to do, Robert replied, “I don’t have any idea.”

Ten minutes later, Robert knew: he had to call the chief scientist in charge of cybersecurity at the National Security Agency (NSA). So he picked up the phone and dialed Maryland. A woman answered the line. “Can I talk to Dad?”4 Robert asked.

The Ancient History of Cybersecurity

Security experts had been anticipating cyberattacks for a long time—even before the internet was invented. The NSA organized the first panel on cybersecurity in 1967, two years before the first link in the ARPANET, the prototype for the internet, was created. It was so long ago that the conference was held in Atlantic City … unironically.5

The NSA’s concern grew with the evolution of computer systems. Before the 1960s, computers were titanic machines housed in their own special rooms. To submit a program—known as a job—a user would hand a stack of punch cards to a computer operator. The operator would collect these jobs in “batches” and put them all through a card reader. Another operator would take the programs read by the reader and store them on large magnetic tapes. The tapes would then feed this batch of programs into the computer, often in another room connected by phone lines, for processing by yet another operator.

In the era of batch processing, as it was called, computer security was quite literal: the computer itself had to be secured. These hulking giants were surprisingly delicate. The IBM 7090, filling a room the size of a soccer field6 at MIT’s Computation Center, was composed of thousands of fragile vacuum tubes and miles of intricately wound copper strands. The tubes radiated so much heat that they constantly threatened to melt the wires. MIT’s computer room had its own air-conditioning system. These “mainframe” computers7—probably named so because their circuitry was stored on large metal frames that swung out for maintenance—were also expensive. The IBM 7094 cost $3 million8 in 1963 (roughly $30 million in 2023 dollars). IBM gave MIT a discount, provided that they reserved eight hours a day for corporate business. IBM’s president,9 who sailed yachts on Long Island Sound, used the MIT computer for race handicapping.

Elaborate bureaucratic rules governed who could enter each of the rooms. Only certain graduate students were permitted to hand punch cards to the batch operator. The bar for entering the mainframe room was even higher. The most important rule of all was that no one was to touch the computer itself, except for the operator. A rope often cordoned it off for good measure.

In the early days of computing, then, cybersecurity meant protecting the hardware, not the software—the computer, not the user. After all, there was little need to protect the user’s code and data. Because the computer ran only one job at a time, users could not read or steal one another’s information. By the time someone’s job ran on the computer, the data from the previous user was gone.10

Users, however, hated batch processing with the passion of a red-hot vacuum tube. Programmers found it frustrating to wait until all of the jobs in the batch were finished to get their results. Worse still, to rerun the program, with tweaks to code or with different data, meant getting back in the queue and waiting for the next batch to run. It would take days just to work out simple bugs and get programs working. Nor could programmers interact with the mainframe. Once punch cards were submitted to the computer operator, the programmers’ involvement was over. As the computer pioneer Fernando “Corby” Corbató,11 described it, batch processing “had all the glamour and excitement of dropping one’s clothes off at a laundromat.”

Corby set out to change that. Working at MIT in 1961 with two other programmers, he developed the CTSS, the Compatible Time-Sharing System.12 CTSS was designed to be a multiuser system. Users would store their private files on the same computer. All would run their programs by themselves. Instead of submitting punch cards to operators, each user had direct access to the mainframe. Sitting at their own terminal, connected to the mainframe by telephone lines, they acted as their own computer operator. If two programmers submitted jobs at the same time, CTSS would play a neat trick: it would run a small part of job 1, run a small part of job 2, and switch back to job 1. It would shuttle back and forth until both jobs were complete. Because CTSS toggled so quickly, users barely noticed the interleaving. They were under the illusion that they had the mainframe all to themselves. Corby called this system “time-sharing.”13 By 1963, MIT had twenty-four time-sharing terminals, connected via its telephone system, to its IBM 7094.14

Hell, as Jean-Paul Sartre15 famously wrote, is other people. And because CTSS was a multiuser system, it created a kind of cybersecurity hell. While the mainframes were now safe because nobody needed to touch the computer, card readers, or magnetic tapes to run their programs, those producing or using these programs were newly vulnerable.

A time-sharing system works by loading multiple programs into memory and quickly toggling between jobs to provide the illusion of single use.16 The system places each job in different parts of memory—what computer scientists call “memory spaces.” When CTSS toggled between jobs, it would switch back and forth between memory spaces. Though loading multiple users’ code and data on the same computer optimized precious resources, it also created enormous insecurity. Job #1, running in one memory space, might try to access the code or data in Job #2’s memory space.

By sharing the same computer system, user information was now accessible to prying fingers and eyes. To protect the security of their code and data, CTSS gave each user an account secured by a unique “username” and a four-letter “password.” Users that logged in to one account could only access code or information in the corresponding address space; the rest of the computer’s memory was off-limits. Corby picked passwords for authentication to save room; storing a four-letter password used less precious computer memory17 than an answer to a security question like “What’s your mother’s maiden name?” The passwords were kept in a file called UACCNT.SECRET.18

In the early days of time-sharing, the use of passwords was less about confidentiality and more about rationing computing time. At MIT, for example, each user got four hours of computing time per semester. When Allan Scherr, a PhD researcher, wanted more time, he requested that the UACCNT.SECRET file be printed out. When his request was accepted, he used the password listing to “borrow” his colleagues accounts. Another time, a software glitch displayed every user’s password, instead of the log-in “Message of the Day.” Users were forced to change their passwords.

From Multics to UNIX

Though limited in functionality, CTSS demonstrated that time-sharing was not only technologically possible, but also wildly popular. Programmers liked the immediate feedback and the ability to interact with the computer in real time. A large team from MIT, Bell Labs, and General Electric, therefore, decided to develop a complete multiuser operating system as a replacement for batch processing. They called it Multics, for Multiplexed Information and Computing Service.

The Multics team designed its time-sharing with security in mind. Multics pioneered many security controls still in use today—one of which was storing passwords in garbled form so that users couldn’t repeat Allan Scherr’s simple trick. After six years of development,19 Multics was released in 1969.

The military saw potential in Multics. Instead of buying separate computers to handle unclassified, classified, secret, and top-secret information, the Pentagon could buy one and configure the operating system so that users could access only information for which they had clearance. The military estimated that it would save $100 million by switching to time-sharing.20

Before the air force purchased Multics, they tested it. The test was a disaster. It took thirty minutes to figure out how to hack into Multics, and another two hours to write a program to do it. “A malicious user can penetrate the system at will with relatively minimal effort,” the evaluation concluded.21

The research community did not love Multics either. Less concerned with its bad security, computer scientists were unhappy with its design. Multics was complicated and bloated—a typical result of decision by committee. In 1969, part of the Multics group broke away and started over. This new team, led by Dennis Ritchie and Ken Thompson, operated out of an attic at Bell Labs using a spare PDP-7, a “minicomputer” built by the Digital Equipment Corporation (DEC) that cost ten times less than an IBM mainframe.22

The Bell Labs team had learned the lesson of Multics’ failure: Keep it simple, stupid. Their philosophy was to build a new multiuser system based on the concept of modularity: every program should do one thing well, and, instead of adding features to existing programs, developers should string together simple programs to form “scripts”23 that can perform more complex tasks. The name UNIX began as a pun: because early versions of the operating system supported only one user—Ken Thompson—Peter Neumann, a security researcher at Stanford Research International, joked that it was an “emasculated Multics,” or “UNICS.” The spelling was eventually changed to UNIX.24

UNIX was a massive success25 when the first version was completed in 1971. The versatile operating system attracted legions of loyalists with an almost cultish devotion and quickly became standard in universities and labs. Indeed, UNIX has since achieved global domination. Macs and iPhones, for example, run on a direct descendant26 of Bell Labs’ UNIX. Google, Facebook, Amazon, and Twitter servers run on Linux, an operating system that, as its name suggests, is explicitly modeled after UNIX (though for intellectual-property reasons was rewritten with different code). Home routers, Alexa speakers, and smart toasters also run Linux. For decades, Microsoft was the lone holdout. But in 2018, Microsoft shipped Windows 10 with a full Linux kernel. UNIX has become so dominant that it is part of every computer system on the planet.

As Dennis Ritchie admitted in 1979, “The first fact to face is that UNIX was not developed with security, in any realistic sense, in mind; this fact alone guarantees a vast number of holes.”27 Some of these vulnerabilities were inadvertent programming errors. Others arose because UNIX gave users greater privileges28 than they strictly needed, but made their lives easier. Thompson and Ritchie, after all, built the operating system to allow researchers to share resources, not to prevent thieves from stealing them.

The downcode of UNIX, therefore, was shaped by the upcode of the research community—an upcode that included the competition for easy-to-use operating systems, distinctive cultural norms of scientific research, and the values that Thompson and Ritchie themselves held. All of these factors combined to make an operating system that prized convenience and collaboration over safety—and the vast number of security holes left some to wonder whether UNIX, which had conquered the research community, might one day be attacked.

WarGames

In 1983, the polling firm Louis Harris & Associates29 reported that only 10 percent of adults had a personal computer at home. Of those, 14 percent said they used a modem to send and receive information. When asked, “Would your being able to send and receive messages from other people … on your own home computer be very useful to you personally?” 45 percent of those early computer users said it would not be very useful.

Americans would soon learn about the awesome power of computer networking. The movie30 WarGames,31 released in 1983, tells the story of David Lightman, a suburban teenager played by Matthew Broderick, who spends most of his time in his room, unsupervised by his parents and on his computer, like a nerdy Ferris Bueller. To impress his love interest, played by Ally Sheedy, he hacks into the school computer and changes her grade from a B to an A. He also learns how to find computers with which to connect via modem by phoning random numbers—a practice now known as war-dialing (after the movie). David accidentally war-dials the Pentagon’s computer system. Thinking he has found an unreleased computer game, David asks the program, named Joshua, to play a war scenario. When Joshua responds, “Wouldn’t you prefer a nice game of chess?” David tells Joshua, “Let’s play Global Thermonuclear War.” David, however, is not playing a game—Joshua is a NORAD computer and controls the U.S. nuclear arsenal. By telling Joshua to arm missiles and deploy submarines, David’s hacking brings the world to the nuclear brink. The movie ends when David stops the “game” before it’s too late. Joshua, the computer program, wisely concludes, “The only winning move is not to play.”

WarGames grossed $80 million at the box office and was nominated for three Academy Awards. The movie introduced Americans not only to cyberspace, but to cyber-insecurity, as well. The press pursued this darker theme by wondering whether a person with a computer, telephone, and modem—perhaps even a teenager—could hack into military computers and start World War III.

All three major television networks featured the movie on their nightly broadcasts. ABC News opened their report by comparing WarGames to Stanley Kubrick’s Cold War comedy, Dr. Strangelove. Far from being a toy for bored suburban teenagers, the internet, the report suggested, was a doomsday weapon capable of starting nuclear Armageddon. In an effort to reassure the public, NORAD spokesperson General Thomas Brandt told ABC News that computer errors as portrayed in the film could not occur. In these systems, Brandt claimed, “Man is in the loop. Man makes decisions. At NORAD, computers don’t make decisions.”32 Even though NBC News described the film as having “scary authenticity,” it concluded by advising “all you computer geniuses with your computers and modems and autodialers” to give up. “There’s no way you can play global thermonuclear war with NORAD, which means the rest of us can relax and enjoy the film.”33

Not everyone was reassured. President Ronald Reagan had seen the movie at Camp David and was disturbed by the plot. In the middle of a meeting on nuclear missiles and arms control attended by the Joint Chiefs of Staff, the secretaries of state, defense, and treasury, the national security staff, and sixteen powerful lawmakers from Congress, Reagan interrupted the presentation and asked the room whether anyone had seen the movie. None had—it opened just the previous Friday. Reagan, therefore, launched into a detailed summary of the plot. He then turned to General John Vessey Jr., chairman of the Joint Chiefs, and asked, “Could something like this really happen?” Vessey said he would look into it.34

A week later, Vessey returned with his answer, presumably having discovered that the military had been studying this issue for close to two decades: “Mr. President, the problem is much worse than you think.” Reagan directed his staff to tackle the problem. Fifteen months later, they returned with NSDD-145,35 a National Security Decision Directive. The directive empowered the NSA to protect the security of domestic computer networks against “foreign nations … terrorist groups and criminal elements.” Reagan signed the confidential executive order on September 17, 1984.

While WarGames spurred the White House to address what would eventually be called “cyberwarfare,” it prompted Congress to address “cybercrime.”36 Both the House and the Senate began subcommittee hearings on computer security by showing excerpts of the film. Rep. Dan Glickman, a Kansas Democrat, announced, “We’re gonna show about four minutes from the movie WarGames, which I think outlines the problem fairly clearly.”37 These hearings ultimately resulted in the nation’s first comprehensive legislation about the internet, and the first-ever federal legislation—legal upcode, in our terminology—on computer crime: the Counterfeit Access Device and Computer Fraud and Abuse Act38 of 1984, enacted in October 1984.

Politicians were not the only ones concerned. When Ken Thompson won the Turing Lifetime Achievement Award in 1984, the highest honor in the computer-science community, for developing UNIX, he devoted his lecture to cybersecurity,39 a first for the Turing lecture. In the first half of his lecture, Thompson described a devious hack first used by air force testers40 when they penetrated the Multics system in 1974. They showed how to insert an undetectable “backdoor” in Multics. A backdoor is a hidden entrance into a computer system that bypasses security, the digital equivalent of a bookcase that doubles as a door to a secret passageway. Thompson showed how someone could surreptitiously do the same to UNIX.41 (Thompson inserted a backdoor into a version of UNIX used at Bell Labs, and, as he predicted, the backdoor was never detected. The hack would be repeated by Russian intelligence in the 2020 SolarWinds hack, which compromised millions of American computers before being detected.) The moral Thompson drew was bracing: the “only program you can truly trust is the one you wrote yourself.”42 But since it isn’t possible to write all of one’s software, it is necessary to trust others, which is inherently risky.

Thompson next turned to moralizing. As the cocreator of UNIX, who understood all too well how hackers could exploit multiuser systems, he denounced hackers as “nothing better than drunk drivers.” Thompson ended his speech by warning of “an explosive situation brewing.” Movies and newspapers had begun to hail teenage hackers, making “heroes of vandals by calling them whiz kids.” Thompson was not merely referring to the hype surrounding WarGames. At the same time the movie hit theaters, a group of six young computer hackers, ages sixteen to twenty-two, known as the 414 Club, broke into many high-profile computer systems, including ones at the Los Alamos National Laboratories and Security Pacific National Bank. The spokesman for the 414 Club, seventeen-year-old Neal Patrick, enjoyed his fifteen minutes of fame, appearing on43 the Today Show, The Phil Donahue Show, and the September 5, 1983, cover of Newsweek, even though he and his friends were just novices.44

Thompson pointed to what he called a “cultural gap” in how society understands hacking. “The act of breaking into a computer system has to have the same social stigma as breaking into a neighbor’s house. It should not matter that the neighbor’s door is unlocked.”

Social stigma or not, Congress soon enacted more stringent criminal statutes for hacking. The Computer Fraud and Abuse Act (CFAA) of 1986 made it a federal crime to engage in “unauthorized access” of any government computer and cause over $1,000 in damage. Those convicted of this statute faced up to twenty years in jail and a $250,000 fine.45

Infiltrating thousands of government computers and crashing the internet was exactly the kind of Hollywood-esque attack that the new law was designed to punish. Whoever built and released the self-replicating worm on the night of November 2, 1988, was in big trouble.

Bob Morris

When Robert Morris Jr. called home asking for his father late on November 3, his mother replied that he was asleep. “Is it important?”

“Well, I’d really like to speak to him,” Robert replied.

Robert Morris Sr.46 was the chief scientist for the National Computer Security Center at the NSA. Age fifty-six, “Bob” was a mathematical cryptographer. He had a long, graying beard,47 unruly hair, wild eyes with a mischievous smile—the kind of eccentric who never looks quite right in a suit. He had only recently moved to Washington after spending twenty-six years at Bell Labs. During that time, he had created many of the core utilities of UNIX. Indeed, he was close friends with Ken Thompson, who a few years earlier had publicly denounced whiz-kid hackers as drunk drivers.

Given his position, Bob understood that his son was in legal jeopardy. Though the FBI had not yet figured out who released the worm, it was only a matter of time before they did. Bob, therefore, advised Robert to remain silent and keep to his plan of meeting his girlfriend in Philadelphia the next day.

No doubt Bob was terrified for his son, but his son’s antics must also have been highly embarrassing. Bob was still new to Washington. He arrived at the NSA headquarters at Fort Meade only two years earlier. Having the head of computer security’s son hack the nation’s computer systems was … awkward.

The call also came at an inopportune time. Bob loved being at the NSA. “For a cryptographer like him, it was akin to going to Mecca,”48 said Marvin Schaefer, Bob’s predecessor at the NSA, who recommended him for the job. In fact, Bob was taking courses to be promoted to a more classified management position. As he dryly conceded to The New York Times, having nightly mentions of his son on the news was “not a career plus.”49

Bob could hardly be angry with Robert. Even before Robert was born, Bob had a terminal installed at home for dialing in to Bell Labs’ mainframe. Soon Robert was using the computer to explore the mainframe by himself and, in the process, learning UNIX. Both he and his father were obsessed with cybersecurity, especially with finding holes in seemingly secure software, and they would talk about the subject often. As the New York Times reporter John Markoff put it, “The case, with all its bizarre twists, illuminates the cerebral world of a father and son—and indeed a whole modern subculture—obsessed with the intellectual challenge of exploring the innermost crannies of the powerful machines that in the last three decades have come to control much of society.”50 When Robert’s mother was asked whether father and son appreciated their similarities, she responded, “Of course they are aware of it. How could they not be?”

Markoff figured out that Robert Morris Jr. had written the worm when Markoff spoke to Paul Graham. Over several conversations, Paul had referred to the culprit as “Mr. X,” but then Paul slipped up and referred to him as “rtm” by accident. Through Finger, a now-defunct51 UNIX service that acted like an internet telephone book, Markoff discovered that “rtm” stood for Robert Tappan Morris.

When Markoff contacted him, Bob saw no point in pretending other-wise, so he confessed for his son. Bob told The New York Times that the worm was “the work of a bored graduate student.” Even as fear and anger built against the bored graduate student, his father could not help bragging about his son, and himself. “I know a few dozen people in the country who could have done it. I could have done it, but I’m a darned good programmer.” Bob also had a puckish wit. Speaking about his son’s obsession with computer security, Bob said, “I had a feeling this kind of thing would come to an end the day he found out about girls. Girls are more of a challenge.”52

The FBI opened a criminal investigation against Robert Morris Jr. They assigned it a “very high priority” but did not know what to do. FBI spokesman Mickey Drake admitted, “We have no history in the area.” Hackers had been prosecuted before, but predominantly at the state level.53 A year earlier, a disgruntled worker in Fort Worth, Texas, was convicted of a third-degree felony for wiping out 168,000 payroll records after being dismissed by his employer, an insurance company. But the Department of Justice had never tried anyone under the new 1986 Computer Fraud statute in front of a jury. The department could not decide whether to prosecute Morris’s act as a misdemeanor, punishable by a fine and up to a year in jail, or as a felony, which could lead to ten years behind bars.

Bob Morris retained the criminal defense attorney Thomas Guidoboni in preparation for a possible prosecution. At their first meeting, Guidoboni was struck by Robert’s cluelessness—he was still unaware that he might be charged with a crime. He was most concerned about being expelled from Cornell. Guidoboni also observed that “Robert may have been the youngest twenty-two-year-old I’ve ever met.”54 On his way home from the meeting, Robert fainted on the metro.

Dissecting the Worm

There are several varieties of downcode. The most familiar kinds are those written in high-level programming languages, with such names as C (the successor to the language B), C++ (the successor to C, ++ being C-speak for “add 1”), Python (named after the British comedy troupe Monty Python), and JavaScript (named after the popular programming language Java as a marketing gimmick, though they have little to do with each other). Humans code in these languages because they are easy to use. Their instructions are written in English, employ basic arithmetic symbols, and have a simple grammar.

Central processing units (CPUs)—the “brains” of the computer—do not understand high-level languages. Instead of using English words, CPUs communicate in binary, the language of zeros and ones. In machine code, as it is known, different binary strings represent specific instructions55 (e.g., 01100000000000100000010000000010 means “ADD 2+2”). Special programs known as compilers take high-level code that humans write and translate it into machine code so that CPUs can execute it. The machine code is usually put into a binary file so that it can be quickly executed. (In chapter 3, we will encounter a third kind of downcode, known as assembly language.)

Robert Morris Jr. wrote his worm in C, but he did not release this version. Instead, he launched the compiled version, the machine code consisting just of zeros and ones. As Robert slipped into a state of shock, system administrators had no choice but “decompile” the worm. They had, in other words, to painstakingly translate the primitive language of zeros and ones sent to the computers’ central processing units into the high-level symbolic code that Robert originally wrote it in. They were reversing the compilation process56 that translated the C code into a binary string of zeros and ones that computers can understand, but humans cannot.

[image: An illustration shows the process of converting high-level, human-readable code into binary machine code that can be executed by the CPU. The compiler or translator converts the code into instructions that the control unit can understand and stores them in memory storage. The CPU then retrieves the instructions from memory, interprets them, and executes them.]
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With all the misfortune befalling these administrators, they enjoyed one stroke of good luck: a UNIX conference was being held at Berkeley that week. The world experts were assembled on the battlefield as the attack unfolded. Working day and night, the UNIX gurus decoded the worm by the morning of November 4th. They discovered that the worm did not use just one method for breaking into computers. The worm was so effective because it attacked using four different methods, or, in hacker terminology, attack vectors.

The first attack vector was very simple. UNIX lets users select “trusted hosts.” If you had an account on a network, you could tell UNIX to “trust” certain machines on that network. If you selected machine #1 to trust, you could work on, say, machine #2 and access #1 without entering your password again. Trusted hosts were useful because they let users work on several machines simultaneously without having to log in each time.

When the worm first landed on a machine, it would check for any trusted hosts. If any were found, the worm would reach out to establish a network connection. The worm would, as it were, call the trusted host and see if it picked up. If the host picked up, a new network connection would form. The worm would use this connection to send a small program—known as bootstrap code. The bootstrap code would then fetch a copy of the worm, store it on the new machine, and turn it on. The parent worm would move on to the next trusted host while its progeny started the same process at its new home.

The second attack vector targeted SENDMAIL, an email program written by Eric Allman, then an undergraduate computer-science student at UC Berkeley, in 1975. Because Allman was working for a system administrator who was stingy with computer time, Allman built a backdoor into SENDMAIL. When SENDMAIL was installed with the debug option set, it would permit Allman to send a program over the mail to the administrator’s computer. Once the email message arrived in the administrator’s inbox, SENDMAIL would automatically run the attached program on his machine, thereby enabling Allman to eke out extra computer time. When Allman finished his project, he forgot about the backdoor he’d installed in SENDMAIL.

In the meantime, SENDMAIL became the default email program for UNIX. When it was installed with the debug option set, the backdoor could be opened—which is precisely what the Morris Worm did. When the worm had exhausted all trusted hosts, it emailed a copy of the bootstrap code to other nodes



[image: An illustration shows a user account being compromised through a backdoor that is secretly installed. The user installs a SENDMAIL with debug feature, which allows unauthorized access to the user account. An illustration depicts a hacker sending an email containing malicious code to a user’s account. The malicious code automatically executes as soon as the user opens the email.]











[image: A flow diagram of a password security system. A list of common passwords is encrypted using ‘crypt.’ The resulting scrambled passwords and the ones in a scrambled password file are compared. If there is a match, the original unscrambled version of the password is used to log in.]
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