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Praise for Enigma

‘Sebag-Montefiore demonstrates superbly that the seizure of the Enigma codebooks was, without doubt, among the crucial episodes in Britain’s prosecution of the war. And also the most heroic. The scene in which ‘Florrie’ Foord dives into the icy waters off Trondheim to grab the canvas bag containing the Enigma codebooks is the stuff of war stories at their most gripping’

Robert McCrum, Observer

‘Sebag-Montefiore gives many gripping accounts of [the] . . . naval actions’

Evening Standard

‘The book is, to say the least, stirring’

The Times

‘[Sebag-Montefiore] has been assiduous in tracking down witnesses to events – British and German, Polish, French and American – and where they were dead, their widows, siblings and children. One of the most valuable of his many contacts was Gisela, daughter of the pre-war German Enigma operator Hans Thilo Schmidt who, well before Hitler came to power, sold its secrets to French intelligence’

Sir Ludovic Kennedy, Daily Mail

In a crowd of books dealing with the Allied breaking of the World War 2 German cipher machine Enigma, Hugh Sebag-Montefiore has scored a scoop . . . It seemed impossible to learn any more about the World War 2 era’s most important spy [Hans Thilo Schmidt] . . . Sebag-Montefiore drove beyond the obstacles to find Schmidt’s daughter . . . Sebag-Montefiore has fleshed out a name, and we historians of the intelligence world are grateful . . . Many new British and American documents have been declassified in recent years, and Sebag-Montefiore . . . has a remarkable talent in finding survivors. He has used both sources to tell new tales and to add detail to the old’

David Kahn, Washington Post

‘Some might think that the story of Bletchley Park Enigma . . . is now so well known as not to require retelling. They would be wrong . . . This book is . . . an engrossing read’

Sunday Telegraph


‘Hugh Sebag-Montefiore could hardly have picked a more fortuitous moment to publish this study, which describes in detail how British seamen, intelligence officers and codebreakers combined to crack the U-boat Enigma. True, when you consider the relative size of its likely audience against that of [the film] U-571, it represents not much more than a tiny pebble of British fact flung at an onrushing tidal wave of Yankee baloney. But still: here is the truth, for those with the wit to read it’

Robert Harris, Sunday Times

‘A reliable non-celluloid version of the capture of the Enigma material’

Independent
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Preamble to the Introduction

Introducing this special 75th Anniversary Edition

After the first publication of this book in the year 2000, the managers of Bletchley Park, the site where the breaking of the Enigma code took place during the Second World War, asked me to create an exhibit which focused on the capture of Naval Enigma code documents from the Germans. The resulting exhibition, which was displayed at Bletchley Park in 2011, was restricted to a single incident: the capture of Enigma material from the German submarine U-110 seventy years earlier.

However, its popularity highlighted the fact that there was a growing appetite amongst the general public for more information about how the Enigma codebooks came to be captured. That is why, to link up with the 75th anniversary of the crucial capture of the codebooks from the submarine U-559, which took place on 30 October 1942, my publisher has asked me to update this book so that it includes a series of personal accounts and extracts from other relevant documents relating not only to the capture of codebooks from U-110 and U-559, but also to the previous actions at sea which made these captures possible.

Arguably the least well known of these new accounts are those relating to the depth-charging to the surface of the German submarine U-49 on 15 April 1940 during the fighting in Norway (see Personal Accounts: 1). They have been included because this incident represented a watershed in the way the Royal Navy helped Bletchley Park’s codebreakers. Ironically, the failure to grab U-49’s codebooks turned out to be a blessing in disguise since it led to the realisation that instructions on this subject should be circulated to as many of Britain’s warship commanders as possible. The resulting instructions circulated by Sir Charles Forbes, Commander-in-Chief of the Home Fleet, were to be the first of many circulars telling British naval officers the importance of seizing codebooks and how that

might be achieved (see this book’s Postcript 2). It was fortunate that what he wrote was taken seriously: surprisingly few German vessels were captured during the first years of the Second World War with their Enigma codebooks intact, and the Naval Enigma code might not have remained an open book as far as Bletchley Park’s codebreakers were concerned if most of the post-1940 captures that did take place had not been exploited to the full.

Another aspect of the training that British warships’ commanders and crews needed if codebooks were to be snatched from under the noses of the Germans was underlined by mistakes made in the course of the capture of the German Schiff 26, referred to as Polares, on 26 April 1940 (see Personal Accounts: 2). Although one codebook and some ciphering forms were taken during this incident, the chaos which followed the boarding of this ship made it clear that a post-capture system needed to be set up to ensure that no vital documents were missed next time a German vessel was seized.

Britain and her codebreakers were lucky that these lessons were learned before the capture of the German submarine U-110 on 9 May 1941, or this, the most famous incident at sea relating to the Enigma code, might have ended up being a disastrous missed opportunity rather than a giant step forward and a welcome boost for the codebreakers. Although the original edition of this book contained extracts from the U-110 crew’s accounts, I excluded a lot of what they told me so as not to hold up the narrative. The text I wrote for the exhibition mentioned above showed me that other portions of their testimony could be instructive, as would the original account by the leader of the British boarding party, since they would help readers understand how the codebooks on this submarine, and on subsequent German vessels seized, came to be ‘pinched’ (see Personal Accounts: 3). The U-110 capture inspired a series of Confidential Admiralty Fleet Orders warning warship commanders of the pitfalls encountered during this and previous boardings (see Postscript 2).

The Canadian Navy’s abortive attempt to enter German submarine U-501 on 11 September 1941 showed that there were still some Allied commanders who had not learned what needed to be done after a German U-boat was brought to the surface (see Personal Accounts: 4). German and Canadian accounts quoted reveal that even if a U-boat commander’s cowardice gave the Allies an opening, that counted for nothing if the attacking Allied ships’ crews were not ruthless enough.


All of this led up to what some will regard as the climax of this campaign to supply the Bletchley Park codebreakers with codebooks: the seizing of codebooks from U-559 on 30 October 1942 – by far the most dramatic of all the Enigma codebook captures from U-boats (see Personal Accounts: 5). It is highly unlikely that this capture would ever have taken place had it not been for the actions listed above that preceded it. Because of what had gone before, the commander of the destroyer that sent over the boarding party had trained his crew to be so clinical that they were inside the U-boat within minutes of the vessel surfacing. That did not endear this commander’s management style to the family of at least one of the men who died after the U-boat sank, but it made all the difference (see here).

This edition also includes the material added to the original text of this book in 2011, to celebrate the 70th anniversary of the capture of U-110. Some of the new text that was added then was contained in what were then recently declassified documents. I brought it to readers’ attention in the following terms:

‘One of the most poignant stories contained in the new documents concerns the British codebreaker Dilly Knox. Even before these new documents became available, readers of my first edition would have been well aware that he was upset when he found out that he had been unable to match the young mathematicians from Poland during the race to break the Enigma code used by Germany’s army and air force. The new documents reveal just how upset he really was. It is almost painful to read about the undignified reaction of this great classical scholar, who had already broken the Enigma code used by the Spanish and Italians during the Spanish Civil War and who would go on to break the German Abwehr and Italian naval codes, on discovering that he had lost the race.

The Polish victory certainly represented a major personal setback for Knox, since it laid him open to the charge that he was not up to the task of coping with Germany’s most sophisticated enciphering machinery. Knox’s successes in connection with the Enigma code all related to relatively uncomplicated Enigma machines: they did not have a plugboard, one of the scrambler elements incorporated into the machines used by the German armed forces. Nevertheless his reaction was unbecoming.

As readers of this new edition will see, rather than magnanimously celebrating the fact that Britain and her allies had acquired a potentially war-winning weapon, he temporarily lost control of himself

and furiously told his boss that the Poles were attempting to trick them into believing they had broken the code without obtaining help from a third party.

Although he subsequently pulled himself together and played an important role in the exploitation of what the Poles had discovered, one is left with the sad feeling that, his subsequent triumphs notwithstanding, one is watching the decline and humiliation of a genius who had seen better days. Not only was his health failing – he had cancer – but so was his ability to extract whatever concessions he wanted from the bureaucratic Bletchley Park managers, despite his repeated empty threats that he would resign if he did not get his own way. This was a pity, since as the declassified documents confirm, his undoubted inventive skill made him the linchpin of the British attack on the Enigmas without plugboards, no mean achievement.

The enduring nature of this tragedy is highlighted by the fact that in spite of the best efforts of at least one eminent writer to give him the enormous credit he deserves – 2009 saw the publication of an insightful biography about him by Mavis Batey,1 one of his Bletchley Park ‘girls’ – the general public will always think of Alan Turing as the man who broke the Enigma. And that will probably remain the case until an enlightened film maker or playwright focuses on Dilly Knox’s contribution. In the meantime I am grateful to Mavis Batey for all the time she has spent encouraging me to write up his achievements and explaining his complex character.

If the role played by Dilly Knox has been understated, it should not be forgotten that Alan Turing’s is sometimes exaggerated. In spite of what I wrote in my first edition, many people still believe that he broke naval Enigma on his own. Although he was an undoubted genius, this is overegging it. A more accurate assessment of his work can be made after reading what one of the declassified documents contains under the heading: ‘Naval Section’s Share in the Organisation for Capturing Documents’2. The writer of this document, which focuses on Bletchley Park’s contribution to the attempt to capture Enigma codebooks, points out that their capture during the second half of 1940 was ‘a matter of the highest policy, the cryptographers having given out no hope of being able to decipher Enigma traffic currently for some months to come unless we were able to pinch the clues to at least one day’s traffic.’

Even this document, which describes how the codebooks were eventually captured and presented to Alan Turing’s section, thereby

enabling him to break the code, does not contain the complete story of how the codebooks came to be seized. For that, one has to dip into another document which, at the time of my completing this updated edition, was still outside the public domain. ‘The Handling of Naval Special Intelligence’, which contains a blow by blow account of how Bletchley Park’s Naval Section struggled to persuade the Admiralty that Enigma codebooks had to be captured, was at the time of writing still unavailable to readers at London’s National Archives.3 Fortunately, GCHQ’s Departmental Historian, on learning that this 70th Anniversary edition was being compiled, decided that the relevant portion of the document should be made the subject of a special discretionary disclosure so that I could refer to it. This discretionary disclosure requires me to declare that the material disclosed remains Crown Copyright and is used by me thanks to the permission of the Director, GCHQ. Thanks to GCHQ’s intervention, the full story of how Bletchley Park’s staff battled to have the Enigma codebooks captured can be told for the first time. It appears in this edition’s Postscript 2.

I need to refer to Dilly Knox again when dealing with another question that has been raised since the first edition of my book was published: to what extent did his codebreaking enable the British fleet in the Mediterranean to defeat the Italian Navy at the March 1941 Battle of Matapan? When my book was published, most Bletchley Park codebreakers and historians believed that whilst Knox’s team’s break into the Italian Naval Enigma enabled the British Admiralty to warn Admiral Andrew Cunningham, Commander-in-Chief of the Mediterranean fleet, that the Italian ships might be about to attack some British convoys on 28 March 1941 in the area surrounding Crete, it did not give him precise details describing where the Italian fleet would go. However, since then, Captain Hugh Lee, the officer who was Cunningham’s Flag Lieutenant, has claimed that he received very precise details from an Enigma message which was given to him the morning before the expected sortie (See Postcript 3). Although it is always possible that he has misremembered what happened, his story is at least consistent with some other clues in the newly released files. They raise the intriguing possibility that had Dilly Knox not protested to the Bletchley Park managers about the way they were circulating the content of the messages he had broken, the contents of at least one of the messages would not have reached Cunningham in time, and that great morale-boosting

victory at Matapan during the dark days of 1941 would never have occurred.

Of course, none of the codebreakers’ efforts would have made any difference if the Germans had realised that their code had been compromised. As readers of my first edition will know, they certainly suspected that the British might be reading their messages. But most of the German investigations appeared to start with the naive presumption that the code was not compromised unless definite proof could be produced showing that it was. The Germans reasoned that if the Allies were reading the code, their messages would have clearly revealed that this was the case. Because the British messages rarely accurately pinpointed the location of German vessels, even though such details were included in the German messages, the German investigators concluded that the naval Enigma code had not been compromised after all. Paradoxically, the fact that the Germans were secretly reading British messages turned out in this context at least to be advantageous for the British Navy, and disastrous for Germany’s. Never was there a clearer case of a country being hoist with its own petard.

The investigators also unwisely assumed that the only way the code could be broken was if the codebooks including all the settings were captured. Because they made this assumption, they ignored any evidence which merely suggested that their messages were being read on particular days. They would not accept that the code was broken unless they saw evidence that all the days covered by the current settings had been read. Because I felt that these incorrect assumptions would help to explain why the Germans were deceived for so long, I wanted in this new edition to show readers how the investigators went about applying these ill-advised principles in practice. That is why I am grateful to Ralph Erskine, the naval Enigma expert, who told me where to find the most revealing German investigations into whether Britain was reading her messages. They included the one mentioned in detail in another book about the Enigma which was published after mine.4 I was fortunate to obtain his assistance again since he knows as much as anyone about the Enigma, and the book which he has co-edited about the Enigma and codebreaking in general includes a chapter written by him about the German fears that their code had been compromised.5

The investigation I have focused on was carried out at the beginning of 1943 after an Allied coded message decrypted by the Germans

suggested that Britain and America knew about an Atlantic meeting point mentioned in a German enciphered message (see Postcript 5). At first sight, it seemed obvious that the Allies were reading some of Germany’s messages. However, because the investigators’ blinkered approach demanded that they must have proof that all messages sent using the current settings had been read, before they would agree that their code had been compromised, the Allies were let off the hook. I could not have found a better example to demonstrate why the Germans never admitted that their code was broken.’

In this preamble I have only mentioned some of the material contained in the postcripts inserted in this book since the publication of its first edition. So that readers who have previously read the book can quickly go straight to the new material, my publisher and I have decided to leave the original text more or less unaltered except where mistakes have been identified, and to put all new material in a series of personal accounts sections and postscripts immediately in front of the index at the end of the book. That is where readers should look for the most up to date material.

If readers would like to try their hand at rodding, using Dilly Knox’s technique explained in Appendix 5, in connection with one of the Italian signals which helped the British fleet to win the Battle of Matapan, they might like to do so utilising the crib and rodding table that were used at Bletchley Park to break the message. These are in Postscript 7, and the complete cipher text is in Postscript 7’s note 4. Readers might also like to try using the crib and cipher text laid out in Postscript 1’s note 7 on the Enigma simulator mentioned therein – provided that they have one of the older versions of the Windows operating system specified in the aforementioned note 7 – so they can see for themselves that when the cipher text is tapped out on the Enigma simulator, the plain text is produced, and vice versa.

1 Mavis Batey, Dilly: The Man Who Broke Enigmas, London, 2009 (‘Batey’s Dilly’).

2 ‘Naval Section’s Share in the Organisation for Capturing Documents’ (hereinafter referred to as the ‘Short Pinch Report’) is Section VI in ‘Evolution of Technical Intelligence’ in NA (National Archives, London) HW 50/15.

3 The relevant section is ‘Operations Assisting Sigint’ which is

Chapter XIII of ‘The Handling of Naval Intelligence’. This section is hereinafter referred to as the ‘Long Pinch Report’.

4 Delusions of Intelligence: Enigma, Ultra, and the End of the Secure Ciphers by LA Ratcliff, published 2006 (‘Ratcliff’s Delusions’).

5 Michael Smith and Ralph Erskine, Action This Day: Bletchley Park from the breaking of the Enigma Code to the birth of the modern computer, London, 2001. Ralph Erskine’s chapter referred to is ‘Enigma’s Security: What the Germans Really Knew’ (This chapter is hereinafter referred to as ‘Erskine’s ‘Security’’).





Introduction

Lots of books have already been written about Enigma, and they all have one characteristic in common. They all say that it was thanks to the brilliant codebreakers at Bletchley Park that Britain managed to read Nazi Germany’s most secret messages. But what has been written has given a false impression about how the code was really broken.1 The codebreakers did of course make a vital contribution. But they would never have achieved what they did if some of the Enigma codebooks and manuals had not first been captured by spies and ordinary British seamen who risked, and some times lost, their lives in the battle for the code.

The very first capture of Enigma documents occurred long before the outbreak of the Second World War. Hans Thilo Schmidt, the so-called ‘Enigma spy’, handed over some Enigma manuals to the French Secret Service in 1931. Subsequently, after war was declared, more Enigma codebooks and apparatus were captured in a series of hit and run raids on German U-boats and trawlers that were carried out by the British, American and Canadian Navies. It is these ‘pinches’ – as they were nicknamed by the Bletchley Park codebreakers – and the resulting breaking of the all-important Naval Enigma code which form the core of this book.

The Enigma spy, Hans Thilo Schmidt, has been mentioned in history books before. Paul Paillole, the head of French Counter-Intelligence during the war, described Schmidt’s espionage for the French Secret Service in his book Notre Espion Chez Hitler which was published in France in 1985. But more information has become available since then: Paillole wrote about Schmidt without hearing the testimonies subsequently provided by British codebreakers. These accounts make a case for saying that, without Schmidt’s assistance, Army and Air Force Enigma messages would not only never have

been read regularly by the Allies before the war,2 but they would also, after the outbreak of hostilities, not have been read until June 1940 at the earliest, and possibly until the end of 1941.3 This would probably in its turn have delayed the date when Naval Enigma messages could have been read by the Allies.4 (These dates are explained in Notes 3 and 4 to this Introduction.) Paillole was also denied access to Schmidt’s family, so he was not able to write anything about Schmidt’s private life, nor could he pinpoint what happened to Schmidt after he was arrested by the Gestapo. Schmidt’s daughter, Gisela, told me the whole heartbreaking story, and it is revealed for the first time in this book.

The captures at sea have also been written about before. The classic books on this subject are The Secret Capture by Stephen Roskill and Seizing the Enigma by David Kahn. However both were written without the aid of crucial sources that have become available following their publication, such as the recently declassified ‘The History of Hut Eight 1939–45’ by Patrick Mahon (hereafter referred to as ‘History of Hut Eight’), and Hugh Alexander’s ‘Cryptographic History of the Work on the German Naval Enigma’, which describe in graphic detail how British codebreakers, including Alan Turing, joined forces with the Royal Navy to break the code being used by Nazi Germany’s U-boats. These official accounts of how the Naval Enigma cipher was broken lay hidden away in the British and American archives for over fifty years. Until December 1999, the History of Hut Eight could only be inspected in Washington; it was not available in England, and the ‘Cryptographic History of Work on the German Naval Enigma’ (hereafter referred to as ‘Alexander, Naval Enigma History’) was not declassified anywhere until December 1999. These histories, together with other documents unearthed in the Naval Historical Branch of the Ministry of Defence in London, which reveal exactly what Engima documents were captured, have enabled me to give a more complete description of how the Naval Enigma was really broken.

It is worth pointing out that no single capture of material enabled the codebreakers to break the Naval Enigma once and for all. The early captures only gave the codebreakers some of the answers they needed, and even the later captures only showed Bletchley Park how to read German messages until the next change in Enigma procedure. That explains why so many captures were necessary for Naval Enigma to remain an open book to Britain and its Allies. So describing the

battle to break the code is like commentating on an evenly matched boxing match, with first one man and then the other pinning his opponent against the ropes and attacking him mercilessly until the next change in fortune. A chronology of the events relating to the breaking of the code has been placed at the end of this book in order to help the reader see where each of the captures figures in the Enigma history, and how it helped the codebreakers.

One of the interesting questions which is answered by this new look at the captures at sea is who was at fault on the German side. When attempting to fathom why it was that so many German codebooks were captured, it is easy to assume that panic and shell shock amongst the German sailors and submariners was the predominant reason. After all, who could blame them for forgetting about the encrypting machines and codebooks as they struggled to escape from U-boats which were being attacked at point blank range by Allied warships? However, interviews with German crewmembers from the captured U-boats reveal a different story. The main problem was that the U-boat commanders had not been trained properly on how to dispose of the encrypting machines and codebooks when forced to abandon ship. They thought they were acting correctly when they attempted to sink their U-boats without first destroying all Enigma paraphernalia or throwing it into the sea. But they were wrong, and much of the blame for this should be laid at the door of the German Naval Command which should have insisted that all Enigma material was destroyed or thrown overboard before any German U-boats were scuttled by their crews. It should have been obvious that there would be occasions when a U-boat commander would abandon ship after attempting to open the diving tank vents only to find that the U-boat did not sink because the levers operating the tanks had been damaged during the attack, thus rendering the Enigma machine and codebooks liable to be captured – which is exactly what happened.

This culpable failure by the German Naval Command would not have mattered so much if they and their cipher security advisers had had the foresight to adapt the Enigma machine so as to make life difficult for codebreakers, even following the capture of the codebooks. But no adequate contingency plan seems to have been put in place at the design stage. So, for example, the German cipher experts unwisely allowed each of the wheels which could be used inside the Enigma to be given different characteristics: each wheel when placed

inside the Enigma machine had a different ‘turnover position’; in other words it turned over the wheel placed next to it at a different position in the former wheel’s cycle.5 This was the very feature which eventually helped Alan Turing to crack the Naval Enigma cipher once some of the codebooks were captured. All he had to do to know which wheels were in the machine – one of the crucial questions to be determined when breaking the Enigma – was to identify the position at which the wheels in the machine were turning over the wheels next to them. This was one of the points which is revealed in the recently declassified ‘History of Hut Eight’.

Another factor which should have minimised the effect of the Enigma machine and codebooks being captured was the German Naval Command’s reaction when there was evidence suggesting that this might have happened. It would not have been difficult to devise a test to check whether the Enigma was compromised. For example, a message could have been sent out on the Naval Enigma networks announcing a rendezvous of U-boat tankers at a remote spot not normally frequented by Allied ships. If Allied ships had then turned up at the spot on the date and at the time specified in the message, the Germans could have been pretty sure that Enigma was compromised. But no such step was taken, and so the British and American codebreakers carried on reading German messages unchecked.

The Germans certainly tried to make their Naval Enigma cipher more secure in the course of the war. Their decision to use a fourth wheel after 1 February 1942 ‘blinded’ Bletchley Park for ten and a half months. However even that measure was blighted by an elementary mistake. The security of the four-wheel Enigma was dependent on two codes, the short weather report code and the short signal code used by the U-boats, remaining out of Allied hands. After the codebooks for these codes were captured in October 1942, the four-wheel Enigma cipher was read. The Alexander, Naval Enigma History, states that weakening Naval Enigma’s security in this way was an act of ‘extreme folly’.6 That was only half the story. Documents uncovered in the course of researching this book show that the German willingness to close their eyes to what was happening at times bordered on stupidity. Even when the British armed forces made mistakes, such as infamously allowing the battle cruisers Gneisenau and Scharnhorst to escape from France in February 1942, the German admirals used this as evidence to confirm that Enigma could not have been compromised. They could not imagine how the British could

have failed to intercept these ships if they were reading Naval Enigma signals. This kind of approach meant that when Allied operations went wrong the Allies were in a no-lose situation. Paradoxically, the greatest threat to the Allies winning the war at sea was the danger that they would sink too many ships too quickly, thereby alerting the German Naval Command to the possibility that this was because its ciphers were being read.

All this assumes that Naval Enigma was a vital cog in the Allied war machine. But was it? It was certainly responsible for winning individual victories, such as the stunning decimation of the Italian Fleet at Matapan in March 1941 and the sinking of the Scharnhorst in December 1943. According to the official history British Intelligence in the Second World War written by a team led by Sir Harry Hinsley, Enigma’s greatest contribution to the war at sea occurred when it helped Britain to defeat the U-boats in the Atlantic between October and November 1941. ‘The growing expertise of the OIC, (the Operational Intelligence Centre within the Admiralty), in evasive routing, based on the reading of the Enigma, was a fundamental cause’ of the U-boats’ defeat according to Hinsley and his colleagues, even if other factors such as the diversion of U-boats from the Atlantic to Norway and the Mediterranean played their part as well.7 That victory alone would have been enough to have made the long drawn out struggle to break it worthwhile. If sinkings of merchant ships supplying Britain had increased proportionately with the number of new U-boats coming into service during the second half of 1941 and the early part of 1942 – as would probably have been the case had Enigma not been broken – who knows what might have been the result?

Enigma’s role in May 1943 in warding off the renewed assault by U-boats in the Atlantic was also important, but ‘it was only one of the factors underlying the success of the Allied offensive’ at sea according to the official historian.8 More warships and aircraft, better radar and a willingness to attack the U-boats rather than wait to be attacked by them were all equally, if not more, instrumental in the defeat of the U-boats during 1943. On the other hand, Hinsley and his colleagues believe that the Allied invasion of France would probably have had to be delayed until 1946 if the breaking of the Enigma had not contributed to the comprehensive defeat of the U-boats by the beginning of 1944, the year when the invasion, codenamed Overlord, was actually undertaken.9 So the breaking of the Naval

Enigma is thought to have enabled the Allies to end the war two years earlier than would have been the case without it.10

Shortly before this book was first published as a hardback in England, the controversial Hollywood film U-571 was released; it was controversial because it showed the Americans capturing an Enigma from a U-boat, whereas in real life, as has been indicated above, it was the British who made the most crucial captures. Since then the newspapers have been full of reports telling ‘the true story’. However in doing so another injustice has been perpetrated, and this time it is the Americans whose role has been unjustly downgraded. They did play an important part in the breaking of the Enigma code in that they were able to produce and manufacture machines which could break the Enigma regularly even after the Germans added the fourth wheel to their cipher machines. Although the American machines were only produced after May 1943, by which time the German U-boat threat to shipping in the Atlantic had temporarily abated, the Naval Enigma code still had to be broken if the Allies were to win the war without unacceptable loss of life at sea. So the machines produced were very important. The British engineers had been unable to design equivalent machinery which was reliable. That is why in this new edition of my book I have written a fuller account describing what the Americans did, and the obstacles that were put in their way.

The new material about Naval Enigma in this book should not obscure the fact that there were difficulties in researching it. Sir Harry Hinsley, who played such an important role in breaking the Naval Enigma code, died after I had interviewed him for the first time, but before I could see him again. Fortunately, his son Hugo put me in touch with Jonathan Steinberg, a history don at Trinity Hall, Cambridge, who had interviewed Hinsley in depth shortly before he became ill. The tape of this interview, which Steinberg so generously lent to me, helped me to fill in many of the gaps which had been left as a result of Hinsley’s tragic and premature demise.

I encountered a different problem when I was attempting to find the family of Rodolphe Lemoine, the spymaster who had run the Enigma spy, Hans Thilo Schmidt, during the 1930s. The surviving Lemoines would, I hoped, give me some clues which might enable me to find Hans Thilo Schmidt’s family. The high point of my search came when I rang the number given in a French telephone directory for a G. Rolf Lemoine and was told by the lady who claimed to be his wife that her husband was indeed Rodolphe Lemoine’s son Guy.

Unfortunately, he was away in Paris, she told me, but he would arrive home soon. But each time I phoned there was another excuse why he was not there. Further enquiries unearthed the fact that she was living in an old people’s home. ‘She suffers from delusions,’ the receptionist told me. ‘She thinks she has a husband, but really she is alone.’ Fortunately, this setback was not disastrous, since I did eventually manage to find Hans Thilo Schmidt’s daughter by following up another lead.

Although I started this Introduction by stating that I wanted to correct the mistaken impression that the codebreakers broke the Enigma by themselves, I do not want to minimise their involvement. So this book is not exclusively about the ‘pinching’ of the Enigma codebooks and manuals by spies and the Navy. Even after the codebooks were captured, the Bletchley Park codebreakers still had to use their ingenious methods, many of them invented by Alan Turing and his colleagues, to read the German encrypted messages. Some of their most important techniques are explained in Appendices at the end of this book. Because there are some limited descriptions of the codebreaking techniques in the main text itself, and because it is easier to follow these descriptions if a summary of the defined terminology is available, I have listed some of the most important definitions in a restricted Glossary which is also at the end of this book.

I must confess that there is an additional reason for my wishing to research the Enigma story. Bletchley Park, the house in Buckinghamshire where the Enigma code was broken by Britain’s code-breakers, used to be owned by my great great grandfather, Sir Herbert Leon. He was a stockbroker who later became a Liberal MP at a time when Gladstone was prime minister. He and his second wife, Fanny, lived at Bletchley Park from the early 1880s until his death in 1926. The house and its surrounding estate was eventually sold off by the Leons, following Fanny’s death, in 1937. My father, Stephen Sebag-Montefiore, has often told me about the strange Victorian time warp he entered when, as a young boy, he was taken to Bletchley Park by his parents to visit the Leons. A family pilgrimage was made every Christmas. He remembers above all else that the house was always humming with servants. There were no less than forty gardeners. You could go to sleep at Bletchley Park with the flower beds ablaze with yellow daffodils, and wake up in the morning to find that the same beds had been transformed into a sea of red tulips.

My father also remembers that the Leons loved horses. On Boxing Day all of their guests were expected to attend the lawn meet in front of the house. The riders would first congregate in the Bletchley Park stable yard opposite the Cottage where Dilly Knox’s section would one day break into the Italian Naval Enigma. It was a memorable and colourful event with the pink coats worn by the huntsmen set off by the darker habits worn by the women who rode side-saddle. As the Leons and their descendants sat in their saddles during those Boxing Day meets in the early 1930s, sipping sloe gin from the glasses handed to them by the Bletchley Park butler, neither they – nor my father watching from the sidelines – realised that they were witnessing what would turn out to be the end of an era. Like all Anglo-Jewish families they would have been horrified if they had known about the Holocaust which was about to sweep across Europe, but how pleased they would have been if they had known that one day their estate would be used in an operation which would make such a great contribution towards the saving of the nation and the winning of a world war.





Prologue

A graveyard in a forest south of Berlin – January 1999

I was standing in the middle of a clearing in a pine forest just outside Berlin when I realised that I must have found what I had been seeking. For months I had been hunting for some concrete evidence about the Enigma spy, Hans Thilo Schmidt. He was the German Defence Ministry Cipher Office executive who in 1931 gave the French Secret Service their first clues on how to break the Enigma code. Now I was almost sure that I had literally stumbled upon his last resting place. My feet were embedded in a springy, mossy mound, and the ground where I was standing was soft and swelling, as if the body hidden down below had loosened the earth while trying to push its way out.

It was exactly as it had been described to me. Behind the mound stood a solitary gravestone. I had to hack away the undergrowth and branches surrounding it before I could see that it was no longer the pristine white tablet, garlanded with flowers, it had been when last seen by my informant. It was already beginning to turn green, thanks to a coating of mould. But it bore the words ‘Johanna Schmidt Geb. Freiin Von Könitz * 27.12.1857 + 24.10.1928’. That was Hans Thilo Schmidt’s aristocratic mother, who had been born a German baroness, in spite of the fact that her mother was English. Hans Thilo Schmidt’s own grave under the mossy green mound was unmarked.

Before I tracked down his daughter, Gisela, I had had serious doubts about whether this man, who was said to have played such an important role in the Enigma saga, had ever existed. So little was known about him. My worries were only allayed after his daughter told me about the grave, showed me her

documents, and told me her sad story. That begged another question. Should Hans Thilo Schmidt be revered as an unsung hero, or had he just spied for the money? He had not exactly given the Enigma cipher to the Allies. He had sold it to them for a lot of money, and his original act of treachery had taken place two years before the Nazis seized power. So no one could say that he had, in the first place at least, been motivated by a desire to overcome the evil regime. His desire to destroy the Nazis only developed later. That made him a flawed hero, the codebreaking equivalent of Oscar Schindler, who, like Hans Thilo Schmidt, was perfectly prepared to put his own life on the line as long as he made a handsome profit, and seduced a lot of women, in the process.

Schmidt was eventually betrayed to the Germans by one of his French spymasters. But what happened next has been shrouded in mystery. Was he tortured by the Gestapo after his arrest in March 1943? Was he shot? Or did he kill himself? Even the French Secret Service which ran him as its most treasured spy did not know what happened to him at the end. His daughter was able to fill in some of the gaps. She also told me that she had only seen the grave in the forest once since that terrible day in September 1943 when, with tears streaming down her cheeks, she had watched her father’s coffin being lowered into the ground. In her mind’s eye, she could still see the words he had written to her shortly before he poisoned himself with the cyanide which she had helped to procure.

After finding the gravestone, I sought out the little cottage which serves as the administration centre for the graves dotted around the forest. It was there that I at last found the written proof I needed that Hans Thilo Schmidt had really been buried where his daughter said. A clerk handed me a formal document certifying where Hans Thilo Schmidt had been buried and when, and who had paid for the flowers which had once decorated his gravestone. The document contained a poignant reminder that he was abandoned and forgotten. No one had tended the grave since flowers had last been placed on it more than fifty years ago.

The German military cemetery near Stafford – 12 February 1999

Five hundred miles to the west of Berlin, in the German military cemetery at Cannock Chase in Staffordshire, are the graves of twenty-five more men who died while fighting in the battle for the code. These men were once part of an elite fighting force which manned the German U-boats during the Second World War. Their U-boat was the U-33, which was sunk on 12 February 1940 while attempting to lay mines in the Firth of Clyde, one of Britain’s busiest estuaries, off the west coast of Scotland.

Every year on 12 February, the anniversary of their death, flowers are laid beside their gravestones. The flowers provide a shocking splash of colour in this bleak and desolate spot where the groups of identical grey granite rectangular gravestones are lined up in rows as orderly as soldiers standing on parade. No one at the cemetery knows who pays for the flowers. Even the cemetery administrator can only say that the order comes from somewhere in Germany.

There used to be another gravestone which commemorated the death of Max Schiller, a twenty-sixth member of the crew, but it was quickly removed during the late 1970s after Schiller turned out to be alive. He is now an old age pensioner living near Annan in Dumfriesshire. He will never forget the hours he spent in the sea following the sinking of the U-33. It was the worst day of his life.

None of these vigorous young men was prepared for the terror they experienced when their U-boat was spotted by HMS Gleaner, a British anti-submarine vessel. They had heard the sound of the British ship’s asdic sonar beam searching for them under the water; it was as if gravel was being sprinkled on the outer shell of their submarine. Then their blood froze, as deafening explosions from the depth charges dropped above their heads were accompanied by what felt like violent blows from a huge hammer striking the submarine’s hull. The bangs were so loud that they left even the bravest men feeling disoriented and out of control. So who could blame one of the officers for pleading with Max Schiller, who was just eighteen

years old and the youngest in the crew, to sit beside him because he thought he was going to die? And who could have guessed that the fear of being killed by the depth charges combined with the shock of being immersed in the freezing waters of the Firth of Clyde after abandoning the U-boat would cause another member of this elite force, who had Enigma wheels in his pocket, to lose his mind temporarily. It was just unfortunate, as far as Nazi Germany was concerned, that the Enigma wheels which this man had been told to drop into the sea were said to be still concealed in his clothing when he was rescued, and so were effectively handed to the British without their even having to board the sinking submarine.1

Bedrule church in the Scottish Borders, 30 October 1998

There is no special ceremony or floral tribute to mark 30 October, another important anniversary in the Enigma story, at the tiny church in the parish of Bedrule, in the Scottish Borders, near Jedburgh. But inside the church the searcher can find a black metal memorial on the north side of the nave, bearing the words:

In loving memory of Francis Anthony Blair Fasson, Lieutenant, GC, RN. Killed in Action in an Enemy Submarine in the Mediterranean 30 October 1942.

Under the plaque a more detailed explanation can be found in a modest wooden frame:


‘At 1550 hours, on 30 October 1942, HMS Petard, of which Lieutenant Fasson was First Lieutenant, commenced a hunt for a German U-Boat in the Eastern Mediterranean. At about 2200 hours, following a search in company with other destroyers, U-559 had surfaced and was being abandoned by its crew.

In a gallant attempt to recover Top Secret enemy code books, Lieutenant Fasson and Able Seaman Colin Grazier stripped off their clothes and swam across to the U-559. With the help of a very young NAAFI Assistant, 16 year old Tommy Brown, the attempt

was partially successful, but the seacocks had been opened. U-559 sank taking Lieutenant Fasson and Able Seaman Grazier with it. Both were awarded the George Cross posthumously for reasons that could not be revealed at the time.’



This brief prosaic account barely does justice to what was one of the most courageous and significant acts of the Second World War. To dig up the details of the heroic story it was necessary to travel down to London so that I could look up the documents stored in the Public Record Office near Kew Gardens. There I found an account of what happened which is infinitely more stirring than what is revealed on the wall of the Bedrule church. The codebooks which Tony Fasson and his assistants recovered on that dark night contained the key to the Enigma code being used by the German U-boats, in the Atlantic as well as in the Mediterranean, in their attempt to bring Britain and her American ally to their knees.

The codebreaker boffins working at Bletchley Park, near what is now known as Milton Keynes, just could not break Germany’s Naval Enigma code using brainpower alone. Without the codebooks Britain might have been starved into submission as her Atlantic lifeline was cut off by the German U-boats. But with the codebooks in Britain’s hands everything changed. All of a sudden those eerie morse code messages, which for so long had been the harbingers of night attacks on Britain’s defenceless merchant shipping, became welcome tell-tale clues enabling the convoys to avoid the deadly ‘sea wolves’.

The Honours and Awards Committee, sitting in 1943, stated that Fasson’s – and Grazier’s – ‘gallantry was up to the Victoria Cross standard’.2 It was only with reluctance that the Committee went on to say that Fasson and Grazier were not eligible for the Victoria Cross ‘because the action was over and the service cannot be held to have been in the face of the Enemy’. Instead they were both awarded a George Cross and Tommy Brown was awarded a George Medal for heroism not in the face of the enemy.

*

Behind all of these deaths, graves and medals lies an almost incredible story. It is the story of how Enigma was broken and how it remained an open book to the Allies for a substantial part of the Second World War. Contrary to what many people still believe, it is not a story of one solitary genius breaking the Enigma code through brainpower alone, although the famous mathematician Alan Turing did indeed play a starring role. Nor were the men mentioned in this Prologue the only ones who risked their lives in their bid to see that the code was broken. It is a long-running saga involving a large cast of charismatic, courageous and eccentric characters, many of whom would never have been allowed to perform the functions they carried out in today’s more security-conscious society.

But courage and brilliant brains would not have been enough to have ensured that the code remained broken over such a long period. Luck, and mistakes by both sides in the conflict, also played an important part in the story. By analysing these mistakes, lessons can be learned which should be remembered long after all the heroes and geniuses mentioned in this book are forgotten.
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