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Introduction

In a sixteen-month span, I advised a group of nonprofits that experienced several serious cybersecurity incidents. Not near-misses. Not phishing emails that got caught in a filter. Three events that caused real, sustained operational disruption — the kind that follows an organization long after the technical crisis is resolved.

One organization watched its annual financial audit grind to a halt because the data its auditors needed had been compromised and could not be fully verified. Another lost years of program records, client histories, and grant documentation to an attack that moved fast and hit hard. A third spent months navigating the intersection of incident response, legal exposure, and insurance claims simultaneously — while still trying to deliver services to the community that depended on it.

In each case, I helped these organizations do the same things: coordinate with law enforcement and, engage legal counsel on notification obligations and liability, work through cyber insurance claims that none of them had ever expected to file, and navigate the relationships with state and federal agencies that a breach can trigger. And in each case, the hardest part was not the technical recovery. It was helping leaders refocus their organizations on the missions they existed to serve — after the investigation, the remediation, the legal process, and the donor conversations that come when something goes badly wrong.

Those sixteen months are the reason this book exists. Not as a theoretical framework, but as a direct response to what I watched organizations endure — and what I know they could have avoided. Nonprofits account for nearly 43% of all cyberattacks in the United States and Canada. Nearly 90% of those attacks begin with human error, not sophisticated technology. And 68% of nonprofits still have no documented cybersecurity policies in place. The exposure is real. The prevention is achievable.

This is not a textbook. It is not a compliance manual. It is what I would hand to every executive director, board member, and operations lead I've worked with — the guide I wish they had read before the phone rang.

Who This Book Is For

This book is written for IT professionals, executive directors, operations leaders, pastors, church administrators, board members, and anyone entrusted with the care of a nonprofit or faith community's digital infrastructure. You don't need a computer science degree to read it — you need the will to protect what your community has built.

How to Use This Book

Each chapter stands alone. If you're facing a specific threat right now, turn to that chapter. If you're building a security program from scratch, read it front to back. Every chapter ends with a real-world scenario drawn from documented incidents and a set of practical action items. The Quick Reference at the back is designed to be printed, posted, and used.

CHAPTER 1

Why Nonprofits Are Not Invisible

The threat landscape every mission-driven leader needs to understand.

There is a myth circulating in the boardrooms and back offices of nonprofits across the country: We're too small to matter. No one is coming for us. That myth is costing organizations millions of dollars, years of data, and something harder to recover — the trust of the communities they serve.

The data tells a different story. Nonprofits and ministries account for nearly 43% of all cyberattacks in the United States and Canada. Attackers are not random. They seek out organizations with high-value data, limited security resources, and a culture of trust that is — by design — easy to exploit.

	43%

of cyberattacks target nonprofits and ministries — US & Canada



Key Points

1. Attackers choose nonprofits deliberately

Cybercriminals scan the internet for weak points — outdated software, missing patches, no multi-factor authentication. Nonprofits rank consistently among the softest targets available. Over 85% of churches allow personal devices on their ministry networks, meaning a volunteer's unprotected home laptop is part of your security equation whether you intended it or not.

2. Your attack surface is larger than you think

Every digital door an attacker might try includes your email platform, your online giving portal, your website, cloud storage, personal devices, and every vendor with access to your systems. A single unlocked door is all it takes.

3. The cost is more than financial

When donor data is breached or a giving platform is hacked, the damage extends far beyond a dollar figure. Donors lose confidence. Staff feel violated. For faith communities, the breach of trust can fracture relationships that took years to build. The financial loss is recoverable. The erosion of trust sometimes is not.

4. Sixty percent of breaches exploit unpatched systems

The majority of successful cyberattacks exploit vulnerabilities for which a patch was already available. Keeping systems updated is not glamorous IT work — but it closes more doors than almost any other single action.

Nonprofit Vulnerability Snapshot

	Vulnerability

	Prevalence

	Risk Level


	No cybersecurity policies

	68% of nonprofits

	HIGH


	No staff security training

	59% of nonprofits

	HIGH


	Personal devices on network

	85% of churches

	HIGH


	No incident response plan

	~72% estimated

	HIGH


	Unpatched systems

	60% of breaches

	CRITICAL



	Real-World Scenario

A mid-sized Midwest church with 800 families assigned IT responsibilities to a part-time volunteer — a retired accountant who "knew computers pretty well." No one had inventoried the church's systems. The website ran on a three-year-old CMS that hadn't been updated since installation. One Tuesday morning, congregants visited the website to find the flag and propaganda of ISIS/ISIL displayed in place of service times. Attackers had exploited a known vulnerability for which a patch had been available for 18 months. The reputational damage lingered for months. The fix would have cost nothing but twenty minutes and a software update.



CHAPTER 2

The Human Factor

Your biggest vulnerability isn't your software. It's the people you trust most.

The most sophisticated firewall in the world cannot stop an employee who clicks the wrong link, gives a password over the phone, or wires money to a fraudulent account because an email looked legitimate. Nearly 90% of all cyberattacks are caused by human error — not technology failure.

	90%

of cyberattacks are caused by human error — not technology failure



Key Points

1. Human error is an organizational design problem — not a character flaw

When a staff member falls for a phishing email, the instinct is to assign blame. Resist it. Human beings are wired for trust and cooperation — exactly the qualities that make nonprofit teams extraordinary. The real failure is organizational: no training, no verification procedures, no culture of healthy skepticism. The solution is not to hire smarter people. It is to build smarter systems.

2. The most trusted person is often the most exposed

In many nonprofits, the people handling the most sensitive access — financial systems, donor databases, payroll — are volunteers or long-tenured staff who have never received formal security training. Attackers know this. A bookkeeper who has processed wire transfers for fifteen years and receives an urgent email from "the executive director" is exactly the kind of target a BEC attack is designed to exploit.

3. Social engineering exploits virtue, not ignorance

Attackers who target nonprofits are deliberately exploiting the virtues that make these organizations work: a sense of urgency, a desire to help, trust in authority. Training your team means helping them understand why the human brain is vulnerable — and giving them permission to slow down, verify, and push back without fear.

4. One training session is not a security culture

59% of nonprofits provide no cybersecurity training at all. Of those that do, most treat it as a one-time orientation item. Effective training requires repetition, realistic scenarios, and a standing channel for staff to report suspicious activity without judgment.

	Real-World Scenario

A church bookkeeper — careful, experienced, deeply trusted — arrived at the office to find her computer locked with a ransom message. Rattled, she searched online for help and found a number that appeared to be a tech support company. She called. The person on the other end was calm and convincing. He asked her to install a remote access tool so he could "diagnose" the problem. She did. Within seconds, he had full visibility of her screen — displaying a spreadsheet with the Social Security numbers of dozens of church employees. The attacker had everything he needed for mass identity theft. The fix? A laminated card in every office with a real IT emergency number — posted before a crisis occurs.



CHAPTER 3

Phishing, Vishing, Smishing

The social engineering playbook — and how to recognize it before it lands.

Phishing is not just spam. It is a craft — a deliberately engineered manipulation technique that exploits human psychology, organizational trust structures, and the particular vulnerabilities of mission-driven teams. Understanding the three primary attack channels is the first step to building a team that can recognize an attack in progress.

Key Points

1. Phishing: The email that looks like it belongs

Modern phishing messages are precisely targeted, often personalized with real names and organizational context, and designed to look indistinguishable from legitimate communication. For nonprofits, the most dangerous variants arrive as fake donation receipts, grant notifications, DocuSign requests, or urgent messages from "leadership." An Iowa church lost seven years of files when an employee opened what appeared to be a job application attachment.

2. Spear Phishing: When attackers do their homework

Spear phishing is targeted phishing. An attacker who has researched your organization, knows your executive director's name, and knows you're in the middle of a capital campaign crafts a message that references those specific details. Your website, social media, and public nonprofit filings give attackers everything they need.

3. Vishing: The phone call that feels like help

Vishing exploits the human tendency to trust a real human voice. Attackers impersonate IT support, bank representatives, or government officials. For volunteer-heavy organizations where staff may not know who "IT" is, a caller claiming to be from "the church's internet provider" can move freely through a conversation without triggering suspicion.

4. Smishing: Text messages and the new attack surface

As nonprofit teams increasingly operate through mobile devices — texting donors, coordinating volunteers, managing events — SMS has become a primary attack vector. A pastor receiving a text appearing to be from a deacon asking him to purchase gift cards for a "mission emergency" is a smishing attack. It works with depressing regularity.

5. The SLAM Method: Your team's defense framework

SLAM — Sender, Links, Attachments, Message tone — is a practical recognition framework. Check the sender carefully (not just the display name). Hover over links before clicking. Never open unsolicited attachments without phone verification. Question any message that creates artificial urgency or requests unusual action.

The SLAM Defense Checklist


□  Sender: Does the email address match the domain of who it claims to be from?

□  Links: Hover before you click — does the URL destination match the context?

□  Attachments: Was this file expected? Can you verify with the sender by phone?

□  Message tone: Does this create unusual urgency? Request something out of character?

□  Verify independently: Call the requester on a known number — never a number in the message.



	Real-World Scenario

An Iowa church's administrative assistant received an email with a PDF labeled "Employment Application – Youth Ministry Position." She opened it — as she had opened dozens of similar attachments over the years. The PDF was weaponized. Within seconds, ransomware began encrypting files across the church's shared drive. Seven years of donor records, financial archives, ministry plans, and personnel files were locked. The defense: a sandboxed email environment that scans attachments, plus a simple policy — unsolicited attachments require phone verification before opening.



CHAPTER 4

Ransomware and the Locked Door

What happens when you can't get in — and how to make sure it never happens to you.

Imagine arriving at your office Monday morning to find that every file your organization has ever created — donor records, financial history, grant applications, personnel files, ministry plans — is locked behind a wall of encryption, and the people holding the key want $50,000 to give it back. This is ransomware. It is one of the most financially devastating attacks a nonprofit can face.

Key Points

1. Ransomware is a professionalized criminal industry

Ransomware organizations operate with customer service portals, negotiation teams, and tiered pricing. They research their targets and calibrate demands to what an organization can pay. Nonprofits are attractive precisely because they often lack robust backups and the pressure to restore operations quickly is intense. Paying does not guarantee recovery — and it funds the next attack.

2. It enters through the door you left open

Ransomware most commonly arrives through phishing emails, unpatched software vulnerabilities, and compromised remote connections. Sixty percent of successful breaches





The 3-2-1 Backup Rule

	
	
	

	
	
	

	
	
	

	
	
	


Ransomware Response: First 60 Minutes









	




Business Email Compromise



	



Key Points











BEC Prevention Checklist — Finance Controls










	




Protecting Donor and Member Data



Key Points









Data Sensitivity Tiers

	
	
	

	
	
	

	
	
	

	
	
	


	




Securing Online Giving and Financial Transactions



	



Key Points









Online Giving Security Checklist










	




Building a Cybersecurity Policy Without a Full-Time IT Department



Key Points









NIST Cybersecurity Framework — Nonprofit Application

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	




Incident Response



Key Points









Incident Response Timeline: First 24 Hours

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Post This Card in Every Office — Incident Response: Who to Call







	




Cybersecurity for Houses of Worship



Key Points









Faith Community Risk Zones

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	




Vendor, Volunteer, and Third-Party Risk



Key Points









Vendor & Volunteer Security Review Checklist











	




Building a Culture of Cybersecurity



Key Points









Cybersecurity Maturity Ladder

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	




Quick Reference — Your Essential Security Checklist


Immediate Actions (Do These First)









Financial Controls








People and Access








Vendors and Third Parties







If Something Goes Wrong









Glossary — Key Terms in Plain Language
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