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Praise for
CRISIS AHEAD

“With real-time social media available to billions of people, a crisis is just one tweet or YouTube video away. However, when something does occur that has potential to affect your reputation, ‘no comment’ is not a savvy response. Crisis Ahead prepares you for effectively managing threats to your business. It’s your guide to the strategies and tactics of effective real-time communications. Read it so you will be ready when (not if) a crisis hits your organization.”

David Meerman Scott, marketing strategist, entrepreneur, and bestselling author of 11 books including The New Rules of Marketing and PR

“Having dealt with a crisis or two and maybe causing a few on my own, I appreciate Edward Segal’s primer on how to prepare for and respond to a crisis. Every organization, business,, or political candidate will face some sort of crisis. It is inevitable and probably unavoidable. But there are successful strategies, tactics, and techniques for dealing with crisis situations, and Segal presents them here clearly and succinctly with his memorable ‘10 Rs of crisis management’ and useful guidance on how communicators can rise to the challenges they will face.”

Mike McCurry, former State Department and White House Spokesman (1993-1998), Professor/Director, Wesley Theological Seminary

“Crisis Ahead is the ultimate and invaluable survival guide for business executives who are knee-deep in a crisis and a handy reference book for company officials who want to prepare for the inevitable. Edward Segal helps you assess your readiness to handle a crisis and provides a practical handbook—packed with exciting real-world examples that required real-world solutions—for crisis communication planning everyone can benefit from. Edward’s conversational writing style makes Crisis Ahead a quick and easy read and its innovative design ensures you can immediately find the advice and information you need before, during, or after a crisis.”

Mitchell E. Marovitz, Ph.D., APR, Fellow PRSA, Chair, Public Relations Program, Business and Management Department, The Graduate School, University of Maryland Global Campus

“Edward Segal has drawn from his experience as a CEO and an experienced crisis-communication counselor to produce an insightful and practical book that will be useful to leaders and managers in companies and nonprofit organizations alike. The book considers myriad scenarios that could lead to a crisis situation, and the checklists and exercises he has included well-support application of the thought processes and practices he suggests. As Edward notes, crises ignore no organization, and the key to responding well is preparing well. His new guide is designed to support just that.”

John H. Graham IV, former FASAE, CAE, President and CEO, American Society of Association Executives: The Center for Association Leadership

“Crisis Ahead is the one book every CEO and other company officials should have in easy reach on their desks before, during, and after a disaster, scandal, or other emergency strikes. This is a quick and easy read with important advice and insights for anyone who helps lead or manage a business or organization. Don’t wait until there is a crisis to figure out how to respond and recover from it. Do yourself and your organization a big favor and start reading Crisis Ahead today.”

Arnold Sanow, author, Get Along with Anyone, Anytime, Anywhere

“In Crisis Ahead, Edward Segal puts his wealth of experience and knowledge about crisis management and communication at your fingertips. He has written a lively, engaging, and practical handbook that provides invaluable insights and advice for preventing, managing, and recovering from dozens of crisis situations. Crisis Ahead is like having your own personal crisis management expert available and on call 24/7.”

Karen Friedman, Karen Friedman Enterprises, author, Shut Up And Say Something and Ordinary People: Extraordinary Lessons

“Great CEOs know the importance of contingency planning. They are ready for the crisis before it strikes. Edward Segal’s Crisis Ahead provides a practical and realistic guide that reflects his diverse background as a PR consultant, CEO, corporate spokesperson, journalist, and astute observer of how others have responded to a variety of crisis situations. Edward is an authority on crisis management whose deep knowledge and extensive expertise is on full display in Crisis Ahead. All CEOs, managers, and boards of directors should read it as soon as possible.”

Jerry Matthews, author, Reach Zenith: The 10 Intangible Skills of Great CEOs

“Associations and nonprofit organizations sometime wrongly believe they are immune from a crisis, or that its impact will be minimal. It is not difficult to find news about organizations that have had to deal with million dollar embezzlements, violations of the law (‘We didn’t know’) or a death at their planned event. Having a crisis response plan and resources is critical for survival for leaders, staff, and boards of directors. Crisis Ahead, and the expertise and examples provided by author Edward Segal, are valuable tools.”

Bob Harris, CAE, The Nonprofit Center, www.nonprofitcenter.com

“I know from my experience and research that proactive planning is critical in order for companies and organizations to successfully weather a crisis and come out even stronger on the other side. The bad news is that crises are inevitable. The good news is that in Crisis Ahead Edward Segal provides the protocols that are necessary to help ensure the survival of a business and the resiliency of its brand.”

Sweta Chakraborty, Ph.D., Risk and Behavioral Scientist, Millennium Leadership Fellow, The Atlantic Council

“Edward Segal’s newest book is nothing short of crisis management gold. It is the smart, straight-forward, comprehensive, “how to” guide you need to get ready for and manage the unexpected and the unthinkable. Crisis Ahead is the one-stop, go-to reference guide on crisis management for anyone who starts, runs, or helps lead any business or organization. Why put your company or organization at risk by ignoring or denying problems that can impact your reputation, operations, and bottom line? By following Edward’s comprehensive and practical advice, you can have the confidence and peace of mind that you are as ready as you can be for any crisis and can bounce back from it as soon as possible.”

David Nellis, Principal, Executive Creative Director, Return on Investment marketing and communication agency

“In my book A Setback Is A Setup For A Comeback, I write that ‘In every journey to success you will experience setbacks, and those setbacks often come in the form of a crisis! And those who win, are those who are able to turn those crisis moments into spectacular comebacks!’ Edward Segal is a battle-tested crisis management expert who had spent years in the trenches dealing with scores of crisis situations and providing advice and counsel to organizations who have found themselves in the fire pit of crisis. In this new book, Crisis Ahead, he shares his time tested secrets to help you turn your setbacks (crisis moments) into stellar comebacks and help you WIN!”

Dr. Willie Jolley, Hall of Fame Speaker, bestselling author, A Setback Is A Setup For A Comeback & An Attitude of Excellence, Nationally Syndicated Radio & TV Personality

“Is your business confronting a product recall or allegations of sexual misconduct? You’ll gain valuable advice on how to respond in Edward Segal’s Crisis Ahead. Hit by a cyberattack? He walks you through that, too. A wide range of crises from a wayward CEO to a natural disaster to a shooting incident are covered here. Keep this book close. You never know when your crisis will strike.”

Ed Barks, President, Barks Communications, author, A+ Strategies for C-Suite Communications and The Truth About Public Speaking

“In an age of constant crisis, everyone needs to think differently and garner new skills. Think like legendary broadcast journalist Edward R. Murrow, act like a social media guru, lead like General Patton, take risks like Pulitzer Prize-winning reporter Ernie Pyle, and understand human motivations like the Dalai Lama. Crisis Ahead adroitly leads you on that path to being a patient teacher and visionary for your company or organization.”

Richard Levick, Esq. Chairman & CEO, LEVICK, the global crisis communications agency, author, The Communicators: Leadership in the Age of Crisis and other books

“Crisis Ahead, Edward Segal’s dynamic guide to survival when a disaster strikes your company or organization, is a much-needed wake-up call that can help you avoid or recover from a wide range of unexpected events. It features a ‘book within a book’ (see Chapter 6) that takes the reader on a fascinating journey via case studies about the crises experienced by some of the biggest corporations (think Boeing and Sears), celebrities, and high-profile individuals (Kevin Spacey, Leslie Moonves, and more). Each case study quickly captures your attention, gets to the heart of the crisis, and summarizes how well or poorly they were managed. Crisis Ahead is a practical tool for leaders and managers that takes you on an entertaining and educational journey. It is a timely and welcome reminder about the value of having a plan of action and mapping out appropriate responses for overcoming any crisis that your business could face. I only wish this book had been available in the aftermath of a deadly and destructive earthquake that I went through in California several years ago. Segal’s advice and insights would have made my road to recovery from this crisis—a natural disaster—that much easier.”

Pat “Ziggy” Zicarelli, GRI, CRS, Past President, California Association of REALTORS®, 2020 National Association of REALTORS® Liaison to the REALTOR® Party Political Action Committee

“If you are a leader of any type of organization, then Edward Segal’s Crisis Ahead is a must-have. In this book, he lays out potential scenarios, lessons, and best practices for responding to dozens of different crisis scenarios. He begins with a vulnerability questionnaire that forces you to stop and think about all the things that could easily become a crisis in a minute’s time, and his crisis scenarios provide a reality check about how prepared you are to deal with them. He then walks you through how to prepare a crisis plan. Segal presents this critical information in an easy to follow format. He shares dozens of in-depth examples of different crises that organizations have endured and provides valuable advice on how to handle similar situations. I will provide copies of Crisis Ahead to the companies I work with to help them prepare to deal with natural disasters. Any executive who wants to learn how to avoid, manage and recover from a crisis will find Segal’s ideas and suggestions invaluable.”

Coni K Meyers, LMC, CBLC, CDC, Kickbutt Leadership Visionary & Mentor, international bestselling author, Crystalline Moments, Success Chronicles, Resilience in the Storm, and Conceived to Lead

“This book is a must-read for anyone who might deal with a organizational or company crisis at some point in their career. WARNING: a crisis will happen to all of us … we just don’t know when. Edward Segal’s Crisis Ahead: 101 Way to Prepare for and Bounce Back from Disasters. Scandals, and Other Emergencies is not just another book on crisis communications, it’s an engaging A-to-Z road map on how to avoid a crisis early on, and when faced with one, it offers thought-provoking and real-life examples of how to engage all stake-holders that can help the organization survive (even thrive after) the crisis. This book will also help prepare a CEO and internal teams to know what to look for and ask when considering outside counsel from a crisis communications firm.”

Danny Selnick, Communication Consultant and former executive of two press release news wire services
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To Pamela Kervin Segal:
My best friend and traveling companion—no matter where we go or what we do.
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Introduction

The Coronavirus Crisis

This is not the introduction I intended when I completed the draft manuscript for Crisis Ahead. After COVID-19 grew from a regional outbreak to a full-blown international crisis, I felt a new sense of purpose and urgency in publishing the book. I want to share my thoughts with you about how the coronavirus crisis compares with other crisis situations and what we can learn from it—even as the crisis continues to unfold.

Questions

Currently, there are many unanswered or unanswerable questions about the crisis, including:


	Are we at the beginning of the end or the end of the beginning of this global public health emergency?

	Is this a one-time crisis or will the virus return every year like the flu?

	How will the virus change the ways we live and work?

	Is the effect the crisis is having on the national and global economies going to be temporary?



The coronavirus crisis has several things in common with many of the 100+ crisis situations I discuss in the following pages.


	It was sudden and unexpected.

	No one had prepared or trained for it.

	Even if companies had crisis plans in place, they realized too late they needed. comprehensive contingency plans to deal with this particular crisis.

	People scrambled to respond quickly and in the best ways they could.

	Experts were consulted for guidance on what to do, when to do it, and how to do it.

	It is not clear how we will recover or how long it will take to return to normal.



This Is Not the First Time

We’ve had to deal with several health crisis situations in our history, such as the 1918 flu pandemic, polio, AIDS, and Ebola. The response by governments to these and other public health emergencies has often followed a similar and disappointing pattern: ignore it, deny it, hope it goes away, finally acknowledge the severity of the crisis, then play catch-up to deal with it. In the private sector, some companies have taken a wait-and-see attitude, preferring to follow the government’s lead or monitor the activities of competitors before responding. Other businesses and organizations have been proactive and wasted no time in taking action.

There are early lessons to be learned from this virus crisis. Together with the best practices for managing any crisis that are covered in Chapter 6 of this book, the lessons include:


	The importance of having a plan and testing to ensure it will work

	Heeding early warnings

	Having enough of the right resources

	Responding quickly

	Telling the truth

	Accurately gauging the impact of the crisis

	Learning from the experiences of others

	Adhering to the facts

	Setting realistic deadlines



How to Respond to COVID-19

Most companies have not dealt with a crisis before, and certainly not one like the COVID-19 crisis. As it unfolds, it’s clear many businesses and organizations are flying blind. They run the risk of going against the dozens of best practices for managing any crisis that you can find in Chapter 6.

Unfortunately, every day the crisis continues means companies may be at risk of making crisis management mistakes they will soon regret. Along with the best practices that are summarized beginning on page 229, here are some recommendations to help you avoid making those mistakes:


	Don’t say or do anything that may add to people’s anxieties, fears, or concerns about the pandemic. Everything that is said and done should help provide as much confidence and accurate information as possible.

	Express empathy and understanding for what others may be thinking or feeling.

	Obtain the facts about the crisis from credible sources, such as the US Centers for Disease Control and Prevention and the World Health Organization.

	Follow the news and developments about the virus. Keep a close eye on how COVID-19 is affecting any and all aspects of your business, including employees, sales, inventory, and customers.

	Don’t repeat rumors, speculation, or questionable social media posts. Cite the source of the information and alerts you share with others.

	Communicate often. Let people know exactly how the crisis is affecting your company or organization and what is being done or will be done about it. You should be the source of reliable information about how the disease is impacting your business.

	Be transparent. Post and distribute updates and key messages about the impact of the virus on your company. If appropriate, establish a 24/7 hotline as another way to help answer questions or concerns from worried customers, investors, or the public.

	Don’t minimize or sugarcoat bad news. Remember that people can find information about your business—or inaccurate information—from a variety of sources.

	Always tell the truth—no matter how much it may hurt. Otherwise your credibility and the trust people have placed in your organization will suffer.

	If you have a crisis plan, follow it, then test and update it on a regular basis to address the current situation.

	If you don’t have a plan, make one now. Letting people know you have a plan for dealing with this or any other crisis can help provide a level of confidence that you know what you are doing and are doing it in a logical, comprehensive, and coordinated fashion. If you need it, there’s a template for a generic crisis management/communication plan on page 34. You can access templates of the plan on my website at PublicRelations.com. Go to the Customized Crisis Plan page and enter this case-sensitive password (don’t include the period): Crisis-Plan2020. From there, you can copy or download a template, then fill in the blanks and customize, update, and test it periodically.

	Secure the help you need. This is not the time to wing it. If there is any aspect of your crisis management plan for which you need help implementing, don’t hesitate to bring in the expertise you need to get the job done, and get it done right.

	Stay ahead of the curve. As the crisis continues, work up your own confidential and worst-case projections about how the virus may impact your company, and plan your next steps accordingly—including how you will bounce back after the crisis is over.

	Don’t assume the coronavirus crisis will end soon. You may be in for a long and bumpy ride.



Delivering Bad News

The pandemic quickly changed not only how and where people work, but how and when they are laid off. Thanks to email, Zoom, and other web-based video tools, it’s possible to deliver the bad news about the impact of the crisis to employees, consultants, and independent contractors from anywhere and at any time.

But when delivering the virtual version of pink slips, business executives should exercise caution in what they say and how they say it. Keep these crisis management-related tips in mind:


	Remember the big picture. Place your difficult-to-make decisions within the context of the hard and challenging choices companies and organizations around the country and world are making.

	Show empathy and compassion. Put yourself in the shoes of the people who are being laid off. If you were on the receiving end of an email or video conferencing session, what would you want to be told? Before you push “send” or make the call, write down what you want to say, then read it aloud to a trusted colleague, friend, or family member for their feedback and guidance.

	What you say may not be what they hear. While being laid off in this difficult time may not come as a total shock, the bad news may still be hard to absorb. Your message may be misconstrued by people who are having their own crisis—a crisis that could be made much worse because you are laying them off.

	You will be talking to multiple audiences. What you say and how you say it may be shared with friends, family members, colleagues, neighbors, social media, and news organizations.

	Give people hope—if you can. When appropriate and possible, provide some hope that, after the crisis is over, there may be a chance they will be rehired. But don’t give them false hope if there is no hope at all—honesty is always the best policy.



A Sure Thing

Even as the world grapples with the COVID-19 crisis, it is not too early for businesses and organizations to start preparing for the next crisis. History shows there is always a next crisis. And the sooner you are ready for it, the better.

About this Book

Crisis Ahead provides quick, practical advice and expert guidance to help your business or organization prepare for, prevent, manage, and recover from a crisis, scandal, disaster, or other emergency. This book is for CEOs, senior staff, corporate communication professionals, HR and legal teams, boards of directors, and front-line employees who need to know what to do in the moment: what levers to pull and what moves to make in real time when faced with a crisis or situation.

Some situations could result in nothing more than a temporary embarrassment, while others could cause long-term harm or threaten the existence of your organization. No matter what kind of crisis you face or how long it lasts, you must be ready to respond strategically, efficiently, and effectively.

When, why, and how you read this book depends on your need, priority, and situation.


	If you want a reality check and to gauge your readiness for a crisis, start with Chapter 1: How Ready Are You? Find Out Now Before It’s Too Late. The quizzes and written exercises in this chapter will help determine the degree to which you are prepared to confront and deal with different situations.

	If you want to take steps now to prepare for a crisis, start with Chapter 2: If You Fail to Plan, You’re Planning to Fail. Here you will learn how to develop and implement your crisis management plan, access a free customizable crisis management and communication plan, and receive updates to the examples, anecdotes, lessons, and advice in this book.

	If you have a plan but have not tested it to make sure it works, go to Chapter 3: Put Your Plan to the Test. This chapter includes anecdotes and insights about why and how others practiced their responses to different emergency scenarios and what some of them learned when they put the plans to use in real crisis situations.

	Do you need help dealing with a crisis situation right now? Turn to Chapter 4: When the Sh*t Hits the Fan: Best Practices. This chapter provides guidance for managing and communicating about a variety of crisis situations.

	Has your crisis attracted the attention of news organizations, or do you think that it will? Then check out Chapter 5: How to Work with the Media during a Crisis.

	Would you like to learn from others who have already been through a crisis? Read Chapter 6: Learn from the Successes and Mistakes of Others. If you have crisis management and communication plans in place, the anecdotes and examples in this chapter will serve as a wake-up call to update those plans, practice responses to different crisis scenarios, and revise your plans and potential responses as needed. Because of the importance of this content, there is a shaded border on either side of the pages in this chapter, making it easier to find if you thumb through the book. Even when the book is closed, the shaded pages will stand out in case you need to refer to them quickly.

	Are you trying to rebound from a crisis? Go to Chapter 7: Bouncing Back: How to Recover from a Crisis. Here you’ll find examples of companies, organizations, and high-profile individuals who have recovered from their crisis and the steps you can take to lay the foundation for your own comeback.

	Are you lucky enough not to be under any crisis-related pressures or deadlines and have the luxury of time to prepare for a crisis? Then use the book as an “A-to-Z” reference guide and browse through the topics that most interest you and your colleagues.



The unfortunate truth is that there were thousands of crisis incidents before I wrote this book, and there will be thousands more after it is published. Readers can stay up to date about the lessons learned from crisis incidents after Crisis Ahead was published by going to the Crisis Updates page on my website at PublicRelations.com and entering this case sensitive password (do not include the period): CrisisAheadUpdates2020.

Reality Check

This book is based on the following key realities:


	It’s easier, faster, and more affordable to learn from the experiences of others than to suffer through a bad situation yourself—only to find out afterward what you should have done.

	It’s not a matter of if companies will face a crisis, but when they will, where it will happen, how bad it will be, and what they will do about it.

	Most organizations do not have the knowledge, skills, or resources to face or recover from a crisis. They do not have a crisis plan in place or, even if they do, have not tested it to see how it would hold up in the real world.

	Hope, luck, delay, denial, or stonewalling are not effective strategies for managing a crisis or trying to avoid one. They usually make matters worse.

	A crisis does not respect national boundaries, calendars, clocks, industries, or professions. It can strike any company, organization, or high-profile individual anytime and anywhere.

	You may need specific skills and resources—such as management, public relations, marketing, advertising, legal, HR, and IT—to help get through a crisis. Depending on the situation, you may have to call on assistance from first responders, law enforcement, healthcare providers, financial experts, consultants, or government agencies.

	A lot can be at stake in a crisis, such as:

	The stock price of publicly traded companies and the value of privately owned ones

	The image, reputation, stability, and future of the company

	Revenues, profits, and future earnings

	Legal liability, lawsuits, and litigation

	Insurance coverage and premiums

	Employee morale

	Retention and recruitment of workers

	Relations with customers, clients, vendors, and suppliers

	Participation and membership in nonprofit organizations

	Your job and career





The recommendations, examples, and anecdotes in this book are based on:


	My 30-plus years of experience as a crisis management expert, public relations consultant, journalist, communications director, and press secretary for members of Congress and political candidates

	Dealing with internal and external crisis situations as the CEO of two trade associations

	Advising and helping others to work through a variety of crisis situations. The issues I worked on included:

	The arrest and firing of CEOs

	Allegations of sexual harassment

	Unethical and unprofessional behavior

	Hate crimes

	Forged documents

	Natural gas leaks and explosions

	Violation of property rights

	Seafood safety

	Skeletons in an individual’s past

	Public backlash to the policies of a trade association

	Mismanagement of corporate finances

	The safety of the nation’s blood supply

	Business and personal bankruptcies

	Defending the image and reputation of an international corporation





	Conducting crisis management and communication training for hundreds of CEOs and other top company officials

	Advice on public relations strategies, tactics, and techniques that was originally published in a different form in my first book, Getting Your 15 Minutes of Fame and More! (New York: John Wiley & Sons, 2000). This advice is featured in Chapter 2 (preparing crisis plans) and Chapter 5 (working with the media during a crisis).

	Interviews with those who have prepared for or managed a crisis

	My analysis of thousands of news stories about how corporations, organizations, and individuals in dozens of industries and professions around the world responded to hundreds of different crisis triggers







CHAPTER 1

How Ready Are You?
Find Out Now Before It’s Too Late



Three things that never work for avoiding, managing, or recovering from a crisis are ignorance, denial, and wishful thinking.

You just learned that someone in your IT department has sent an email to all your customers, vendors, and media contacts. The message contains derogatory comments about you and embarrassing photos of you.

What would you do?

Don’t wait until you have a crisis to find out whether you are ready for it. You are bound to be disappointed with the answer. It’s safe to assume that if you are reading this book, you want to know now what you can or should do when a crisis strikes. The first step is to take a reality check about your vulnerability to a crisis and how prepared you are to deal with one.

The 10 Rs of Crisis Management

There are several major steps you can take to help ensure that you are as ready as you can be for any crisis. I’ve boiled the steps down to the following 10 rules—“The 10 Rs of Crisis Management.”


	Risk. Identify the risk triggers that would cause a crisis for your organization. Some risks may be unique to your company because of the nature of your business. For example, if you’re an airline, a risk trigger would be an plane crash. Other triggers could apply no matter what type of business you are in, such as embezzlement or sexual harassment.

	Reduce. Take the steps that are necessary and prudent to lessen known risks. These steps can be as basic as following common-sense accounting procedures in order to help prevent fraud and forgery to more extensive actions such as providing appropriate training or retraining to employees.

	Ready. Have a crisis plan in place and ready to implement when it is needed. Because one size will not fit all companies, the plan should be customized to meet the needs and realities of your organization and industry.

	Redundancies. Have back-up and contingency plans in case they are required. Since it is impossible to plan for every eventuality, a Plan B, Plan C, or Plan D may be needed, just in case.

	Research. Get all the information you can about your crisis, including details about what just happened, is happening now, or you expect to happen. Knowing the who, what, when, where, why, and how of the situation is essential in helping to respond strategically, effectively, and efficiently.

	Rehearse. Practice implementing your plan on a regular basis—at least once a year. Having a plan and not practicing it is not much different than having no plan at all. The more you practice implementing the plan, the more prepared you will be if and when you need to use it.

	React. Activate your plan when necessary. Know what will trigger a crisis and how you would respond to different crisis scenarios. A crisis is no time to try to learn as you go along.

	Reach Out. Immediately communicate with those who are affected by or concerned about the crisis. Your company or organization may have different publics and stakeholders who would be affected by the situation and would be interested in the outcome.

	Recover. Know how you would bounce back from a crisis. Planning your recovery from a disaster, scandal, or other emergency is just as important as planning your response to it. You will need to get back to normal as quickly as possible, and a recovery plan will help you do just that.

	Remember. Keep in mind the experiences of those who have already gone through a crisis. What would you do to repeat their successes and avoid their mistakes? There is no need to reinvent the wheel when it comes to the best ways to respond to, manage, and recover from a crisis. There are plenty of lessons from which you can learn.



How Vulnerable Are You to a Crisis?

Although there is no way to absolutely guarantee you will never have a crisis of any kind, there are ways to determine how vulnerable you are to one. You can get a good idea about your potential exposure by answering the following 26 questions. The answers will help you to address the first of the 10 Rs—Risk: Identify the risk triggers that would cause a crisis for your organization. The threshold for a crisis depends on the risk trigger and how it affects a company or organization. For
example, an international conglomerate whose new product underperforms in the market might be able to absorb the failure and move on; a small start-up company might not be as fortunate. But a trigger such as sexual abuse or workplace violence could create a crisis for an organization of any size.




	
	
	Yes
	No



	1.
	Is your business in an industry or profession where there have been accidents, such as healthcare, chemical processing, transportation, construction, or aviation?

Vulnerability: Because of the nature of your business, it could be more prone to a crisis.

	[image: image]
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	2.
	Has or will your company introduce a new product or service?

Vulnerability: The product or service may fail, impacting your bottom line, ability to compete, retain employees, etc.
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	3.
	Did your company introduce a product or service that did not do well in the marketplace?

Vulnerability: Your bottom line may suffer, as may your image, reputation, credibility, ability to attract and retain employees, etc.
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	4.
	Has there been a recent decline in your sales, revenue, or profits?

Vulnerability: Your bottom line may suffer, as may your image, reputation, credibility, ability to attract and retain employees, etc.
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	5.
	Are you in a highly competitive industry or profession?

Vulnerability: You may not have the resources you need to compete successfully; you could be the target of an unwanted merger or acquisition by a competitor; or you may lose clients, customers, or employees to your competition.
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	6.
	Is there frequent turnover among your employees or senior managers?

Vulnerability: The people who helped make your company successful and competitive may no longer be working for you.
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	7.
	Do you hire and fire people on the basis of their age or sex?

Vulnerability: You may be sued for gender or age discrimination.
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	8.
	Have you been accused of having a hostile work environment?

Vulnerability: You may be subject to litigation, key employees may decide to work elsewhere, and it could be harder for you to attract new workers.
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	9.
	Do you have a limited portfolio of clients or customers?

Vulnerability: The foundation of your business may be too narrow, thereby putting the future of your company at risk.
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	10.
	Do the top officials of your organization go on business trips?

Vulnerability: They could be injured or die in a travel-related accident. Depending on the country they travel to, robbery or kidnapping may be a possibility. Or they could miss important meetings or appointments because of travel-related delays.
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	11.
	Do you require that only one person sign corporate checks?

Vulnerability: Without appropriate accounting-related checks and balances, you may be vulnerable to embezzlement or fraud.
	[image: image]
	[image: image]



	12.
	Is your company in an industry that is heavily regulated by the government, such as banking, medicine, or petroleum?

Vulnerability: The government may propose or implement regulations that are harmful to your company and its ability to compete.
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	13.
	Do you make or sell products or services outside of your country?

Vulnerability: Your ability to manufacture and market your products or services could be hampered by new rules, laws, regulations, or tariffs in other countries.
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	14.
	Do you buy advertising to market your products, services, or expertise?

Vulnerability: Advertising-related costs could increase, making it more expensive to market and promote your company.
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	15.
	Do you work with consultants, freelancers, vendors, resellers, or franchisees?

Vulnerability: They may make mistakes or errors in judgment that can cost you time, money, credibility, and business.
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	16.
	Is your organization located in a country where there has been or could be political unrest or violence?

Vulnerability: The future of your company may be at risk, and the lives and safety of your employees could be at stake.

	[image: image]
	[image: image]



	17.
	Are there forests or heavy vegetation nearby?

Vulnerability: Your business could be shut down or destroyed because of a forest fire or wildfire.
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	18.
	Do you store your computer files in the cloud?

Vulnerability: Your files and documents could be hacked.
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	19.
	Are your computers on a network?

Vulnerability: The computers could crash or be hacked.
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	20.
	Do you allow employees to work from home or on their personal computers?

Vulnerability: The computers could crash or be hacked or attacked.
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	21.
	Does your organization have a presence on social media?

Vulnerability: Your company’s social media platforms may not be secure and could be vulnerable to hacking, spyware, and viruses.
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	22.
	Is your office or company located near a river or train tracks?

Vulnerability: Your company may be impacted by a flood or a train-related accident.
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	23.
	Are earthquakes a regular occurrence in your region?

Vulnerability: A serious earthquake could cause fatalities, damage or destroy your building, curtail the operations of your business, and make it difficult for employees to get to work.
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	24.
	Is your office or building adjacent to natural gas pipelines?

Vulnerability: The closer you are to a natural gas pipeline, the more likely it is that your company could be impacted by a gas-related leak, fire, or explosion.
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	25.
	Is your area subject to floods, hurricanes, snowstorms, or other weather-related events?

Vulnerability: Nature-related events could affect the activities and operations of your business.
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	26.
	Is your office or building located near mountains or hills?

Vulnerability: In the aftermath of heavy rains, your building or business could be affected by mudslides or landslides.
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How vulnerable are you to the risk of a crisis? Give yourself 4 points for every “yes” response:




	Scoring:
	80 or higher
	Stormy weather ahead



	
	72–76
	I won’t be able to sleep at night



	
	60–68
	Don’t be surprised when something bad happens



	
	56 or fewer
	Well, it could be a lot worse





Are You Ready for a Crisis?

Now that you know how vulnerable you may be to a crisis, let’s see how ready you are to deal with one.

Three things that never work for avoiding, managing, or recovering from a crisis are ignorance, denial, and wishful thinking. The Crisis Hall of Shame is full of people and companies who were convinced they would never face a crisis or were ready for any crisis, disaster, scandal, or emergency—only to find out how wrong they were. Why would you want to join them in this Hall of Shame? It’s best that you find out now how prepared—or unprepared—you and your organization are to take on a crisis.

Get a reality check about your crisis readiness by taking this brief quiz:

Are you able to contact the following people within two minutes?




	
	
	Yes
	No
	Don’t Know



	1.
	Key staff members
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	2.
	Executive committee
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	3.
	Board of directors
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	4.
	Attorney
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	5.
	Webmaster or IT company
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	6.
	CPA or financial adviser
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	7.
	Insurance agent
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Do these people know how to reach you within two minutes?




	8.
	Key staff
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	9.
	Executive committee
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	10.
	Board of directors
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	11.
	Company attorney
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	12.
	Webmaster or IT company
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	13.
	CPA or financial adviser
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	14.
	Insurance agent
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Do you have these contacts in your smartphone or other mobile device?




	15.
	Your local first responders
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	16.
	Your mayor and other public officials
	[image: image]
	[image: image]
	[image: image]



	17.
	News organizations in your area
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	18.
	Your company’s healthcare provider
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	Yes
	No
	Don’t Know



	Do you:
	
	
	



	19.
	Have an updated crisis plan in place?
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	20.
	Hold annual drills to test your response to a crisis?
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	21.
	Know what would trigger a crisis for your company?
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	22.
	Know the key questions to ask in any crisis?
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	23.
	Have a list of everyone who should be contacted in case of a crisis?
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	24.
	Have your staff’s email addresses and phone numbers?
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	25.
	Keep back-up and hard copies of key files and documents?
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	26.
	Know if you have cell phone coverage in your current location?
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	27.
	Know the location of your laptop, tablet, and smartphone?
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	28.
	Know where you can access the internet?
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	29.
	Have a fire alarm in your office or building?
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	30.
	Have a sprinkler system in your office or building?
	[image: image]
	[image: image]
	[image: image]



	31.
	Have a security alarm in your office or building?
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	Yes
	No
	Don’t Know



	Do you have the following policies and procedures in place:
	
	
	



	32.
	Leadership succession
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	33.
	Hiring
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	34.
	Terminating employees
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	35.
	Background checks for new hires
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	36.
	Background checks for corporate officers
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	37.
	Code of conduct
	[image: image]
	[image: image]
	[image: image]



	38.
	Employee discipline
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	39.
	Sexual harassment
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	40.
	Whistle-blower
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	41.
	Internet, email, and social media
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	42.
	Human resources
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	43.
	Equal opportunity
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	44.
	Data back up and recovery
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	45.
	Office procedures
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	46.
	Annual review of investments
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	47.
	Anti discrimination
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	48.
	Anti fraud
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	49.
	Anti embezzlement
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	50.
	Annual review of insurance policies
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The Bottom Line

How prepared are you? Give yourself 2 points for every “yes” response:




	Scoring:
	90–100
	We are as ready as possible



	
	80–88
	We are almost ready



	
	70–78
	We need to do more work



	
	60–68
	We have a lot of work to do



	
	0–58
	Let’s hope nothing bad happens anytime soon





To improve your score, take steps now to do what’s necessary to turn every “no” or “don’t know” answer into a “yes.” Take this quiz at least once a year to help ensure that you are as prepared as you can be for any crisis.

What Would You Do If …

The bad news is that it is impossible to prevent every conceivable crisis, emergency, or scandal from striking your company or organization.

The good news is that although you can’t prevent every possible crisis from occurring, at the very least you can be prepared to confront all possible crises. One way to prepare is to do some role playing and think through some possible crisis scenarios. The more you are ready today, the more likely it is that you can come through with flying colors if that scenario becomes a reality tomorrow.

Below you’ll find dozens of different scenarios based on worst-case situations and actual incidents that have befallen corporations, organizations, and individuals and could create a crisis for your company. Pick any scenario you want—or all of them if you really enjoy a challenge. Answer the following questions of how you would respond to each scenario.


	What would you do and in what order?

	What you would say about the crisis to key audiences or stakeholders such as:

	Your board of directors

	Staff

	Customers

	Investors/shareholders

	Vendors

	The public/target audiences

	News organizations



	What actions would you take to help ensure that a similar crisis would not happen to your company?



Go through this exercise anytime you want, and as many times as you want. Complete one or more scenarios now to gauge your “Crisis IQ”—or go through it while reading other parts of the book to put your new knowledge to the test. Or wait until you’re done with the entire book and treat the scenarios as if they were your final exam at the end of a course on crisis management and communication.

Scenario: Earthquake

A powerful earthquake strikes your community during the lunch hour, toppling several buildings adjacent to your office. Numerous aftershocks have already occurred, and more are expected. The lights in your office keep flickering, your phone lines are dead, and your computers are not working. Some of your staff members are out of the office having lunch.

Scenario: Product Defect

Government officials today announced that after a series of complaints, investigations, and tests, they have determined one of your products is unsafe and should be recalled immediately. They said that unless you make an immediate announcement to recall the product, they will make their own announcement to the media and impose fines and sanctions on your company for failing to issue a recall.

Scenario: Illness

A thank-you lunch that you hold for employees was a remarkable success. A few hours after the event, you start receiving phone calls and emails that several of them have been taken to the hospital with suspected food poisoning. You realize you are not feeling that well yourself.

Scenario: Fire

According to news reports, demonstrators in a foreign country have set several buildings on fire in the downtown area of the same city where your company’s international sales office is located. The office was heavily damaged by the fire, but you are having problems contacting anyone to find out what happened, if your staff is safe, and whether the company’s computers are secure.

Scenario: Tornado Warning

Authorities have just issued an alert for tornadoes in the region, and several twisters have already been spotted near your company’s headquarters. Your employees have expressed concerns for their personal safety and the safety of their families.

Scenario: Homophobia

A longtime and valued employee announced last month that he is gay. During the past few days some employees and clients have refused to have any interaction with him, saying that they are not comfortable with his sexual orientation. Earlier today an antigay message was found scrawled on a mirror in the restroom.

Scenario: Discrimination

The manager of one of your stores told a transgender customer to leave because “We do not serve people like you.” The customer refused to leave, and the manager called the police who, at the manager’s insistence, arrested the customer for trespassing. Other customers who were in the store at the time recorded the incident on their cell phones and the video has gone viral.

Scenario: Racial Slurs

Your CEO was secretly recorded at a recent cocktail party using a racial slur to describe the president of your major competitor. The recording was sent to news outlets and excerpts were played on that night’s evening news. Civil rights organizations are now demanding that your CEO resign or be fired.

Scenario: Forgery

The vice president of finance of your organization has been accused by one of his assistants of forging your name on checks and other documents. The chairman of your board of directors has learned about the allegation. She demands to know why you have not informed the board about this and what you are doing about the matter.

Scenario: Death

Mary Smith is the wife of Joe Smith, the chief executive officer of your organization. Mary calls in tears to tell you that Joe was killed in an automobile accident on the way to work that morning. Joe had been giving a ride to Fred Jones, who is the president of your company. Mary does not know whether Fred survived. Before you can ask her any questions, she hangs up, crying.

Scenario: Hostage Situation

Your annual appreciation dinner for your most important clients is being held in the ballroom of a major hotel. While the guests are being served dinner, a member of your staff says that there is a big commotion outside in the hallway. You go to investigate and discover there are a lot of police in the lobby and a gunman has taken hostages in another part of the hotel.

Scenario: Floods and Mudslides

Your company’s offices are located close to where a recent fire destroyed vegetation and trees that protected the area against mudslides and floods. It has been raining heavily for several days and there are reports that floods and mudslides are a strong possibility.

Scenario: Embezzlement

You are in the middle of an annual audit being conducted by your accounting firm. The CPA calls to alert you to her concerns that someone appears to be embezzling funds from the company. She says she wants to give you a heads-up about the matter before the audit is completed in several weeks.

Scenario: Unethical Behavior

You are a member of a national trade association that requires its members to abide by a stringent set of rules and a code of ethics; all your employees are required to follow the association’s laws and regulations. Several members of the public have filed complaints against your company due to allegations of unethical conduct by your sales manager and her staff.

Scenario: Product Tampering

Your company makes a popular brand of snack food. Local hospitals have announced that several people have become extremely ill from eating your product. Government authorities now believe that someone tampered with your product either at the stores where it is sold or at the factory where it is made.

Scenario: Website Post

An employee who was fired last week has posted comments on Glassdoor claiming that she and others lost their jobs because of age discrimination. In support of these claims, the former employee says she has results of her most recent job performance review in which she received high marks and favorable ratings.

Scenario: Criticism

A new product that you launched a few days ago and are heavily promoting is being severely criticized because its design is seen as being racially insensitive. Various groups and organizations are calling for the product to be taken off the market immediately, and negative comments about the product are now trending on Twitter. Online sales of your other products have started to decline because of the controversy.

Scenario: Active Shooter

As you listen to the radio during your drive home after work, there is a news bulletin that a gunman has killed at least nine people near your exhibit booth at a trade show that is being held at a well-known hotel on the other side of the country.

Scenario: Chemical Spill

A police officer on a bullhorn outside your office announces that a tanker truck traveling on a nearby highway has crashed, sending life-threatening chemicals splashing across the road. The officer urges everyone to stay where they are.

Scenario: Power Outage

You are the administrator of a community hospital with more than 500 beds. The lights in the building started to flicker 10 minutes ago, and then all power in the building went out. For some reason the back-up generator has not kicked in yet. Your pager is beeping, and you are receiving several urgent text messages on your smartphone.

Scenario: Hate Speech

After drinking too much at an after-work party last Friday, several of your employees made and posted a video in which they used anti-Semitic and anti-Muslim language to describe colleagues who had refused to join them for drinks. The video was posted on YouTube, where it is now trending; a group of white nationalists has tweeted praise for your company for hiring people who hold opinions that are so like their own.

Scenario: Ransomware

You just received a text message from someone claiming to have taken control of all your computers. They said that unless you arrange to give them 40 bitcoins by 10:00 a.m. tomorrow they will erase all the data on your computers.

Scenario: Deepfake Video

You are a prominent politician running for reelection. Your press secretary just told you that someone posted online an altered video of you in which you “admit” to having an affair with the wife of your opponent in the election.

Scenario: DUI

The celebrity spokesperson who helps promote your company’s products was arrested for driving under the influence. He is now in a holding cell at police headquarters downtown. A reporter at a major business publication has learned about the arrest and left a message for you to call her back right away.

Scenario: Child Pornography

Police have just arrested your HR director for having child pornography on his desktop computer at work and laptop computer at home. He claims that he is being framed by someone at the office who is after his job.

Scenario: Protests

An employee you fired last week for poor work performance has organized a group of his friends who are now picketing your building. They claim—falsely—that you discriminate against the LGBTQ community.

Scenario: Bankruptcy

Your company is bleeding money because of a series of failed product launches. Your CPA and banker both say that you should seriously consider declaring bankruptcy as soon as possible.

Scenario: Whistle-blower

A longtime employee in your bookkeeping department claims to have information about fraud and abuse at the company. She told you she is planning to go to law enforcement officials with the evidence.

Scenario: Accident

Your company recently launched a shared e-scooter service in several cities without first obtaining the approval of local governments. You were just told about a news report that a mother and her baby were killed by someone riding one of your electric scooters in one of those cities.

Scenario: Gas Leaks

You are the president of a gas utility company that provides natural gas to several large cities. Your chief safety officer has expressed concerns about the growing number of reported leaks and your reluctance to spend the money necessary to fix and prevent the leaks. He just called a minute ago to report there was a natural gas explosion in one of the communities served by your company.

Scenario: Workplace Safety

The head of the shipping department called to say an employee was injured when a tall stack of heavy boxes toppled over and crushed him. An ambulance has been called and is now on the way.

Scenario: Extortion

A vendor’s lawyer, with whom your legal team has been having heated arguments over a multimillion-dollar contract, says
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“Crisis Ahead prepares you for effectively managing threats to your business.

Read it so you will be ready when (not if) a crisis hits your organization.”
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