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Introduction

‘North Korea? Really?’

It’s the response I often get when I tell people I’m researching North Korean computer hackers.

Many people’s image of this small Asian country – if they even have one – is of an idiosyncratic, isolated land whose limited technological skill is mainly spent on launching missiles and testing nukes. The idea that it has a force of computer hackers, let alone one of the world’s most dangerous, seems outlandish.

As an investigative journalist covering cybercrime, I have a very different perspective. Over the last decade or so I’ve watched as the crimes being attributed to North Korea’s cyber-warriors – nicknamed the Lazarus Group by security researchers – have increased in scale, ferocity and ingenuity. Computer hacks have become a key weapon in North Korea’s arsenal, and they now pose a significant threat to global security and stability.

The Lazarus Group’s hackers started out with low-level attacks defacing websites, but within a worryingly short amount of time they graduated to far bigger targets: taking out movie studios and TV stations, stealing millions from national banks and even shutting down hospital departments. The idea of a computer hacker disabling an emergency room was once the stuff of Hollywood film plots. Now it’s reality.

But this story isn’t just about computer hacking. As I’ve dug deeper into the group’s alleged activities, I’ve unearthed the global criminal network that facilitates its operations: a dark realm encompassing dodgy bankers in the Philippines, hapless philanthropists in Sri Lanka, gambling sharks in Macau, used-car salesmen in Japan and Instagram millionaires in Dubai. It’s a sprawling underworld of crooks and fixers wielding extraordinary power and handling vast quantities of money, most of whom operate way beyond the reach of any police or law-enforcement agency.

At the centre of it all is a small team of highly ambitious hackers seemingly capable of penetrating their targets with unsettling stealth. Most of the victims in this book had no idea they were under attack until it was too late – their money gone, their data leaked and their computers trashed.

To understand North Korea’s alleged hacking campaigns is to understand the modern world of crime. It’s bewilderingly swift, knows no borders and relies on a shadowy network of accomplices. These digital offensives are perhaps the biggest threat to our ever-growing online existence. In the UK cyber is now the most common type of crime, having long ago overtaken the thefts and murders that dominate the headlines.1

North Korea’s cyber-activity graphically illustrates why the threat from hackers is becoming increasingly pernicious. The more our world shifts online, the more vulnerable we all become to the Lazarus Group’s machinations. And the more we rely on technology, the more likely we are to be held to ransom (literally, in some cases) by these digital assailants and others like them.

We now face the monumental challenge of defending ourselves against this new threat. Currently, standing against the likes of the Lazarus Group is an army of technologists who spend their lives developing all sorts of tools and tactics to fend off the attacks and keep us safe. You’ll find them in government, in law enforcement and probably in your organization’s own IT department. But, as you’ll learn in this book, no matter how good their defences are, none of them can stop the hackers every time. That’s up to us: the people who use this technology day in, day out. Usefully, protecting yourself against most of these online assaults doesn’t necessarily require costly kit or advanced cyber-skills. While some of the hackers’ tactics are frighteningly smart, a lot of the time they simply reuse tried-and-tested methods that are easily defeated once you know what you’re looking for. Defending yourself against them can be as simple as hitting the ‘delete’ button on a dodgy-looking email. Your main weapon is knowledge, and you’ll find plenty of that in the pages that follow.
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Jackpot

They came from all over central India: a taxi driver from Mumbai, a pharmacist from Pune, a caterer from Nanded, an auditor from Virar. Along with dozens of others, they journeyed for hour after hour through the humid downpours of the rainy season, some by car, some on India’s redoubtable train network, eventually converging on one location: Kolhapur, a city of just over half a million people in Maharashtra state.

What drew them on that August weekend in 2018 was not a religious event, nor a festival or a concert. They came to carry out a secret task for which they had been specially recruited.1 They were almost certainly unaware of the full scale of the crime into which they had been co-opted. For at that exact moment, all around the world, hundreds of others were setting out on similar journeys with the same mission. They were all doing the bidding of a group of elite cybercriminals who were pulling the strings from thousands of miles away using an international network of collaborators.

This group of hackers was about to stage one of its most audacious and complex crimes to date. It would pull in millions of dollars and was the culmination of years of hacking activity, according to the US Federal Bureau of Investigation (FBI), which has tracked the gang’s work. Over time the group has honed its skills and developed its contacts to make it one of the most unpredictable and formidable cybercrime forces in the world.

The timing of the men’s arrival in the Indian city of Kolhapur was critical. Once in place, they would have only a few hours to carry out their allotted task and then disappear safely back into the crowd – or, at least, that’s what they were promised.

The men looked innocuous enough. Casually dressed, they were mostly in their late twenties and early thirties. The only hint of their covert endeavour was the stacks of bank cards they each carried. Their task was simple: use the cards in as many ATMs as possible, pocket the cash and keep moving. They would later pass on the proceeds of their activities to their handlers and receive their cut.

At 3 p.m., on Saturday, 11 August, the men sprang into action.2 Some worked alone, others in small groups. On the streets of Kolhapur they hit dozens of ATMs. It didn’t matter which bank the machines belonged to: all they had to do was to insert the card, enter a PIN and withdraw as much cash as they could.

Two of the men were later quoted as saying they walked for miles through the city, attempting withdrawals from every cash machine they could find.3

By 10 p.m. the operation was over. The men handed the cash to their bosses and pocketed their share. They were reportedly paid up to $500 – a big payday in a country in which the average income for an entire year is less than $2,000.4 But, for those controlling this network of so-called ‘money mules’, the pay-offs were well worth it. By running so many mules in so many places, in just a few hours they had netted more than $350,000 from the group’s cashpoint spree.5 In some Indian ATMs, the highest denomination note is 500 rupees, meaning the gang was now potentially looking at a pile more than 50,000 banknotes high.

But that was just the tip of the iceberg. The seven-hour operation in India was only one of dozens being carried out simultaneously across the globe. Bank cards were being used to withdraw money in the US, Canada, UK, Turkey, Poland, the Russian Federation and more. In all, twenty-nine different countries were involved.6 The total amount stolen in one day in August made the Indian operation pale by comparison: worldwide, more than $11m had been withdrawn in 12,000 transactions in two hours and thirteen minutes.7

It was a tightly co-ordinated raid on the international banking system, carried out with breath-taking efficiency.

Those who co-ordinated the crime had not only the technical skill to make ATMs around the world spew out banknotes on demand but also the global reach to mobilize a worldwide network of mules, who would now pass the stolen funds back up the chain to those who had masterminded the job.

For many of those who investigated the heist, the signs pointed to one culprit. It’s a hacking unit that’s been christened with a variety of enigmatic names: Stardust Chollima, Zinc, Hidden Cobra, Nickel Academy. But most often it’s referred to as the Lazarus Group. According to the law-enforcement officials who’ve followed its online crime spree, this isn’t just another bunch of crooks on the make. The unit is working for the government of North Korea. Well funded and highly motivated, this force of computer hackers operates within the country’s rigidly controlled military structure. And it has one main goal: to make cash for the regime. Many perceive North Korea, formally known as the Democratic People’s Republic of Korea, or DPRK, as a backward state, disconnected from the modern world and trapped in the clutches of its capricious leaders, the Kim Dynasty. But, while this state of affairs may be true for the bulk of its society, Western law-enforcement and security researchers see an entirely different side to the so-called ‘Hermit Kingdom’.

Over the last few years investigators claim that North Korea’s government hackers have become some of the most effective and dangerous on the planet. That the regime has an online army shouldn’t come as a surprise: many nations now have such cyber-divisions, including the UK and the US, and in North Korea’s highly militarized society such a unit is an inevitable addition to its forces. But researchers who’ve tracked North Korea’s operations see something very different about the country’s hacking behaviour: whereas many countries’ cyber-teams are focused on stealing information for strategic advantage, North Korea’s online war is part of a battle for economic survival.

The country is trapped in a financial death spiral triggered by a damaging series of events that has unfolded over the course of its relatively short history and accelerated rapidly in the last three decades. At one point North Korea ran so short of money that it failed in its most basic duty to its people, millions of whom are believed to have starved to death thanks to economic mismanagement and dogmatic adherence to ideological goals. Simultaneously, its pursuit of nuclear weapons saw it hit with international sanctions – all of which will be explored in the following chapters. The net result is that one of the poorest countries in the world has little chance of making money legitimately.8 According to many experts, North Korea has instead turned to crime, in the past experimenting with forgery, smuggling and even crystal-meth production, before finally discovering a far more reliable and lucrative form of income: computer hacking.

Researchers have watched with growing concern as the country’s cyber-warriors have been blamed for increasingly sophisticated attacks, moving from basic tactics aimed at defacing and disrupting websites to highly complex raids on major organizations and financial institutions worldwide.

Since at least 2015 North Korea’s cyber-teams have been targeting banks, mastering the arcane world of international money transfers to steal hundreds of millions of dollars. Researchers at the United Nations Security Council (UNSC) – which tracks potential infringements of the sanctions placed on North Korea – have attributed twenty-one different bank attacks to the country. In a 2019 report the UNSC lists the institutions that have been hit and gives details of the methods used to transfer and launder the money. It paints a dizzying picture of computer hackers whose online activities seem to circumnavigate the globe with ease: they hack into a bank in South Africa, steal account information and use it to forge cash cards for use in Japan. They raid a bank in Chile, moving the money to accounts in Hong Kong while distracting employees by crashing thousands of computers. They transfer money from a bank in Malta and within hours the funds are being withdrawn to buy Rolexes and fast cars in the UK.9

It is the cutting edge of crime: stateless, instant and seemingly with little chance of the perpetrators ever being caught. And in 2018 the group behind this global crime wave turned its attention to a little-known but very wealthy bank in India.

Cosmos Co-Operative Bank is the second-largest and second-oldest bank in India, established in 1906.10 Such co-op institutions were set up at the turn of the century to serve India’s rural economy, often running on a not-for-profit basis. In the West they might have been described as credit unions. But over time some of these co-ops morphed into modern, complex finance houses. Sadly, according to several Indian tech sources, their IT security hasn’t kept pace, leaving some fatally vulnerable to digital attack.

Cosmos Co-Operative Bank now runs operations in seven Indian states, with $2bn of deposits.11 Its headquarters is Cosmos Tower, a twelve-storey block of gleaming silver and glass in Pune around a hundred miles inland from Mumbai. The building is surrounded by high, heavy fences, and guards police the entrance. None of these security measures presented a problem for the hackers, however. Their route inside would bypass them all easily.

According to a financial-industry source in India, from September 2017 carefully crafted phishing emails began to arrive in the inboxes of staff at the bank’s branches. The exact content of the messages has never been made public, but it’s likely the hackers used well-worn tricks to tempt the recipients into opening them, perhaps disguising them as urgent financial information or an attractive job offer. Getting someone to fall for such an email is often a numbers game: send enough of them, and sooner or later someone will take the bait, click on a link in an email or open an attachment, and unwittingly install a virus allowing the hackers access. Over the next few months the hackers’ game paid off.

Once inside the bank’s systems, the cyber-attackers began stealthily to explore their target’s network. Much of it may have been familiar territory for them: according to the United Nations Security Council, by this time North Korea’s hackers had hit at least fourteen banks in the preceding two years, so they would have been well experienced in the kinds of systems and software used.

This time, however, they tried something different, zeroing in on the programs that control the bank’s ATM withdrawals. Cashpoints are an amenity that almost all of us use without a second thought, but behind the machines in every bank and high street worldwide is an intricate system of computerized checks and controls. Between the moment you insert your card and the moment you walk off with the cash, dozens of staccato messages whizz back and forth across the globe to make sure that the right person is getting the right amount of money. For the hackers targeting Cosmos Co-Operative Bank, this flow of data would be the key to a multimillion-dollar payday.

Take a look at one of the bank cards in your pocket. In addition to the bank name, it’s very likely there’ll be a logo somewhere for Visa, Mastercard or another big financial firm. It’s not just branding: these companies’ details are coded into the card, and, when you insert it into a cashpoint in a high street, petrol station or supermarket, one of the first things the ATM checks is which payment company the card is registered to. After you type in your PIN, it’s scrambled and sent off to Visa, Mastercard, etc., along with a unique number that identifies which bank you’re with.

The payment company checks the bank ID, then sends the encrypted PIN to that bank, which unscrambles it and checks whether it’s correct. The bank’s software then looks at the amount you’re trying to withdraw and checks whether you have enough in your account. If so, it sends a message via the payment company to the ATM, giving the machine the okay to provide the cash.

This system is the reason why you can visit pretty much any ATM in the world, insert your card and receive cash, even if the ATM isn’t run by the bank where you have your account. Payment companies like Visa and Mastercard hold a prime position in the middle of billions of transactions, passing information back and forth between ATMs and banks to make sure transactions get approved. At regular intervals there’s a settling-up process to make sure that the ATM that just gave you $100 is reimbursed by the bank where you have your account.

Thanks to Internet technology, all of this takes place in the blink of an eye. Most of us are blissfully unaware that it’s happening, and for the vast majority of transactions the system is safe and secure. That’s because, in most cases, criminals don’t have access to the software that runs it. Inside Cosmos Co-Operative Bank, however, by July 2018 the hackers had worked their way to exactly this ATM approval software. They now had control over how Cosmos Bank’s systems dealt with every cashpoint withdrawal, and were preparing to make subtle changes that would allow them to hijack the system and steal millions of dollars.

One option for the hackers was simply to tweak the software to approve every transaction that came along, without even checking whether the PIN was correct or the cardholder was good for the money. However, that might have aroused suspicion: if all of Cosmos’s customers around the world were suddenly able to withdraw as much as they wanted without even having entered the right PIN, pretty soon someone in the bank would have cottoned on.

Instead, the hackers wanted to narrow the field so that the only people who would benefit from the hack would be the money mules working on their behalf. First, they picked 450 accounts (it’s unclear quite how the hackers chose them: some reports state they were grabbed at random from legitimate bank customers; other reports suggest they were specially created in advance by the hackers’ accomplices).12 Next, they needed to make sure that the bank’s computers would authorize withdrawals of large sums of money from those accounts. But that presented a problem. Despite their access to the bank’s computer systems, the hackers couldn’t control how much money was actually in those 450 accounts. If they didn’t contain much money, they’d be of little value in the ensuing raid. The hackers found a neat workaround. According to the chairman of the bank, Milind Kale, they used their access to its computer systems to fool the ATM software into thinking that the balance on each of the accounts was around $10,000, regardless of the true amount of money held there. That’s way in excess of the maximum amount most cashpoints will allow in a single withdrawal. As a result of the hackers’ changes, no matter how much was requested to be withdrawn, the bank’s systems would now say yes.

With the 450 accounts prepared and ready for big withdrawals, the hackers next needed to create bank cards attached to each of the accounts, which is not necessarily as hard as it sounds. Many people believe that the raised numbers on the front of the card are important, and are what the ATM looks at when they insert their card. So they probably think that creating a fraudulent bank card means being able to print something with raised digits. But that’s no longer true (which is why some card companies are now issuing flat, smooth versions without raised numbers). In fact, the most sensitive information on the card is held on the black stripe on the back.

This magnetic stripe is scanned as it’s pushed into the cashpoint slot, and it contains the unique number for the bank that issued the card, along with the full card number, expiry date and customer name.

To create a bank card that’s readable by an ATM, all you need is a blank card with a magnetic stripe on the back and a machine that can electronically imprint the required information on to the stripe. Blank cards are no problem to acquire: even everyday gift cards now come with a magnetic stripe, and the information on them can easily be overwritten with other data. A machine to encode the card can be bought online for less than $200. So … does that mean that if someone has your bank card number, expiry date, name and so on they can just create a duplicate of your bank card and withdraw your money? Surely it can’t be that easy? No, it isn’t. Because there’s a key element that they’re missing: your PIN number. Yes, a fraudster can create a card with your details on it, but if he or she inserts it into a cashpoint and tries to make a withdrawal, your bank will ask for the PIN, and if the fraudster doesn’t have it, they won’t get any money. The PIN unlocks the account.

But, usefully for the hackers who raided Cosmos Co-Operative Bank, they had full control over the part of the bank’s system that checked the PIN. They changed the software so that it would look out for incoming withdrawal requests from any of the 450 accounts they’d prepared and approve the withdrawals without verifying the PIN. It would then check the account balance, and thanks to the hackers’ tricks it would see that there was, apparently, $10,000 available, and therefore send a message to the ATM giving it the okay to issue as much money as the person had requested.

In the hacking underworld, it’s a process known as ‘jackpotting’.

The criminal scheme was set and ready to go, but now the hackers needed accomplices to withdraw the money. They wanted to use people in as many different locations as they could. This would make it much harder for law enforcement to trace the whole operation and work out who was behind it. A source close to the investigation in India told me that the accomplices were recruited through the dark web – a hidden, encrypted part of the Internet that’s rife with criminal sites. In this digital underground, ‘carding’ (as credit-card fraud is known) is a thriving and lucrative trade. Finding people with the skills, experience and willingness to take part in an ATM jackpotting campaign wouldn’t be hard.

Using contacts made in this criminal underworld of credit-card fraudsters, the hackers would be able to send the information on the 450 rigged accounts to their accomplices around the globe, who could then encode it on to blank cards, which were then passed to the money mules for use.

‘International gangs and distributing agencies were involved in this process,’ said the source. ‘All the buyers [of the stolen data] were allotted a time slot on 11 August when the card would be active and cash could be drawn from the ATMs.’

But, as the date of the heist neared, it seems the FBI got wind of what might be about to happen. A US security journalist reported that the day before the money mules set off for their cashpoint targets, the FBI issued a confidential alert to banks. It warned that the agency had ‘obtained unspecified reporting indicating cybercriminals are planning to conduct a global Automated Teller Machine (ATM) cash-out scheme in the coming days … commonly referred to as an “unlimited operation”’.13

The FBI also had a handle on the tactics that would be used: ‘The cybercriminals typically create fraudulent copies of legitimate cards by sending stolen card data to co-conspirators who imprint the data on reusable magnetic stripe cards, such as gift cards purchased at retail stores.’

The Feds were bang on target. But, sadly, it seems their urgent alert didn’t spread widely enough to include Cosmos Co-Operative Bank. As Saturday approached and its staff went home for the weekend, it had no idea that the cash-out gangs were preparing to hit the jackpot.

In India at least twenty-three people were issued with the cloned bank cards. Local media reports claimed a gang in Dubai had sent the account information to colleagues in Mumbai, where 109 of the cloned cards were produced.14

Many of the suspected money mules arrived in Kolhapur ready for the 11 August raid, and went from ATM to ATM with their stacks of fake bank cards. One pair allegedly pulled out $121,000 during the few hours they were at work, targeting 52 cashpoints belonging to 31 banks.

Around the world, similar withdrawals were taking place. In total, $11m in cash was pulled out in less than four hours, according to the bank’s reports.15

After each withdrawal, the money mules faded back into the crowd, between them quietly accumulating the wads of cash to pass on to their handlers.

Simultaneously, Cosmos Bank’s IT system was starting to run into problems. Despite all their careful preparation, the hackers’ control of the ATM system had gone awry. Customers reportedly started to complain that their cashpoint transactions were being declined. Others experienced the opposite problem: withdrawals were being approved even if they didn’t have the money. Some of them took advantage and pulled out wads of cash, only to be overcome by their consciences and hand it back.16 The bank’s staff began to suspect something serious was up and took drastic action. They shut down all online banking for two days and disabled ATM withdrawals. Genuine customers were thrown into disarray as their transactions failed, and they were unable to get hold of banknotes – this would have been an especially big problem in a country like India, where access to banking was limited and low-level workers traditionally operated on a cash-only basis.17 Cosmos’s Chairman, Milind Kale, later took to YouTube to record a statement in an attempt to reassure customers and investors. ‘The bank’s position is very sound,’ he said. ‘Our banking system is very strong and we are capable of facing this situation.’18

Relentlessly, even as Kale’s bank raced to deal with the ATM issue, the hackers were preparing yet another raid on its finances.

As part of their exploration of Cosmos’s internal systems, the hackers had also gained access to a system called SWIFT. The Society for Worldwide Interbank Financial Telecommunication is, as the name suggests, a way for the world’s banks to send messages to each other. Billions of dollars are dispatched between financial institutions on the basis of SWIFT communication.

Why are banks willing to send such massive amounts of money solely on the basis of a SWIFT message? Because they assume (rightly, in most cases) that the communication is legitimate since it could come only from someone working inside another bank. It’s not as though you or I can simply install SWIFT software on our home computers and start demanding money from banks worldwide.

Of course this logic doesn’t hold up quite so well if hackers are able to break into the bank and manoeuvre their way towards the SWIFT system, which is exactly what happened in the case of Cosmos Co-Operative.

Two days after the ATM attack, as the bank scrambled to comprehend the scale of the heist and how it was carried out, the hackers struck again, using SWIFT messages to transfer $2m to an account belonging to a Hong Kong company.19 This time the bank was quicker on the uptake – it claims it was able to trace the payment in just fifteen minutes. Because some of the money was still within the financial system, Cosmos Co-Operative was able to recover a portion of it, clawing back half of the stolen funds.

But, as for the ATM withdrawals, the money was long gone. Not only had the bank been robbed of around $11m, but, to add insult to injury, it had also lost $500,000 in the commission payments it would normally have received for such withdrawals.20 It’s not clear how the losses were covered. The bank has insurance policies, but they were never mentioned when its officials talked of the hack. It’s possible that customers will eventually end up paying indirectly, in the form of higher fees and so forth.21

Meanwhile, the money mules who’d done the legwork in India didn’t have long to enjoy their winnings. Within weeks the police began to make arrests. They had been analysing CCTV footage from the ATMs and managed to identify several of the suspects. They were helped in this process by the fact that, for some of those arrested, this wasn’t the first time they’d been involved in such cash-out activity. Police claimed four of the suspects had been caught on CCTV the year before illicitly withdrawing money from another Indian bank, City Union in Chennai.22

Gradually, the police dragnet expanded, pulling in suspected money mules from Mumbai and its surrounding suburbs. At the time of writing, none have been charged. Perhaps more importantly, the arrests in India stalled at the level of the mules. The country’s police believed they had identified a key figure higher up the chain of command living in the Middle East, but they struggled to make more progress.

In a way, the bank got lucky: the police cyber-unit in Maharashtra is considered to be one of the best in the country (partly because of the prevalence of financial institutions based in the state). But, even with its investigative experience, its officers were stymied by the staggeringly global nature of the theft. With more than two dozen different countries affected, it faced a mountain of paperwork to get the information that would reveal who was behind the cash-out campaign. The hackers who originally attacked Cosmos Bank almost certainly knew this, and deliberately seeded the ATM cash-out gangs in many different countries across the globe to frustrate attempts to track them down.

As for identifying who originally hacked into the bank and started the whole heist (and who was presumably set to receive a big chunk of the stolen money), local police faced another uphill struggle. ‘What’s worrisome is they have wiped out all tracks, leaving no evidence; it’s well planned,’ said Brijesh Singh, Inspector General of Maharashtra Police, who headed up its special investigation team.23 This is a common tactic among hackers: once they’ve completed their work, they carefully delete the malicious software they used, along with the victims’ digital records of what happened when.

Indian law enforcement may have been struggling to work out who was behind the raid on Cosmos Co-Operative Bank in August 2018, but, once again, the US agencies’ considerable resources seem to have put them one step ahead. In October the Cybersecurity and Infrastructure Security Agency (CISA) released an alert about a criminal campaign they nicknamed FASTCash, which, in the dry language of US cybercops, ‘targeted the retail payment system infrastructure within banks to enable fraudulent ATM cash withdrawals across national borders’. In other words, FASTCash was targeting cashpoints all over the world.24

CISA said the FASTCash gang had hit banks in Asia and Africa, stealing tens of millions of dollars, including an ‘incident in 2018’ in which cash was simultaneously withdrawn from ATMs in dozens of different countries. To many security researchers it left little doubt that the US was now laying the blame for the Cosmos hack at the door of whoever was behind FASTCash.

CISA believed this was the work of Hidden Cobra, the codename US law enforcement gives to North Korean government hackers. Security researchers have christened them with an even more enigmatic name thanks to their ability to survive inside their victims’ computer networks: the Lazarus Group. It was these cyber-troops, they claim, who stealthily wormed their way into Cosmos, tweaked the ATM software to authorize thousands of fraudulent withdrawals and then attempted to send millions of dollars more to Hong Kong using SWIFT.

But if, as the US government apparently suspects, North Korea really is behind the Cosmos Co-Operative Bank heist, it leaves some big questions. How did this isolated regime co-ordinate the dozens of money mules across the globe, sending them to their cashpoint targets inside such a tight time window? And, once the job was done, how did North Korea get its hands on the millions of dollars that spewed forth from the ATMs?

Those who’ve tracked the regime’s recent history believe they have the answers: they say North Korea has spent decades developing its links with the criminal underworld, partly because of the catastrophic series of events that have befallen the country from the 1990s – which have left North Korea desperate for cash and set it on an escalating path of cyber-conflict.

As a result of these underground connections, both online and in the real world, North Korea’s operatives would have known exactly whom to approach in each country to set up the kind of money-muling networks used in the Cosmos hack. A deal would have been struck: some of the cash would go to the ATM gang bosses, while the rest would make its way back to the regime.

But it didn’t stop at financial attacks. As North Korea’s hacking prowess developed in the wake of raids on institutions like Cosmos Bank, its cyber-teams have become increasingly brazen, according to investigators, targeting critical services in its enemies’ territory. Ultimately, even hospital departments and COVID-vaccine-makers would be swept up in the country’s online attacks. Urgent operations would be affected, and Accident and Emergency departments shut down. North Korea’s hacking would become literally a matter of life and death.

How did we end up here? How did this one tiny state end up accused of pursuing such a relentless and damaging cybercrime campaign? For the answers, you have to go right back to the earliest days of North Korea’s birth as a nation, and piece together the tragic series of miscalculations that led North Korea right to the very brink of collapse.
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Going Broke

At first, Jihyun Park’s memories of her childhood summers sound like the sun-tinged recollections many of us cherish. Raised in Chŏngjin, a major North Korean city near the Chinese border, she grew up with the mountains on one side and the beach on the other.

With her friends she would head out after school and catch dragonflies among the rivers that meandered through the nearby farmland. ‘There were always so many dragonflies in summer in North Korea. We used to see how many we could catch. Hundreds sometimes. We’d hold them by the wings in our fingers and count how many we’d got.’

It sounds idyllic. But for Park these trips were not the innocent nature rambles of a young girl exploring the world. What motivated her and her friends to catch bugs was something heartbreaking: a need that no child should ever experience.

‘We took the heads off the dragonflies and ate them. It was food,’ she tells me. ‘We were so hungry.’

Stunned to hear this, I find myself asking her what dragonflies taste like. ‘I don’t remember,’ she says; ‘we were just hungry.’1

What Park couldn’t have known – what almost no one in North Korea was allowed to know – was the real reason behind the gnawing hunger that drove her and her friends to hunt whatever they could find in the fields and rivers of Chŏngjin. North Korea’s infrastructure was collapsing around them. The government was failing in its most basic role: to provide enough food to keep its people alive. And young Park had no idea just how bad things were going to get. It was a harrowing era that would be seared on to the memories of all who endured it, including Park. And it helped to steer North Korea on a path towards criminality, one which would have global consequences for decades to follow.

North Korea is the world’s oldest surviving socialist state. The Soviet Union took form in 1917 but collapsed by the century’s end, along with most of its adherents. China’s Communist Party only came to power in 1949. North Korea was established in 1948 and has outlasted dozens of other hard-left countries.

From 1910 the whole Korean peninsula was occupied by Japan, but, with its defeat at the end of the Second World War, the Japanese were gone and Korea was carved up between the capitalist US, which controlled the South, and the communist Soviet Union, which controlled the North. It was destined to become one of the first battlegrounds of the proxy war fought by the two superpowers.

The boundary was set at the 38th parallel, a line which circumnavigates the globe and also cuts through Athens in Greece and Charlottesville in the US. It was an arbitrary border picked by the Americans, because it divided the country roughly in two.2 Almost overnight Koreans who just a few years previously had been one people now found themselves divided under competing administrations, with the border between them becoming increasingly fortified. Perhaps inevitably, this hastily agreed division of territory didn’t hold up long.

War broke out in June 1950, and the opposing political systems fought to take control of the entire peninsula, the frontline shifting back and forth as their forces’ fortunes waxed and waned.

After three gruelling years of conflict in which an estimated 2 million Koreans died, along with a million Chinese and many thousands among the international forces, the division line ended up, depressingly, back in almost exactly the same position that it had been at the beginning. This time, however, it would remain in place for decades, seemingly set in stone and divided by the Demilitarized Zone (the DMZ), a no-man’s-land two miles across which is widely acknowledged as the most heavily fortified border in the world.

The two Koreas may have settled into their respective territories, but the conflict between them never ended. Instead, a truce was declared. Officially speaking, North Korea is still at war with the South and its allies. This enduring conflict has come to define the country in the most complete way imaginable, underpinning almost everything about daily life in this tiny nation of about 25 million people.

The war and North Korea’s reaction to it form the first of a series of ratchet effects which have locked North Korea in its current, grinding, seemingly inescapable position. The country’s leaders do not feel they can back down: realistically, they cannot win the war, but they cannot admit defeat either, for fear of being overrun by enemies they have hated and isolated the country from for so many decades.

This unenviable scenario became the lot of Kim Il Sung, the man who founded North Korea.

Piecing together Kim’s life has been made immeasurably harder by the layers of myth and disinformation built up by him and his propagandists during his near-half-decade as a dictator in the Stalinist mould, increasingly controlling every aspect of his citizens’ lives. His early biography is fairly uncontentious: born in 1912, he became part of the resistance against the Japanese occupation and later fought guerrilla battles against it in China. He endured considerable hardship and discovered a zeal for socialism along the way, according to his militia colleagues.

Things get murkier when the story moves on to his rise to power in North Korea. His own historians will tell you that Kim almost single-handedly led the ejection of Japan’s forces from the North, bravely charging in to take over the territory. Other accounts (probably more accurately) say that he was brought in on a Soviet ship and placed in power by Moscow, where the communists were keen to see a friendly leader at their southern border.3 North Korea shares most of its northern boundary with China, but there’s also a tiny strip on the eastern side bordering Russia, meaning the capital, Pyongyang, is as close to Vladivostok as it is to Beijing. Kim was perceived by the Soviets as a pliable, safe pair of hands with a solid backstory of fighting for socialist goals.

What’s beyond contention is that by 1946 Kim was effectively in charge of the North, aged just thirty-four.

Kim’s role in the subsequent Korean War also varies according to who’s telling the tale. In reality Kim wanted conflict and had pushed the Soviet Union to support his military plan, hoping he could reunite Korea on the North’s terms (an aim still shared by North Korea’s leaders today). But, again, his own historians will tell you that the war was started by the South, led by the US, in a bid to take over the entire peninsula. This origin story about the war is pivotal, because it is an important driver in keeping North Korea’s population keyed up in a perpetual state of conflict – the unending war is, their leaders tell them, an enduring injustice inflicted on North Korea by the South and its US allies, which were the aggressors in the 1950s and continue to be so today. Against the backdrop of the earlier Japanese occupation, this creates a powerful underdog narrative: North Koreans are cast as the victims who must fight back, tolerating any hardships thrown at them along the way (a narrative that’s proved highly convenient for their totalitarian rulers imposing those hardships).

With the truce declared in 1953, Kim set about rebuilding the damage that years of war had inflicted on his country. He took an incredibly hands-on approach, reportedly making more than 1,300 on-the-spot inspections of collective farms, factories, mines, highways, housing complexes, childcare facilities, museums and other public buildings over the following few years.4 He dished out advice on everything from signage to crop-growing. This, in turn, created a bounty of stories for Kim’s propagandists, who recounted tales of grateful citizens gazing in awe as their benevolent leader deigned to advise them on some mundane task, before pledging to put an end to their drudgery in his new socialist utopia.

Tragically for the North Koreans, some of Kim Il Sung’s homespun advice would turn out to have the most devastating consequences, almost destroying his country for good, but it would be decades before those consequences became manifest.

However, during the late 1950s and into the 1960s, Kim Il Sung’s reform and rebuilding worked out well (albeit he was starting from a very low base), and some began to see North Korea as a role model of reformist socialism in developing countries.

There are reasons to take some of the glowing recollections about Kim’s early years in power with a pinch of salt. Much is made, for example, of his equality reforms and empowerment of women. But this may have been driven by the fact that his push to expand his military left a dearth of labourers for the farms and factories, and these positions had to be filled by women. Also, the reality of ‘equality’ often meant women taking on traditionally male functions in addition to the considerable burdens of housework and child-rearing they already had.5

There is reason to be sceptical about the statistics pointing to North Korea’s success too. Often cited is the fact that per capita Gross Domestic Product in the North and South were neck and neck in 1953, but that GDP quadrupled in the North by 1960. However, this seems to come from a US Central Intelligence Agency (CIA) assessment, and at least one report admits it’s not clear where they got the numbers from.6 If the statistics about GDP were generated by North Korea itself, then, given the regime’s deep-seated propaganda habit, they should be treated with great care.

But the final reason for a sideways look at North Korea’s post-war boom is that, rather than the homegrown success story Kim’s supporters want to paint, it seems to have been largely bankrolled by the Soviet Union, something that became obvious during the 1960s. Up until that point, Kim had been able to play off his two big backers – the USSR and China – against each other and gain support from both. But then Moscow and Beijing fell out over a dispute about their visions of communism. North Korea was forced to choose sides. China had come to Kim’s aid during the Korean War, so he chose Beijing. The Soviets clearly weren’t happy, and they withdrew aid to North Korea. As a result, North Korea’s Seven-year Plan for breakneck growth was stretched to become a Ten-year Plan.7 The Soviets eventually swung back to support North Korea, but the episode left little doubt that Kim’s economic advances were tied by a leash to Moscow’s benevolence.

An American politician once described the Russia–North Korea relationship as being ‘Walt Disney and Donald Duck’.8 It’s hard to imagine a comparison more offensive to a proud and paranoid leader like Kim Il Sung. The idea that North Korea’s success might be built on Russian patronage was deeply problematic, because it undermined a key plank of Kim Il Sung’s ideology: the concept of Juche, usually translated as ‘self-reliance’. In Kim’s particular brand of socialism, North Korea had to be an all-providing, self-reliant state. Not only would this restore the pride of the North Korean people, he believed, but it would avoid the fate of becoming a puppet state of either Russia or China. Kim outlined his Juche twist on socialism in 1955, and it became a guiding star in his decisions, governing everything from overarching policy to the minutiae of daily life.9

It led to some bizarre moments. At one point in the late 1950s the North Koreans decided to build their own tractors. Moscow was less keen on the idea, preferring to sell them its farm machinery rather than give them the designs and let them make their own. So North Korean engineers set about disassembling a model and trying to replicate it. They succeeded, with just one problem: the tractor would only work in reverse gear. For anyone looking for a pithy analogy about North Korea’s patchy progress towards a left-wing utopia, it was a godsend. Its engineers, however, eventually found the forward gears, and the country successfully set up its own factory to churn out the machines.10

Self-reliance proved even trickier in other areas, thanks to a quirk of topography unintentionally created by the Americans’ arbitrary border decision. Whereas the South has some land for grazing and farming, North Korea is 80 per cent mountainous.11 This throws up a critical issue for a state aiming for total independence: with a marked lack of sheep for wool and fields for cotton, what will the people wear?

North Korea found a remarkable answer in the dankness of the coalmines that it inherited from the post-war carve-up.

If you take anthracite and limestone and subject them to an industrial process, you create fibres that can be spun into cloth. It was a technique developed jointly by Korean and Japanese scientists before the Second World War, and the resulting material was christened vinylon, or vinalon.12 If you want to find out what this wonder fabric feels like, find one of the Kånken backpacks made by Swedish luggage-maker Fjällräven – they’re made of Vinylon F. As you’d expect from a material used for rucksacks, vinylon is rough and hardwearing. Yet North Korea hit upon this as a solution to its clothing-supply problems. Coal was one of its major resources, and now its citizens could wear it. Of course, it was starchy, scratchy and hard to dye into different colours, but this would almost certainly have been sold to the people as another noble hardship to bear, and better than the unthinkable option of buying more comfortable, colourful clothes from a capitalist supplier.

North Korea’s efforts to carve out indigenous industry may sound quaint, but the underlying dynamics are very serious indeed. Because, as the century wore on, the concept of Juche would ultimately become yet another ratchet effect, helping to lock North Korea into a trajectory that would finish in near-disaster.

Meanwhile, as the 1960s came to an end, Juche could go only so far in meeting North Korea’s needs. With Russian patronage proving shaky and the early post-war wins petering out, the country was beginning to struggle. But it couldn’t let its people know – Kim Il Sung’s pride and his reputation as a successful provider could not be tarnished. So around this time reports started to show a gradual sealing-off of the country. Western visitors were all but forbidden except in extremely rare cases. Even arrivals from friendly communist countries found themselves allowed to see only the highlights (including, of course, a museum dedicated to Kim Il Sung).13 It was a process that continued and escalated over the following decades, eventually earning the country its modern sobriquet: the Hermit Kingdom.

This extreme isolationist approach created yet another ratchet effect: the more the outside world raced ahead of North Korea, the harder it became for the country’s authoritarian regime to allow its citizens even a glimpse of how far they were falling behind. The drive to shut out the wider world has become an industry in itself: radio sets imported into North Korea are carefully soldered so that the reception dial can’t be shifted away from the government-approved station.14 One person who escaped the regime’s clutches claimed that the country’s broadcasters transmitted the football results only if the North Korean team won.15 North Korea’s citizens are kept in an information bubble unlike anything else on earth.16

Inside the country, meanwhile, Kim Il Sung’s role as founding father was being turned into something much more powerful and far more sinister. The country was being shaped into a rigidly controlled and policed system of classes. And, at the top of the tree, Kim was becoming almost akin to a god. Inevitably, absolute power would end in abuse.

One of the most surprising things about Kim’s dominance of North Koreans’ personal lives is the relative ease with which he achieved it. He faced opposition of course, but, compared with upheavals such as the Cultural Revolution in China, his wholesale re-engineering of North Korean society seemingly faced little resistance. What emerged was called songbun – a class system which, far from being an organic reflection of existing social norms, was an artificial construct based strongly on Kim’s own personal history and his citizens’ proximity
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