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Get the most from this book

Everyone has to decide his or her own revision strategy, but it is essential to review your work, learn it and test your understanding. These Revision Notes will help you do that in a planned way, topic by topic. Use this book as the cornerstone of your revision and don’t hesitate to write in it: personalise your notes and check your progress by ticking off each section as you revise.

Track your progress

Use the revision planner on pages 4 and 5 to plan your revision, topic by topic. Make a note when you have:


•  revised and understood a topic

•  tested yourself

•  practised the exam questions and checked your answers.



You can also keep track of your revision by noting each topic heading in the book. You may find it helpful to add your own notes as you work through each topic.

Features to help you succeed
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Exam tip

Expert tips are given throughout the book to help you polish your exam technique in order to maximise your chances in the exam.
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Common mistake

The author identifies the typical mistakes candidates make and explains how you can avoid them.
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Now test yourself

These short, knowledge-based questions provide the first step in testing your learning. Answers are available on the website.
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Definitions and key words

Clear, concise definitions of essential key terms are provided where they first appear.
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Revision activities

These activities will help you understand each topic in an interactive way.
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My revision planner

Learning Outcome 1: Understand the tools and techniques that can be used to initiate and plan solutions

1.1 The phases of the project life cycle and the tasks carried out in each phase

1.2 The interaction and iteration between the phases of the project life cycle

1.3 The inputs and outputs of each phase of the project life cycle

1.4 Initial project considerations

1.5 Planning tools and the software types used to develop project plans

Learning Outcome 3: Understand how data and information can be collected, stored and used

3.1 Data

3.2 Information

3.3 The methods used to collect data and store data/information, and the IT used to support data collection

3.4 Different storage methods and the appropriateness of the use of these in context

3.5 The use of data, the applications and interaction of data stores, and the benefits and drawbacks of the use of data

Learning Outcome 4: Understand the factors to be considered when collecting and processing data and storing data/information

4.1 Types of threats

4.2 The vulnerabilities that can be exploited in a cyber-security attack

4.3 The impacts and consequences of a cyber-security attack

4.4 Prevention measures

4.5 Current relevant IT legislation, its implications and applications

4.6 The importance of validity, reliability and bias when collecting and using data and information

Learning Outcome 6: Understand the different methods of processing data and presenting information

6.1 Selection and justification of the appropriate software tools and techniques to process data

6.2 Selection and justification of the appropriate tools and techniques to present information

6.3 The resources required for presenting information

Exam technique

Practice questions and commentary

Glossary


LO1 Understand the tools and techniques that can be used to initiate and plan solutions

1.1 The phases of the project life cycle and the tasks carried out in each phase

1.1.1 The phases of the project life cycle

There are four phases of the project life cycle:


•  Initiation

•  Planning

•  Execution

•  Evaluation.



Each phase has tasks that must be completed before the next phase can be started.


Table 1.1 Tasks to be completed during each phase



	Phase
	Tasks



	Initiation
	Gather user requirements and constraints from client
Define success criteria and objectives

Consider legislative implications

Create feasibility report

Complete phase review





	Planning
	Define constraints
Create project plans and resource lists

Produce initial designs

Create test plans

Complete phase review





	Execution
	Use project plan to monitor project
Create deliverable product

Test deliverable product

Complete phase review





	Evaluation
	Release deliverable product to client
Create user documentation

Final phase/project review
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A phase review occurs at the end of every stage. The review checks that all the tasks in a stage have been successfully completed so that the project can move to the next stage.

Initiation phase

The resources are the things that are needed to complete the project. These may include hardware and software and different specialist roles such as programmers and testers.

Constraints include:


•  the timescale for the completion of the project

•  the budget for the project

•  security requirements, including legislation implications

•  the hardware/software that should be used during the development of the final product

•  the hardware/software that the final product should be compatible with.



The feasibility report defines the success criteria and objectives. The project manager will consult the client when these are being defined. Each of the questions and constraints is considered and a way forward is recommended – Go, No Go.
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Planning phase

The constraints and requirements that were defined in the feasibility report are used to create the project plans, and resource lists are created for the whole project (see Section 1.3, page 10).

Initial designs for the product are created. These could be screens for a user interface, a database structure or page plans.

The product will need to be tested during creation and after it has been completed. Initial test plans are created.

Execution phase

The longest phase in the project life cycle.

The project manager will use the project plan(s) to monitor the project. The project must be kept on track so that the final product is delivered to the client on time – this is the time constraint.

The deliverable product is created and tested using the test plans that were created in the planning phase.

Evaluation phase

The deliverable product is released to the client. The product will have been thoroughly tested to make sure it works correctly and meets all the defined user requirements.

User documentation is created. This could include installation and user guides.

A final phase/project review is carried out, which focuses on:


•  the success of the project against the defined success criteria and user requirements

•  deviations from the original project plans and why these happened

•  the processes and resources used and the effects of these on the project

•  the maintainability of the product.
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Exam tip

Make sure you know the tasks that are completed in each phase of the project life cycle.
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1.1.2 The advantages of following a project life cycle

The advantages of following a project life cycle are that:


•  it provides a structured approach

•  it shows clearly defined tasks to be carried out in each phase

•  the inputs and outputs of each phase are defined (see Section 1.3, page 10)

•  the roles and responsibilities of each project team member are defined

•  resources are allocated at the start of the project

•  the project progress can be monitored to make sure the final product is delivered to the client on time.
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Revision activity

Copy out Table 1.1, ‘Tasks to be completed during each phase’. Cut up the table to separate the phases and the tasks. Mix them all up. Match each task with the correct phase.
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Common mistake

The phases of the project life cycle must be followed in order. This is to make sure that all the tasks for each stage are fully completed before the next stage is started. Do not confuse the order of the phases or the tasks for each phase.
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Exam tip

Make sure you know the advantages of following a project life cycle. You may need to select the most appropriate advantages for a scenario in your exam.

[image: ]




[image: ]

Now test yourself


1  Identify the second stage in the project life cycle.

[1 mark]

2  Identify and describe two constraints that could be defined during the initiation phase.

[6 marks]

3  Identify two different types of user documentation that could be created during the evaluation phase.

[2 marks]

4  Describe one advantage of following a project life cycle that relates to the project team.

[2 marks]



[image: ]



1.2 The interaction and iteration between the phases of the project life cycle

Each phase of the project life cycle interacts with the phase before it and after it.
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Exam tip

Make sure you know the difference between iteration and interaction.
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Remember

Each stage must be completed before moving to the next stage in the life cycle. If any of the tasks within a stage have not been successfully completed, then it is not possible to move on to the next stage. It is also possible that the project must return to the previous stage if any information is missing.
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There is no interaction between the evaluation and initiation stages because when the evaluation phase has been completed, the project has been completed.


Table 1.2 The interaction and iteration between the phases



	Phase
	Interaction with:
	Iteration with:



	Initiation
	Planning
	 



	Planning
	Initiation
Execution

	Initiation



	Execution
	Planning
Evaluation

	Planning



	Evaluation
	Execution
	Execution






Each stage has defined outputs. These outputs are the inputs for the next phase of the project life cycle – the interaction (see Section 1.3, page 10).
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Revision activity

Copy out Table 1.2, ‘The interaction and iteration between the phases’. Cut up the table to separate the phases. Mix them all up. Correctly match each phase with the one(s) it interacts and/or iterates with.
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Iterative reviews occur through the project life cycle at the end of each phase – these are phase reviews.

Iteration and interaction:


•  occur between all the stages of the project life cycle, except between the evaluation and initiation stages

•  can only occur between any given stage and the stage before or after it. The exception to this is the evaluation stage, as there is no stage after this.



If during the planning stage the project manager finds that not all the client’s requirements have been defined, then the planning stage must stop and the project must return to the initiation stage.
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Common mistake

Don’t confuse iteration with interaction. Iteration is the repeating of a phase; interaction is how the phases link together.
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Now test yourself


1  Why is there no interaction between the evaluation and initiation stages?

[3 marks]

2  Which phases interact with the execution phase?

[2 marks]

3  Describe what is meant by ‘interaction’.

[3 marks]
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1.3 The inputs and outputs of each phase of the project life cycle

Part of the interaction between phases is the inputs and outputs for each phase. These are shown in Table 1.3.


Table 1.3 The inputs and outputs of each phase of the project life cycle



	Phase
	Inputs
	Outputs



	Initiation
	User requirements
User constraints

	Feasibility report
Legislation implications

Phase review




	Planning
	Feasibility report
Legislation implications

	Project plan
Test plan

Constraints list

Phase review




	Execution
	Project plan
Test plan

Constraints list

	Deliverable product
Test results

Phase review




	Evaluation
	Deliverable product
Test results

	Release of deliverable product
User documentation

Final review report







Initiation phase inputs

User requirements:


•  Define what the client wants the product to achieve.

•  Are created between the client and the project manager.

•  Can be general or specific.



User constraints:


•  Are given to the project manager by the client.

•  Are restrictions that must be adhered to during the creation of the product.

•  Are comprised of four constraints – timescale, budget, hardware, software.



Initiation phase outputs, planning phase inputs

Feasibility report:


•  Answers the questions asked during the initiation stage.

•  Can also include different proposed solutions for the client.

•  Considers the client-defined constraints and the requirements that have been set.

•  Answers the question Go, No Go?



Legislation implications:


•  Depend on the type of product being created and the assets being used.

•  May need to be revisited during the project to check the legislation hasn’t been updated.



Planning phase outputs, execution phase inputs

Project plan (see Section 1.5, page 17):


•  Is created by the project manager.

•  Forms the basis for completion of the project.

•  Includes tasks, resources needed, milestones, contingency time, workflow and end date.



Test plan:


•  During the planning phase, will be related to checking user requirements are being met.

•  Could be produced, based on the type of product, to be used during the execution stage.



Constraints list:


•  Created from the client-defined constraints provided in the initiation phase.

•  Provides detailed information about each of the constraints.

•  Is constantly referred to during the project life cycle.

•  Referred to during the phase reviews to make sure that all the constraints are being met.



Execution phase outputs, evaluation phase inputs

Deliverable product:


•  The product is created and tested.

•  Bugs or errors found are corrected.

•  Retests are carried out to ensure the product works as intended and meets the defined client or user requirements.



Test results:


•  Tests are carried out both during creation and when completed.

•  Test results will be recorded and checked to make sure that every part of the product has been tested.

•  The results of any retests are recorded.



Evaluation phase outputs

Release of deliverable product:


•  The product is fully checked against the constraints list and defined requirements.

•  The product is installed on to the client’s computer system.

•  It is checked again to check it is working as intended.

•  When the project team is happy, the product is released to the client.



User documentation:


•  Created before the product is released to the client.

•  The type of user documentation will depend on the type of product.

•  Examples of user documentation:




    •  A user guide showing how to use the product.

    •  An installation guide, which could be used in the future if the product needs to be reinstalled.

    •  Test plans showing the results of all testing carried out.

    •  Security details, which show the built-in security and, for example, how to set up new users with access details.
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Exam tip

Make sure you know the inputs and outputs for each phase. You should be able to describe each input and output.
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At the end of each phase a phase review will be carried out. The tasks carried out will depend on the phase that has just been completed.


Table 1.4 The focus of the phase review for each phase of the project life cycle



	Phase
	Phase review tasks



	Initiation
	Consider the feasibility report
Decide if the project is to carry on

If omissions in information are found, the stage is repeated





	Planning
	Consider the project plan, test plans and the constraints list
Check there are no omissions in the documents

Either omissions and issues are resolved, or return to initiation phase (iteration)

Project plan, test plans and constraints list checked and agreed by the client





	Execution
	Consider the completed product
Review product against the test results, the user requirements and the constraints list

Either omissions and issues are resolved, or phase repeated to resolve these

Correct product signed off as fit for release to client





	Evaluation
	Consider all aspects of the project
Measure success against criteria/objectives

Review deviations from original plans

Evaluate the effect of processes and resources on delivering solutions (software selected, tools and techniques used, compatibility of software and systems)

Assess the maintainability of the product, including further development of system in future, use of emerging technologies, adapting to a changed environment









[image: ]

Revision activity

Copy out Table 1.3, ‘The inputs and outputs of each phase of the project life cycle’. Cut up the table to separate the phases and the inputs and outputs. Mix them all up. Match each input and output with the correct phase.

[image: ]




[image: ]

Common mistake

It is important that you do not muddle the inputs and outputs for each phase of the project life cycle.
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Now test yourself


1  Identify and describe one output from the initiation phase.

[3 marks]

2  Identify two tasks that would be carried out during the planning phase review.

[2 marks]
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1.4 Initial project considerations

Objectives are set during the initiation phase. Objectives should be clearly defined and achievable, and help make sure the final product meets the needs of the client.

Initial project considerations will depend on the product being created. The main types are:


•  SMART goals

•  User requirements

•  Success criteria

•  Constraints/limitations – time, resources, regulations, security/risk management, mitigation of risks.



1.4.1 SMART goals

SMART stands for: Specific, Measurable, Achievable, Realistic, Time.


•  Specific: The client will provide a general idea of the type of product they want created. During the initiation phase, the project manager will discuss this with the client to get more details. The more details there are, the greater the chance of the final product meeting the needs of the client. This means that specific details and goals are defined. These details will also be used to monitor the project through the life cycle and to measure success or failure during the phase reviews.

•  Measurable: Each goal that is set must be measurable. This enables the project manager to look at progress towards the goals during the project phase reviews (see Section 1.3, page 10).

•  Achievable: The goals set must be achievable. If goals are set that are not achievable then this may cause the project to fail, with the deliverable product not meeting the client’s requirements.

•  Realistic: The goals set must be realistic in order that they can be achieved. A realistic goal is one that the project manager, and their team, can work towards and achieve.

•  Time: Setting a realistic timescale is essential. This is set during the initiation phase and is used by the project manager to create the project plan (see Section 1.5, page 17). The timescale can be taken from the client’s defined end date – when the product needs to be delivered by. This date will be used to work out how long the project will last and can be used when allocating the time for each task.
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Exam tip

You may need to define SMART goals for a given scenario. Make sure you know what SMART stands for.
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1.4.2 User requirements

User requirements are defined and used during the initiation phase (see Section 1.3, page 10). They are referred to during each phase review to check they are still being met by the project. If it is found that the user requirements are not being met then changes can be made to the product.

1.4.3 Success criteria

Success criteria are taken from what the client has said the product needs to do or include or its inputs/outputs.
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Remember

If success criteria are not clearly defined then how can the success of the project be measured?
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Criteria need to be measurable, realistic and relevant. There is no point creating success criteria that are not measurable, relevant and/or realistic, as this will set the project up to fail!

Success criteria will be used in the phase reviews to help check the product is meeting the client’s needs.

Time is one success criterion that must be defined. The client will define a date by which the product must be delivered. This also helps the project manager when creating the project plan (see Section 1.5, page 17).
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Remember

All success criteria, generic or specific, must be measurable, relevant and realistic.
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Success criteria can be generic or specific. For example:


•  Generic: ‘Include original photographs.’

•  Specific: ‘Include photographs of sailing boats in a harbour.’



Other success criteria, depending on the product to be created, could include:


•  the target audience

•  the colours/font to be used

•  the hardware platform the product is to be installed on

•  the software that is to be used during the creation of the product and/or the user documentation

•  how the product is to be accessed, for example through a network or via the cloud

•  components to be used

•  input and output format and contents.



1.4.4 Constraints/limitations

Constraints/limitations include:


•  time

•  resources

•  regulations

•  security/risk management

•  mitigation of risks.



Time and resources

Time and resources, such as budget, hardware and software, are usually defined by the client (see Section 1.1, page 6).

Regulations

Regulations and legislation must be considered during development of the product (see Section 4.5, page 62). These include:


•  Health and Safety at Work Act (H&S)

•  Data Protection Act (DPA)

•  Computer Misuse Act (CMA)

•  Copyright, Designs and Patents Act (CD&PA)

•  Freedom of Information Act (FoI).



Which pieces of legislation or regulations need to be considered will depend on the type of product being created.


Table 1.5 Relevant legislation with examples of its application



	Legislation/regulation
	Example



	Health and Safety at Work Act (H&S)
	Product to be used in a noisy environment



	Data Protection Act (DPA)
	Personal data held about people



	Computer Misuse Act (CMA)
	Security of the product



	Copyright, Designs and Patents Act (CD&PA)
	Images to be used on a website



	Freedom of Information Act (FoI)
	Data and reports held about people/organisations






Security/risk management

Security management relates to logical and physical protection methods (see Section 4.4, page 57).
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Exam tip

Make sure you
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•  firewalls

•  encryption

•  access rights

•  usernames and passwords.






•  Locking rooms that computer equipment is located in.

•  Bolting computers to desks.

•  Using device locks.

•  Using and closing blinds at windows.




Mitigation of risks



•  Regular meetings with team to identify problems.

•  Splitting complex tasks between development team members.

•  Building in contingency time to project plans (see Section 1.5, page 17).





•  hardware

•  equipment

•  software

•  people.





•  File- and folder-naming conventions.

•  Version control of the files and folders that are created and used.

•  The processes for creating and storing backups of files and folders.



1.4.5 The purpose and importance of setting objectives


•  Objectives are set by the project manager and the client.

•  They are the basis on which the project is based.

•  The final deliverable product is measured against these.

•  They are reviewed during phase reviews to make sure they are being met (see Section 1.3, page 10).

•  If they are not being met, the project may have to return to the previous phase – iteration.





•  The product will fully meet the defined client requirements.

•  Nothing will be left out, so the product can be used as soon as it is ready.

•  The product will be delivered in the agreed timescale.
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1  What does the M in SMART stand for?


2  Describe what is meant by the ‘time constraint’.


3  Explain why it is important to set success criteria for a project.




[image: ]




[image: ]



[image: ]



1.5 Planning tools and the software types used to develop project plans

1.5.1 The purpose of planning tools



•  tasks/processes

•  time allocated to each task

•  task dependencies

•  workflow

•  milestones

•  resources needed.






•  Gantt charts

•  PERT (Project Evaluation and Review Technique) charts

•  critical paths

•  visualisation diagrams

•  flow charts

•  mind maps

•  task lists.








	Formal
	Informal



	Gantt chart
	Flow chart



	PERT chart
	Mind map



	Critical path
	Task list



	Visualisation diagram
	 






Gantt charts



•  how long each task should take

•  the order in which the tasks should be completed

•  concurrent tasks

•  dependencies between tasks

•  milestones

•  contingency time.
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PERT charts



•  uses circles or rectangles to represent tasks and milestones

•  has lines between the tasks to show dependent tasks and time allocation

•  represents concurrent tasks with two lines out of a task

•  can be used to show the critical path.
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Critical paths


•  Show the longest path that the project should take to be completed.

•  Show the shortest time that a project can be completed in, if all goes to plan.

•  Are worked out by adding up the allocated time for all the dependent – not concurrent – tasks, including contingency time.

•  Are used by the project manager to monitor the project to make sure every task is running to schedule.



Visualisation diagrams


•  Are a rough drawing or sketch of what the final product will look like.

•  Are used to visually plan the layout of a static product.

•  Cannot be used for a product that has a timeline, such as a video.

•  Can show the format and layout of outputs from a product such as a report.

•  A graph is a visualisation diagram for numerical data.



Flow charts


•  Are used to show the steps, decisions and outputs in a process.

•  Can be used to create a simple diagram of all the steps that need to be carried out in a project.

•  Set out each task in the proposed sequence – the order in which the tasks have to be completed.

•  Give no indication of the timescale for each task.
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Mind maps


•  Can also be called spider diagrams.

•  Start with a target or goal, known as a central idea or node.

•  Other tasks branch off the central node.

•  Branches can have words on them.

•  Branches are the lines that link the tasks or subtasks.



Task lists


•  Show what tasks have to be completed, the start and end dates, and the duration.

•  Include all the tasks that must be completed during a project.

•  Some tasks may need breaking down into sub-tasks.

•  Should be in a logical order; the tasks must flow from the initiation phase to the end of the evaluation phase.

•  Can show the resources that will be needed for each task or sub-task.
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1.5.2 Components of the planning tools






	Gantt chart
	PERT chart
	Visualisation diagram



	Dates/days along the top
	Nodes/sub-nodes
	Multiple images/graphics



	Tasks down the left side
	Time/duration lines
	Size and position of images/graphics



	Blocks to represent the time allocated to each task
	Task sequences
	Position and style of text



	Milestones as diamonds/triangles
	Dependent tasks
	Fonts



	Dependent tasks
	Concurrent tasks
	Annotations



	Concurrent tasks
	Can show critical path
	Colours/themes










	Flow chart
	Mind map
	Task list



	Start point
	Nodes
	Tasks



	End point
	Sub-nodes
	Sub-tasks



	Decisions
	Branches/connecting lines
	Start date



	Processes
	Key words
	End date



	Connecting lines
	Colours
	Duration



	Direction arrows
	Images
	Resources
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1.5.3 The advantages and disadvantages of planning tools






	Planning tool
	Advantages
	Disadvantages



	Gantt chart
	Can show estimated time schedule




	Can be too simple for a complex project







	PERT and critical path
	Can show slack time so resources can be reallocated



	Can become confusing






	Visualisation diagram
	Information and data can be quickly understood



	Not appropriate for large and complex projects



	Flow chart
	Can be useful for simple projects with a small number of tasks and decisions


	Does not show time allocated for each task





	Mind map
	Easy to add ideas/tasks at any time



	No time schedule






	Task list
	Can provide focus on the tasks to be completed


	Should not be used for large or complex projects
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1.5.4 Software types used



•  project management software

•  spreadsheets

•  word processors

•  DTP (desktop publishing).



Project management software






	Strengths
	Weaknesses



	Real-time changes can be made
	Some project-planning software is very expensive



	Project plans can be shared electronically
	There is a possibility that a simple project can become very complicated



	Project plans can include allocated resources
	Can be time-consuming to set up a project



	Reports can be generated, for example to show the resources needed to complete each task
	May need some knowledge, training or experience to use the software






Spreadsheets


•  Are designed to store and manipulate numbers, using functions and formulas.

•  May include a template for a simple Gantt chart.

•  Do not allow comments or audit trails to be created or seen by all members of the project team.

•  Are not designed to store files, annotations or any communication or collaboration, which are essential to make a project successful.

•  Can be used to create a task list, where a formula can total the number of days allocated for each task or the total number of days.
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Word processors


•  Can be used to create a range of plans, including a task list or mind map.

•  Include in-built tools and features that allow shapes and lines to be used to create flow charts.



Desktop publishing


•  Can be used to create a visualisation diagram, a mind map or a spider diagram.

•  Can combine and import components from different files, for example a scanner, graphics package or a word-processing file.

•  Can group components.
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1  Describe the purpose of a visualisation diagram.


2  Identify two components of a Gantt chart.


3  Describe one advantage and one disadvantage of using a mind map as a planning tool.
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