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DEDICATION

This book is dedicated to all the victims and families who suffered irreparable loss at the hands of active shooters. If one idea lessens the harm inflicted in a future incident, then writing this book has been worth the effort.





PREFACE

MY PERSONAL INTEREST in school safety began after the shooting at Marjory Stoneman Douglas High School in Parkland, Florida, on February 14, 2018. This tragic loss of life, and how the event unfolded, had a profound effect on me. My daughter was beginning high school in Knoxville, Tennessee, in the fall of that year.

My interest deepened as I followed the public town hall meetings and read numerous commission reports, including the 2018 Final Report of the Federal Commission on School Safety, the 2019 Marjory Stoneman Douglas High School Public Safety Commission Initial Report, the 2015 Final Report of the Sandy Hook Advisory Commission, the 2018 Texas School and Firearm Safety Action Plan, and the 2024 Critical Incident Review: Active Shooter at Robb Elementary School.

Each critique was driven by a multitude of concerns, and each is sound in its analysis of its respective experience. The reports presented similar recommendations for strengthening safety and security plans, which included suggestions for recognizing and mitigating behavioral precursors to targeted school violence.

A wealth of information has been published in the fields of mental health and behavioral psychology and how these fields relate to school violence. These areas of study are not addressed in this book. Rather, this book focuses on building a safety system capable of protecting a school when an attack is imminent.

Identifying real threats and then disrupting them will always be the primary preventive measure for targeted school violence. When these efforts fail to foil a premeditated attack, the school must protect itself from harm. In this regard, conclusions drawn in commission reports and critical reviews of active shooter events sparked my interest because, based on my career in facility safety, I believe safety programs can do more than they are currently doing to protect schools and reduce the risk imposed by random acts of violence against schools.


About Me

I have over 35 years of experience in regulatory affairs, safety engineering, and risk management in the U.S. Department of Energy (DOE) nuclear defense industry. My role in supporting the DOEs mission included preparing and gaining approval for the safety case to permit operation of reactor and nonreactor nuclear facilities. The disciplines within my purview have included safety and risk analyses, fire protection and emergency preparedness, quality assurance, and facility commissioning. My career began at Savannah River Site in Aiken, South Carolina, with career progression assignments at DOE facilities in Golden, Colorado; Hanford, Washington; Los Alamos, New Mexico; Carlsbad, New Mexico; and Oak Ridge, Tennessee.

The DOE and its predecessors have built, operated, and still run numerous facilities across the U.S., including research, development, and testing laboratories, manufacturing and production sites, and waste treatment plants. Having seen firsthand the challenges and lessons learned in ensuring human safety from the hazards of these facilities, I have come to believe that any enterprise that poses significant risk to people, where incidents can result in serious injury or death, should adhere to a shared value system guided by proven safety management principles. These principles should be upheld in any context where there exists a risk of significant harm to human life.



This book shares one perspective on how to enhance school safety when an assailant is the source of harm. In it, I propose a standardized methodology built on a framework of principles and standards, which, when faithfully carried out, can achieve the level of safety desired for every school.

This flexible approach serves a diverse school environment in a way that does not have to disrupt or distract from a positive academic experience. The standardized approach is inspired by my decades of experience and learning at diverse, high-hazard facilities where achieving high levels of safety is mandatory and fundamental to their operations. No matter the source of harm, the principles and practices that ensure the safety of these facilities can and should be applied to protect schools against incidents in which a potential for risk to human life is high.

What Im proposing approaches targeted school violence differently than published reports and guides on school safety. The vision is realized by a concept called Principled Safety.

Principled Safety is a standards-based (or standardized) methodology that uses core principles and a supporting process to address credible assault scenarios. It can be used to guide the selection and development of protective measures, build in layers of protection for every scenario imagined, and achieve self-improvement through feedback mechanisms. The ideas tie together into a school safety management system.

The ideas presented in this book are important to four different stakeholder groups:


	Teachers, staff, students, and parents who take part in the schools daily activities (stakeholders at the school level). This group collectively ensures the level of vigilance required to identify emergent threats by questioning unusual or threatening behaviors.

	Federal and state agencies and elected officials (stakeholders at the government level). These are stakeholders whose policies establish the requirements that ensure safety in our schools.

	School boards and administrators (stakeholders at the district level). This group implements policy, approves safety/security plans, and makes decisions to select best practices and protective measures to implement in their schools.

	School building planners and architects (stakeholders at the design and planning stage). In designing school layouts and protective systems, this group should have knowledge of intruder scenarios as input so that they can validate that their system designs meet critical safety functions.



The areas discussed in the chapters that follow address a one-size-fits-all approach to school safety, the need for a broader view of intruder scenarios, protection of all students, staff, and other occupants during an assault, and the specific safety objective of controls, which define protective measures.

COMMON VIEW OF A NO ONE-SIZEFITS-ALL APPROACH

A common opinion acknowledged by all the reports I reviewed is that a one-size-fits-all approach is not attainable. This is for a variety of reasons, including diversity in school design, campus size, location, and demographics. Although the experts have drawn this conclusion, all desire to achieve an equivalent level of safety for all schools. This goal can only be accomplished by agreeing to a principles-guided approach and then consistently applying the same well-grounded process to address risk and risk reduction.

In the field of safety management, two fundamental approaches are typically identified for meeting principal objectives: expert-based and standards-based.

The expert-based approach finds its usual application in one-off situations, such as tests and experiments. For these applications, unique hazards and unique applications are involved, and the expert has special knowledge of both and is best situated to determine the most appropriate safety controls.

However, in assuring safety for many differing applications with differing exact and complimentary hazards, the standards-based approach is almost universally considered superior. This is because the standards-based approach relies on principles and process standards to ensure that


	all hazards are identified;

	all hazards are considered for their possible impact on human safety;

	controls, which define protective measures, are developed and evaluated for their comprehensiveness and effectiveness;

	potential degradation of effectiveness of protective measures is quantified; and

	steps to ensure continued control functionality are identified and implemented.



While the standards-based approach is broadly applicable to all hazards, this book will focus on an assailant as the source of harm.

INTRUDER SCENARIOS

The first step in any safety management process is to define the hazard or threat to be defeated. It is impossible to develop a system to protect against all conceivable threats from all sources. To attempt to do so would only detract from the ability to defend against realistic concerns.

As an example, in the context of nuclear power plant security, international guidance and federal regulation require that owners of nuclear power plants define a (classified) design basis threat, which they must be able to defeat with their own resources.1 The federal government assumes the responsibility to provide defense of the plants from threats of larger masses of personnel with exotic or heavy weaponry.

With regard to school safety, it is not necessary that the safety management process protect against the large, resourced threats that would normally be considered terrorist attacks. The government (in particular the Federal Bureau of Investigation, Department of Homeland Security, Central Intelligence Agency, and National Security Agency) is responsible for detecting and thwarting such threats. The concern of this book is protection of schools from threats of individual intruders.2

Accepting an approach that solely focuses on published best practices derived from past incidences would surely strengthen safety and security. However, this approach would likely not address all possible intruder scenarios.

Key elements of a schools security program are usually derived from what is considered the most probable scenario: An intruder enters the building from any number of access doors and proceeds to a classroom, attacking people along the way.

Rather than reacting to the details of an actual school shooting and then strengthening security to address the specific circumstances of that event, the proposed standardized approach would establish criteria to identify and vet credible scenarios and then set expectations to protect against all potential incidents. A shooting could occur at any location, either on campus or off campus, at any time. Whereas one intruder may think it an advantage to focus their assault on a classroom, another may think a different location would enable them to cause greater harm. Therefore, all locations and times of day must be considered when evaluating threats.

DESIGN OF PROTECTIVE MEASURES

An effective safety management system is one that incorporates a rigorous process to develop effective protections. Each protective measure must exist to fulfill a stated safety objective and function. By specifying functional and performance requirements, the schools facility manager can demonstrate that the control meets the safety objective. Putting effective protective measures in place relies on vendors that can deliver products that meet the specific safety requirements.

For instance, a review of the Marjory Stoneman Douglas High School shooting found that, at critical times, the deployed video cameras could not capture the shooters movements. Gun smoke or ceiling tile dust from the percussion of the firearm discharge affected the motion-sensing feature. This situation disadvantaged occupants by not providing the location of the shooter in real time to on-site first responders.3 If video cameras are to be relied upon as a safety measure to locate shooters and direct emergency actions in the future, then these potential conditions must be considered in their design.

LAYERS OF PROTECTION

Most state and federal commission reports acknowledge the importance of layering safety and security measures in formulating school safety plans. Preventive measures are generally layered with the aim of addressing what is seen as the most common scenario, in which an assailant enters the school while classes are in session. One layer may inhibit the shooters entry onto the campus, another may prevent entry into a school building, and the final layer may prevent access to students. But these protective layers become too narrowly focused when defenses against other intruder scenarios are not considered.

School administrators are better informed of risks when all possible intruder scenarios are considered. School security strategies published in commission reports have recommended a layered approach that incorporates integrated levels of policy, programs, and protective measures.4

The protective layers most important in addressing an actual assault are the tactical ones implemented at the school level. If threat assessment efforts fail to foil a plot, then the school is left to protect itself from an assailant. Policy and programs are well upstream of the process for deploying effective protective controls. To achieve the highest levels of safety, every school should have layers of protection in place for every potential intruder scenario.

PROTECTING ALL OCCUPANTS

A key suggestion of the Federal Commission on School
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