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INTRODUCTION
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Have you ever set a breakpoint on a line of code and wondered how it worked, or printed the value of a variable and become curious about how the debugger knew where to look for it in memory? Or maybe you want to know what happens in the depths of your computer when you attach to existing processes and bend them to your will.

If so, this is the book for you. Building a Debugger will demystify the black boxes that debuggers so often appear to be. It will reveal how they function and walk you through building one of your own, beginning from an empty folder on your filesystem and ending with a functional tool that can step through your programs, set breakpoints, read variables, and more. Along the way, you’ll pick up a wealth of knowledge about Linux, operating systems in general, and the low-level operations of computer systems.


What Is a Debugger?

It all started with a moth. In 1947, a team at Harvard University was working on the Harvard Mark II electromechanical computer. This large machine weighed over 20 metric tons and occupied more than 370 m2 of floor space.

On September 9, the team was diagnosing an issue with the Mark II and traced it back to a rather unusual source: a moth had gotten stuck in one of the electromagnetic relays on which the machine was based, causing it to malfunction. After they removed the minibeast, they taped it to a logbook with the phrase “First actual case of a bug being found.” While computer scientists had used the term “bug” before this incident, the poor moth’s demise contributed to its widespread use in the lexicon.

Most of the time, however, we’re not looking for actual bugs in our systems, so we don’t require a screwdriver and magnifying glass to identify issues. Instead, we need a program that can trace, manipulate, and visualize the state of a different program running on our system. Such a program is called a debugger.

Developers typically use debuggers for tasks such as tracing the control flow of their code as it runs, inspecting the values of variables at various points of execution, halting the program at predetermined locations, and executing functions inside the running process.

In this book, we’re particularly concerned with debuggers for compiled code that runs directly on your central processing unit (CPU), written in a language like C, C++, Rust, or FORTRAN. Debuggers for these programs need to interface directly with the operating system and the underlying hardware, which can lead us to some deep insights into how computers actually work.



What Will We Build?

Over the course of this book, we’ll build a command line debugger for native code. I’ll call the debugger sdb, for Sy’s Debugger, but you can call yours whatever you like. (You might want to avoid conflicting with the names of existing debuggers, like GDB and LLDB, however.)

When we begin, the project will consist of a single executable, sdb, which the user can interact with on the command line. As we progress, we’ll build the majority of the debugger as a library, libsdb, and then author a command line driver that uses its functionality. This design will make it easier to write automated tests for the code and enable you to develop applications that interact with the debugger programmatically.


The Source Language

We’ll write the debugger’s source code in C++17. The techniques I’ll teach you aren’t specific to C++, however, and you can choose a different language if you’d like. While it’s easier to handle some of the low-level machinery in a compiled language like C, C++, or Rust, nothing will stop you from translating the book’s code into a higher-level language like Python.

The code for sdb is available at https://github.com/TartanLlama/sdb. Each chapter has its own branch. For example, the code for Chapter 1 is available at https://github.com/TartanLlama/sdb/tree/chapter-1.

The book assumes a basic understanding of C++. If you know other C-like languages, you may be able to follow along without much difficulty. To brush up on C++, I recommend the online reference https://cppreference.com and C++ Crash Course (No Starch Press, 2019) by Josh Lospinoso. I’ll also explain certain advanced or modern features of C++ in textual asides.



Limitations

The debugger we’ll write in this book won’t be thread-safe. We’ll assume that only one thread is using it, and I make no guarantee that it will work if you try to use it in a multithreaded context. I chose this design because making the project thread-safe would require significantly more code unrelated to the core activities of the debugger. Feel free to make your debugger thread-safe on your own if you’d like.




What’s in This Book?

In each chapter, we’ll tackle a debugger feature, explore the background necessary to understand how it works, and add code to implement it:


	Chapter 1: Project Setup Walks you through setting up your environment for building the debugger.

	Chapter 2: Compilation and Computer Architecture Provides you with the theoretical knowledge you’ll need to work through the book, including information about user space and kernel space on Linux, the process of compilation, how the operating system loads programs, and more.

	Chapter 3: Attaching to a Process Walks you through launching and attaching to Linux processes and begins the implementation of the debugger library and command line driver.

	Chapter 4: Pipes, procfs, and Automated Testing Introduces methods for inter-process communication on Linux and using the process filesystem (procfs) to get information about processes on the system, and helps you begin an automated testing suite for the debugger.

	Chapter 5: Registers Details the hardware registers available on x64 systems, including general-purpose, floating-point, and debug registers, and how the debugger can interact with them.

	Chapter 6: Testing Registers with x64 Assembly Gives you an introduction to x64 assembly language and shows you how to use it to test the hardware register functionality implemented in the preceding chapter.

	Chapter 7: Software Breakpoints Explains how software breakpoints work on x64 systems and walks you through adding support for them to the debugger.

	Chapter 8: Memory and Disassembly Helps you add features for reading and manipulating the memory of running processes and disassembling the machine code that is currently executing.

	Chapter 9: Hardware Breakpoints and Watchpoints Helps you add support for hardware breakpoints and memory watchpoints to the debugger.

	Chapter 10: Signals and Syscalls Deepens your understanding of Unix signals and Linux syscalls and helps you extend the functionality of the debugger to handle them.

	Chapter 11: Object Files Introduces ELF, the object file format for Linux, and walks you through writing a parser for it.

	Chapter 12: Debug Information Introduces the debug information format for Linux object files and helps you implement a parser for that format.

	Chapter 13: Line Tables Describes how debug information encodes the mapping between source code and machine code and details writing a parser for this information.

	Chapter 14: Source-Level Breakpoints and Stepping Helps you use the debug information formats described in the preceding chapters to implement breakpoints and code stepping at the level of the source code rather than at the machine code level.

	Chapter 15: Call Frame Information Describes the format that Linux uses for encoding the layout of the program call stack and walks you through implementing a parser for it.

	Chapter 16: Stack Unwinding Describes how to use the parser created in the preceding chapter to implement a stack unwinder that can generate program backtraces and restore hardware registers to the values that they had before a function call began.

	Chapter 17: Shared Libraries Details how Linux systems load and track shared libraries and helps you extend the debugger to support debugging code that is loaded from a shared library.

	Chapter 18: Multithreading Describes how Linux uses threads to support programs that execute multiple tasks at the same time and helps you add support for debugging multithreaded programs to the debugger.

	Chapter 19: DWARF Expressions Explores how DWARF expressions encode the locations of variables in a running program and walks you through extending the debug information parser to support them.

	Chapter 20: Variables and Types Covers the format for variable and type descriptions in debug information and helps you add basic support for visualizing variable contents in the debugger.

	Chapter 21: Expression Evaluation Walks you through writing a simple expression evaluation engine that allows debugger users to execute function calls inside the running process.

	Chapter 22: Advanced Topics Briefly describes some other debugger features you can research on your own if you want to further extend your debugger.



Most chapters conclude with a set of questions to test your knowledge. You’ll find sample answers to these questions in the book’s appendix.



The Target Platform

The debugger described in this book will target 64-bit x86 Linux systems. I’ll use the term x64 throughout the book to refer to the 64-bit flavor of x86. I don’t make any assumptions about which distribution you’re using; the provided code should work as well on Ubuntu as it will on Fedora, Arch, or some Linux-from-scratch monstrosity you built when you were bored.

I do assume that you have a C++ compiler, binutils, and a C++ build system like make installed. On Debian-based systems, you can install all of these with apt install build-essential.


For Windows Users

If you’re on Windows, you’re best off installing the Windows Subsystem for Linux (WSL). With this setup, you’ll be able to develop your application from Windows and run it on Linux almost seamlessly. The installation process for WSL is detailed at https://aka.ms/wsl.

At the time of this writing, opening an elevated command prompt (using “Run as administrator”) and executing wsl --install will install all WSL components and Ubuntu.



For macOS Users

If you’re using an x64 macOS system, you can install a Linux virtual machine or, if you want something more lightweight, use a Docker container. To run a virtual machine, you could use UTM, which you can find at https://mac.getutm.app. You can find instructions on installing and using Docker at https://www.docker.com.

If you’re using an ARM-based Mac, such as one with an M1 or M2 chip, you’re in a more difficult position, as current x64 emulation technologies don’t provide sufficient support for the code in this book. You could install an ARM-based Linux virtual machine or Docker container and attempt to adapt the x64-specific code for ARM, but you’d have to do independent research on the available hardware registers and calling conventions. If you don’t feel prepared to do this, I’d recommend finding a secondhand x64 system and using that.






ABBREVIATIONS








	ABI

	application binary interface




	ASLR

	address space layout randomization




	AVX

	Advanced Vector Extensions




	CFA

	canonical frame address




	CIE

	common information entry




	DAP

	Debug Adapter Protocol




	DIE

	DWARF information entry




	ELF

	executable and linkable format




	FDE

	frame description entry




	FPR

	floating-point register




	GDB

	GNU debugger




	GDB/MI

	GDB machine interface




	GDB RSP

	GDB remote serial protocol




	GOT

	global offset table




	GPR

	general-purpose register




	LSB

	Linux Standard Base




	LSM

	Linux Security Module




	NTFPOC

	non-trivial for the purposes of calls




	PGID

	process group identifier




	PID

	process identifier




	PIE

	position-independent executable




	PLT

	procedure linkage table




	RAII

	resource acquisition is initialization




	RAM

	random access memory




	SIMD

	single instruction multiple data




	SSE

	Streaming SIMD Extensions




	SYSV ABI

	System V application binary interface




	TGID

	thread group identifier




	TID

	thread identifier




	TLS

	thread-local storage




	vDSO

	virtual dynamic shared object









1PROJECT SETUP


Take my hand and step with me into the long grass.
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In this chapter, we’ll set up our debugger development environment. To build the code, we’ll use CMake, an open source family of tools that abstract the compiler and build system used for a given platform, allowing us to focus on the projects we’re building and the dependencies between them. We’ll also use the vcpkg package manager to fulfill a few dependencies.

You can use different compilation and package management tools if you prefer, but all instructions in this book assume you’re using CMake and vcpkg, so you’ll find it easiest to follow suit.


The Directory Structure

Before we write any code, let’s create the directory structure for the project. Use the set of files and directories shown in Figure 1-1. (All files can be empty for now.)


[image: Filesystem hierarchy showing folders with lines linking them.]


The root sdb folder contains folders named include/libsdb, src/include, test, and tools. There are CMakeLists.txt files in the following folders: sdb, sdb/test, sdb/tools, and sdb/src.


Figure 1-1: The directory structure for the project



CMake instructions live in files called CMakeLists.txt. Generally, you’ll create one CMakeLists.txt file in the root directory of your project, as shown here, and then write additional CMakeLists.txt files inside the project’s various source-containing directories. These files are responsible for building the code in their respective directories.

The code for libsdb, the library that will implement the bulk of the debugger, will be split between the sdb/include/libsdb and sdb/src directories. The sdb/include/libsdb directory will contain all the public headers that a consumer of the library needs to interact with it. The implementation will live in sdb/src, which contains a nested include directory for any private headers (ones that aren’t intended for end users).

Like good little software engineers, we’ll write automated tests as we progress through the project. These will live in the test directory. The command line utilities we build will go in the tools directory. We’ll create only one such utility, the main sdb command line interface, as part of this book, but if you decide to add the remote debugging support described in Chapter 22, you should place the debug server in this directory as well.


Writing the Top-Level CMake File

We write build instructions for CMake in a domain-specific language also called CMake. Fill in the top-level CMakeLists.txt like so:

cmake_minimum_required(VERSION 3.19)

project("sdb" LANGUAGES CXX)

include(CTest)

add_subdirectory("src")
add_subdirectory("tools")

if(BUILD_TESTING)
    add_subdirectory("test")
endif()

The lines of this file are function calls. We pass arguments to CMake functions in parentheses and delimit them by spaces (not by commas, as in C++). CMake functions support keyword arguments; for example, in the cmake_minimum_required call, VERSION is a keyword, so VERSION 3.19 specifies that the value for the VERSION parameter is 3.19.

After declaring a minimum version, we give a name to the project, sdb, and tell CMake to enable C++ support. Including the CTest module enables CMake’s built-in test system and automatically adds a BUILD_TESTING variable that users can set to select whether to build the tests when configuring the project. (This option is on by default.) We then load the CMakeLists.txt files in the src and tools directories (although these files are currently empty), and we finish by adding the test subdirectory only if the user hasn’t explicitly disabled testing.

The CMake language can get complicated. However, we won’t use many of its features in this project, and I’ll explain the necessary syntax over the course of the book. Now let’s write some C++ so we have something to build.



Building the libsdb Library

To test that the build works, add a temporary header to the libsdb library. Create a new file at sdb/include/libsdb/libsdb.hpp with a function declaration that the sdb executable can use later:

➊ #ifndef SDB_LIBSDB_HPP
   #define SDB_LIBSDB_HPP

➋ namespace sdb {
       void say_hello();
   }

   #endif

This is just a temporary header for ensuring our build works, but it applies principles we’ll follow throughout the book. All header guards ➊ in libsdb will be of the form SDB_filename_HPP, and we’ll always use the namespace sdb ➋.

Now that we’ve declared a say_hello function, we can implement it in sdb/src/libsdb.cpp:

   #include <iostream>
➊ #include <libsdb/libsdb.hpp>

   void sdb::say_hello() {
       std::cout << "Hello, sdb!\n";
   }

Header files in the public sdb/include/libsdb directory should always be included using angle brackets; thus, we use angle brackets to include libsdb.hpp ➊. By contrast, header files in the private sdb/src/include directory should be included using quotes. We then implement the say_hello function to print a message to stdout.

Now we can tell CMake how to build the library. Add the following to sdb/src/CMakeLists.txt:

➊ add_library(libsdb libsdb.cpp)
➋ add_library(sdb::libsdb ALIAS libsdb)

➌ set_target_properties(
       libsdb
       PROPERTIES OUTPUT_NAME sdb
   )

➍ target_compile_features(libsdb PUBLIC cxx_std_17)

➎ target_include_directories(
       libsdb
       PRIVATE include
       PUBLIC ${CMAKE_SOURCE_DIR}/include
   )

First, we tell CMake to create a target called libsdb with a single source file, libsdb.cpp ➊. It’s best practice to use namespaced library targets in CMake, as it can result in more understandable errors if we make mistakes. We do that by creating an alias ➋.

By default, CMake creates libraries called lib<target name> on Linux. Since we don’t want our compiled library to be called liblibsdb.a, we tell CMake that our output library should be called sdb ➌. Now it should generate libsdb.a.

We specify that the compiler should compile libsdb in C++17 mode ➍. Since we specify PUBLIC visibility, any targets that compile against libsdb will inherit this property. Finally, we specify the include directories for libsdb ➎. We use PRIVATE visibility for the sdb/src/include directory, as dependent targets shouldn’t transitively add it to their include directories. However, we do want dependent targets to inherit sdb/include, so we make it PUBLIC.

Run CMake to build the library. How to run CMake depends on whether you’re building from the command line or from an integrated development environment (IDE), and on which IDE you’re using. Refer to your tool’s documentation for instructions.



Building the sdb Executable

Now that we’ve built a library, we can write a simple program that consumes it. Create a file at sdb/tools/sdb.cpp that calls sdb::say_hello:

#include <libsdb/libsdb.hpp>

int main() {
    sdb::say_hello();
}

Then, fill in the sdb/tools/CMakeLists.txt file with code to build the executable:

add_executable(sdb sdb.cpp)
target_link_libraries(sdb PRIVATE sdb::libsdb)

We tell CMake to create a target called sdb that represents an executable file, also called sdb. For now, we have a single source file: sdb.cpp. Next, we specify a dependency on libsdb. This will handle adding the public include directory to the include paths for the build, linking against the library, and ensuring we’re building in C++17 mode.

Build and run sdb. The exact steps that you’ll take to do this will depend on the tools you are using. If you’re using CMake from the command line, you can run the following instructions:

$ mkdir build && cd build
$ cmake ..
$ cmake --build .
$ ./tools/sdb
Hello, sdb!

If you’re using an IDE like Visual Studio, refer to the documentation for your IDE.




Making the Dependencies Accessible

The previous section showed you how to build the libsdb library and an sdb executable that uses it. However, if you want to be able to install both of these components in a way that is easy for other CMake projects to consume, there’s some more work you need to do.

Currently, if we installed libsdb, the public headers would live in some known installation location rather than in our source tree. As such, we need to tell users to look for them in different locations. We can do this with generator expressions, which generate information specific to the current build configuration. Edit the target_include_directories call in sdb/src/CMakeLists.txt like so:

target_include_directories(libsdb
    PUBLIC
     ➊ $<INSTALL_INTERFACE:include>
     ➋ $<BUILD_INTERFACE:${CMAKE_SOURCE_DIR}/include>

    PRIVATE
        ${CMAKE_SOURCE_DIR}/src/include
)

With a couple of generator expressions, we specify the correct header locations for different cases. If the user is accessing an installed version of libsdb, the public headers live in the include directory relative to the installed location ➊. If they’re using a version in the build tree (for example, if they’re linking the sdb executable), we should use the include directory inside the source tree ➋.

Next, we store information about the library target in a format that can later be saved to disk to provide consumers with information about how to use the library and where it is installed:

include(GNUInstallDirs)
install(TARGETS libsdb
    EXPORT sdb-targets
    LIBRARY DESTINATION ${CMAKE_INSTALL_LIBDIR}
    ARCHIVE DESTINATION ${CMAKE_INSTALL_LIBDIR}
    RUNTIME DESTINATION ${CMAKE_INSTALL_BINDIR}
    INCLUDES DESTINATION ${CMAKE_INSTALL_INCLUDEDIR}
)

The GNUInstallDirs module contains variables that specify common installation directories: for example, /include for headers and /lib for libraries. Using these, we create an export target called sdb-targets with information about where to install the different components of the project.

Now we need to install the public headers:

install(
    DIRECTORY ${PROJECT_SOURCE_DIR}/include/
    DESTINATION ${CMAKE_INSTALL_INCLUDEDIR}
)

The final thing we need to do to make libsdb importable by other CMake projects is save its export information to a file:

install(
    EXPORT sdb-targets
    FILE sdb-config.cmake
    NAMESPACE sdb::
    DESTINATION ${CMAKE_INSTALL_LIBDIR}/cmake/sdb
)

We save this information to sdb-config.cmake. CMake expects this file to be named either <project>-config.cmake or <project>Config.cmake. We specify that the exported targets should be under the sdb namespace so that users can link to the sdb::libsdb target.

We also want to install the command line tool, so we’ll add instructions for this in sdb/tools/CMakeLists.txt:

include(GNUInstallDirs)
install(
    TARGETS sdb
    RUNTIME DESTINATION ${CMAKE_INSTALL_BINDIR}
)

This code simply installs sdb to the default binary directory.



Dependency Management with vcpkg

Dependency management in C++ can become a nightmare. Before moving on, let’s use vcpkg to make it more pleasant. This tool will automate the process of downloading, building, and installing our dependencies and ease the process of consuming them. You need just two commands to set up vcpkg. Run these outside of the sdb directory (for example, in the parent directory of sdb):

$ git clone https://github.com/microsoft/vcpkg.git
$ ./vcpkg/bootstrap-vcpkg.sh

When you run CMake, you’ll now need to pass one additional command line option on your first configuration to set up vcpkg integration. Pass the path to vcpkg/scripts/buildsystems/vcpkg.cmake as the CMAKE_TOOLCHAIN_FILE argument. For example, from the command line, you can run this:

$ cd build
$ cmake .. -DCMAKE_TOOLCHAIN_FILE=/path/to/vcpkg/scripts/buildsystems/vcpkg.cmake

If there’s already a CMakeCache.txt file generated by a previous run of CMake, you’ll need to delete it first, which you can do by removing it manually, passing the --fresh flag to CMake, or using whatever cache removal facility your IDE has. This is necessary so that CMake uses the new toolchain file to initialize the build environment. The presence of -- Running vcpkg install in the CMake output indicates success.

Next, list your project’s dependencies in a vcpkg.json file located in the root sdb directory. We’ll pick up new dependencies over the course of the book, but for now, we’ll begin with just one: libedit, a library that will enable us to quickly set up a decent command line interface. It’s actually the same library that LLDB uses to implement its command line interface. Write this in sdb/vcpkg.json:

{
    "dependencies": ["libedit"]
}

Now configuring CMake will build and install libedit into a project-local directory. Usually, we would use find_package and target_link_libraries to locate the dependency and link against it. However, libedit does not supply the necessary CMake modules to enable this. Instead, we can use pkgconfig, which is a tool for locating installed libraries. Edit sdb/CMakeLists.txt like so:

cmake_minimum_required(VERSION 3.19)

project("sdb" LANGUAGES CXX)

find_package(PkgConfig REQUIRED)
pkg_check_modules(libedit REQUIRED IMPORTED_TARGET libedit)
--snip--

We find the PkgConfig package, then use its pkg_check_modules function to locate the libedit module. Next, add PkgConfig::libedit as an additional target to link against in sdb/tools/CMakeLists.txt. Edit the existing target_link _libraries call like this:

target_link_libraries(sdb PRIVATE sdb::libsdb PkgConfig::libedit)

Done! Before we start building a debugger, we’ll set up a simple testing environment.



Testing

As with all languages that reach a broad level of adoption, C++ has a myriad of options for automated testing, each with its advantages and disadvantages. This book uses Catch2, which is easy to integrate with the project and allows us to receive useful error messages by writing simple expressions like REQUIRES(x == y), rather than something convoluted like ASSERT_EQUAL(x, y).

Because vcpkg has a package (or port, in vcpkg parlance) for Catch2, we can add it to sdb by modifying the vcpkg.json file:

{
    "dependencies": ["libedit", "catch2"]
}

This book uses version 3 of Catch2. We find the package in the sdb/CMakeLists.txt file:

--snip--
if(BUILD_TESTING)
    find_package(Catch2 CONFIG REQUIRED)
    add_subdirectory ("test")
endif()

Then, we can add a new tests executable in the test directory. We’ll create just a single test program to which we’ll add all test cases, although you can split them into separate files if you prefer. Edit the sdb/test/CMakeLists.txt file like so:

add_executable(tests tests.cpp)
target_link_libraries(tests PRIVATE sdb::libsdb Catch2::Catch2WithMain)

The Catch2::Catch2WithMain target supplies its own main function, which deals with command line arguments on its own. We pass it to target_link _libraries.

Now we can start writing some tests. Let’s write a simple no-op test to validate the environment. In sdb/test/tests.cpp, add the following:

#include <catch2/catch_test_macros.hpp>

TEST_CASE("validate environment") {
    REQUIRE(false);
}

Test cases in Catch2 use the TEST_CASE macro, which takes a description of the test case and, optionally, a hierarchical tag, like [validate.environment], which can be used to run subsets of tests. We’ll mainly use the REQUIRE macro to see if our assertions hold. It immediately aborts the test case if it receives an unexpected value. You could also use CHECK, which will fail the test case but allow the rest of it to run.

If you run this test, you should see a report like this:

tests is a Catch2 host application.
Run with -? for options

-------------------------------------------------------------------------------
validate environment
-------------------------------------------------------------------------------
../../../test/tests.cpp:3
...............................................................................

../../../test/tests.cpp:4: FAILED:
  REQUIRE( false )

===============================================================================
test cases: 1 | 1 failed
assertions: 1 | 1 failed

Hooray! The test failed! This means that the environment is working as expected. Now we can make it pass by changing false to true:

--snip--
    REQUIRE(true);
--snip--

Run the test again, and you should see something like this:

===============================================================================
All tests passed (1 assertion in 1 test case)

Great! Now that we have a working test environment, we can begin building a debugger.



Summary

In this chapter, you set up a development environment and dependencies. Before you start writing the debugger’s code, the next chapter covers some of the system components you’ll be relying on throughout the book.





2COMPILATION AND COMPUTER ARCHITECTURE


. . . for the buildings in this place are strange and cast with rainbows, like those who dwell here.
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Debuggers need to interact with components of the system that are as close to the hardware as you can reasonably get without working on the implementation of the chips themselves. Therefore, you’ll require an understanding of how some of these components operate to be able to imbue your debugger with the powers you wish it to have.

In particular, a debugger interfaces closely with a program’s compiler, the operating system hosting the target process, and aspects of the computer’s architecture. Each of these topics alone could be the subject of an entire book, so we’ll focus on the minimum you’ll need to know to get your debugger to work.

If you’re already familiar with the basics of compilers, computer architecture, and operating systems, take a minute to appreciate the wealth of knowledge you have accrued and move on to the next chapter. By contrast, if you’re a beginner, you may find this chapter to be dense with information and want to revisit relevant sections as you encounter their uses in the rest of the book.


Compilation

A compiler is a program that translates source code written in one programming language into either binary code or another programming language. In this book, we’ll focus on compilers that generate binary code that runs directly on your CPU. This type of binary code is also known as native code or machine code. When we built the sdb.cpp source file into the sdb executable, we used a compiler (most likely GCC or Clang). The programs we debug with sdb will also have been generated by a compiler.

Compilation is a lossy, or destructive, process. This means that, generally speaking, it is impossible to reverse the process of compilation; you can’t take a compiled executable and translate it back into the source code that produced it. You may be able to produce source code that does the same thing, but it will likely be missing key elements of the original, such as comments and human-readable names. While a human reader might care that you called your variable database_transaction rather than all_mimsy_were_the _borogoves, your CPU does not. As such, the compiler may discard the name during the compilation process, perhaps along with the fact that the variable existed in the first place. Figure 2-1 shows an example of this loss.


[image: C++ code that pets cats being compiled to a hexidecimal representation, then decompiled to an unrecognizable C++ representation]

Figure 2-1: Compilation is a lossy process.



As you can see, if we take some beautiful C++ source code and compile it to machine code, we can later decompile it to a C++ representation. But notice how different it is from the original. There are none of the nice variable names, the structure is hard to understand, and we’ve lost the named function calls. We can’t get from the machine code to the C++ used to produce it.


Encoding

When you run a compiler, you usually give it the name of a file that exists on your filesystem. This file consists of bits and bytes, 1s and 0s, like any other file, but by interpreting this binary in a particular way, the compiler can retrieve the text of some source code written in your programming language of choice.

The structure that enables this interpretation is called the file’s encoding, and it’s most likely UTF-8 or ASCII. At the end of the day, text files are binary data, just like anything on your computer. But if we understand how they are encoded, we can read and manipulate them. Figure 2-2 shows an example of a UTF-8-encoded file.


[image: Diagram of binary view versus text view]


Hexidecimal representation on the left is labeled binary view; text view says This file consists of bits and bytes, ones and zeros, like any other file.


Figure 2-2: All text files are represented in binary using a text encoding scheme.



The view on the left is the hexadecimal representation of the bytes on disk. Given a definition of the UTF-8 encoding scheme, we can interpret those bytes to retrieve the text they represent.

The output of a compiler is also a binary file, but it has a different encoding than a text file. We often call these files object files, and as magical as they may appear, they’re just like text files; if we understand how they are encoded, we can read and manipulate them.

On Linux systems, executable programs are encoded as Executable and Linkable Format (ELF) files, which you’ll learn about in Chapter 11. macOS uses a format called Mach-O, and Windows uses one called Portable Executable (PE). While there are many differences between these formats, they exist for a common purpose: to hold the instructions generated by the compiler along with the data that is necessary for the operating system to load and execute them.



Debug Information

How is all of this information relevant to debuggers? I said earlier that compilation is destructive, meaning we can’t retrieve the source code from the machine code. Unfortunately, this is exactly what we want a debugger to do. We want to know which line of the source code we are executing, not where we are in a blob of binary instructions, and we’re interested in the value of the variable do_i_like_green_eggs_and_ham, not the memory address 0xBABACACA.

Fortunately, compilers help us out here. When run with the right set of compiler flags, they’ll add extra metadata to the object file called debug information. Armed with this information, we can take a binary instruction of machine code back in time to when it was a beautiful line of text that could be read by humans.

The debug information format used on Linux systems is DWARF (a reference to the ELF file format; we’re all very funny) and you’ll learn more about it in Chapter 12. DWARF and other debug information formats provide a veritable gold mine of details about the source code that was used to produce a given object file, including:


	What compiler was used to produce the object file

	The paths to the source files used to compile the program

	The names of functions in the source file and where in memory the executable machine code for them will reside

	The names of variables and how to locate them while the program is running at any given point (variables may move around in memory, so it’s important to be able to track this)

	How the data types in the program are structured

	Which line of source code a given machine instruction corresponds to



If you’ve ever tried to debug a program and not been able to see the source code that corresponds to it, or seen strange behavior while stepping through it, this is likely because the debug information wasn’t sufficient for the debugger to be able to locate the source code or fully re-create how it relates to the executable. This might be because the object file was compiled without debug information, or because it was optimized and no longer corresponds exactly to lines of code in the source.

In the next section, we’ll look at the parts of the operating system that are relevant to debuggers.




Operating Systems and Debuggers

Debuggers need to be able to alter the execution of a running process, retrieve information about that process, and be notified of events that occur to report these to the user. The operating system provides these facilities. In addition, you need to understand some of the ways in which operating systems load programs for execution and prevent processes from interfering with one another.


Program Loading

I mentioned that an object file is a binary file encoded in some known format. Somewhere in that object file are the instructions that make up the program you have compiled; these, too, are binary data in a special format. We’ll talk about how these instructions are encoded in “Assembly and Instruction Encodings” on page 20, but for now, you can consider them amorphous blobs of data.

Somehow, when a user requests that a program be executed, this blob of binary data needs to make it from the filesystem into some place in the computer’s working memory (generally, its random access memory, or RAM). The CPU then needs to be told to run the instructions contained within. This process, which is handled by the operating system, is known as program loading.

When the operating system is tasked with loading a program, it examines the metadata contained in the program’s ELF file to understand what actions it needs to take and then sets up the environment to allow this program to be loaded into memory and run by hardware. Generally, this requires the following:


	Calculating how much memory this program requires and reserving that amount. This memory must hold the code for the program and all of its global variables. The program also needs memory for the stack, a structure that holds local variables and information about function calls while the program is running. You’ll learn more about the stack in “Stack Frames” on page 22.

	Setting up relevant protections on these areas of memory. For example, we usually don’t want to allow the execution of memory that is on the stack, as this can lead to security vulnerabilities.

	Copying the code and any preinitialized global variables from the object file into the reserved memory.

	Finding any dynamic libraries that the binary requires, loading them, and pointing the binary toward the place where these dependencies are loaded.

	Setting up registers, command line arguments, and environment variables.

	Jumping to the program’s entry point and letting it continue on its merry way.



Some of these operations are special, privileged operations; you couldn’t write a program yourself that did them. For example, you couldn’t arbitrarily modify the registers of another process, as these privileged operations must be implemented in a special part of the operating system known as the kernel.



User Space vs. Kernel Space

Unless you happen to be a kernel engineer (in which case, why are you reading this chapter?), the programs you write will execute in user space. Programs in user space are restricted; for example, they can’t read arbitrary locations in memory or write wherever they please on disk. These restrictions protect you from malicious programs and from your own mistakes. (I sleep much better at night knowing that I can’t irrevocably destroy a computer by accidentally writing past the end of an array.)

But without access to the filesystem or the ability to allocate memory, it’s quite difficult to write useful programs. Fortunately, the operating system supplies a way for user-space programs to make requests to the kernel. These are called system calls (syscalls). You may have already encountered some of these, like open for opening files, and you’ll meet several more while writing the debugger. Figure 2-3 shows how syscalls provide user-space programs with a way to communicate with kernel space.


[image: Diagram showing how user space and kernel space connect to hardware]


User space programs connect to system call interface, which connects to kernel, device drivers, and then hardware. The central three components are labeled kernel space.


Figure 2-3: The separation of user space and kernel space



User-space programs, like GCC, Visual Studio (VS) Code, and Cat Petter 3000, cannot access the kernel, device drivers, or hardware directly. Instead, they make syscalls that provide controlled access to certain kernel operations.

Another way in which the operating system protects against badly behaved processes is by lying to you about memory.



Virtual Memory

If you’ve ever printed the value of a pointer in C or C++, you’ve likely seen some hexadecimal value that looks like 0xBA5EBA11. This number identifies the location of a byte in memory. The byte before it in memory lives at 0xBA5EBA10, and the byte after it lives at 0xBA5EBA12.

However, if you ran two user-space programs and both of them wrote to 0xBA5EBA11, they would actually be writing to different physical locations in memory. This is because memory accesses made from user space don’t go straight to RAM. Instead, the operating system maintains a mapping of which parts of memory it has allocated to each process and, with the help of the hardware, translates memory accesses accordingly. Figure 2-4 shows a visualization of this translation.


[image: Diagram of virtual memory being allocated to physical memory and hard disk]

Figure 2-4: Virtual memory translation



The operating system might allocate different blocks of virtual memory for a given process to completely different areas of physical memory. Their physical address space may even be interrupted by blocks of memory allocated to a different process. This not only helps protect processes from each other but also allows the operating system to pretend the computer has more memory than it actually does, as the real storage for a given virtual memory address might live on disk and be read into RAM only when requested. Sneaky.

If this is the case, how can programs read memory from another process? The answer, once again, involves syscalls.



Debug APIs

Modern operating systems provide syscalls to carry out common debugger tasks. These aren’t high-level operations like “set a breakpoint on line 431 of cat_petter.cpp.” They’re close-to-the-hardware activities like “read memory location 0xF005BA11.”

The main debug syscall provided by Linux and macOS to carry out these low-level jobs is ptrace, and we’ll be using it throughout our debugger to make requests to the operating system. Windows instead exposes different functions for each job a debugger might want to carry out. These functions have descriptive names, like ReadProcessMemory and DebugBreakProcess.

We’ll look at how ptrace works under the hood in Chapter 10. In the meantime, let’s examine another way for processes to communicate with one another: signals.



Signals

In Unix-like systems, signals are simple messages that processes can exchange to trigger specific behaviors, like halting a process or telling it that a network connection was interrupted.



UNIX VS. LINUX VS. POSIX

Unix, Linux, and POSIX are related technologies, but they’re not the same. Unix is a family of operating systems. First released in 1971 for the PDP-11 minicomputer, it proved incredibly influential, inspiring a slew of “Unix-like” operating systems that follow similar design principles and provide suites of similar programs for interacting with the system.

Linux is a family of Unix-like operating systems that use the Linux kernel. POSIX is a family of standards that define common services and utilities for Unix-like operating systems to allow them to interoperate. Some examples of these are signals, process creation facilities, and filesystem operations.



Signals consist of just an integer identifier with an associated name and meaning. You can run kill -l at a command line to print out the list of signals available on your machine and their names. For me, this prints the following:

1) SIGHUP       2) SIGINT       3) SIGQUIT      4) SIGILL       5)   SIGTRAP
6) SIGABRT      7) SIGBUS       8) SIGFPE       9) SIGKILL      10)   SIGUSR1
11) SIGSEGV     12) SIGUSR2     13) SIGPIPE     14) SIGALRM     15)   SIGTERM
16) SIGSTKFLT   17) SIGCHLD     18) SIGCONT     19) SIGSTOP     20)   SIGTSTP
21) SIGTTIN     22) SIGTTOU     23) SIGURG      24) SIGXCPU     25)   SIGXFSZ
26) SIGVTALRM   27) SIGPROF     28) SIGWINCH    29) SIGIO       30)   SIGPWR
31) SIGSYS      34) SIGRTMIN    35) SIGRTMIN+1  36) SIGRTMIN+2  37)   SIGRTMIN+3
38) SIGRTMIN+4  39) SIGRTMIN+5  40) SIGRTMIN+6  41) SIGRTMIN+7  42)   SIGRTMIN+8
43) SIGRTMIN+9  44) SIGRTMIN+10 45) SIGRTMIN+11 46) SIGRTMIN+12 47)   SIGRTMIN+13
48) SIGRTMIN+14 49) SIGRTMIN+15 50) SIGRTMAX-14 51) SIGRTMAX-13 52)   SIGRTMAX-12
53) SIGRTMAX-11 54) SIGRTMAX-10 55) SIGRTMAX-9  56) SIGRTMAX-8  57)   SIGRTMAX-7
58) SIGRTMAX-6  59) SIGRTMAX-5  60) SIGRTMAX-4  61) SIGRTMAX-3  62)   SIGRTMAX-2
63) SIGRTMAX-1  64) SIGRTMAX

You may be familiar with some of these signals already. For example, a process receives SIGSEGV when it attempts to read a virtual memory address that it’s not allowed to and SIGINT when a user presses CTRL-C at a command line to terminate it. We’ll use a handful of these signals over the course of the book, and I’ll explain what they do as we come to them.

Signals may originate from another user-space process or from the kernel. A program can install a signal handler that calls some function when a specific signal is received. For example, SIGTERM terminates a process while allowing it to clean up any resources (such as file handles and database transactions). A process could install a SIGTERM handler that does the cleaning up before exiting.

Signals sent by the kernel will often result from hardware interrupts. When a process reads memory it’s not supposed to, tries to execute an invalid instruction, or performs some other operation that isn’t allowed, the hardware notifies the operating system by calling interrupt handlers, which in turn may send signals to the offending process. Interrupt handlers are kind of like signal handlers, but they’re set up in special regions of memory and interact directly with the hardware. You’ll learn more about these in Chapter 10.

To build a debugger, you also need a basic understanding of computer architecture. We’ll take a look at that next.




Computer Architecture

Because debuggers interact with the raw memory of processes and must map hardware concepts to source code, you should understand how a program executes at the CPU level, starting with memory.


Registers

As debugger engineers, we’re interested in two types of memory: virtual memory, which we’ve already discussed, and registers. Registers are very small regions of memory that are very fast to access. If the hard disk is like a huge, hulking behemoth and RAM is like a human with an average running speed, then registers are like Speedy Gonzales: small and very fast. Registers are around 100 times faster to access than RAM, and x64 has more than 100 registers, each with its own purpose. You’ll learn about these in Chapter 5. Some of the common purposes of registers are:


	To hold function arguments and return values

	To hold local variables

	To give information about the status of the CPU

	To keep track of the instruction currently being executed



The register used to keep track of the current instruction is called the program counter or instruction pointer.



Program Counter

Machine code is nothing more than bytes that live in memory, and the program counter is just a pointer to the place in memory where the current instruction is located. When this instruction is executed, the program counter usually moves to the next instruction in memory. If the instruction is a function call or some instance of control flow (such as instructions resulting from an if statement), then the program counter might jump to a different part of memory so it can access the new code to be executed.



Assembly and Instruction Encodings

You might be wondering, if machine code is nothing more than bytes in memory, how does the CPU understand what they mean? For this purpose, the CPU has an instruction encoding that specifies how these bytes should be interpreted. Instruction encoding schemes can get very complicated (especially on x64), but in essence, the encoding for a given instruction specifies the following:


	What operation should be carried out, known as the opcode

	What data the operation should be executed on, known as the operands



Let’s look at an example instruction from a computer architecture with a far simpler encoding scheme than x64: the 6502 processor used in BBC Micro computers. Here are a couple of instructions written in 6502 assembly language:

LDA     #1
ADC     #2

Assembly language is a human-readable textual format that a tool called an assembler can convert to a binary representation. Humans use assembly because we generally don’t like to write binary machine code by hand, as it’s very difficult and error prone. It would be like writing a book by entering the UTF-8 encoding of the text in binary, a process I can assure you I didn’t follow for this book.

The 6502 has a register called A, or the accumulator, for arithmetic instructions. The first instruction in the previous listing, LDA, loads a value into the accumulator. In this example, we load the value 1. The # prefix clarifies that this value is a number rather than a memory address. Such numbers expressed in assembly are called immediate operands.

The second instruction, ADC, adds a value to the accumulator. In this case, we add 2, leaving the accumulator with the value 3. When run through an assembler, these text instructions will be converted to their binary encoding. For the 6502, instructions are encoded using 1 byte for the opcode and between 0 and 2 bytes for operands.

Let’s take LDA #1, for example. The opcode for LDA with an immediate operand is 10101001, according to the 6502 processor’s programming manual. The value 1 in binary is 00000001, so the binary encoding for LDA #1 is 10101001 00000001, or a9 01 in hexadecimal.



Endianness

The binary representation of assembly isn’t always stored as you might expect. Consider the following 6502 assembly, which uses the STA instruction to store the accumulator in a given memory address:

LDA #1
STA $a003
LDA #9
STA $a001

Compare these instructions to their encodings in hexadecimal. Can you pick out the different opcodes and operands?

a9 01
8d 03 a0
a9 09
8d 01 a0

You might notice that the binary representation of the memory addresses flips the bytes of the original; it shows 01 a0 instead of a0 01. This is due to the endianness of the processor.

Endianness is a term taken from the book Gulliver’s Travels by Jonathan Swift. In the book, the people of the fictional island of Lilliput disagree as to whether a hard-boiled egg should be broken from the big end or the little end. Proponents of the former are called “big-endian” and proponents of the latter “little-endian.”

In computer architecture, big-endian systems store the biggest, or initial, bytes first, in the order we write them. So, the hexadecimal number cafeba11 would be stored in byte order ca fe ba 11. In contrast, little-endian systems store the biggest bytes last, so cafeba11 would be stored as 11 ba fe ca.

The details of why little-endian systems exist are a bit complicated. You’ll learn more about them in Chapter 5; for now, it suffices to say that 6502 is little-endian, and so is x64.



Stack Frames

The final architecture topic we’ll touch on in this chapter is the stack frame. When you create local variables inside of a function, where do they go? Often, they’ll be placed into registers, but sometimes they don’t fit, or you might call some other function that needs to use those registers. In this case, they go into a special area of memory called the stack.

It’s called a “stack” because every function in the current chain of calls gets its own little area called a stack frame, and operations on these frames occur in a first in, first out manner: when a function is called, a new frame is added to the stack, and when a function returns, the top frame on the stack is removed. Figure 2-5 shows a simplified view of the program stack.


[image: Code on the left and stack details on the right]


The stack consists of two frames: one for give_cat_attention and one for pet_cat. Each stack frame consists of three components: parameters, return address, and local variables.


Figure 2-5: A simplified stack



A C++ program begins in the main function. When main begins, it allocates itself some memory to form its stack frame. It does this by changing the value in a special register called the stack pointer. If you then call some other function (for example, give_cat_attention) from main, this new function will allocate space for its stack frame on top of the frame for main. If give_cat_attention calls pet_cat, then the stack frame for pet_cat goes on top of the one for give_cat_attention, and so on. This builds a big stack of local variables. On x64 systems, the stack grows downward, so the “top” of the stack is at the lowest address that’s part of the stack.

When a function returns, it deallocates the memory for its stack frame by putting the stack pointer back where it was when the function began. This way, the stack for the process grows and shrinks as functions are called and return. You’ll learn more about the stack in Chapters 15 and 16.

This concludes your thousand-miles-per-hour tour of compilers, operating systems, and computer architecture. Don’t worry if it seems like a lot of information to absorb; you can always refer back to this chapter when you encounter an unfamiliar concept down the line.




Summary

In this chapter, you got an overview of the compilation process, how compilers output object files, and how debug information can help reverse the lossy process of compilation. You also learned how the operating system kernel can carry out privileged actions, how it uses virtual memory to protect processes from one another, and how it loads programs from disk to be executed. You were introduced to ptrace and Unix signals, which we’ll use throughout this book, and gained a deeper understanding of how CPU instructions are represented in memory and how registers function as very small, very fast pieces of memory, sometimes with special jobs. Finally, you learned how functions are allocated stack frames to give them working memory while they execute.



Check Your Knowledge

See the appendix for sample answers to the questions in this and the following chapters.


	1. What is the name of the object file format used on Linux?

	2. What is the name of the debug information format used on Linux?

	3. The operating system kernel operates in kernel space. In what space do regular processes run?

	4. What is the name for the special functions that the kernel provides so that non-privileged processes can interact with memory and the filesystem?

	5. What is the name of the signal that is sent when you press CTRL-C in the console?

	6. What is the name of the special register that tracks the current instruction being executed?

	7. In instruction encoding, what are the names given to the operation to be carried out and the data this operation should be executed on?

	8. What is the name of the tool used to translate assembly code into binary machine code?

	9. How is the value 0xba5eba11 stored on little-endian machines?







3ATTACHING TO A PROCESS


We are all of us tethered to our guide, finding somewhere to begin.




[image: A snapshot from the book’s cover that functions as a chapter opening image. Shows a robot drawing construction plans for a machine, with a post-it on the drawing board containing a crossed-out bug.]

What is a debugger without a process to debug? In this chapter, you’ll start writing your debugger by creating a program that can attach itself to other processes, either ones that are already running or ones that it launches itself. Users will be able to interact with the debugger through a simple command line interface.

You’ll put into practice some of the operating system fundamentals we talked about in Chapter 2 and get your first taste of the ptrace system call. You’ll also begin to structure your debugger in a way that you can test more easily and use as a library rather than just on the command line.


Process Interaction

Before you write any code, you need to understand the facilities that Linux provides to spawn new processes and trace their execution.


fork and exec

On Linux systems, new processes are spawned using the fork and exec syscalls. The fork syscall divides the running process into two separate processes that are identical save for the return value of fork itself; the new, or child, process returns 0, whereas the original, or parent, process returns the process identifier (PID) of the child. Every process running on your system has a unique PID that you can use in many syscalls to indicate the process on which to operate.

After forking, the child and parent are free to walk their own paths in life. The child process may choose to do something completely different from the parent by executing a different program. It can do so using the exec* family of syscalls, which replace the currently executing program with a new one.

Because all spawned tasks follow this common algorithm, no process is born out of nothing on Linux; the links between parents and children form a sort of family tree. The topmost process belongs to whichever tool your flavor of Linux uses as its initialization system, likely init or systemd, and has the PID 1. You can visualize this tree using tools like ps. Here is some of the output of ps ax --forest on my WSL system:

  PID TTY      STAT   TIME COMMAND
    1 ?        Sl     0:00 /init
12427 ?        Ss     0:00 /init
12428 ?        S      0:00  \_ /init
12429 pts/0    Ss     0:00      \_ -bash
17351 pts/0    R+     0:00          \_ ps ax --forest
16972 ?        Ss     0:00 /init
16973 ?        S      0:00  \_ /init
16974 pts/2    Ss+    0:00      \_ -bash

Note that ps ax --forest is not a process born out of the ether; it was spawned by my bash shell, which was in turn spawned by init, which was itself spawned by a different init process.



ptrace

As mentioned in Chapter 2, ptrace is the main debugging interface provided by Linux, so you’ll spend a lot of time with it while building your fully fledged debugger. This interface gives you a myriad of tools with which to communicate with a different process. We often refer to such a process as the inferior process, or simply the inferior.

Unfortunately, as it was first shipped in 1975 with V6 Unix, ptrace isn’t exactly a shining example of modern API design. The Unix philosophy “do one thing and do it well” seems to have skipped over this particular function, which does rather a lot of things. (Generally 36 things, although its features may vary depending on the Linux kernel version you’re using.)

The ptrace interface lives in the <sys/ptrace.h> header and looks like this:

long ptrace(enum __ptrace_request request, pid_t pid,
            void *addr, void *data);

The request parameter indicates the action you would like to perform, which could be anything from reading memory to setting up a process to be traced or sending a SIGKILL. The pid parameter is the PID of the process you’d like to operate on. The addr and data parameters vary in meaning depending on the value you pass for request.

You can examine the tool’s manual page for an exhaustive list of available commands, as there are too many to reasonably list here. I’ll introduce you to certain commands when you need them, but here are a few examples to give you a taste of what is available:


PTRACE_PEEKDATA Reads 8 bytes of memory at the given address
PTRACE_ATTACH Attaches to the existing process with a given PID
PTRACE_GETREGS Retrieves the current values of all CPU registers
PTRACE_CONT Continues the execution of a process that is currently halted

The return value from ptrace depends on the request, but generally speaking, it returns -1 and sets errno when an error occurs. (This is an example of poor API design; return values whose meanings differ based on the arguments supplied are confusing and difficult to handle correctly.)

While it’s tempting to ignore the return value, you should always check if the call to ptrace returned -1 and, if so, report this error to the user. This could save you hours spent tracking down a heisenbug because you forgot to check for ptrace errors. Drink some water. Get enough sleep. Check your return codes.




Launching and Attaching to Processes

With the background out of the way, let’s launch a program. We’ll support two ways to attach the debugger to a process:


	Launching a named program ourselves and attaching to it by running sdb <program name>

	Attaching to an existing process by running sdb -p <pid>



To keep the focus on the process interaction code, our command line argument handling will be very basic.


The main Function

Begin by writing the main function in sdb/tools/sdb.cpp. A common pattern we’ll use in this book is assuming that some function already exists, writing code that uses it, and then implementing that function. This workflow is called top-down programming.

Let’s assume we have a function called attach that launches, attaches to the given program name or PID, and returns the PID of the inferior:

  #include <iostream>
  #include <unistd.h>

➊ namespace {
       pid_t attach(int argc, const char** argv);
   }

   int main(int argc, const char** argv) {
    ➋ if (argc == 1) {
           std::cerr << "No arguments given\n";
           return -1;
       }

       pid_t pid = attach(argc, argv);
  }

We’ll make a habit of putting symbols inside anonymous namespaces if they’re used only in the implementation file in which they’re defined. This practice will avoid name collisions if we happen to reuse a name across different files. In this case, for example, we put the attach function in an anonymous namespace ➊. Its return type, pid_t, is an integral type for storing a process ID.

In main, we call attach with the command line arguments provided to sdb. The first command line argument of a C++ program is always the path to the running executable itself, so the user should supply at least two arguments to specify the program to launch or the PID to attach to. If they’ve supplied only one argument ➋, we throw an error.



The attach Function

Now write the attach function in sdb.cpp. Although it’s best practice to place this code in libsdb, we’ll first implement the basic launching and attaching functionality in a single file, then refactor it at the end of the chapter to work in a decent error-handling story.

A high-level view of the structure of attach looks like this:

#include <string_view>
#include <sys/ptrace.h>

namespace {
    pid_t attach(int argc, const char** argv) {
        pid_t pid = 0;
        // Passing PID
     ➊ if (argc == 3 && argv[1] == std::string_view("-p")) {

        }

        // Passing program name
        else {

        }

     ➋ return pid;
    }
}

In attach, we check if the first command line argument passed was -p ➊. Note that simply writing argv[1] == "-p" would have done the wrong thing, as it would have compared only the pointer values rather than the string contents. Instead, we use C++17’s std::string_view to avoid relying on old crusty C functions or dynamically allocating memory with std::string. Next, we define two branches inside the function, leaving them blank for now. Then, we return pid ➋, whose value we’ll set inside of those blocks.

Let’s implement the block that attaches to an existing process. For this, we use the PTRACE_ATTACH request:

        --snip--
        // Passing PID
        if (argc == 3 && argv[1] == std::string_view("-p")) {
            pid = std::atoi(argv[2]);
            if (pid <= 0) {
                std::cerr << "Invalid pid\n";
                return -1;
            }
         ➊ if (ptrace(PTRACE_ATTACH, pid, /*addr=*/nullptr, /*data=*/nullptr) < 0) {
             ➋ std::perror("Could not attach");
                return -1;
            }
        }
        --snip--

We attach to the process by passing PTRACE_ATTACH and the process’s ID to ptrace ➊. As a result, Linux will allow us to send other ptrace requests to this process. It will also send the process a SIGSTOP to pause its execution. Because we’re good citizens, we check if ptrace returned an error. Then, we pass nullptr as the addr and data arguments, as they’re unused in the PTRACE _ATTACH request.

If an error occurs, ptrace additionally sets the errno variable with an error code describing what went wrong. We use std::perror ➋ to print this description to stderr, along with a string that we pass to provide more context to the user.

Next, let’s implement the launch-and-attach functionality using fork and exec:

        --snip--
        // Passing program name
        else {
            const char* program_path = argv[1];
         ➊ if ((pid = fork()) < 0) {
                std::perror("fork failed");
                return -1;
            }

            if (pid == 0) {
                // In child process
                // Execute debugee
            }
        }
        --snip--

We call fork and then ensure that no error occurred ➊. Recall that fork returns 0 inside the child process, so we test for this case.

If we’re in the child process, we should replace the currently executing program with the program we want to debug. However, before we call exec, we must set the process up to be traced using the PTRACE_TRACEME request, which will allow us to send more ptrace requests to this process in the future:

            --snip--
            if (pid == 0) {
                if (ptrace(PTRACE_TRACEME, 0, nullptr, nullptr) < 0) {
                    std::perror("Tracing failed");
                    return -1;
                }
             ➊ if (execlp(program_path, program_path, nullptr) < 0) {
                    std::perror("Exec failed");
                    return -1;
                }
            }
            --snip--

After enabling process tracing, we call execlp ➊, which is one of the flavors of exec I mentioned earlier in this chapter. The l in execlp means that arguments passed to the program should be supplied individually rather than as an array. The p means that the facility will search the PATH environment variable for the given program name if the supplied path doesn’t contain a forward slash (/). Here is the signature for execlp:

int execlp(const char *file, const char *arg, ...);

The ... at the end of the argument list means that this function takes a variable number of arguments. Such functions are called varargs functions.

After we’ve attached to the process, we should wait until it has paused execution before we accept any user input. Linux helps us here by stopping the process on a call to exec if it’s being traced using ptrace. We wait for this stop to occur using the waitpid function, whose signature is as follows:

pid_t waitpid(pid_t pid, int *status, int options);

We can pass waitpid the PID of a child process to wait until a state change, which occurs when the child is either terminated or stopped by a signal. If the process has already changed state, the function will return immediately; otherwise, the parent process will block until a change occurs.

The status output parameter can give us information about the state change that happened. We can call various macros on the returned status to check its properties, such as WIFSIGNALED(status), which checks if the child was terminated by a signal. Consult the manual page for waitpid for the complete list of macros.

The options parameter allows us to pass various flags to tune the wait, such as WCONTINUED to be notified if a SIGCONT resumes the child process. For now, we’ll simply pass the PID and ignore the other parameters. Extend the main function as follows:

#include <sys/types.h>
#include <sys/wait.h>

int main(int argc, const char** argv) {
    if (argc == 1) {
        std::cerr << "No arguments given\n";
        return -1;
    }

    pid_t pid = attach(argc, argv);

    int wait_status;
    int options = 0;
 ➊ if (waitpid(pid, &wait_status, options) < 0) {
        std::perror("waitpid failed");
    }
}

We wait for the process to stop after we attach to it ➊. Now that we’ve attached to a process (which we may have also launched), we can start reading commands from the user.




Adding a User Interface

We want the user to interact with the debugger through a command line interface. We’ll provide such an interface using libedit, which lets us implement history, searching, and the kind of navigation you expect from a console-based debugger. (In fact, the LLDB debugger uses libedit as well.) Add basic support for libedit

#include <editline/readline.h>
#include <string>

namespace {
    void handle_command(pid_t pid, std::string_view line);
}

int main(int argc, const char** argv) {
    --snip--
    char* line = nullptr;
 ➊ while ((line = readline("sdb> ")) != nullptr) {
     ➋ handle_command(pid, line);
     ➌ add_history(line);
     ➍  free(line);
    }
}




    --snip--
    char* line = nullptr;
    while ((line = readline("sdb> ")) != nullptr) {
     ➊ std::string line_str;

     ➋ if (line == std::string_view("")) {
            free(line);
            if (history_length > 0) {
             ➌ line_str = history_list()[history_length - 1]->line;
            }
        }

     ➍  else {
            line_str = line;
            add_history(line);
            free(line);
        }

     ➎ if (!line_str.empty()) {
            handle_command(pid, line_str);
        }
    }






Handling User Input



  #include <vector>

➊ namespace {
      std::vector<std::string> split(std::string_view str, char delimiter);
      bool is_prefix(std::string_view str, std::string_view of);
      void resume(pid_t pid);
      void wait_on_signal(pid_t pid);

    ➋ void handle_command(pid_t pid, std::string_view line) {
          auto args = split(line, ' ');
          auto command = args[0];


          if (is_prefix(command, "continue")) {
              resume(pid);
              wait_on_signal(pid);
          }
          else {
              std::cerr << "Unknown command\n";
          }
      }
  }





AUTO






#include <algorithm>
#include <sstream>

namespace {
 ➊ std::vector<std::string> split(std::string_view str, char delimiter)  {
        std::vector<std::string> out{};
        std::stringstream ss {std::string{str}};
        std::string item;


        while (std::getline(ss, item, delimiter)) {
            out.push_back(item);
        }

        return out;
    }

 ➋ bool is_prefix(std::string_view str, std::string_view of) {
        if (str.size() > of.size()) return false;
        return std::equal(str.begin(), str.end(), of.begin());
    }
}




namespace {
 ➊ void resume(pid_t pid) {
        if (ptrace(PTRACE_CONT, pid, nullptr, nullptr) < 0) {
            std::cerr << "Couldn't continue\n";
            std::exit(-1);
        }
    }

 ➋ void wait_on_signal(pid_t pid) {
        int wait_status;
        int options = 0;
        if (waitpid(pid, &wait_status, options) < 0) {
            std::perror("waitpid failed");
            std::exit(-1);
        }
    }
}




Manual Testing



$ tools/sdb yes
sdb> continue



$ while sleep 5; do echo "I'm alive!"; done&
[1] 1247
$ tools/sdb -p 1247




$ echo 0 > /proc/sys/kernel/yama/ptrace_scope




Refactoring into a Library





Creating a Process Type



#ifndef SDB_PROCESS_HPP
#define SDB_PROCESS_HPP

#include <filesystem>
#include <memory>
#include <sys/types.h>

namespace sdb {
    class process {
    public:
     ➊ static std::unique_ptr<process> launch(std::filesystem::path path);
        static std::unique_ptr<process> attach(pid_t pid);

     ➋ void resume();
        /*?*/ wait_on_signal();
        pid_t pid() const { return pid_; }

    private:
        pid_t pid_ = 0;
    };
}

#endif






THE STD::UNIQUE_PTR SMART POINTER


{
    std::unique_ptr<int> i (new int(42));
}





namespace sdb {
    class process {
        --snip--
     ➊ process() = delete;
     ➋ process(const process&) = delete;
        process& operator=(const process&) = delete;
        --snip--
    };
}



namespace sdb {
    class process {
    public:
     ➊ ~process();
        --snip--

    private:
        pid_t pid_ = 0;
     ➋ bool terminate_on_end_ = true;
    };
}


namespace sdb {
 ➊ enum class process_state {
        stopped,
        running,
        exited,
        terminated
    };

    class process {
    public:
        --snip--
     ➋ process_state state() const { return state_; }

    private:
        pid_t pid_ = 0;
        bool terminate_on_end_ = true;
     ➌ process_state state_ = process_state::stopped;
    };
}


namespace sdb {
    class process {
    --snip--
    private:
        process(pid_t pid, bool terminate_on_end)
            : pid_(pid), terminate_on_end_(terminate_on_end) {}
        --snip--
    };
}




Implementing launch and attach


#include <libsdb/process.hpp>
#include <sys/ptrace.h>
#include <sys/types.h>
#include <sys/wait.h>
#include <unistd.h>

std::unique_ptr<sdb::process> sdb::process::launch(
      std::filesystem::path path) {
    pid_t pid;
    if ((pid = fork()) < 0) {
        // Error: fork failed ➊
    }

    if (pid == 0) {
        if (ptrace(PTRACE_TRACEME, 0, nullptr, nullptr) < 0) {
            // Error: Tracing failed
        }
        if (execlp(path.c_str(), path.c_str(), nullptr) < 0) {
            // Error: exec failed
        }
    }

    std::unique_ptr<process> proc (new process(pid, /*terminate_on_end=*/true));
    proc->wait_on_signal();

    return proc;
}

std::unique_ptr<sdb::process> sdb::process::attach(
      pid_t pid) {
    if (pid == 0) {
        // Error: Invalid PID

    }
    if (ptrace(PTRACE_ATTACH, pid, nullptr, nullptr) < 0) {
        // Error: Could not attach
    }

    std::unique_ptr<process> proc (new process(pid, /*terminate_on_end=*/false));
    proc->wait_on_signal();

    return proc;
}




add_library(libsdb process.cpp)




Handling Errors





#ifndef SDB_ERROR_HPP
#define SDB_ERROR_HPP

#include <stdexcept>
#include <cstring>

namespace sdb {
    class error : ➊ public std::runtime_error {
    public:
        [[noreturn]]
        static void send(const std::string& what) { throw error(what); }
        [[noreturn]]
        static void send_errno(const std::string& prefix) {
            throw error(prefix + ": " + ➋ std::strerror(errno));
        }

    private:
        error(const std::string& what) : std::runtime_error(what) {}
    };
}

#endif





#include <libsdb/error.hpp>

std::unique_ptr<sdb::process> sdb::process::launch(std::filesystem::path path) {
    pid_t pid;
    if ((pid = fork()) < 0) {
        error::send_errno("fork failed");
    }

    if (pid == 0) {
        if (ptrace(PTRACE_TRACEME, 0, nullptr, nullptr) < 0) {
            error::send_errno("Tracing failed");
        }
        if (execlp(path.c_str(), path.c_str(), nullptr) < 0) {
            error::send_errno("exec failed");
        }
    }

    std::unique_ptr<process> proc (new process(pid, /*terminate_on_end=*/true));
    proc->wait_on_signal();

    return proc;
}

std::unique_ptr<sdb::process> sdb::process::attach(pid_t pid) {
    if (pid == 0) {
        error::send("Invalid PID");
    }
    if (ptrace(PTRACE_ATTACH, pid, nullptr, nullptr) < 0) {
        error::send_errno("Could not attach");
    }

    std::unique_ptr<process> proc (new process(pid, /*terminate_on_end=*/false));
    proc->wait_on_signal();

    return proc;
}





Destructing Processes


sdb::process::~process() {
    if (pid_ != 0) {
        int status;
        if (state_ == process_state::running) {
         ➊ kill(pid_, SIGSTOP);
            waitpid(pid_, &status, 0);
        }
     ➋ ptrace(PTRACE_DETACH, pid_, nullptr, nullptr);
        kill(pid_, SIGCONT);

        if (terminate_on_end_) {
         ➌ kill(pid_, SIGKILL);
            waitpid(pid_, &status, 0);
        }
    }
}






Resuming the Process


void sdb::process::resume() {
    if (ptrace(PTRACE_CONT, pid_, nullptr, nullptr) < 0) {
        error::send_errno("Could not resume");
    }
    state_ = process_state::running;
}




Waiting on Signals


#include <cstdint>

namespace sdb {
    struct stop_reason {
        stop_reason(int wait_status);

     ➊ process_state reason;
     ➋ std::uint8_t info;
    };

    class process {
    public:
        --snip--
     ➌ stop_reason wait_on_signal();
        --snip--
    };
}



sdb::stop_reason::stop_reason(int wait_status) {
    if (WIFEXITED(wait_status)) {
        reason = process_state::exited;
        info = WEXITSTATUS(wait_status);
    }
    else if (WIFSIGNALED(wait_status)) {
        reason = process_state::terminated;
        info = WTERMSIG(wait_status);
    }


    else if (WIFSTOPPED(wait_status)) {
        reason = process_state::stopped;
        info = WSTOPSIG(wait_status);
    }
}



sdb::stop_reason sdb::process::wait_on_signal() {
    int wait_status;
    int options = 0;
    if (waitpid(pid_, &wait_status, options) < 0) {
        error::send_errno("waitpid failed");
    }
    stop_reason reason(wait_status);
    state_ = reason.reason;
    return reason;
}


#include <libsdb/process.hpp>

namespace {
    std::unique_ptr<sdb::process> attach(int argc, const char** argv) {
        // Passing PID
        if (argc == 3 && argv[1] == std::string_view("-p")) {
            pid_t pid = std::atoi(argv[2]);
         ➊ return sdb::process::attach(pid);
        }
        // Passing program name
        else {
            const char* program_path = argv[1];
         ➋ return sdb::process::launch(program_path);
        }
    }
}


namespace {
    void handle_command(
          std::unique_ptr<sdb::process>& process,
       ➊ std::string_view line) {
        auto args = split(line, ' ');
        auto command = args[0];

        if (is_prefix(command, "continue")) {
         ➋ process->resume();
            process->wait_on_signal();
        }
        else {
            std::cerr << "Unknown command\n";
        }
    }
}



namespace {
    void print_stop_reason(
          const sdb::process& process, sdb::stop_reason reason) {
        std::cout << "Process " << process.pid() << ' ';

        switch (reason.reason) {
        case sdb::process_state::exited:
            std::cout << "exited with status "
                      << static_cast<int>(reason.info);
            break;
        case sdb::process_state::terminated:
            std::cout << "terminated with signal "
                   ➊ <<  sigabbrev_np(reason.info);
            break;
        case sdb::process_state::stopped:
            std::cout << "stopped with signal " << sigabbrev_np(reason.info);
            break;
        }

        std::cout << std::endl;
    }

    void handle_command(

          std::unique_ptr<sdb::process>& process,
          std::string_view line) {
        --snip--
        if (is_prefix(command, "continue")) {
            process->resume();
            auto reason = process->wait_on_signal();
         ➋ print_stop_reason(*process, reason);
        }
        --snip--
    }
}



#include <libsdb/error.hpp>

namespace {
    void main_loop(std::unique_ptr<sdb::process>& process) {
        char* line = nullptr;
        while ((line = readline("sdb> ")) != nullptr) {
            std::string line_str;

            if (line == std::string_view("")) {
                free(line);
                if (history_length > 0) {
                    line_str = history_list()[history_length - 1]->line;
                }
            }
            else {
                line_str = line;
                add_history(line);
                free(line);
            }

            if (!line_str.empty()) {
                try {
                 ➊ handle_command(process, line_str);
                }
             ➋ catch (const sdb::error& err) {
                    std::cout << err.what() << '\n';
                }
            }
        }
    }
}

int main(int argc, const char** argv) {
    if (argc == 1) {
        std::cerr << "No arguments given\n";
        return -1;
    }

    try {
     ➌ auto process = attach(argc, argv);
        main_loop(process);
    }
 ➍ catch (const sdb::error& err) {
        std::cout << err.what() << '\n';
    }
}







Summary





Check Your Knowledge


	1. What facilities are used on Linux to launch a new process?

	2. What is the name of Linux’s debug API?

	3. How do we wait for a child process to be signaled on Linux?
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