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About the Book

While battalions hunkered down in the mud of western France, anti-aircraft guns took aim at zeppelins floating over the capital and Atlantic convoys tried desperately to evade German U-boats, another, more secret battle was underway. A team of codebreakers was fighting for information that would give them a crucial advantage over the enemy.

The new inventions of wireless and telegraph were key to winning the war but vulnerable to interception. In London, Room 40, led by the charismatic and cunning ‘Blinker’ Hall, was at the forefront of cracking the codes used to protect them. Rather than wait for intelligence to come to him, Hall was soon running agents in other countries and exploiting every opportunity to get the upper hand.

From violence and subterfuge on the docks of New York City to shady deals in Madrid cafés, this is the gripping true story of spies, codebreakers and saboteurs.
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Introduction

INFORMATION WAR

1916: The war that began in August 1914, and was meant to be over by Christmas, has become truly global. A famous author, now a British spy, sits at a street café in Spain telling a local police officer about the imminent arrival of a German submarine carrying biological weapons. On the mud-caked battlefield of the Somme, an artillery officer is training his guns on the Germans’ own artillery, hoping that by smashing them he’ll save the lives of thousands of his countrymen. In the hostile waters of the North Sea, an admiral guides the British fleet towards a titanic confrontation with the enemy’s battleships. Surrounded by the seemingly limitless deserts of Mesopotamia, a general contemplates the best way to outmanoeuvre Turkish forces en route to Baghdad. Across the Atlantic, a tough New York cop is trying to uncover plots to destroy US factories. And as night descends on London, volunteers rush to man searchlights that will seek out Zeppelin raiders as they attempt to bomb the capital.

Each of these individuals was linked by a common thread: whether huddled together in nondescript rooms in Whitehall, hunkered down in makeshift accommodation close to the killing zones of the Western Front, or meeting in luxury hotels in Cairo, they were all acting on information supplied by codebreakers.

The codebreakers exerted a huge influence on the outcome of the First World War. Their achievements were the result of three interlocking factors: the genius of the codebreakers themselves; the emergence of the modern security state; and the recent revolution in communications technology – the wireless and the telegraph – that would usher in the first Age of Information.

They were an eccentric bunch, recruited mostly from academia – linguists and classicists were highly prized – but they also included writers, artists, theatre folk, crossword fanatics, retired military men and those who mixed in the same elevated social circles. Trained on the job, with no precedents to guide them, they were dedicated, tireless and determined to prove their worth, which they did time and time again.

As a result, Signals Intelligence – the interception and decoding of messages – established itself as the most potent branch of the emerging espionage agencies that had come into being in the years preceding the First World War.

The business of spying was still at a rudimentary stage in 1914. Over the next four years, the espionage community expanded hugely to try and cope with the demands of total war. Agent networks were established, tradecraft was perfected, and the collection of information was thoroughly compartmentalised. Human intelligence contributed to a number of very successful operations; however, overall, its impact on the war was negligible. If anything, the reputation of the burgeoning security services rested on the codebreakers’ achievements and the intelligence supplied by them.

Of course, without material to work on, the codebreakers would have been irrelevant. New modes of communication, particularly the wireless, would provide them with hundreds and hundreds of messages. All the Great Powers were quick to take an interest in radio as a means of revolutionising their military communications. However, wireless had an Achilles heel: while messages could be transmitted and received, they could also be intercepted, the signals plucked out of the air. The advantages wireless offered were therefore offset by the fact that it was a fundamentally insecure medium for broadcasting sensitive information – and in war all information is sensitive.

This left the belligerents with no alternative but to encode their messages, which is where the codebreakers came in. Over the course of the war, all the combatants set up codebreaking organisations and they all achieved notable successes. The French were extremely effective on the Western Front; the Germans cracked Allied naval and army codes; the Austro-Hungarians broke the Russian codes and vice versa; even the Americans, latecomers to the conflict, established their own ‘Black Chamber’ of cryptanalysts. However, none of them matched the sheer scale, scope and diversity of the British cryptographic effort. Overall, Britain’s codebreakers achieved the most significant and wide-ranging results, ultimately changing the course of the war.

The British ran two codebreaking outfits: the navy had Room 40, so called because of the room number of their Admiralty home; while the army had Military Intelligence Section 1b – MI1(b) for short – based at the War Office. The two organisations had a truly global reach and dealt with thousands of enemy messages. They had a major impact on the war at sea, on land and in the air. They tracked the movements and actions of the German fleet in the North Sea and its U-boats as they prowled the Atlantic, while keeping a close eye on the Zeppelin threat. From the Western Front to the Balkans, North Africa to the Middle East, the codebreakers revealed the enemy’s strategic and tactical plans, its strengths, weaknesses and whereabouts.

At the same time, Room 40 and MI1(b) exposed the secret machinations of the German government and its intelligence services as they plotted against Allied interests. The Germans targeted neutral countries across the world, especially America, using agents to foment sabotage and subversion. As a result of the codebreakers’ labours, which included penetrating the diplomatic codes of over a dozen countries, Germany became more and more isolated and frustrated at its failure to hit the Allies where it hurt.

Without question, both Room 40 and MI1(b) made a decisive contribution to ultimate victory, their influence on the outcome of the conflict arguably greater than that of Bletchley Park during the Second World War.

Room 40, the naval codebreaking outfit, concentrated primarily on radio messages. MI1(b), the army equivalent, though it dealt with wireless more and more as the war progressed, handled mostly telegrams, the medium used by governments to communicate with each other. MI1(b) was gifted a huge advantage over its rivals because of Britain’s dominance of international telegraph traffic. Determined to connect together its global empire, Britain had laid underwater cables across the seabeds of the world’s oceans, with London acting as the hub of this communications network. As a result, nearly all telegraph messages passed through the capital on some stage of their journey, even those running through cables owned by other countries.

Though the Germans did have some international cable links of their own, they fell victim to some inspired forward planning by the British. In 1912, the Committee of Imperial Defence decided to cut all of Germany’s underwater cables the minute war broke out between them. Near dawn on 5 August 1914, the Alert, a cable-laying ship, began dredging up from the sea floor all five cables that led from the German port of Emden to Vigo in Spain, then on to Tenerife and from there to the USA and the Azores. Within a matter of hours, the cables had been severed, and Germany had lost all telegraphic links to the world beyond continental Europe.

MI1(b) was also helped by the destruction of Germany’s global wireless infrastructure. At Nauen, the Germans possessed an extremely powerful transmitter that could reach the wireless stations based in their African colonies, from where signals could be sent to the Americas. On 9 August 1914, the station and transmitter at Dar es Salaam was destroyed by the British navy; the Duala station in Cameroon was seized on 27 September, while the one at Windhoek in south-west Africa was put out of action by the Germans themselves.

Meanwhile, the rest of Germany’s global chain was targeted. As Churchill, then the civilian head of the Admiralty, recalled: ‘there existed in the Pacific only five German wireless stations, Yap, Apia, Nauru, Rabaul, Angaur, all of which were destroyed by us within two months of the outbreak of war’.

This brief but effective campaign meant that if the Germans wanted to communicate with the rest of the world, they had to use the telegraph. But with their own cables already cut, the only remaining option was to use ones belonging to neutral countries. Unfortunately for the Germans, the majority of messages travelling through these cables touched ground in London’s telegraph offices at some point on their journey. Therefore, it was incredibly easy for MI1(b) to access this material; once requested, it was simply handed over. The many hundreds of messages gathered this way were then analysed by MI1(b)’s team of codebreakers.

While most of Britain was woefully unprepared for the war it was about to fight, a handful of individuals in Whitehall had the foresight to understand that the new modes of communication – the telegraph and the wireless – would have a significant impact on the outcome of any major conflict. However, the development of both MI1(b) and Room 40 into efficient and dynamic organisations was a much more haphazard affair, one that relied on the right people being in the right place at the right time.


PART I


Chapter 1

HEAD START

During September 1896, a couple of months before revealing his new creation – the wireless – to an astonished London audience, Guglielmo Marconi, the Italian inventor and entrepreneur, gave a trial demonstration to representatives of the British army and navy, sending a signal a mile and three quarters across Salisbury Plain. The men in uniform were suitably impressed.

Though the army flirted with using wireless, it was the Admiralty that embraced it enthusiastically. The benefits of being able to radio from ship to ship or ship to shore, regardless of how far they were from each other and their bases, were obvious. The British navy benefited hugely from an extremely close relationship with Marconi. Though not a truly original thinker, Marconi had a genius for absorbing the ideas of others and through inspired experimentation transforming them into something entirely new. He also had a keen business mind and an incredible flair for self-promotion. His international fame was secured in 1901, when, accompanied by a blaze of publicity, he sent a signal from the UK to Newfoundland; by 1907, he was operating a full transatlantic service.

Though keen to sell his product to as many nations as possible, including his native Italy, Marconi was a committed Anglophile. His loyalty to Britain was strengthened by his fear and loathing of Germany. He signed exclusive deals with the Admiralty, offered it access to his newest technological developments, including the interception apparatus that would grab German messages from the airwaves, and built a string of naval wireless stations along the British coast and across the Mediterranean. As a result, when war broke out, he was ready to give unconditional support, and his best scientists, engineers and technicians, to the British. His factories were taken over by the Admiralty, 5,000 of his wireless operators served the Royal Navy and the merchant fleet, his staff built and managed 13 long-range stations dotted across the world, and 348 Marconi personnel died in action, mostly at sea. Room 40 reaped the rewards of the Marconi Company’s contribution to the war effort, gaining access to thousands of German wireless messages.

Sir Alfred Ewing, a distinguished scientist and inventor, was chosen to take charge of Room 40. A specialist in electrical engineering, Ewing became fascinated by earthquakes during a spell at Tokyo University, prompting him to create a new type of seismograph that measured tremors more accurately than previous models. In 1902, he was contacted by the Second Sea Lord of the Admiralty, Lord Fisher, who had embarked on an extensive and ambitious programme of reform and modernisation to meet the challenges of new technology. Fisher invited him to become the Director of Naval Education at Dartmouth College in Devon. Ewing observed that ‘it is the educated man that the navy wants today, when appliances – appliances too, of an extremely complicated nature – are multiplying so rapidly in every department’.
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Marconi mounted motorcycle set

His contribution was not forgotten, and on 4 August 1914 he was asked by the Admiralty, represented by Henry Oliver, then Director of Naval Intelligence (DNI), to set up a cryptographic unit. Much has been made of how these two old friends, meeting over lunch, casually got round to the subject of codebreaking, leading Oliver to make the off-the-cuff suggestion that Ewing might like to try his hand at running the show. Though the informal nature of this job offer fits in nicely with the amateurish, old-school-tie reputation of the British elite, the decision to approach Ewing was carefully calculated and showed an acute awareness of the fact that wireless had changed the nature of naval warfare.

Keen to do his bit, Ewing accepted the challenge. However, it quickly became clear that it was beyond his capabilities. Aged 59, and showing it, he slipped into the background of Room 40’s day-to-day operations, a remote presence with little real control, and over time was slowly eased into retirement. Though his input was minimal, he played the part of necessary figurehead reasonably well.

Reginald ‘Blinker’ Hall, the man who would overshadow Ewing as leader of Room 40 and transform it into one of the most potent weapons in the Allies’ arsenal, became the new head of Naval Intelligence (NID) in late 1914. Charismatic, energetic and cunning, called ‘a genius’ by the US ambassador, Hall would fully exploit Room 40’s potential, and in doing so change the course of the war.

Hall had joined the navy in 1884, aged 14, and spent the next 30 years touring the globe and rising through the ranks. He got his first taste of espionage in 1909, on a training exercise in the Baltic, when he was ordered to spy on the harbour fortifications at Kiel, home of the German fleet. On arrival, he found the port seething with activity. It was regatta week and all the great and good were present, as well as the whole German navy. Writing years later, Hall recalled his initial dismay: ‘I was not very confident of obtaining any results at all. It seemed impossible to get near the ships.’

But he was not a man to be easily discouraged. He asked the Duke of Westminster, who was there for the festivities, if he could borrow his high-speed motorboat, Ursula, for a couple of hours. The duke agreed, and next morning Hall took the boat out for a spin. Armed with a camera, he snapped away until he’d got all the information he wanted.

Though he clearly enjoyed it, thoughts of further intelligence work were soon forgotten once he was back on deck as commander of HMS Natal. In a service where those determined to resist change were as numerous and vocal as those trying to reform it, Hall was unafraid of technology and keen to utilise whatever benefits it offered. He also realised that showing concern for the welfare of his men was not an indulgence but a fundamental aspect of good leadership. One Room 40 veteran, William Clarke, remembered how he was ‘most considerate to his staff, looking after their interests and their health in a way which endeared him to them and got out of all the best results’.

These qualities were apparent in 1913 when he took control of the Queen Mary, a new-style battle cruiser, extremely fast and heavily armoured. A deeply religious man, Hall broke with naval tradition and had a chapel built on board ship. Having attended to his men’s spiritual needs, he improved their leisure time by providing a book stall and a cinematograph, one of the marvels of the age. No aspect of his men’s lives escaped his attention. The regular sailors were expected to hand-wash their clothes themselves, while the petty officers, of whom there were nearly 100, paid to have their laundry done on shore. Hall considered this system a waste of time and money, so he contacted a company that manufactured washing machines, yet another new invention, and had one installed.

Not that he was a soft touch, far from it; a strict disciplinarian with hawkish features, he could be terrifying if he wanted to be. The nickname ‘Blinker’ came about because of a persistent twitch. What is striking in the testimony of those who knew him is how little this featured in their recollections. In others the twitch might have been taken as a sign of weakness and anxiety; not in Hall’s case. Instead, what struck his colleagues about his piercing blue eyes was the effect they had when he trained his laser-like stare on you: once trapped by his unyielding gaze, it was impossible to escape the feeling that he was reading your mind. As Walter Page, US ambassador in London, observed, ‘Hall can look through you and see the very muscular movements of your immortal soul while he is talking to you.’
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Admiral Sir Reginald Hall, as commander of HMS Queen Mary, 1914

As war approached, Hall was ready and eager to test the Queen Mary in battle. On 28 August, he was part of the squadron, under the command of the young firebrand Admiral David Beatty, which went to the aid of destroyers being harassed by enemy submarines and cruisers near the Heligoland Bight, the heavily mined exit point for the German fleet. During a brief engagement, two German ships were sunk.

This skirmish proved to be the last action he saw. Throughout his life he’d been plagued by a weak chest and bronchial problems that were aggravated by cold and damp weather. Given his current hunting ground was the North Sea, no stranger to freezing winds and driving rain, his condition soon became serious. On 10 September, Beatty noted that ‘Captain Hall is far from well, he looks terribly grey and tired’.

Beatty was not the only one concerned for Hall’s health. Ethel Agnes, Hall’s wife, was so worried that she wrote to Admiral Oliver, who had just stood down as DNI to become Churchill’s assistant, begging him to find her husband a desk job. Oliver obliged, and Hall took over as Director of Naval Intelligence. His frustration at being denied the chance to end his career at sea evaporated as he found himself at the helm of the good ship Room 40, and he proceeded to build an intelligence empire that spanned the globe.

In his unpublished autobiography, Hall explained his approach to the job, revealing a subtle grasp of human psychology and the need for flexibility: ‘a Director of Intelligence who attempts to keep himself informed about every detail of the work being done cannot hope to succeed; but if he so arranges his organisation that he knows at once which of his colleagues he must go to for the information he requires, then he may expect good results. Such a system, moreover, has the inestimable advantage of bringing out the best in everyone working under it, for the Head will not suggest every move; he will welcome, and indeed, insist on ideas from his staff.’

The main criticism levelled at Hall by his colleagues was that he was too fond of intrigue. Without doubt, he relished devising elaborate ways to deceive the Germans and often made risky and hasty decisions. His secretary called him a gambler who enjoyed a dangerous game, and recognised the Machiavelli in him. Underneath, however, was nothing but a schoolboy; she fondly remembered how ‘the fun and hazard of it all would fill him with infectious delight’.

Of all the intelligence chiefs, Hall exercised the most authority because he was able to escape the confines of his department. No door was left unopened, no area of policy neglected, no aspect of the war untouched. As a result, all roads led to him: Guy Gaunt, Hall’s man in the USA, realised ‘what a powerful friend he was … when I saw the men who came quietly into his office. I think I saw most of the cabinet, and for that matter, everybody else in England of any note.’

Hall’s unique position owed a great deal to his forceful personality. However, it was the intelligence supplied by his codebreakers that justified his ubiquitous presence in the corridors of power. Credit goes to him for the way he marshalled this eclectic band of civilians, but it was their talent, ingenuity and perseverance that granted him the keys to the kingdom.

It was Churchill, as civilian head of the Admiralty, who laid the procedural and institutional basis for Room 40. Realising the immense advantages the codebreakers could provide, and equally aware that these would be rendered redundant if the Germans suspected that their communications were compromised, Churchill drew up a charter that guaranteed absolute security: the wireless intercepts were to ‘be written in a locked book with their decodes, and all other copies are to be collected and burnt. All new messages are to be entered in the book, and the book is only to be handled under the direction of the Chief of Staff’, a position occupied by Admiral Henry Oliver, a rigid workaholic who often did a 150 hour week; he was nicknamed ‘the Dummy’ because of his lack of facial expressions and monosyllabic utterances. Oliver would then circulate the decoded material to a handful of high-ranking naval personnel.
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The Old Admiralty Building, Whitehall, home to Room 40

While this degree of caution was understandable, it was not particularly practical and it placed Room 40 in a straitjacket that was hard to struggle free from, delaying its growth into a fully fledged, proactive intelligence organisation. However, in its chaotic early days, this was the least of Room 40’s problems as it stumbled into being.

Much of what we know about this period of Room 40’s life comes from one of its first recruits, Alastair Denniston. Born in 1881, Alastair’s father was a doctor who died of TB when he was ten. After performing well at school, he studied abroad, first at the Sorbonne in Paris and then at Bonn University, giving him a thorough knowledge of German, followed by a stint teaching languages at a school in Edinburgh and later at the Royal Naval College on the Isle of Wight: all ideal preparation for life in Room 40.

His pre-war claim to fame was as an athlete, playing in the Scottish hockey team at the 1908 London Olympics. The opening match took place on 29 October at Shepherd’s Bush Stadium in atrocious conditions and pitted Denniston’s Scotland against Germany. After winning the match 4–0, Scotland then faced England in the semi-final, played on the same day. The old enemy thrashed them 6–1 and went on to win gold by beating Ireland 8–1 in the final. A third-place play-off for the bronze medal between Scotland and Wales was abandoned after the Scots went home that evening; a historian of the sport concluded that ‘the Scotland players had to get back to work’. In the end, a compromise was reached: both teams were awarded bronze and Denniston became the proud owner of an Olympic medal.
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Alastair Denniston, one of Room 40’s earliest recruits

When Denniston joined Room 40, it only had five other staff. All of them, according to him, were ‘singularly ignorant of cryptography’. Isolated from their boss, they had to carry their results down the corridor to his secretary. By November, this small group were installed in Room 40. Their new home was on the first floor of the Old Admiralty Building in Whitehall. Tucked away, quiet, with a view over an inner courtyard, its discreet location compensated for the cramped conditions.

A shift system was organised: two staff on duty between 9 a.m. and 7 p.m., then one on night watch, all engaged in the business of translation, sorting and decoding. Initially messages were brought by a ‘never ending stream of postmen delivering bundles’, then by pneumatic tubes (originally developed to speed up the exchange of telegrams between businesses), ‘which discharged goods into a basket with a rush that shook the nerve of any unwitting visitor and much disturbed the slumbers of the nightwatchman’.

Night duty in those first few months was a lonely time. There were no washing facilities and it was ‘no good bringing pyjamas’. Instead, the night shift consoled themselves with ‘plenty of sandwiches’.

Intercepted German wireless transmissions would provide Room 40 with the bulk of the material it analysed. This relatively new technology was available to the navy through its close contacts with the Marconi Company. Before August 1914, it already had wireless telegraphy (WT) interception masts at sites in Stockton, Chelmsford, Dover and London, plus access to Marconi’s stations, and had begun to pick up German communications; in the opening days of the war, a steady stream began to accumulate.

Considering the secrecy shrouding Room 40 – only a handful of top brass knew of its existence – it’s hardly surprising that nobody thought to provide it with the messages that were coming in. Instead, it took the intervention of two well-heeled amateur radio enthusiasts to join the dots and connect Room 40 to its key source of intelligence.

Very few people in Edwardian England had the resources needed to own or construct a wireless set; those who did formed a socially exclusive club of hobbyists tinkering with primitive valves, amps and transmitters. One of these was Russell Clarke, a barrister, who began obtaining German intercepts. Quick to grasp their importance, he approached Sir Alfred Ewing, titular head of Room 40, and offered his services.

This was a fortunate chain of events, given the regulations laid out in the Defence of the Realm Act (DORA), which placed a plethora of restrictions on citizens’ rights, including the right to own a radio. Police forces across the land were ordered to ensure that no domestic wireless appliances remained in operation. Quite how Clarke evaded these conditions is unclear; Denniston speculated ‘that some rash official had tried his best on Russell Clarke and had been forced to retire worse for wear’. Clarke was soon joined by another radio ham, Bayntun Hippisley, who had also picked up signals ‘obviously of Hun origin’. Clearly there was a rich seam to be mined, and interception apparatus was installed at Hunstanton coastguard station in Norfolk.

Clarke soon realised that ‘he could intercept hundreds of … messages daily on short waves, which, if read, would give the daily doings of the German Fleet’. But Room 40 was still unable to make sense of them. Then the gods smiled on the codebreakers, not once but three times.

At 00.14 on 26 August, the Magdeburg, a German battle cruiser patrolling the Baltic, ran aground. Her captain ordered the destruction of two of her three copies of the Signalbuch der Kaiserlichen Marine (the Signal Book of the Imperial Navy), or SKM, leaving one available if they needed to signal for help. However, explosive charges that were meant to scuttle the vessel went off prematurely, and the crew began to abandon ship before the code books had been dealt with. At 04.10, the Russians showed up, and after three hours of inconclusive skirmishing, it was all over.

All three copies of the SKM were retrieved by the Russians, one from the ship and two from the sea. Exactly how this was done has never been conclusively established; Churchill, always ready to use poetic licence when the facts were lacking, wrote that ‘the body of a drowned German … was picked up by the Russians a few hours later, and clasped in his bosom by arms rigid with death, were the cipher and signal books of the German navy’.

The SKM was an immense tome containing 300,000 three-letter codes, each one referring to a plain-language word, phrase or name. Its covers were lined with lead, making it too heavy to hold in your hands. It had been in use for some time, pre-dating wireless, and included all forms of signalling employed by the fleet – flags, lamps and semaphore. Wireless codes, added later, were divided into sections featuring lists of ships, place names, compass bearings and map grid references.

The Russians understood the significance of the SKM. Knowing that the British navy would profit handsomely from it, they entrusted a copy to the son of the Russian ambassador in London, who gave it to the Admiralty on 13 October.

The next stroke of luck came courtesy of the Royal Australian Navy. On 11 August, they interned a German merchant ship in Melbourne harbour. On it was a copy of the Handelsschiffs Verkehrsbuch (HVB), a signal book that used four-letter codes. A month later, this copy was forwarded to the UK, arriving at the Admiralty in late October. Denniston recalled how Room 40 soon discovered that the HVB was used by the whole German fleet, including its submarines and airships.

The final find occurred during November, when British trawlers working in the neighbourhood of the spot where four German destroyers had been sunk close to the Dutch island of Texel, recovered a code book used by the German Admiralty and senior officers. The Verkehrsbuch (VB), which contained 100,000 code groups, each consisting of five numbers, was used for correspondence with the naval attachés abroad, especially in Madrid, where the German embassy was orchestrating sabotage and subversion across the Mediterranean and North Africa.

Thanks to this ‘magnificent draft of fishes’, as the haul was dubbed, Room 40 staff now had the means to decode everything the Germans said. They were helped immensely by the German reaction to these potential security breaches. On the day after the sinking of the Magdeburg, its squadron commander admitted that it was not known whether the SKM had been destroyed. However, an official hearing convened in September concluded that there was no evidence that the Russians had got hold of it. Prince Henry of Prussia, commander of the Baltic fleet, wasn’t so sure. He thought it was ‘probable’ that the Russians had recovered one of the signal books. Nevertheless – and incredibly – the SKM was not replaced until May 1917.

Not long after the Australians took possession of the HVB, the governor of German South-West Africa and various cruisers roaming the South Atlantic were informed that the book was compromised. Despite this warning, nothing further was done and the HVB stayed in use until 1916. As far as the VB was concerned, it never occurred to anyone that it might have fallen into the lap of the enemy, and it too was kept in operation until 1917.

The Germans’ inadequate and lethargic response to these incidents, coupled with the arrogant assumption that their codes were infallible, cost them dear. Room 40 had ample time to thoroughly familiarise itself with the habits, movements and intentions of the enemy’s battleships, U-boats and Zeppelins, while their networks of spies, conspirators and terrorists were similarly exposed. By the time the books were finally replaced, the British codebreakers had become so adept and experienced that they were able to tackle them head on.


Chapter 2

BATTLE STATIONS

At around 8 a.m. on 16 December 1914, two ships from a squadron of German battle cruisers under the command of Admiral Franz von Hipper opened fire on the Yorkshire resort of Scarborough. At the Grand Hotel overlooking the sea, one of the guests was shocked awake by ‘a tremendous noise’ and ‘looked out of the window and saw a huge flame and clouds of smoke’. As shells crashed into the town, thousands fled their homes and headed for the railway station. Half an hour later, the bombardment was over, leaving 12 dead – including a postman blasted to smithereens while delivering mail – 99 wounded, and churches, public buildings and homes reduced to smouldering ruins.

At roughly the same time, Hartlepool, an industrial town with a busy dockyard, 65 miles to the north of Scarborough, also came under fire from German ships. More than 300 houses were damaged, with 86 civilians killed and 424 wounded. An hour later, Whitby, 20 miles north of Scarborough, suffered a 10-minute bombardment and the loss of two lives.

Forty-eight hours earlier, Room 40 had picked up indications that the Germans were up to something. For the very first time, the codebreakers would have a major influence on the planning and tactics of a naval operation. According to First Lord of the Admiralty Winston Churchill, decoded messages suggested ‘an impending movement which would involve battle cruisers, and perhaps … have an offensive character against our coasts’.

At this point, Room 40 had received no indication that the bulk of the German High Seas Fleet, under the command of Admiral Friedrich von Ingenhol, was also going to be involved in the operation. As a result, only sufficient forces to deal with Hipper’s battle cruisers were put out to sea. This was a mistake. The German High Seas Fleet was indeed following in the wake of Hipper; it was to play a supporting role, either by offering assistance or by pouncing on any British ships that strayed across its path. However, a few hours before Hipper reached his targets, Ingenhol received information that the British were also on the move, and promptly turned his ships round and headed back to base.

Nevertheless, the codebreakers had still created an opportunity to catch Hipper unawares. To retain the element of surprise, no attempt was made to prevent the raids from being carried out. After all, if the British were ready and waiting, the Germans might suspect that their codes had been broken. Instead, the British cruiser force was to lie in wait for Hipper as he made his return journey. Due to poor weather and the confusion it caused, however, they were unable to engage him and he slipped safely back to Germany.

Though the Admiralty was disappointed that Hipper had escaped unscathed, and deeply embarrassed by the public’s justifiable outrage at its failure to defend the coast, Room 40 had proved its worth. Churchill drew comfort from the fact that ‘the indications upon which we had acted had been confirmed by events. The source of information upon which we relied was evidently trustworthy.’

The challenge facing Room 40 and the Royal Navy in 1914 was shaped by one of the great strategic military follies of the pre-war period, or indeed any period: the Kaiser’s quest to build a fleet to rival the Royal Navy. A lover of all things nautical, he jealously eyed the mighty British fleet and wanted one of his own to play with. Exactly what purpose his navy would serve, beyond satisfying his childish impulses, was not clear. More than anything else it convinced the British that the Germans were out to get them, and they responded in kind with their own massive building programme, which included constructing the biggest, most powerful warships the world had ever seen, the dreadnoughts, whose weight of fire was sufficient to wipe out any other vessel in existence thereby forcing the Germans to do the same.

Despite Germany’s huge commitment of money and manpower, it was not enough to achieve parity with the Royal Navy, and as the war began, Britain retained a decisive overall advantage, able to deploy 121 cruisers and 221 destroyers against Germany’s 40 cruisers and 90 destroyers. Crucially, in the North Sea, the British had 20 dreadnoughts to Germany’s 13. Closing that gap was nigh impossible: the British had more ships under construction and would continue to produce more than the Germans as the war wore on. The British ships were also faster and armed with heavier guns.

Many expected the British to capitalise on their superiority by seeking an immediate confrontation with the Germans. Lord Jellicoe, commander-in-chief of the British Grand Fleet, was not so gung-ho. As a veteran admiral with considerable experience of the German navy, he was fully aware of its strengths and had no intention of underestimating his enemy. His strategic thinking was dictated by a realistic assessment of the threat the High Seas Fleet posed, combined with his fear of the sudden and unsuspected destruction that the new weapons of naval war, the torpedo and the mine, could cause: on the first day of the war alone, the Germans laid 25,000 mines in the North Sea.

For Jellicoe, the preservation of British naval supremacy was paramount. The simplest way to safeguard it was to remain on the defensive and venture out only when necessary; the mere presence of the fleet enough to deter the Germans and maintain the maritime blockade that Jellicoe believed would ultimately win the war.

Positioned at the entrance to the North Sea and the Channel exits, the British navy exerted a stranglehold on Germany’s overseas trade, cutting it off from the rest of the world. Any ship carrying goods to Germany could be stopped and taken out of commission. By the middle of 1915, nearly half the total tonnage of Germany’s merchant fleet was marooned in neutral ports, unable to leave. Given Germany’s reliance on imports, this was a serious blow: 25 per cent of its dairy, fish and meat came from abroad; its potato crop depended on fertilisers, 50 per cent of which were imported from the USA, Chile and North Africa; while the Americans provided nearly all of its cotton, large quantities of wheat and 60 per cent of its copper.
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Admiral Jellicoe, commander of the Fleet during Jutland and the U-boat campaign

The Kaiser, reluctant to see his toys get broken, and hoping that his army would deliver a speedy victory, thereby rendering the blockade null and void, initially decided that the High Seas Fleet should remain as close to its bases as possible and not seek battle with the British. This was hard to swallow for many in the German navy, as they knew they were superior in a number of vital areas. Their ships had far thicker protective armour and as a result were less easy to sink; their gunnery was more accurate – in all confrontations with the British, they scored more hits on target; their optical equipment and rangefinders were more advanced and their searchlights more sophisticated, giving them greater capability to fight at night.

But as it became clear that the ground war would continue into 1915, the German naval high command managed to convince the still cautious Kaiser to let them off the leash a little. The aim was to nibble away at the British Grand Fleet by luring portions of it out to sea and into the arms of the German High Seas Fleet. Over time, operations like Hipper’s assault on Scarborough, the first of its kind, might reduce the deficit between the navies and provide the Germans with the opportunity to engage the enemy in a fair fight.

The German approach relied on surprise and deception. However, if the codebreakers in Room 40 could supply accurate predictions of the movements of the High Seas Fleet, they would not only deprive it of any tactical advantage but might also allow the British to engineer a situation that allowed them to catch a section of the German fleet away from its bases and expose it to the full force of Jellicoe’s dreadnoughts.

Not that the Germans lacked wireless interception and decoding capabilities of their own. In late 1914, after army units had picked up and decoded British messages emanating from Dover, the navy decided to get in on the act, establishing their main wireless interception station at Neumünster and forming a deciphering bureau, the Entzifferungsdienst, or E-Dienst.

At first this was staffed by naval men with no cryptographic experience or talent; only later did they draft in academics. Though the E-Dienst achieved some success, the British naval codes were generally more secure and changed more frequently than the German ones, and the Grand Fleet maintained better wireless discipline while at sea, running silent for most of the time. Critically, the Germans never considered the possibility, despite mounting evidence to the contrary, that their own codes had been broken.

As the number of interception aerials multiplied, the sheer volume of transcriptions of wireless messages, sent directly from the listening stations, and arriving by tube at Room 40, was becoming hard to handle. Three copies were made of messages that were processed successfully. Those that weren’t – a ‘vast number of fragments … in unknown codes or languages’ – were collected in a large tin, which was labelled ‘NSL’: Not Logged or Sent. In the minds of the codebreakers, the tin took on a life of its own, invading the dreams of one nightwatchman, who woke trembling in a sweat after a nightmare in which he had been put in the NSL and got lost. A constant reminder of what Room 40 was failing to accomplish, the tin soon became an object of hatred.

This mountain of stuff increased dramatically with the advent of direction-finding stations. Marconi had begun experiments on DF apparatus, which could pinpoint the origin and location of a wireless transmission, as early as 1905, and the results had been tested on a Cunard liner in 1912, but the system wasn’t perfected until 1914.

The man responsible for bringing DF technology to fruition was Captain Henry Joseph Round, one of Marconi’s key men and a true radio pioneer. With a first-class degree from the Royal College of Science, he joined Marconi in 1902 and achieved breakthroughs in the design of vacuum tubes, cathodes and diodes. By the end of his career he had acquired 117 patents; his work during the war on valve amplifiers vastly improved interception capability.

Seconded to the army, Round introduced DF stations to the Western Front. Then, in February 1915, he visited Hall at the Admiralty. Excited by the benefits DF could deliver, enabling Room 40 to pinpoint the location of battleships, U-boats and Zeppelins from the wireless signals they sent, Hall ordered Round to erect a station for the Admiralty. A site was chosen at Lowestoft, in Suffolk, and before long the number of DF facilities grew to six, dotted along the UK coastline.

By now, Room 40 desperately needed more staff. Recruitment was Hall’s domain, and as he acknowledged years later, when drafting his autobiography, the best candidates were ‘men who in normal times would have laughed at the idea that they could ever be of conceivable use to our Intelligence Services’. Hall utilised his social connections and unearthed writers, an expert on furniture and art, and several language teachers.

His main focus, however, was on academia. Confronted with the problem of having to decide what area of expertise might produce the best codebreakers, Hall concentrated on those with a background in alien languages, modern and ancient, on the basis that they would be familiar with the challenge of untangling the meaning of texts, grappling with unusual terms and syntax, and employing the sort of analytical rigour that codebreaking required.

One of the new recruits with a linguistic background was Nigel de Grey. Educated at Eton, the son of a rector, and fluent in French and German, de Grey had been working for the publisher William Heinemann before the war. Twenty-eight in 1914, he served in the Royal Naval Volunteer Reserve (RNVR) in Belgium during a doomed attempt to stop the Germans capturing Antwerp. The operation, Churchill’s brainchild, came too late to save the city, and the remnants of the small British force were left to fend for themselves, grabbing any opportunity they could to escape.

Back in the UK, de Grey was head-hunted by Hall and became one of Room 40’s most important codebreakers. His chief collaborator was Reverend William Montgomery, an expert in medieval German theology from Cambridge who had translated several obscure religious texts from that period into English.

Hall also scoured the universities for suitable individuals with classical training: men like Frank Adcock, future Professor of Ancient History at Cambridge, and Alfred Dillwyn Knox, better known as Dilly. By the general agreement of his Room 40 contemporaries, and those who continued their trailblazing work, Dilly Knox was the most gifted codebreaker of them all.

Skinny, bespectacled, and original in everything he did, Dilly perfected a style of spin bowling that bamboozled countless cricketers. He produced similar confusion when playing bridge, bewildering his opponents with his choice of cards. Riding his beloved motorbike, he was a danger to himself and others. In 1931, after years defying the odds, he had a serious crash and broke his leg. After that he got a car, an Austin 7, which he drove to High Wycombe station every day to catch the London train. During the 15-minute journey, he would recite Milton, often with his hands off the wheel. Almost nobody wanted a lift from him; one brave resident recalled how Dilly ‘used to amuse himself seeing how far he could go downhill with the engine off’.

Born in 1884, Dilly came from an ecclesiastical family. His grandfather was a wandering missionary who spent many years in India preaching to the poor and destitute; his father was an Anglican priest, and his mother a Catholic of Norman descent. Two of his three brothers would serve Rome, one as a populist writer and commentator on spiritual and moral issues, the other ministering to the dispossessed of east London; his other brother settled for secular pursuits, becoming a much-admired editor of Punch.

Growing up, the boys enjoyed inventing games and puzzles, and were obsessed with trains, learning the timetables off by heart and testing each other on them. It’s tempting to think that Dilly’s uncanny ability to hold vast amounts of abstract data in his head and imagine it arranged and rearranged in rows and columns came from studying Bradshaw’s Railway Guide.

Dilly was seven when the family exchanged the rural parish of Knebworth for the grim, dirty industrial district of Aston in Birmingham, crammed with factories and squalid terraced housing. His father threw himself into his work, and the presence of a railway track at the bottom of their garden delighted the boys, as did the thrill of riding trams round the city. However, during their first Christmas there, his mother came down with flu, and eight months later she was dead. Stunned by this terrible blow, his father packed Dilly off to stay with a widowed great-aunt in Eastbourne.

There he attended a local prep school, then Summer Fields near Oxford, before earning a scholarship to Eton, where he excelled in mathematics and classics. During the entrance exams for King’s College, Cambridge, he submitted two brilliant papers in Greek and maths, but didn’t bother to complete the others. Nevertheless, they offered him a place.

By now a pipe-smoking atheist with an interest in amateur dramatics, Dilly came under the influence of Walter Headlam, a brilliant but eccentric classics scholar who never took the right train, once rode a horse into a pond, and only used stamps that he liked the colour of. Headlam’s great project was deciphering, reconstructing and translating Herodas’ Mimes, a series of often obscene satirical dialogues that had been discovered during an archaeological dig in Egypt in 1889 and deposited in the British Museum. This selection of worm-eaten, faded and incomplete papyri had been transcribed by a slave around ad 100, which only added to the difficulties facing scholars who attempted to make sense of them. Undaunted, Headlam was determined to produce a satisfactory edition and enlisted Dilly’s help.

In June 1908, however, Headlam, always a frail creature, died suddenly at the age of 42. Dilly, having been made a fellow of King’s College in 1909, continued his mentor’s work, travelling back and forth from Cambridge to the British Museum. The job was all-consuming. He had to get the fragments of text in the right order – not easy given that there were chunks missing – fill the gaps where words and letters were absent, use inspired guesswork to account for the copyist’s mistakes, and, as there were no breaks in the script, decide which characters were speaking at any given point in the dialogues.

Despite these hurdles, Dilly made good progress until the war interrupted his efforts and he joined Room 40. As it turned out, the painstaking process of deciphering Herodas was the perfect training for life as a codebreaker. Almost immediately he demonstrated his instinctive flair for textual analysis by bringing to bear the methodology he’d practised when interpreting ancient Greek poetry. He set about scrutinising less sophisticated German communications, such as weather reports, for any careless errors made by the wireless operators during transmission – inaccurate spellings, short cuts or sloppy habits – that might provide clues to the cipher keys being used in more complex messages. This technique proved effective, and Dilly continued to use it throughout the war, with considerable success.

After the German navy’s initial attempt to catch the British Grand Fleet off guard during their attack on Scarborough, the next foray by Hipper’s battle cruisers occurred in late January 1915. On the 23rd, Room 40 got wind of it and Churchill was told that ‘these fellows are coming out again … and a raid upon the British coast was clearly to be expected’.

In fact Hipper intended to lurk near Dogger Bank with the rest of the German High Seas Fleet close by, and wait for the British battle cruisers to arrive, which they duly did. Unfortunately for Hipper, Ingenhol, his commander-in-chief, did his disappearing act again and withdrew, leaving him outnumbered by Beatty’s ships. During an inconclusive engagement, Hipper lost the Blücher but managed to escape further punishment when Beatty, wrongly believing that U-boats were in the vicinity, did not pursue his prey.

Despite once again proving its worth, Room 40 was generally regarded with suspicion by naval personnel. What could a bunch of civilians possibly know about the complexities of war at sea? Clearly, during the first few months of the war, this was a valid concern; as Denniston freely admitted, ‘of naval German, of the habits of war vessels of any nationality, they knew not a jot’. Schoolboy errors were made that seemed to confirm the prejudices of the Operations Division, whose job it was to interpret Room 40 material. On one occasion, Room 40 reported on the movements of a German ship, the Ariadne, which had in fact been sunk a few weeks earlier.

Incidents like this gave the Operations Division every excuse to exclude Room 40 from decision-making. When the codebreakers asked for a flagged map of the German coastline, the Operations Division refused. As Denniston caustically observed, ‘no attempt was made to develop the intelligence side of the work’.

Blinker Hall was the first to recognise the problem and take steps to address it. On 16 November 1914, he appointed a naval expert, Captain H. W. W. Hope, to act as Room 40’s guide and improve their intelligence analysis. With the volume of intercepted messages increasing and the direction-finding network expanding rapidly, Hope was able to put his knowledge to good use. Luckily, the Germans made life easy for him, as he was happy to acknowledge: ‘experience showed that the Germans were exceedingly methodical in their methods and a large number of routine signals were made day after day, which were of great assistance’.

This accumulation of data gave Hope and his team ‘a good working knowledge of the organisation, operations and internal economy of the German fleet’, and he was proud of the fact that nothing out of the ordinary happened without some kind of warning. Though Room 40 had begun as a skeleton crew struggling to come to terms with the unique language of naval warfare, it had in a short time become a well-oiled machine with an intimate knowledge of the enemy.

However, this transformation was not reflected in the processing of its intelligence. Decodes were still handed over with minimum comment to the Operations Division; there they were scrutinised by Henry Oliver, Chief of Staff, who personally decided what to show the Admiralty top brass, who then agreed amongst themselves what to tell their boss, Admiral Jellicoe.

Frustrated by a system that often meant he received important decodes too late or not at all, Jellicoe asked for the material to be sent directly to him. His request was denied. The negative consequences of sticking to a procedure set up in the first few weeks of the war, when Room 40’s potential was an unknown quantity, would be fully felt in 1916 at the Battle of Jutland, one of the largest naval actions in history.

But for now, all attention was focused on the German U-boat campaign under way in the Atlantic, where the Kaiser’s submarines were sinking large quantities of British shipping and threatening to sever the vital trade link with America.


Chapter 3

DEATH ON THE ATLANTIC: THE LUSITANIA

The potential impact of Germany’s U-boats was severely compromised by the rules of maritime engagement. Under international agreements, submarines approaching a civilian vessel were required to announce their presence and confirm without a shadow of doubt what the ship was carrying before engaging it. This procedural limitation blunted the U-boats’ offensive capability.

In early 1915, after much heart-searching and head-scratching, the Germans took the fateful decision to ignore these conditions and embark on unrestricted submarine warfare against vessels sailing in waters around the British Isles (except for a route north of Scotland): no warnings, no special pleading; any boat was fair game if the U-boat commanders suspected its cargo included war material, whether it be food, raw materials or weapons. The discretion to sink a ship, neutral or otherwise, was theirs.

It was a gamble, and a dangerous one. The chances of avoiding collateral damage while prosecuting an unrestricted submarine campaign vigorously enough to attain Germany’s goal of forcing Britain out of the war by crippling its trade with America were slim. The risk that civilians would become casualties was high. The unknown quantity was how America would react if German U-boats attacked American interests. As far as the Germans were concerned, it was a risk they had to take, for ships leaving neutral American ports were bringing war supplies to Germany’s enemies, so the submarine warfare policy, Germany hoped, would act as a deterrent to the USA, and not a provocation.

The man charged with performing this balancing act was the German ambassador to the United States, 51-year-old Count Johann von Bernstorff, a tall, polished, cold-eyed charmer with a blonde moustache. One of his first actions after the war began was to hold court for journalists in his suite at the Ritz-Carlton, a three-year-old luxury hotel in midtown Manhattan, conveniently located near all the New York social clubs of which von Bernstorff was so fond, as well as a short taxi ride away from the German Club on Central Park South. As newspapermen peppered the count with questions about the war in Europe, he paced the room excitedly, explaining to them in his flawless, witty English that they and their journals were wrong about the ferocious and unprecedentedly fatal battles being fought in Europe: the French were thoroughly beaten, the German invasion of Paris was imminent, and in any case, the Russians had started all the trouble.
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Count Johann von Bernstorff, the German ambassador to the USA, 1908–17

This was the first shot in a publicity war that von Bernstorff would wage as he tried to construct the ‘right kind of news’ for America by planting stories in pro-German newspapers like The Fatherland and Staats-Zeitung, throwing money at the New York Evening Mail and even attempting to buy the Washington Post.

Von Bernstorff had been recalled to Berlin in early July, shortly after the assassination of heir to the Austro-Hungarian throne Archduke Franz Ferdinand and his wife, the flame that lit the fuse of war. While there, he
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