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even knowing. McMafia is a journey through the new world of
international organised crime, from gunrunners in Ukraine to
money launderers in Dubai, by way of drug syndicates in
Canada and cyber criminals in Brazil. During his investigation
into the dark side Misha Glenny speaks to countless gangsters,
policemen and victims of organised crime, and also explores
the ferocious consumer demands for drugs, trafficked women,
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   INTRODUCTION

  It was the evening of April 30th, 1994, and spring had settled on Woking in Surrey. The Barnesbury Estate is not quite middle-management, but there is no shortage of aspiration in this part of southern England. And as dusk fell on Willow Way, a quiet road of terraced housing, cars had already been garaged and families sat down for dinner and Saturday-night television.

  At nine o’clock, a man emerged from his red Toyota outside No. 31. Carrying a flat blue-and-white box, he strolled up to the front door and tapped on it. Inside Karen Reed, a 33-year-old geophysicist who analysed seismic data for a living, was enjoying a glass of white wine and a chat with a friend when they heard the man’s muffled voice through the window. ‘Have you ordered a pizza?’ he enquired. Karen opened the door, whereupon the pizza deliverer drew a .38 pistol and shot her several times in the head with calm deliberation. The killer then ran back to the car and drove off.

  Karen Reed was not the intended victim that night. There was a reason for the murderer’s confusion, however. His real target was Karen’s sister, Alison Ponting, a producer at the BBC World Service who was living with Karen at the time, but happened to be out that evening. The killing had probably been carried out at the instigation of Djokar Dudayev, President of the Republic of Chechnya.

  In 1986, Alison had married a chubby Armenian charmer, Gacic Ter-Oganisyan, whom she had met a couple of years earlier while studying Russian at university. The marriage triggered a chain of improbable events, which eight years later unleashed the whirlwind of death, imperialism, civil war, oil, gangsterism and nationalist struggle that is otherwise known as the North Caucasus upon the sleepy commuter town of Woking.

  Eighteen months before Karen’s murder, two brothers, Ruslan and Nazarbeg Utsiev, had arrived in London as envoys of President Dudayev, with a brief to arrange the printing of passports and banknotes for the new Chechen state. Ruslan was the volatile Dudayev’s most trusted adviser and a hardliner in the faction-ridden administration. His brother was a martial-arts expert and general muscle-for-hire. Along with their public mandate to print the documents of the putative Chechen state, they had a number of other missions: to secure a $250 million loan from an American businessman for the modernisation of Chechnya’s huge oil refineries; to conclude negotiations with the German energy company, Stinnes AG, for the quick sale of Chechen oil at world prices; and, as investigators later discovered, to purchase 2,000 ground-to-air Stinger missiles. To embark on such complex negotiations, the Chechen Government representatives needed a skilled interpreter and fixer. Ruslan remembered that he was once interviewed by a BBC producer, Alison Ponting, and he turned to her for help. She suggested her husband, Ter-Oganisyan, hoping, perhaps, that he would find gainful employment.

  During his time in London, Alison’s Armenian husband had developed into the consummate chancer. Ter-Oganisyan was ducking and diving: smuggling, setting up fake companies for money-laundering and also doing menial work when his tentative criminal activities dried up. Initially the macho Caucasian trio hit it off, holding raucous parties to which a stream of call girls were invited. Not surprisingly, Alison was increasingly unhappy at the behaviour of her husband and the two Chechens, as were the wealthy occupants of Bickenhall Mansions, the apartment block a stone’s throw from Sherlock Holmes’s reputed domicile at 221b Baker Street, where the Utsiev brothers had found a flat.

  At some point, relations between the Armenian and the Chechens soured. Later, England’s Crown Prosecution Service insisted that Ter-Oganisyan had discovered that the Stinger missiles were destined for Azerbaijan to be deployed in the war against his home country, Armenia. There was a second theory – that the Stingers were indeed bound for Chechnya, and that the Utsiev brothers and Ter-Oganisyan fell out over money. What is certain is that Ter-Oganisyan alerted senior members of the Armenian KGB to the Utsiev brothers’ activities and a couple of hitmen were dispatched from Los Angeles, the centre of the Armenian diaspora in the United States, to London.

  The Utsiev brothers were murdered in gruesome fashion (Ruslan’s body was dismembered and only discovered when it fell out of a packing case en route to the north-London suburb of Harrow). Ter-Oganisyan is now doing life for their murders, while a co-defendant, an officer of Armenia’s KGB, hanged himself at Belmarsh prison while awaiting trial.

  I was appalled when reading about this case at the time, not least because I discovered that Alison and Karen’s father was David Ponting, a lecturer in drama at Bristol University, where I had been an undergraduate. His one-man show about Dylan Thomas had made a great impression on me when I studied there. David had taught me radio production, skills I would later employ as the BBC’s Central Europe correspondent.

  After Karen’s murder, Alison accepted an offer to go into a witness-protection scheme. Deprived of his children, David moved to the United States, where he worked for a while as an actor. Later, he, too, went underground.

  The Pontings were gentle and unassuming. It is hard to imagine a family less likely to be involved in a political mafia killing from the former Soviet Union. But as one of the officers involved in the Utsiev brothers’ case pointed out at the time, ‘We were suddenly dealing with crime and politics from a part of the world that, to be honest, none of us in the Metropolitan or Surrey police had ever heard of. We knew nothing about the wars, about the crime and about the politics – we were, frankly, all at sea.’

  Around the world, a new type of country was emerging – the failing state. And the fallout was visiting Britain for the first time.

  The post-Second World War order began to crumble in the first half of the 1980s. Its dissolution followed no obvious pattern, occurring instead as a series of seemingly disparate events: the spectacular rise of the Japanese car industry; communist Hungary’s clandestine approach to the International Monetary Fund (IMF) to explore a possible application for membership; the stagnation of India’s economy; President F.W. de Klerk’s first discreet contacts with the imprisoned Nelson Mandela; the advent of Deng Xiaoping’s reforms in China; Margaret Thatcher’s decisive confrontation with Britain’s trade-union movement.

  Individually, these and other events seemed to reflect the everyday ups and downs of politics; at most they were adjustments to the world order. In fact, powerful currents below the surface had provoked a number of economic crises and opportunities, especially outside the great citadels of power in Western Europe and the United States, that were to have profound consequences for the emergence of what we now call globalisation.

  There was one development, however, that had its roots firmly in America and in its primary European ally, Britain. The world was taking its first steps towards the liberalisation of international financial and commodity markets. American and European corporations and banks had begun to prise open markets that had hitherto maintained strict controls on foreign investment and currency exchange.

  Then came the fall of communism in 1989, first in Eastern Europe and then in the mighty Soviet Union itself. Out of ideas, short of money and beaten in the race for technological superiority, communism fizzled out in days rather than years. This was a monumental event, which fused with the processes of globalisation to trigger an exponential rise in the shadow economy. These huge economic and political shifts affected every part of the planet.

  Overall there was a significant worldwide upsurge in trade, investment and the creation of wealth. That wealth was, however, distributed very unevenly. Countless states found themselves cast into the purgatory that became known as ‘transition’, a territory with ever-shifting borders. In these badlands, economic survival frequently involved grabbing a gun and snatching what you could to survive.

  The fall of communism was, of course, a great victory for the West, demonstrating the superiority of the world’s democracies over communist dictatorship in every respect. Europe celebrated the unification of Germany and the liberation of many Eastern European countries. The new Russia was quite content, it seemed, to give up its military dominance of the region, disbanding NATO’s erstwhile rival, the Warsaw Pact. Initially reluctant, Moscow then allowed the other peoples of the dying Soviet Union to form their own independent states, fulfilling their national aspirations.

  Looking back, this was the high point of my own life. In my teens, I had become involved in Western organisations supporting the beleaguered opposition throughout Eastern Europe, such as Poland’s Solidarity and Czechoslovakia’s Charter 77. I had done everything from translating documents to smuggling dismembered photocopying machines across the Iron Curtain to the dissidents. And so when I stood five yards behind Czechoslovakia’s great moral leaders, Vaclav Havel and Alexander Dubcek, as they addressed their public from a balcony above Prague’s Wenceslas Square in November 1989, I felt both a sense of real achievement and cautiously optimistic about the future of Europe and the world.

  However, the initial euphoria was soon dampened by indications, admittedly in rather obscure places, that the new world of peace and democracy might face some teething problems. In the Caucasus along Russia’s southern border, sporadic reports emerged of fighting in obscure pockets of the region. In parts of Africa, such as Angola, wars that had started as proxy conflicts between American- and Soviet-backed forces did not end like the Cold War – if anything, they intensified. Then the former Yugoslavia dissolved into a murderous civil war, presenting the new united Europe with a challenge that it was entirely unable to meet.

  The new circumstances bewildered old international institutions. Everybody had to improvise and nobody quite understood the implications of their actions.

  One group of people, however, saw real opportunity in this dazzling mixture of upheaval, hope and uncertainty. These men (and occasionally women) understood instinctively that rising living standards in the West, increased trade and migration flows, and the greatly reduced ability of many governments to police their countries combined to form a goldmine. They were criminals, organised and disorganised, but they were also good capitalists and entrepreneurs, intent on obeying the laws of supply and demand. As such, they valued economies of scale, just as multinational corporations did, and so they sought out overseas partners and markets to develop industries that were every bit as cosmopolitan as Shell, Nike or McDonald’s.

  They first became visible in Russia and Eastern Europe, but they were also exerting an influence on countries as far away from one another as India, Colombia and Japan. I spotted them in the early 1990s when I was covering the wars in the former Yugoslavia as the BBC’s Central Europe correspondent. The booty that paramilitary units brought home with them after destroying towns and villages in Croatia and Bosnia was used as capital to establish large criminal empires. The bosses of these syndicates became rich very quickly. Soon, they established smuggling franchises that conveyed illicit goods and services from all over the world into the consumer paradise of the European Union.

  As a writer on the Balkans, I was invited to many conferences to discuss the political issues behind the disastrous wars in the region. It was not long before I received invitations to gatherings discussing security issues. Politicians, policemen and non-governmental organisations (NGOs) were all hoping to learn what lay behind the immense power of organised crime in the Balkans and beyond. However, most knowledge of the new wave of global crime was anecdotal at best. Nobody had joined up the dots.

  Initially I looked at the networks and motives of criminal groups in the Balkans, but quickly realised that in order to understand crime there, I would have to extend my research to other parts of the world: the regions that produce criminal goods, like Russia, South America, Africa, India and China; as well as the regions that consume them, like the European Union, North America, Japan and the Middle East.

  Among the many consequences of the Soviet collapse was the emergence of a thick belt of instability that began in the Balkans and stretched all the way across the Caucasus, the so-called stans of Soviet Central Asia, and on to the western edge of China and the north-west frontier of Pakistan.

  This was the New Silk Route, a multi-lane criminal highway that linked the belt with other troubled regions such as Afghanistan, and which permitted the swift and easy transfer of people, narcotics, cash, endangered species and precious hardwood from Asia to Europe and further to the United States.

  This clutch of uncertain new states on the southern periphery of the former Russian empire was born as the pace of globalisation accelerated. And as the scramble for power began along the New Silk Route, the need for money to buy political influence became ever greater. Those harbouring ambition in the failing states needed this anarchic swathe of territory for three related transactions: to transfer cash to the sanctity of Western banks and real estate; to sell illicit goods and services into the European Union, the United States and eastwards to Japan; and to buy and sell arms within the former Soviet Union and export them into the world’s trouble spots.

  ‘In ’93/94 I started working in law enforcement, knowing that globalisation was beginning to have an impact on a whole range of issues,’ Jon Winer told me in his plush office a couple of blocks from the White House. The architect of the Clinton administration’s organised-crime strategy, Winer had spotted these new developments earlier than most. ‘The paradigm was El Salvador,’ he continued. ‘After the war, people decided to use their arms caches to make money in criminal gangs. And then we saw that the right-wing paramilitaries and left-wing guerrillas began working together! Burglary, car-jacking plus kidnapping, car theft …’

  Winer had stumbled across something that still plagues peace initiatives aiming to stop wars that engulf failed states. When diplomats succeed in bringing the fighting to a halt, they are confronted with a wrecked local economy and a society dominated by testosterone-driven young men who are suddenly unemployed, but have grown accustomed to their omnipotence. If you want lasting stability, you have to find useful jobs to occupy them. Otherwise these people find irresistible the temptation to retrain themselves as organised criminal units. In retrospect, Winer argued, the extent of this problem in El Salvador and other conflicts from the 1980s was a stroll in the park compared to what the 1990s had in store: ‘The main sources of revenue in Salvador were not car-jacking or drugs. But when you got to the Balkans or the Caucasus, the main source of revenue in society was criminal. Now you had a very different model!’

  The deepening links in a globalising world magnify the impact of immense disruptions to the international order, like the collapse of the Soviet Union. And for the first few years after the event, nobody had the slightest notion what the sudden injection of huge sums of mineral wealth and criminal profits into the legitimate and shadow economies actually implied. And those who did observe some changes in the way the world worked were frequently baffled by it. What was a cop on the beat in leafy Woking expected to know about the internecine struggles of the Caucasus?

  Academics and researchers have channelled considerable energy into understanding the process of ‘licit’ globalisation, a process that is largely regulated and quantifiable. But since the liberalisation of international financial and commodity markets, on the one hand, and the fall of communism, on the other, the shadow economy has shot up as a percentage of global GDP. According to figures culled from the IMF, from the World Bank and from research institutes in Europe and North America, it now accounts for between 15 and 20 per cent of global turnover.

  Of course, this includes a multitude of sins, like tax avoidance, which cannot be ascribed to a growth in transnational criminal conspiracies. But given that the shadow economy has become such an important economic force in our world, it is surprising that we devote so little effort to a systematic understanding of how it works and how it links into the licit economy. This shadow world is by no means distinct from its partner in the light, which is itself often far less transparent than one might suspect or desire. In both banking and commodity trading, the criminal operates much closer to home than we think.

  That vast unregulated economic area is a swamp that contains protein-rich nutrients for a host of security problems. International terrorism certainly feeds in these same grounds, but in terms of the death and misery caused, terrorism is a primitive and relatively insignificant species. Crime and the pursuit of money or political power have proved incomparably more damaging over the last two decades. The concentration of huge resources on fighting terrorism to the neglect of other security problems is the consequence of chronic mismanagement, especially under the administration of President George W. Bush. It is striking how all opinion polls in Iraq since the invasion have placed corruption and crime in equal first place with terrorism as the major concern for citizens. The impact of the former – not just in Iraq alone, but across the Middle East – will last long after the latter has diminished.

  From the Balkans, which I knew well, I embarked on a journey around the world in an attempt to trace the history of the astonishing growth in organised crime and the shadow economy over the last twenty years. On my travels, I met fascinating characters of great intelligence, vitality, courage, wit and spirit. Many were criminals, some were victims, others were politicians, policemen or lawyers. Almost all were happy to tell their strange, frightening and even funny stories. The nature of the topic means that many were only willing to speak anonymously and for that reason names have sometimes been changed. 1 I would like to thank all those I interviewed and consulted for their time and their profound insights.

  I hope their stories contribute to solving the puzzle of how organised crime fits into a globalised planet. I also hope they offer some clues as to how politicians and police might address these problems to prevent men and women, like Karen Reed, falling victim to this shadow world.

  


   PART ONE

  THE FALL OF COMMUNISM


   1

  DEATH OF AN AMERICAN

  The bells tolled uninterrupted for fifteen minutes as they carried the coffin into St Nedelya’s Cathedral. At the head of the procession was Patriarch Maxim, head of the Bulgarian Orthodox Church, and behind him several thousand mourners. It seemed as if le tout Sofia had come on that blustery cold Friday in March 2003 to pay their final respects to Ilya Pavlov, the man who had defined the 1990s for them.

  At the end of the service, thirty brothers from the dear departed’s Masonic Lodge, the Antient Free and Accepted Scottish Custom, closed the doors of the Cathedral. Dressed in jet-black suits and clasping bouquets of white flowers, the men performed a secret ritual to speed ‘Brother Pavlov to the Eternal Orient’. His overall, gloves and the Lodge’s crest then ‘accompanied Brother Pavlov to the Grand Architect of the Universe’.

  A government minister bore a message from the Prime Minister, Simeon Saxe-Coburgotski. Formerly the King of Bulgaria, the lean and elegant Simeon had relinquished his claim to the throne in order to lead his country and its government out of the morass of the late 1990s after his political party had won a landslide victory in the elections of 2000. ‘We shall remember Ilya Pavlov,’ read the King’s telegram of condolence, ‘because he created jobs for many families in a difficult period for the people. We’ll remember him for his spirit as a businessman and for his extraordinary energy.’

  MPs, artists, the bosses of the most important oil companies and banks, two former Miss Bulgarias, the entire CSKA soccer team (to Bulgarians, a fusion of Manchester United and the Yankees) all joined Pavlov’s grieving family. There, as well, was another prominent group of his acquaintances, better known to the Bulgarian public by their nicknames: ‘The Skull’, ‘The Beak’, ‘Dimi the Russian’ and ‘The Doctor’.

  The most conspicuous absentee was the American Ambassador to Bulgaria, Jim Pardew. The Embassy had made urgent enquiries a week earlier, on March 7th, when a single sniper bullet had felled Ilya Pavlov at a quarter to eight in the evening as he chatted on the phone outside the headquarters of his mega-corporation Multigroup. The death of such an eminent and wealthy American citizen on foreign soil would naturally raise serious concerns for the US and its representatives.

  Pavlov would never have made it to the White House as he was not born in America. But he was still a proud foot soldier in that mighty army of naturalised immigration to the US. The only curious aspect about Pavlov’s aspirations to American citizenship was that two consecutive US ambassadors to Sofia vigorously opposed them. Both diplomats made personal representations in Washington to try and prevent Pavlov entering the country, let alone having US citizenship bestowed upon him. But Pavlov also had his supporters in the United States. Despite an FBI investigation into his past activities, not to mention heightened security concerns after 9/11, Pavlov received his American passport.

  In the 1970s and 1980s, communist Bulgaria was only topped by Romania and Albania as the most miserably depressing place to live in Europe. I recall tramping through the fog-bound streets of Sofia, drifting from one shade of grey to the next in search of a restaurant or café to alleviate the boredom. As a foreigner and journalist, my personal hospitality pack always included at least two minders from the DS (the Bulgarian equivalent of the KGB State Security) who tracked my every footstep. Their presence ensured that on the rare occasion I persuaded ordinary folk to engage in conversation, the best I could hope for was a little chit-chat about the weather.

  But slowly I understood that beneath this moribund conformity there were eddies of activity, some quite vigorous, which nourished more interesting lifestyles – not the pained martyrdom of intellectuals and dissidents who fought courageously against the injustice of communism, but those who through serendipity or good fortune found ways to mould parts of the system to their advantage.

  As a teenager growing up in the 1970s, young Ilya Pavlov had one particular skill that marked him out from most of his peers – he was an accomplished wrestler, indeed the champion of Bulgaria in his weight class. Had he been very smart or a gifted rock guitarist, Ilya might have landed in trouble, as these talents usually led youngsters to a life of rebellion and disobedience. But in Bulgaria, the greatest heroes were not soccer or tennis players, but muscle-men. Before the fall of communism, weightlifting, wrestling and boxing were dominated by Eastern Bloc states, which routinely pumped their promising sportsmen and women with gallons of steroids in the search for Olympic glory.

  A pro in all but name, the successful wrestler could expect public acclamation (and fringe benefits such as casual sex on tap), money, an apartment and a car (the last two being out of the reach of all but the most fêted youngsters). Pavlov would have anticipated this when he was picked out to attend the Institute for Physical Culture in Sofia, Bulgaria’s elite breeding ground for future Olympians.

  Ilya was doubly advantaged because his father ran a restaurant and bar in Sofia, where his tough young son worked. ‘At that time, being a barman or waiter conferred considerable social status on you,’ explained Emil Kyulev, a graduate of the Police Academy and Pavlov’s contemporary. ‘He hung out with a lot of tough guys, and people looked up to him. That way he also came into contact with the security services.’

  For an uneducated young steer like Pavlov, the DS was not the Orwellian instrument of repression that people in the West perceived. For some Bulgarians, it was an avenue to status and influence. If, as many claim, Pavlov worked as an informant for the DS, then he could expect rewards. His most important came in the shape of a pretty young woman, Toni Chergelanova, who accepted his proposal of marriage in 1982. A greater catch than the girl was her father, Petur Chergelanov, who worked for State Security. Ilya had wed into secret-police royalty.

  The Bulgarian State Security Service was held in special regard by its Soviet masters for its efficacy and reliability. Usually invisible, it never disappointed on those occasions when it did catch the public eye – the DS masterminded the death of the Bulgarian dissident Georgi Markov, who, when working for the BBC in London, was struck down by a poison-tipped umbrella as he strode across Waterloo Bridge in 1978.

  The business of eliminating enemies of the state Le Carré-style was mere icing on the cake. The most important and lucrative trade of the Bulgarian secret service was smuggling – in drugs, in arms and in high tech. ‘Smuggling is our cultural heritage,’ Ivan Krastev, Bulgaria’s leading political scientist, told me. ‘Our territory has always nestled between huge ideologies, between Orthodoxy and Roman Catholicism, between Islam and Christianity, between capitalism and communism. Empires riddled with hostility and suspicion for one another, but home, nonetheless, to many people who want to trade across the prohibited boundaries. In the Balkans, we know how to make those boundaries disappear. We can cross the roughest sea and traverse the most forbidding mountain. We know every secret pass and, failing that, the price of every border guard.’

  Fortified by the might of the totalitarian state, the DS took full advantage of this romantic tradition. As early as the 1960s, it established a company called Kintex, which enjoyed a monopoly on the export of arms from Bulgaria and sought out markets in trouble spots like the Middle East and Africa. At the end of the 1970s, the DS expanded Kintex by setting up the ‘Covert Transit’ Directorate. Its primary role was to smuggle weapons to African insurgent groups, but soon the channels were also being used for illegal people-trafficking, for drugs and even for the smuggling of works of art and antiquities.

  Other companies specialised in the sale of an indigenous Bulgarian amphetamine, Kaptagon, to the Middle East, where it was a hugely popular drug due to its alleged aphrodisiacal properties. In the other direction, some 80 per cent of heroin destined for the Western European market would cross into Bulgaria from Turkey at the Kapetan Andreevo border point and into the hands of the DS. Not only did Bulgaria make big money out of this, but the trade helped to undermine capitalist Western Europe by flooding it with cheap heroin.

  The DS enabled Bulgaria to play a pivotal role in the distribution of illicit goods and services between Europe, the Middle East and Central Asia. But it was resolute in preventing anyone else from muscling in on the trade. Bulgaria’s border force was ruthless, and severe punishments were meted out to anybody caught smuggling drugs or weapons without authorisation. This resolve was not born of a commitment to uphold the rule of law (a concept that was anathema to the Security Service), but to underscore the DS’s economic monopoly.

  According to the dictates of the Soviet Bloc’s unwieldy trade association, COMECON, which determined the ‘socialist international division of labour’, Bulgaria was to be the heart of the electronics industry, while Moscow ordered Czechoslovakia to concentrate on producing turbines for power stations and Poland to produce fertiliser.

  As a consequence, in the late 1970s, Bulgaria (the most rural of all Eastern European economies) flowered into an unlikely centre of the magnetic-disk and computer industries. The Pravets was born – Europe’s first socialist PC, which was manufactured in the eponymous little town twenty-five miles north-east of Sofia that (not coincidentally) was the birthplace of Todor Zhivkov, Bulgaria’s long-standing dictator.

  Moscow charged the DS with breaking the COCOM regime – this was the regulatory body set up by the United States, which included Western Europe and Japan, to prevent sensitive high-tech equipment with possible military usage from making its way through the Iron Curtain and into the Soviet Union.

  The DS conscripted some of Bulgaria’s most senior scientists, with the goal of supplying Bulgaria and the Soviet Union with advanced technologies over which COCOM had imposed an embargo. Two years later, it established clandestine companies abroad into which revenues of about $1 billion flowed from the illegal sale of technology.

  The most important spin-off from this was the Memory Disks Equipment company (known as DZU), where Bulgaria began to build a team of gifted hardware and software engineers. It was a profitable business. ‘According to our clients’ estimates,’ a former intelligence boss later admitted, ‘between 1981 and 1986, the annual profit of technological and scientific intelligence activities was $580 million – i.e., this would have been the price of technologies had we bought them.’

  All three industries – drugs, arms and high tech – were deemed of immense strategic value to the Bulgarian state. At the heart of the smuggling operations lay Military Counter-Intelligence, the 3rd Directorate of the DS, which controlled all of Bulgaria’s borders. And the head of Military Counter-Intelligence was General Petur Chergelanov, father-in-law to Ilya Pavlov.

  In 1986, as Mikhail Gorbachev consolidated his authority in Moscow, Western leaders were unaware that the Soviet Union’s hegemony over its Eastern European allies was coming to an end. The Bulgarian State Security Service had no such illusions about the system it policed. An experienced observer of the Soviet scene, the DS’s leadership calculated that communism did not have long to last.

  Under pressure from Gorbachev, the Bulgarian Communist Party had passed Decree 56, which overnight permitted the opening of private enterprises in Bulgaria and allowed the creation of joint-stock companies. Many in the Party, still hardliners, were shocked by this development as it looked like the thin end of a capitalist wedge. But the Security Services, which habitually subordinated ideology to the love of power, took it in their stride.

  ‘When I looked at the trade register for 1986, it struck me,’ explained Stanimir Vaglenov, a Bulgarian journalist who specialises in corruption and organised crime, ‘that the Security Services founded the first company a week after Decree 56 came into effect. And within the first year, members of the DS had founded 90 per cent of the new joint-stock companies!’ While the bulk of Bulgaria’s long-suffering population was still being force-fed the rhetoric about socialism’s bright and eternal future, the regime’s most senior representatives were teaching themselves how to make money. Big money. Having spent forty-five years expounding the theoretical evils of capitalism to ordinary Bulgarians, the secret police were now keen to demonstrate those evils in practice.

  In 1988, a year before the collapse of communism, Ilya Pavlov himself registered Multiart, a company dedicated to the import and export of antiques and high art (using the secret channels established by the DS for selling arms through Kintex’s Covert Transit Directorate). Business flourished, and before long Pavlov had become the talk of the town, bursting into one of the new private restaurants with a team of stunning young women swinging behind him – the lizard had acquired a tail. ‘Multiart was in fact a big mess,’ Pavlov later conceded in describing his early days. ‘We developed a whole string of businesses without any structure.’ One of Multiart’s co-directors was Dimitur Ivanov, boss of the 6th Directorate of the DS. Ivanov introduced Pavlov to Andrei Lukanov, the country’s leading reform communist. Ilya Pavlov, one-time champion wrestler, all-round toughie and glitzy playboy, was on the verge of a new career.

  Andrei Lukanov beamed mischievously as we surveyed the chaotic parliamentary proceedings in the last days of 1989. ‘This is all going rather well, don’t you think?’ I was perplexed. ‘But aren’t you worried about ordinary people’s reaction towards communists like you?’ I asked him. ‘Oh no, Misha, you mustn’t be alarmist,’ he retorted in impeccable English, ‘I have always wanted to change, and things are about to get much better.’

  Despite his slightly gnomish face, Lukanov was charm personified (in stark contrast to most other influential communists). People, including me, took an instant liking to him. A polyglot with the smoothest political patter, Lukanov was born in Moscow, where he maintained a dense web of connections. He had assumed the role of Prime Minister after the overthrow of the dictator, Todor Zhivkov, in November 1989 and, together with Ilya Pavlov and their friends in the DS, he was planning to hijack the Bulgarian economy. Almost all their bases were covered – Lukanov controlled the political machine; Dimitur Ivanov mobilised the Security Services network; Ilya and his wrestler friends provided the muscle.

  The only thing missing was support from the democratic opposition. The newly formed Union of Democratic Forces, with unstinting financial and political backing from the American Embassy, had seized the moral high ground in Bulgarian politics after the 1989 revolution. It was bitterly hostile to the communists for the destruction they had wrought on the country. Pavlov and his colleagues were all closely associated with the communist regime, and so they needed to neutralise any opposition attempt to foil their business plans.

  In 1990, Ilya came up with the solution. A good friend was the deputy head of Podkrepa, Bulgaria’s fiercely anti-communist independent trade union, which also received strong support from the American Government. Pavlov persuaded Podkrepa’s bosses that the real enemies of ordinary workers were the communist-appointed directors of the big state-owned factories.

  ‘Ilya’s game was simple.’ Boyko Borissov speaks with authority. In his mid-forties, the former General Director of the Interior Ministry is a black belt in karate. He also used to be involved in the insurance industry before joining Prime Minister Saxe-Coburgotski as his bodyguard. The quintessential poacher turned gamekeeper, he has inside knowledge of the criminalisation of Bulgaria. ‘It was called the Spider Trap. Ilya walked into the office of the director of Kremikovtsi, one of the biggest steel works in Eastern Europe. He was accompanied by a boss of the most powerful trade union, and then sitting there is Dimitur Ivanov, the man who until recently was head of the 6th Directorate. And these guys tell the director of the enterprise – “You have a choice … Work with us or we will destroy you!”’

  Pavlov told the Director that from now on he would be buying raw materials not directly from the Russians at a subsidised price, but from one of his companies at the world market price. And then, instead of selling the end product directly to the consumer, the Director would have to sell it at a knock-down price to another of Ilya’s firms, which would then sell it on the open market. He controlled the entrance and exit to the factory – the Spider Trap.

  The simplicity and efficacy of this system delighted Pavlov. The government run by Lukanov continued to provide subsidies to the company over many years. ‘The enterprise doesn’t collapse immediately,’ said Emil Kyulev, one of Bulgaria’s richest bankers before his assassination in October 2005. ‘You hang a goat on a hook and cut it at its foot and it will expire very slowly as the blood leaves its body, drop-by-drop – it agonises over the years. Pavlov and friends created these holding companies in virtually every branch of the Bulgarian economy, in agriculture, in transport, in industry, energy – you name it. The holdings were parallel to the branch organisations of Podkrepa – wherever Podkrepa was, Ilya would create a holding company.’

  After the revolution of 1989, Bulgaria’s social-security system collapsed, leaving a trail of poverty and destitution in its wake. The country had been hit hard as it emerged from the cave-dwelling existence of socialist economics into the blinding sun of free-market capitalism. Under communism, factories had survived thanks to massive state subsidies, while the Soviet trading bloc ensured their shoddy products a guaranteed sale on Eastern European markets. When the Berlin Wall fell in 1989, Bulgaria’s markets crumbled with it.

  With industry in near-terminal crisis, agriculture – the economy’s traditional mainstay – assumed ever greater importance, but this sector, too, ran into trouble. The European Union was unwilling to increase its minuscule imports of Bulgarian agricultural produce, as this would undermine its protectionist racket masquerading grandly as the Common Agricultural Policy (CAP). As the world’s major powers began to trumpet the revolutionary significance of globalisation in the early 1990s, they skimmed over its inconsistencies. When countries opened up in the hope of greater cooperation with the mighty Western economies, the EU, the US and Japan demanded that these emerging markets accept the sale of European, American and Japanese goods. At the same time, they insisted on low corporate tax rates in exchange for new investments as the vogue for ‘outsourcing’ production to keep down labour costs took hold among Western corporations.

  Within months of the end of communism, Snickers, Nike, Swatch, Heineken and Mercedes had begun their irresistible march eastwards, conquering in a matter of weeks those parts of Europe that had defied even Napoleon and Hitler. Entranced by the novelty and quality of these must-have Western goods, the peoples of Eastern Europe (and Africa and Asia for that matter) dug deep to spend what little money they possessed to acquire the new status symbols.

  It is a universally acknowledged truth of international trade that if you import goods and services into your country, you need to export others in order to pay for them (the poorer the country, the more urgent the need – it is much cheaper for rich countries like the United States to run up ludicrous debts). Bulgaria’s high-quality soft fruits, cotton, roses, wines and cereals could have played a vital role in restoring this battered little economy – such goods could perhaps have offset some of the cost of the new Western products flooding the market. Unfortunately, the opportunities were severely limited by arrangements like the CAP, blocking the sale of agricultural produce. Bulgarian consumer goods were still socialist in design and durability (that is, they were ugly and did not work) and therefore no competition for Western consumer products. So the problem of how to pay for the growing number of Western imports remained.

  While most Bulgarians experienced a sudden collapse in living standards, a small minority was taking advantage of the chaos. By 1992, Ilya Pavlov had become a multimillionaire and on his way to becoming a billionaire by transferring the assets of the state into his private liquid capital using the Spider Trap. Still in his early thirties, he soon created a sister company in Vienna, Virginia, just outside Washington, DC. Through Multigroup US, he bought two casinos in Paraguay.

  Back home, Pavlov employed several PR firms to project an image of dynamic success and patriotism – he became the face of the new Bulgaria. The most high-profile businessman in the country, his exploits were slavishly followed by newspapers and TV shows. Invitations to social events like his birthday party on August 6th – traditionally held at one of the most opulent hotels in the Black Sea resort of Varna – became prized possessions, as recipients had the opportunity to mix with the grandest members of the country’s economic and political elite. A photo taken with Ilya was enough to secure large loans on easy terms. At first hundreds, then thousands, then tens of thousands of Bulgarians desperate for money and employment became dependent on the commercial operations of Multigroup and similar mega-corporations springing up around the country. Naturally, many disapproved of Pavlov’s methods. Many others were jealous competitors who conspired with and against him in the demi-monde of Bulgaria’s nascent market economy, where it was usually impossible to distinguish between the legal, the grey and the outright criminal. But others regarded him as a genuine, energetic and likeable entrepreneur with the interests of Bulgaria at heart, providing jobs in areas where the state had unexpectedly and calamitously fulfilled Marx’s prophecy by withering away.

  The headquarters of Multigroup, his new corporation, was located outside Sofia in the mansion on Bystrica Mountain where Bulgaria’s top trade unionists had once spent their holidays. The building had been bought for a song by Robert Maxwell, the British media magnate who had been cultivating both the Soviet and Bulgarian communist leaders for several years. The Maxwell connection demonstrated how quickly some predatory Western businessmen linked up with protooligarchs from Eastern Europe to internationalise the asset-stripping of the new democracies. Maxwell was in the vanguard of a criminal industry that would run out of control in the 1990s – money-laundering. Together with Prime Minister Lukanov, Maxwell arranged the transfer of $2 billion from Bulgaria into Western tax havens – subsequent Bulgarian governments were unable to trace what happened to this cash, although we do know that it did not end up in the Daily Mirror’s pension fund from which Maxwell was also stealing hundreds of millions of pounds at the same time.

  For most Bulgarians, the early 1990s looked grim: the country had lost its markets; Pavlov and friends were skinning the economy of all its valuables; nobody wanted to buy Bulgaria’s goods; and furthermore, now that Bulgaria was a fledgling democracy, the United States and the IMF wasted no time in demanding that Sofia meet its obligations and start paying off $10 billion worth of debt run up by the profligate communist regime.

  At the same time, in a bid for popularity, successive governments started sacking thousands upon thousands of policemen. All manner of operatives lost their jobs – secret police, counter-intelligence officers, Special Forces commandos, border guards, as well as homicide detectives and traffic cops. Their skills included surveillance, smuggling, killing people, establishing networks and blackmail. By 1991, 14,000 secret policemen were kicking their heels and looking for work in a country where the economy was contracting at an alarming rate. One sector, however, was experiencing an unprecedented expansion and it was a line of work that was ideally suited to unemployed and disaffected policemen. This sector was organised crime.

  Another recently disenfranchised group found themselves in a similar situation – the wrestlers, boxers and weightlifters. As a budgetary crisis combined with the zeitgeist of freedom to reduce the state police to a skeletal force, sports societies throughout the country were transformed into small private security forces. With their superior muscle and high levels of mutual trust, they embarked on a violent spree of intimidation, gradually incorporating petty thieves and street gangs into their protection rackets. By 1992, the wrestlers enjoyed a near-stranglehold on Bulgaria’s major cities, although in some areas they faced competition from ex-policemen and security officers. The brighter sparks among them combined the skills of the two professions: sportsmen for muscle, policemen for networking. The hybrid organisations grew to dominate the economy, and two groups, known by the acronyms SIC and VIS, became the overwhelming market leaders.

  SIC and VIS presented themselves as insurance companies. ‘I took possession of my Mercedes in June 1992,’ one Sofia taxi driver explained, ‘and naturally I took out insurance with the state company to reduce the bribes paid to the traffic cops. At the time, we were stopped every few miles and the cops just demanded cash for no particular reason. But if you were in violation of traffic laws, like driving without insurance, you’d have to pay double. Before long, however, I was approached by a bunch of hard guys – you know, cropped hair, tattoos, leather jackets – and they told me I had to take out insurance with SIC. So I did – I wasn’t going to mess with them. But some of the drivers refused – within hours their cars were stolen. And they could only get them back when they had paid up their SIC premiums … with interest, of course!’

  This was not just extortion. If your vehicle was stolen when already insured with SIC, the thugs would work hard to get it back. They were providing a genuine service (albeit with menaces) and they took a dim view of smaller operations trying to muscle in on their turf.

  SIC, VIS and later TIM became huge operations, diversifying into many branches of the economy, licit and illicit. It often seemed as if these people, and not the Government, were in charge of the country. ‘We are not just talking about these thick necks with gold chains taking the best seats in one’s favourite restaurant,’ exploded one European diplomat unable to contain his disgust. ‘They had the cheek and the confidence to block off entire thoroughfares in the centre of Sofia just because they wished to lunch undisturbed by the traffic!’

  Some oligarchs running companies like Multigroup outsourced part of their security requirements to SIC and VIS. Others preferred to build up their own in-house goon squad. Later on, Ilya Pavlov was careful to dissociate himself from the racketeers. But earlier on, he was close friends with several of the most prominent gangsters. Most notably, he worked with one of SIC’s bosses, Mladen Mihailev (known to all as Madzho), not least because Madzho started his career as Ilya’s chauffeur. To blame Ilya Pavlov for choosing this life, which veered between gross corruption, grand larceny and organised crime, would be unfair. He was not an especially moral person. But he took his opportunity at a time when the Bulgarian state had all but collapsed. People were discovering all over Eastern Europe that when the country goes into freefall, the law is the first thing that is crushed under the rubble of transformation. Capitalism had not existed until 1989, and so the hopelessly weak states that emerged throughout the former Soviet Union and Eastern Europe had simply no capacity to define what was ‘legal’ and what was ‘illegal’. They had neither the money nor the experience to police the novelty of commercial exchange. Those who positioned themselves well in the first three years after the end of communism were often in a position to make up the rules of their brave new world as they went along.

  * * *

  It was a bright, warm spring day in 1991 as I pulled up in front of the Hotel Esplanade on Gajeva Street in central Zagreb. The four-hour drive from Vienna had been a breeze in my black Audi Quattro. Without question the spiffiest car I had ever driven, it was a cut above the standard BBC issue, but I had insisted on a four-wheel drive after several hair-raising journeys accompanied by snowstorms on the ever-unpredictable tarmac of Eastern Europe during the revolutions of 1989. As I got out of the car, a new, slightly nervous porter asked for the keys so that he could valet-park the car. This was a regular procedure at the Esplanade and so I handed them over.

  Everyone swung in and out of the Esplanade – mediators like Cyrus Vance and Lord David Owen, and various ministers from the region, from the EU and from the US. They would dine next to mercenaries who were filling the rooms in anticipation of a profitable war. Or next to young diaspora Croats from Edmonton or Cleveland, Ohio, who were ready to risk their lives for a fatherland they had never before clapped eyes on.

  Next morning, I went to find the Audi in the car park. It wasn’t there. I didn’t yet know it, but my car had embarked on a mystery tour that would end several weeks later at a used-car market 200 miles away in Mostar, the capital of western Hercegovina. By then I had collected the insurance (fortunately the Austrian insurance companies had not yet scrapped cover for Yugoslavia, as they had done for Poland, Romania, Bulgaria and Albania) and so I never saw again my dear Audi, which would almost certainly have then been commandeered by one of the emerging militias in Bosnia–Hercegovina.

  Thus did I fall victim to Europe’s fastest-growing industry – car theft. Every month thousands of cars would be stolen from the streets of northern Europe in preparation for their illegal export to Eastern Europe and the Balkans. In 1992, I watched a huge container ship regurgitate the contents of its hold into the decrepit Albanian port of Durres. Onto a quay of chipped stone and rust rolled dozens of BMWs, Peugeots, Hondas and above all Mercedes, Mercedes and more Mercedes, mostly the 200 series beloved of taxi drivers in Germany, the Low Countries and Scandinavia. Customs officers barely awoke from their slumber as excited, dusty and dirty men took possession of vehicles still with their original number plates, with their anti-odour Christmas trees and family photos dangling from the mirror, and with old cigarette packets on the seats.

  Cars were banned in communist Albania except for official use – the roads were designed to accommodate a few trucks a day, while nobody except the small band of state chauffeurs learned how to drive. In the chaos of collapsing communism, the flood gates opened and anyone able to get their hands on a (stolen) car hit the public highways with Mediterranean gusto, despite never having sat behind a wheel. Mayhem! The country was transformed into a huge and deadly dodgem ride, while any vehicle was fair game for thieves (given that they were all stolen anyhow, it was difficult to construct a morally watertight case of ownership). The cars that did not stay in Albania were sold in Macedonia, Bulgaria, Russia, the Middle East, the Caucasus and former Soviet Central Asia.

  At the time, I didn’t appreciate the significance of my car being stolen. I could not see the iceberg of crime that was rapidly forming below the swirling sea of revolution, freedom, nationalism and violence that had engulfed Eastern Europe. Many people were engaged in settling old scores. Others were working hard to preserve the privileges they enjoyed under the old system, but in a society where ‘communism’ was suddenly a dirty word.

  Protection rackets like SIC and VIS were deeply involved in car-smuggling. And the cross-border nature of the trade ensured that the emerging Bulgarian syndicates established links with similar groups in other Balkan and Eastern European countries. Each country developed a reputation for being especially good in the trading of particular commodities. In the former Yugoslavia, for example, it was arms and cigarettes. In Bulgaria, it was cars. In Ukraine, it was the trafficking of migrant labour as well as women. Everyone shifted narcotics.

  Hungary and Czechoslovakia had a special place in the new crime networks, thanks to the close economic and commercial links they had established over the previous decade with their neighbours, Germany and Austria. But as former socialist countries, they still maintained a visa-free regime with the rest of Eastern Europe. Kazakhs, Georgians, Bulgarians, Moldovans, Yugoslavs and Latvians could all settle temporarily in either country without difficulty.

  So, of course, could the Russians.

  An especially lively currency-exchange market emerged in Hungary, which became an early centre for major money-laundering operations. Such was its appeal as a base for transnational criminal operations that it was not long before the most powerful Russian mafia groups selected Budapest as their forward base in Central Europe as they sought to expand their activities westward. The Bulgarians were forced to operate elsewhere. ‘When the Russians came, they pushed the new Bulgarian mafia into Czechoslovakia,’ explained Yovo Nikolov, Sofia’s leading expert on Bulgarian organised crime. At first it was simply more car-smuggling. ‘But then the guys noticed something else.’

  That something else was the silnice hanby or Road of Shame – the highway that linked Dresden and Prague via the heart of Czechoslovakia’s heavy-industry complex, northern Bohemia. In a depressed and chaotic economic climate, young Czech women began selling themselves for pocket money on the E55. For the price of a modest meal, the teenagers would satisfy the desires of the ceaseless column of sweaty BMW drivers and overweight truckers cruising between Bohemia and Saxony.

  ‘People are coming from all over Eastern Europe to the “affluence border” in order to offer young prostitutes to ageing German men,’ noted Der Spiegel at the time. The national aspect to this sexual Drang nach Osten gave the sordid trade an added frisson, as many punters were East German (so there were a few sweaty Trabant drivers among the BMWs).

  Women working on the Road of Shame were, on the whole, exercising choice – to be sure, their economic circumstances compelled them to work as prostitutes, but they were not physically coerced. A minority was forced into the trade by individual pimps, but a majority worked voluntarily in order to earn a living in this way. A large percentage was made up of young gypsy or Roma women, who faced a double dose of prejudice as prostitutes and as Roma.

  The Bulgarian heavies milling around Prague and northern Bohemia noticed the virtual absence of any effective policing of this spontaneous sex trade. The potential market was huge – it was well known how thousands of German men travelled every year to South-East Asia and the Caribbean to indulge in sex tourism. Why not take advantage of that demand by offering them beautiful young women at low, low prices just over the German border, in slightly more relaxing surroundings than the lay-bys of the E55? So Bulgarian gangs bought up, built or rented cheap motels in northern Bohemia. With the aim of maximising their profits, they needed pliant women who were not so well connected with the local community. So they sought out their compatriots. In contrast to the local Czech women, however, these Bulgarian women did not enter the trade voluntarily – they had no idea what awaited them. Nineteen-year-old Stanimira shared a dingy apartment in the polluted Danubian port of Ruse in northern Bulgaria when her flatmate suggested breaking out. ‘She told me she had a great job as a shop assistant, and I could get one too with a wage of about 3,000 Deutschmarks a month. 2 From Bulgaria we went straight to Dubi in the Czech Republic via Hungary and Slovakia. The first thing I noticed about the apartment building when we got there was that all the windows were barred.’

  The building in the northern Czech town of Dubi belonged to a former Bulgarian muscle-man and it was positioned just off the Road of Shame. In his early forties, Tsvetomir Belchev had trodden the familiar path of graduating from a Sports Academy in Razgrad, Bulgaria, before drifting into a life of crime. At nineteen, he was sentenced to twelve years’ imprisonment for attempted murder and, not long after his release, he was back in prison. ‘From his prison cell, he then founded the political party “Renewal” in defence of the rights of prisoners,’ his file at the Bulgarian Interior Ministry explains, suggesting that he was an extremely intelligent inmate. ‘In this capacity, he organised prison strikes, riots and protests throughout 1990. He then stood for President the following year.’ As his political career petered out, Belchev moved to the Czech Republic to investigate business opportunities away from the prying eyes of the Bulgarian police. His mother acted as a scout for girls back home.

  On arrival, Stanimira was told that she would not be working as a waitress, but as a prostitute. At first she refused point-blank to cooperate. ‘Belchev beat me black and blue, hitting and kicking me, in the pavilion opposite the Sport Hotel. He kicked me with hobnailed shoes. He kicked my back, and used a chair too. He summoned his mates, Krassi and “Blackie”, on the walkie-talkie, and ordered them to beat me too. I was taken down to the cellar, where the two went on kicking and hitting me, mainly in the abdomen. Blackie clasped my head and struck me with fists. When I passed out, they poured water over me, and when I came round they handcuffed me by one hand to the radiator pipe. I was in excruciating pain. I was handcuffed there all day. Belchev then raped me in one of the rooms in the country house.’

  Belchev and his henchmen had tortured and raped each of the forty women who were rescued by police when they finally raided the Dubi brothel in the summer of 1997. During their imprisonment, the women were required to earn a minimum of £2,000 per month (naturally they never saw any of this money). Failure to do so resulted in beatings, as did any hint of insubordination (Belchev ran a system of informers among the women). A refusal to sleep with any of the gang led to both rape and beatings, and the Czech investigators’ suspicion that at least one girl had been murdered was confirmed a few years after Belchev’s arrest when they found a corpse buried in the brothel grounds. Invariably young and frightened, deprived of their passports, unable to speak the local language and ostracised in any event as prostitutes, the women were entirely dependent on their tormentors.

  The Belchev case was a rarity because he was actually busted, the racket broken up and the women freed (astonishingly, Belchev continued to manage three brothels from his prison cell using a mobile phone that his lawyer smuggled in to him). But elsewhere, before the dust from the Berlin Wall had even settled, gangsters and chancers were laying the cables
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