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PREFACE


How did you do it?1 How did you extract all that information and cross a border with it?

It’s just a question of being smarter than the adversary.

Which in this case is only the NSA.

Ha, true. One step at a time and you climb up the mountain. You can tell that story later.

—Author’s chat with Edward Snowden, June 9, 2013


This book takes up the gauntlet that Edward Snowden threw down for me that day, the same day he unmasked himself to the world. Shortly after this exchange, he fled his Hong Kong hotel room ahead of an extradition request from the United States. His parting words were a challenge, not a promise. He did not intend to hand me his story. Not all of it. I have built this narrative by my own lights and reporting.

Dark Mirror is not a book about Snowden, or not only that. It is a tour of the surveillance state that rose up after September 11, 2001, when the U.S. government came to believe it could not spy on enemies without turning its gaze on Americans as well. New methods of electronic surveillance impinged on the digital commons used by just about everyone, encompassing us all in a pool of potential threats. It followed, from this way of thinking, that the public must not be permitted to know what the government was doing in its name. Surveillance and secrecy grew together, side by side.

As intelligence agencies threw off old restraints, they positioned themselves as if behind one-way mirrors. On their side the glass was transparent. We appeared in plain view. On our side, opaque, the watchers went unseen. The title of Dark Mirror alludes to that design, which takes literal form at the National Security Agency on Fort George G. Meade, Maryland. Reflective panels of blue-black glass wrap the eleven-story headquarters in an electromagnetic cage,2 safeguarding the secrets of the watchers within.

It was Snowden who gave us the means to watch them back. In a spectacular act of transgression, he exposed the machinery of a global surveillance Leviathan. Snowden made it possible to document the origins of the “golden age of SIGINT,”3 or signals intelligence, as the NSA described the times in its strategy documents. Great swaths of human interaction had shifted to the digital realm. The NSA built the wherewithal to gather information in bulk, without discriminants, from the main arteries of global communications networks. It is too simple to describe what the NSA did as mass surveillance, a concept I explore carefully in this book, but there is no doubt that the agency began to sweep bystanders into its nets by the hundreds of millions. The traditional distinction between foreign and domestic espionage, a foundation of American privacy law, began to erode. Even after years of spirited public debate touched off by the Snowden disclosures, U.S. law and society have yet to adapt fundamentally to what he revealed.

There is another narrative here, more personal, that I did not expect to write. It is the story of my own journey as one of three journalists on the receiving end of the most consequential public leak in the history of U.S. intelligence. Against all inclination and training as a teller of other people’s tales, I came to believe I should answer questions that I had sidestepped for years.

Why did Snowden choose me? What made me think I could trust him? How did we communicate under the nose of U.S. counterintelligence authorities? Where did we meet in Moscow? Why did my name appear in an NSA file that predated the Snowden leak? Did the government try to stop my stories? How did I decide which secrets to publish and which to hold back? Who the hell elected me to decide?

No one in my profession had ever possessed tens of thousands of contemporary, codeword-classified documents. There was no playbook for a journalist under that kind of avalanche. Foreign intelligence services tried to hack my accounts and devices. The NSA director, I learned, was calling for a raid to seize my notes and files. Some of the Snowden documents, I believed, should never see the light of day. Others offered leads that I did not know how to follow without endangering my sources. To make matters worse, I had no journalistic home when Snowden appeared in my in-box. I had left the Washington Post three years earlier. Before I negotiated a temporary return, I had to make high-stakes decisions on my own. I improvised. I made mistakes, some of them embarrassing to recount. What emerges here, I hope, is an honest portrait of investigative reporting behind the scenes.

Snowden is a complicated figure, far from the cartoon templates of “hero” or “traitor.” He can be fine company: funny and profane, an autodidact with a nimble mind and eclectic interests. He can also be stubborn, self-important, and a scold. Our relationship was fraught. He knew that I would not join his crusade, and he never relied on me to take his side as he did with Laura Poitras and Glenn Greenwald. We struggled over boundaries—mine as a journalist who wanted to know more, his as an advocate who saw his cause at stake in every choice of words. He broke ties with me, briefly, when I did not accept his conditions for my first story. The second time he withdrew, believing I had done him harm, we did not speak for months. “I’m not sure I’ll ever be able to trust you to watch my back,4 but that’s not why I talk to you,” he told me when we resumed contact in the fall of 2013. “I trust you to report.”

Twice, after that, I traveled to join him in Moscow for marathon conversations fueled by room service facsimiles of American fast food. He eats with an engineer’s logic, ice cream first, because hamburgers don’t melt. In New York and Princeton he has beamed in for visits, inhabiting a remote-controlled robot that sees, hears, speaks, and rolls around the room. Occasionally we visited on two-way video across a surveillance-resistant channel built by trusted technical friends. Most often we rendezvoused in the securest precincts of his native habitat, holding live chats by keyboard over encrypted, anonymous links. Those, done right, are the hardest to intercept.

Personal questions, no matter how pertinent, were usually out of bounds. The first time I traveled to see him in Moscow, I tried to get him on record about his relationship with the Russian government. You are living here, I said. Do you accept money from the state? Are you questioned about your time in U.S. intelligence? Snowden accused me of parroting his critics. He spoke in theoretical terms about what a person in his position might do.

“You know I have no relationship with the Russian government,” he burst out, finally. “You shouldn’t engage in this line of questioning.”

“I don’t know it. I don’t know it until I ask you.”

“It’s unknowable. You’re asking me to say, prove there is no God.”

“No, I’m asking you to simply state that you’ve seen no burning bush.”

“And I am. I am. In hypothetical terms.”

Hypothetical, because the whole subject was off the record. Until later, when it was not. Even then he declined to respond concretely. We had dozens of conversations like this, round and round, about dozens of subjects. For the record, I had no reason to believe that Snowden was a Russian asset, and no U.S. government official purported to possess evidence otherwise. Snowden dodged me with equal persistence when I asked about the genius-level IQ test result he obtained in elementary school, according to a family source.

The reader is entitled to know up front that I think Snowden did substantially more good than harm, even though I am prepared to accept (as he is not) that his disclosures must have exacted a price in lost intelligence. Electronic surveillance is a tool of surpassing power and surprising fragility. Its value depends on catching targets unaware. A person of interest, forewarned, can change channels and disappear at least for a while. Dread of lost coverage built a culture of deep silence at the NSA, which earned its nicknames of “No Such Agency” and “Never Say Anything.” From an operational standpoint, comprehensive secrecy appeared to bring only advantage. But when the state of the art expanded surveillance into digital neighborhoods used by everyone, the NSA outran its political mandate. The boundary of secret intelligence in a free society had shifted. It needed debate.

Some of Snowden’s harshest critics, if only a few, are prepared to accept that this essential conversation would not have happened without him. “I know the world changed as a result of Edward Snowden, in a significant way,” former FBI director James B. Comey told me in a long and contemplative discussion of the leaks. “And I can more easily measure the benefits than the costs, but I would hope we don’t fall in love with the benefits and not respect the fact that we can’t estimate the costs.”

The pages to come tell stories that Snowden will not talk about or has not recounted before, not even in his memoir last year,5 and many stories that have nothing to do with him. I draw upon hundreds of hours of conversations with Snowden and hundreds more with designers, operators, customers, rebels, and dissidents in the surveillance machinery. There are new revelations here from the classified archive, from independent research, and from old reporter’s notes that revealed new meaning in hindsight.

At its core this is a book about power.6 Information is the oxygen of control. Secrecy and surveillance, intertwined, define its flows. “Who knows what?” is a pretty good proxy for “Who governs whom?” Are citizens equipped to hold their government accountable? Are they free to shield themselves from an unwanted gaze? Can anyone today draw a line, say, “None of your business,” and make it stick?

There is an origin story for this book, and it antedates Snowden. In 2011, I shared a stage in Silicon Valley with Google’s Eric Schmidt. He asked, “Wouldn’t you like to be able to say to your Android phone, ‘Where are my car keys?’ ” Good God, no, I told him. Maybe I’m in a casino. Maybe the bartender took my keys and I’m sleeping it off in a room upstairs, never mind whose. I’d be glad to have my phone track my life, but I don’t want you to know. Schmidt observed that my personal life was evidently more interesting than his, which I doubted, and that Android users love the way their phones hand them information before they even ask. The technology, I agreed, is marvelous. It’s like having Batman’s Alfred in my pocket, except that Alfred is not working for me. He is following me, taking notes, and sending them to you. I asked whether Schmidt could foresee a time when I could pay in cash for Google services, rather than agree to be spied on. He disputed the verb, but replied candidly. That’s not our business model, he said. Until Snowden, it was (just about) nobody’s model.

By the time I sat down with Schmidt, I had been worried about my digital exhaust for some time. Most of what I want to know in my work is one or another kind of secret. After 9/11, the U.S. government tried harder to deter, discover, and punish my confidential sources.

In self-defense I set about learning the tradecraft of electronic security. I became comfortable with encryption and anonymous proxies. I bought burner phones with cash, like a drug dealer, then realized I had to turn off my usual phone so that the burner would not march with it in lockstep around town. Would time-stamped security video in the phone store give me away? Maybe, if someone cared enough to review it. Was it enough to change SIM cards, or could I be tracked by the hardware identifier of the phone itself? No, and yes. I fell ever deeper into the rabbit hole, walking up to the line of the absurd. A journalist cannot sensibly aspire to go off the grid.

Just as I began to wonder why I bothered, a man who called himself Verax showed up. Using a clever method I had not seen before, he sent me an encryption key, a recognition signal, and a method to verify both. It was like one of those old comic book advertisements: “If U Cn Rd Ths Msg…” Delighted, even vindicated, I found that I could. “I appreciate your concern for operational security, particularly in the digital environment,” Verax wrote in his next message. “Many journalists are still exceedingly weak on this topic, which leaves their interests and intentions an open book for sophisticated adversaries.… I’m told you’re already quite skilled in this regard.”

That was not true, actually. I knew the basics. Verax taught me some of the finer points, and we began to talk.




ONE

PANDORA

The in-box logged a message as I slept. Many hours passed before I checked. Probably should have kept away, but habit tugged. We had taken the channel dark last night. Not because we knew it was blown, but because we could not know. These email accounts were anonymous, encrypted, isolated from our everyday internet lives. Best I could tell, there was no way to lock them down tighter. That thought had reassured me once.

It was the second half of May 2013. Nearly four months had passed since Laura Poitras, an independent filmmaker, reached out to me for advice about a confidential source. Verax, as I came to know him later, had brought her an enigmatic tip about U.S. government surveillance.1 Poitras and I teamed up to see what would come of it. The previous night, months of suspense had come to an end. Verax delivered. The evidence was here. His story was real, the risks no longer conjecture. The FBI and the NSA’s “Q Group,”2 which oversees internal security, were bound to devote sizable resources to this leak. For the first time in my career, I did not think it was out of the question that U.S. authorities would try to seize my notes and files. Without doubt we were about to become interesting to foreign intelligence services.

Poitras and I resolved to meet again in two days. Anything that came up sooner would have to wait. That plan did not last the night. I logged on the next morning, expecting nothing. According to the time stamp, Poitras had fired off a note less than four hours after we parted. She could not have slept much. I hadn’t either, but the fog cleared when I saw her subject line. It was our private signal for “urgent.” The message, once decrypted, was succinct.


I really need to show you something. 
You are going to want to see it.



Odd. Very. Something to look at? After what we saw last night? Verax had sent a Top Secret, compartmented presentation from the National Security Agency,3 updated the previous month. Poitras and I stood over a small laptop screen past midnight, struggling with the jargon. The main points came through readily enough. Under the cover name PRISM,4 the NSA was siphoning data from tens of thousands of Yahoo, Google, Microsoft, and Facebook accounts,5 among others. Forty-one slides and eight thousand words of speaker’s notes laid out the legal rationale and operating details. If authentic—and it sure looked that way—this briefing offered something very rare: an authoritative account, in near real time, of intelligence operations on U.S. soil that spilled far beyond the bounds acknowledged in public.

When we quit for the night, Poitras said she understood maybe 10 percent of it. I could not claim more than half. No shame in that. Journalists were not supposed to know all the answers. We were supposed to know how to find them, to test the evidence and look for more. Building a story might take time, but we had the cornerstone.

So I thought. But something had startled Poitras, startled her enough to break email discipline. There was no use guessing. I found nothing to read between the lines. The news, I supposed, could be good or bad, but any surprise was unsettling at this stage. Surprise meant I did not know where we stood. For weeks, I had been mapping contingencies, thinking through likely paths and roadblocks in the next stage of reporting. I had to find additional sources, make contact without endangering them, authenticate the document, and look for context. There were all kinds of ways I could screw this up—exposing Verax, falling for a fake, misreading the text, disclosing something that caused inadvertent harm. If I had misdrawn my mental map, I might not see trouble coming.

There was no more time to plan. Verax had rung the starting bell. We had the document in hand and no fixed story date. The interlude could be precarious. Verax declined to say where he was, but we knew he had stopped showing up for work. When his employer began to look for him, the risks to his freedom and safety would become acute. Authorities would discover what he took, and they might try to preempt the story. For sure our window for unhindered work would close.

We were trying to slip the gaze of a surveillance giant while peering through its gates. We could not hope to succeed for long, but we bought time every way we could. The urgent email from Poitras that morning had six miles to travel as the crow flies,6 from Tribeca to upper Manhattan. She dispatched it through anonymous relays around the world,7 adding thousands of miles of detours to mask her whereabouts. When I logged on, I did the same. We had bought cheap laptops for cash and used privacy tools to spoof their hardware and network addresses.8 Poitras, Verax, and I encrypted every word. We used no telephones at all. Every contact left a trail—there was no helping that—but we filled it with false footprints.

Before I could make my way downtown, a second email appeared. Same mundane-looking subject line, signaling “urgent.” As the body of her encrypted message crossed the internet, the ciphertext looked like this:9


- - - - - BEGIN PGP MESSAGE - - - - -



hQIOA7RnVIVebwveEAgA7OBO1qtnQ1mdDTZwU4eI1ZbfF57dLNIb0UxeunqK8q9Zo o9a0iHGjVreqo0YKip/lpX7rohHmA/T038jjgnsF9E6hNahg1ZWcBRabfOxGUxu8Gz xk5H9m+ k0dHCqg6EVwAoIWunkghc6jG2p/seNFNCR36vjgCy2BuF47Jc0oKgc[…]



- - - - - END PGP MESSAGE - - - - -



I plugged in a thumb drive. On it was my private key, a small digital file required to decrypt her message. I typed two passphrases, one to mount the thumb drive and another to enable use of the key. Unscrambled, the new note from Poitras had only eight words.


You need to prepare yourself for this. Jesus.



What in the hell was going on? I canceled a flight to Washington and hustled to the subway, trotting down the staircase double time. As I boarded a downtown 1 train, I pulled the battery from my phone. A smartphone is an excellent tracking device. It works well as a remote-controlled microphone, too, for someone who knows how to switch it on.



The first time I met Laura Poitras, three days before Christmas 2010, she turned up unannounced at my office, just off Washington Square. Karen Greenberg, a mutual friend who ran a lively policy salon at New York University Law School, kept telling us we should meet. Greenberg had offered me a fellowship when I quit the Washington Post. My new office came with a coffee mug bequeathed to me by the once and future Pentagon official Michael Sheehan. On its side, the mug featured a smiling, square-jawed World War II soldier, java in hand. “How about a nice big cup of shut the fuck up?” the GI said. Secrecy culture, circa 1944, never out of style.

I did not think to ask Poitras how she had made her way to me without a call from security or the fussy receptionist upstairs. That night she let me know I had missed some kind of a scene. “I feel a little bad I had to freak out Karen’s staff to get to you,”10 she wrote.

Unsurprising, if her press clippings were to be believed. At age forty-six, she was an Oscar-nominated, Peabody-winning force of nature, prone to shouldering a camera through war zones without a crew. Politics on the radical side.11 “Intense” and “relentless,” the profile writers said. Grew up near Boston,12 trained as a chef, then turned to film. Her breakthrough film, My Country, My Country,13 traced the failed attempt to install democracy under U.S. occupation in Iraq.14 PBS had just broadcast her latest, The Oath,15 an alternating narrative of Osama bin Laden’s former bodyguard, now a cabdriver in Yemen, and his brother-in-law, a prisoner at the U.S. military detention center at Guantánamo Bay.

Blowback from the Iraq film brought her to me. For four years, since the documentary’s debut in 2006, she had been pulled aside for interrogation and search every time she crossed a U.S. border.16 Typically, Customs and Border Patrol officers held her for hours, stating no reason.17 They paged through her notebooks, copied video footage from her memory cards, and sometimes “detained” (that was the legal euphemism) her electronic devices. At New York’s John F. Kennedy Airport that summer, she later recounted, they had “confiscated my laptop,18 video camera, footage, and cellphone” and held them for forty-one days. At least once they acknowledged making a full forensic image of her laptop, a bit-by-bit copy they could keep forever and use, among other things, to recover deleted files.

I found all that appalling, beginning with the U.S. government’s pretense that computers and smartphones were “containers”19 no different from a purse or a duffel bag. Seizing, copying, and keeping hundreds of thousands of personal and professional files, by this baroque logic, was no greater intrusion than searching a suitcase for undeclared bottles of scotch. Long precedent held that the Fourth Amendment’s requirement of probable cause did not apply to searches at the border, where authorities needed leeway to defend against security threats and enforce customs laws. The government made a broader claim, far more hostile to common sense and the foundational right of a citizen to be left alone.20 There was no such thing, the government argued, as an “unreasonable” border search because customs agents could be as arbitrary as they liked about search and seizure. They did not need any reason at all. King George could have embraced the claim verbatim. Federal judges had only just begun to question it.21

Poitras had heard that my old newsroom colleagues saw me as an eccentric on privacy, the guy who encrypted his notes and set up spooky online accounts. Possibly I wore a tinfoil sleeping cap to ward off hostile radio beams. To me the need for precautions was apparent. Journalists, same as everyone else, had accepted the gifts of the internet without considering their price. Mobile phones, web browsing, email, and messaging left long trails of data about whom we talked to, when we spoke, where we met, and what we talked about. Changing laws and technology gave the government more access to that data trove with less oversight. Large private employers deployed comparable tools at company scale, enabling them to look over the shoulders of employees at will. Some story targets tried to squelch leaks by hiring private investigators to dig up our communications records.22 Journalists pledged not to reveal our confidential sources,23 but we were allowing adversaries to pluck them from our digital exhaust. It had been years since I kept my notes where anyone else, even bosses I trusted, could read them. “The cloud,” as the security analyst Graham Cluley put it, was just another word for “somebody else’s computer.”24 When you left information there, you gave up control.

Poitras wanted to know how to defend herself. Ordinarily, I would start a conversation like that by asking what she wanted to protect and who she thought was after it. Poitras already knew she had a world-class adversary. That was not good news, but even the U.S. government had to budget time, money, and scarce technical resources. It could not pull out all the stops for everyone on a watch list. Until now, Poitras had been a cheap target, traveling with naked data. She could make herself much more expensive with file encryption. Meanwhile, about that laptop they copied? Had she changed the passwords on her email and online accounts? She had.

That night I sent her what purported to be “a quick note for further reading.” In fact, all self-restraint failed. My thousand-word email was thick with links and recipes for an alphabet soup of software tools: GPG, TrueCrypt, OTR, SOCKS proxies, Tor.25 It is not hard to see, in retrospect, why my colleagues seldom asked for this kind of advice.

Many of the methods I commended to Poitras had their origins with the cypherpunks of the 1990s,26 a liberty-minded (and therefore leaderless) collective of visionaries and technologists. In the infancy of the internet, the cypherpunks set out to protect it from censorship, surveillance, and other forms of untoward state control. One of them, John Perry Barlow, a former Grateful Dead lyricist and cofounder of the Electronic Frontier Foundation, wrote a declaration of independence, warning governments at large (“you weary giants of flesh and steel”) that “you are not welcome among us.” In “A Cypherpunk’s Manifesto,” Eric Hughes announced an action plan: “We know that someone has to write software to defend privacy, and since we can’t get privacy unless we all do, we’re going to write it.”

That is what they did. They wrote the software, and the software worked, and they gave it away for free. Even the U.S. Naval Research Laboratory, which invented “onion routing”27 to enable anonymous communications online, released the software and its underlying code for free public use. “Preserving privacy means not only hiding the content of messages, but also hiding who is talking to whom,” wrote the authors of the laboratory’s breakthrough technical paper.

With tools like these, anyone could read and write and meet on the internet without censorship or fear, cloaked in the elegant mathematics of cryptography. Anyone could, and hardly anyone did. Muggles did not treat with the conjurings of wizards. Not many heard tell of such arcana; fewer had the motive or patience to master them. I took a certain nerdy pleasure in the effort, and I had strong incentives as a journalist covering secret diplomacy, intelligence, and war. I started using GPG, the gold standard of email and file encryption,28 in 2006—not long after Time magazine overrode a reporter’s objections and handed his notes to prosecutors in the criminal case against Vice President Dick Cheney’s chief of staff.29 I counted Werner Koch, who wrote the software and maintains it still, among the great contributors to civil society.

And still it had to be said: GPG was so hard to navigate that even experts foundered on its novella-sized user guide.30 The manual could swallow Robert Louis Stevenson’s tale of Jekyll and Hyde with two thousand words to spare.31 The punch line of that joke wrote itself, but I had no better advice to offer Poitras. Maybe the best tip I sent her was “You should probably have a more experienced adviser.”32 Today, I should mention, there are easier tools, though not easy enough. I keep an updated list at gellman.us/pgp.



Our collaboration on the NSA story began two years later, on January 31, 2013, when Poitras wrote to say she was passing through New York.

“Do you have time to grab a coffee in the next few days?”33 she asked. “I could use some advice.” The invitation was not as casual as it looked. An encrypted note followed, asking me to leave my mobile phone behind. Two days later, at Joe, the pocket-sized espresso bar I picked out, she made a face at the tightly spaced tables and said we had better try elsewhere. We switched venues twice more before she found one private enough. She had my attention.

Poitras made small talk until our server brought food and drink. By habit, I pulled out a Moleskine notebook. She shook her head, and I put it away. A nameless informant had come to her, she said, describing himself as a member of the U.S. intelligence community. She did not tell me so at the time, but their conversation had begun five days before.34 The NSA, by the anonymous correspondent’s account, had built a surveillance machine of such breadth and power that it placed American democracy at risk. He could supply proof, but not yet.

Not a promising start. I kept a poker face, I think, but few subjects in my experience matched the allure of an intelligence plot to delusional tipsters. After writing about warrantless domestic surveillance in my last book,35 I had been swarmed with letters in spidery script and voicemails that kept going until they filled my queue. Poitras’s source did not sound like a crackpot, but there was another kind of story tip that many reporters file under “Important if True.” This kind of tip sounded plausible, newsworthy if genuine, but by its nature the story was out of reach. I could imagine what proof might look like, but it would take a subpoena or, well, a wiretap to reach it. There might be gold in those files, but you could spend a career looking.

I thought about cautioning Poitras, then caught myself. It was a bad habit. Journalists, like cops and trial lawyers, liked to think we had special instincts for truth. Bullshit detectors. I was not immune to the fantasy, but science offered scant support. In controlled experiments, professional investigators did no better than a coin toss at picking out truth and lies.36 For sure, I had nothing to boast about. Over the years, I had placed faith where it did not belong and missed or dismissed facts that did not fit my experience. One of my most disquieting flops came on a West Bank hilltop in June 1995, when I interviewed an Israeli settler named Yigal Amir.37 By then, Amir was already stalking Prime Minister Yitzhak Rabin. Five months later, he edged close enough to put two bullets in Rabin’s back. No spider sense tingled as I spoke to him. I dismissed the assassin’s dark words as cliché. Calling Rabin a traitor, pissing into a hole marked “Oslo Agreement”—that was theater, commonplace among religious nationalists of his stripe. I had met hundreds like him, I thought.

I shut up and took another bite of burger, leaving the floor to Poitras. I could easily have blown the moment with a casual joke. The Poitras I came to know was a stern judge of colleagues who did not share her ferocious sense of mission. As our conversation went on, in any case, I liked what I heard. The source had not shown Poitras all his cards, and Poitras kept some from me, but he spoke fluently in the languages of signals intelligence and communications networks. I thought I heard a weakness for high rhetoric, but Poitras said the source wrote with precision about matters of fact. His willingness to say “I don’t know” encouraged us both. Another small measure of credence came when he lapsed from plain English into shoptalk without appearing to notice. That was the way of many closed tribes and not easy to fake.

Poitras hoped I might recognize some of the jargon. Had I heard of BOUNDLESSINFORMANT? I had not, but I loved its pitch-perfect tone of earnest overreach, ambitious with a touch of sinister. How about SSO? I was pretty sure that stood for Special Source Operations, something to do with NSA access to equipment under friendly corporate control. What did her source mean by DNR? CNO? No idea. All I came up with were “do not resuscitate” and “chief of naval operations,” which were comically inapt. (Correct answers, gleaned later: “dialed number recognition” and “computer network operations.”) NSANet? Yes, I knew that one. It was the agency’s secure global intranet, connecting thirty thousand employees to shared intelligence community resources such as a Top Secret reference site modeled on Wikipedia.38

Was her source the whistleblower he claimed to be? A fabricator who used public records to feign inside knowledge? A real intelligence analyst peddling fake intrigue? A half-informed official who misread something benign? I told Poitras I thought I could narrow the possibilities. In research for Angler, my book on Cheney, I had left out small details I learned about the NSA. They were too technical for my purposes, or I did not understand them in context, or they had no connection to events I wrote about. If the source knew what I knew, that might mean something. If he filled in the gaps, or made persuasive corrections, so much the better.

Poitras asked what I thought of combining forces if the story panned out. Print and film had complementary strengths, she said. Neither of us committed in that first meeting, but I was intrigued. As time went on, Poitras passed questions and replies among us. Every exchange chipped away at our doubts. By spring, the two of us were partners. Everything would depend on the written evidence, I wrote to her in early May, but I had reached a turning point.

If this guy was not for real, I wrote, “I will be very surprised.”



When Poitras introduced us, Verax needed convincing about me. He was suspicious of the Washington Post, where I grew up as a journalist. He knew it chiefly by its opinion pages, where op-ed columns and unsigned editorials—the voice of the publisher—denounced WikiLeaks, pressed for war in Iraq, and defended other excesses, as he saw them, of President George W. Bush’s “global war on terror.” Verax wanted “adversarial” voices to tell his story, and he had chosen them already. Poitras had proved herself both a skeptic and a target of the wartime establishment, and her short film on another NSA critic had caught Verax’s attention.39 The Guardian columnist Glenn Greenwald had built his brand as a dogged combatant against the national security state and its apologists. Months of effort, however, had failed to elicit a reply from Greenwald,40 who disregarded emails from Verax and a how-to video on encryption.41

I did not fit the outsider mold. I was a card-carrying member of the mainstream media, and I made no pretense that I would join a campaign for Verax or his cause. On the other hand, I had been digging into domestic surveillance for years. My case to Verax rested on two claims: that I was well positioned, with years of sources, to report beyond the documents themselves, and that straight-up reporting of new disclosures had unequaled power to hold the government to account.

Verax goaded me, probably on purpose, by suggesting that only a fearless dissenter like Greenwald could expose the truth. I took the bait. I knew Greenwald slightly, having tried and failed to moderate him on a 2010 panel titled “The Constitution and National Security.” I had seldom shared the stage with a less tractable panelist.42 He was clearly intelligent, I told Verax, and a great debunker of hypocrites. He demanded evidence for official claims, which I admired. Like his opponents, he was also selective about it. I thought it better suited a litigator than a news reporter to fix his attention on facts that fit his argument.

My main argument with Verax had to do with the life cycle of information in public debate. Greenwald disdained my tribe of main-streamers, but how did he think he discovered the sins he took up arms to denounce? Where had he learned about torture, secret prisons, domestic surveillance, abuse of national security letters, or the ground truth about weapons of mass destruction in Iraq? Most of those stories first came to light, and all were considerably advanced, in my journalistic neighborhood. There were other essential players, for sure. Nongovernment organizations like the International Committee of the Red Cross (and the New York Review of Books, which obtained the ICRC’s confidential report) uncovered hard facts about conditions at Guantánamo Bay. Public interest litigators, from Judicial Watch to the ACLU, forced the government to disgorge secret meeting notes and photographs of detainee abuse. Those in turn fed new disclosures by CBS’s 60 Minutes and the New Yorker. Crowdsourced sightings and analysis on social media exposed clandestine CIA rendition flights and their destinations, which paved the way for a huge scoop about secret overseas prisons in the Post.43 Opinions helped shape public debate, but the conversations could not begin without the forces of fact. Patient, committed investigative reporting by traditional news organizations was indispensable.

Verax accepted my limits on advocacy. What he feared was equivocation about unequivocal facts. How could he know I would not water down the story or kill it on command from the U.S. government? I had heard that question before. It always felt outlandish, akin to asking how many facts I typically made up. I wanted to say my record spoke for itself, but I knew that was not something he could verify. Maybe it was a conceit to suppose I had a “record” that anyone could consult. Even if Verax read every word I wrote, he had no vantage point on what I might have left out. I thought the stories made a strong circumstantial case, but I could not offer categorical proof of my independence.

Verax homed in on first principles. Why did I choose this line of work? How did I measure success? I was impatient to start asking my own questions, but there was no dodging. Journalism mattered to me, I told him, because truth was an elemental value. Truth as best fallible humans could tell it, assembled as we found the pieces and revised as we found more. I believed in transparency as a leveler of power—in the voting booth, the marketplace, and anywhere else decisions had to be made. I did not enjoy personal conflict, I told Verax, but in all modesty I had been pissing off authorities for a long time.

I found myself telling the story of my abortive high school newspaper career. The principal spiked a story. I published anyway. She fired me, seized the press run, and burned it.44 A few days later, with adorable teenage hubris, I called a news conference with two other editors to announce Gellman v. Wacker, a First Amendment lawsuit in the U.S. District Court for the Eastern District of Pennsylvania.45

“No shit? That is hilarious,” Verax wrote.

The lasting lesson, I told him, was how easily we were crushed. The School District of Philadelphia ran out the clock, waiting until I graduated to acknowledge our constitutional right to publish. The principal penned a poison note for my college application file and then professed to have lost it,46 sidestepping my legal right to read what she wrote. By every practical measure we lost. Yet the battle gave me the gift of a career and a lifetime fascination with the use and abuse of power. That was one of my favorite yarns, especially when accompanied by a Philadelphia Inquirer photograph of my Welcome Back,47 Kotter–era hair.

Verax got the message. But that was then. Minor league. What proof did I have, he asked, that I was prepared to stand up to government pressure now? It felt like a job interview, but fine. So there was this book I wrote about Dick Cheney, which told stories the former vice president tried to conceal, and he went on television to express his contempt for my work.48 I did a long piece about the FBI’s use of national security letters to sweep in hundreds of thousands of records of Americans who were not suspected of wrongdoing. The Justice Department wrote, and then had to retract, a ten-page letter to Congress accusing me of willful “distortions and falsehoods.”49 Two years before that, the CIA had mounted a fierce campaign to discredit my reporting on the hunt for Iraqi weapons of mass destruction.50 David Kay, who put his name on that attack, told me matter-of-factly three years later that he knew at the time the story in question was true. Still earlier, a senior aide to Secretary of State Madeleine Albright banned me from her aircraft because I wrote about secret diplomatic calls that belied her public claims. (Someone higher-ranking thought better of that move.) In my greenest year as Pentagon correspondent, just after the Gulf War, I wrote a front-page piece disclosing that 93 percent of the munitions dropped on Iraq were not the “smart bombs” depicted in Pentagon videos. Two-thirds of them missed their targets. General Merrill A. McPeak, the Air Force chief of staff, offered publicly to put me in a field and see how I liked standing under a payload of “dumb bombs.”51



I REALLY want this story,” I told Verax on May 18. “I believe it is quite significant.” And he should want me to do it because, not in spite, of my mainstream media roots. If a major newspaper “takes ownership of this story and devotes resources to pursuing it,” I wrote, “you have something you can’t get anywhere else.”


You will not relinquish the power to release whatever you think should be released, globally and at will. But spare a little time, before you do that, for the chance that the document will be presented in a frame that says: This is real. We’ve verified it. It looks complicated, but we can tell you what it means. Here is the context and here is why it is news.



Verax countered that I had no power to promise that. He predicted a corporate publisher would buckle under government threats, whatever my intent. “My concern is about your editors, their lawyers, and the rest of the long tail,” he wrote. “I fear institutional caution is going to dilute this to the detriment of the public.”

“What you are saying does not match my experience in any way,” I replied. “You do not know my world at all.”

My departure from the Post had not been happy, but there was no doubt the paper had backed me to the hilt for twenty-one years. I had sat in or listened in as Leonard Downie Jr., the Post’s longtime executive editor, faced down bluster from cabinet secretaries, two intelligence agency chiefs, and a national security adviser. There were other encounters, still higher up, that I did not witness. The Post gave anyone a respectful hearing, but it made up its own mind. I had disagreed with Downie twice, on the margins, about what was fit to print. They were close calls. I could have been wrong.

I doubt that I convinced Verax, exactly. He remained agnostic about what I could do, but agnostic was enough. He took an engineer’s approach, building in fallbacks and redundant paths to get his story out. If I did not deliver, Poitras or Greenwald might. His plan had no “single point of failure,” he told me later. If all of us pursued the story, there would be, in his mind, a natural division of labor. I told him, as the story neared, that I would not coordinate my coverage with Greenwald’s. It did not matter. Our roles and skill sets, he said, were complementary.

Verax announced his decision in a note to Poitras and me, conferring a cover name in the NSA’s concatenated style.


So it is decided!52 If the journo (henceforth BRASSBANNER) wants to join, I welcome them.





Poitras and I had come to picture a man in late middle age, possibly older. Verax did not seem to write in a woman’s voice, whatever we thought that meant, and the span of his claims to firsthand knowledge suggested a long career. Even so, we did not know his name, his agency, or his job. That was becoming a serious problem for me.

Poitras asked me to promise that I would not try to discover Verax’s identity without his consent. That was already out of the question for me. In principle it would be a huge breach of trust, and in practice I could put our source in danger by sleuthing around. The NSA or some other party might know by now that we were homing in on the story. I had no way to know who was watching. If I did so much as a Google search on the small clues I had, authorities might learn more than I did.

“I will not try to unmask the source,” I wrote to Poitras on May 7, 2013, but I hoped he would unmask himself to us—and soon. He was planning to come forward on his own, a remarkable promise, but only after the debate had been fully joined. He knew all attention would turn to him once the leaker had a name. From my point of view, I needed to know before the story was done.

The same day, I wrote to Verax and Poitras:


I will do all I can to authenticate the document. What often happens is that I can do so only in part. Maybe I can get a second source to confirm that a document with this date and title exists, or confirm one or more points in paraphrase or verbatim, or confirm essential facts without specific reference to the document.…

All that said, unless I get completely independent confirmation, there is no easy substitute for confidence in… the bona fides of the original source.…

It would be a first for me, in 20‑some years of national security reporting, to write the story without knowing where it came from. I am not saying I won’t do it. That depends on the totality of the facts I can turn up.… But I’d like very much to know whether there is anything I can do to persuade [you].



I was treading on thin ice. My channel to Verax was new, still brittle. Ordinarily, I would not push this hard so early. Why take the risk before he sent me anything? But there were greater risks to the integrity of this story. None of us expected a happy ending for Verax. Nearly every scenario left us incommunicado, soon and without warning. He could be arrested, seized without formalities by parties unknown, forced into hiding, or granted refuge on condition of silence. He thought he might be killed. We might not know one outcome from another. He would simply be gone. If I did not ask essential questions now, I might not—probably would not, I thought—have another chance.

Verax tabled the request for his name but suffered me to ask about scores of other details. These were strange, asynchronous interviews, back and forth by email and chat, with a big hole at their center: I was trying to authenticate a document I had yet to see. By now, he had explained that it would show NSA access to online accounts at big-name U.S. companies. I sent him ten or twenty questions at a time.

“Why should I believe you have access to classified material, much less the capacity to vouch for it?” I began. Not especially diplomatic, but I hoped to establish an unmannered tone. Bluntness, I discovered, did not bother him. There were lines of inquiry he ruled out of bounds, many of them about himself and the people he loved, but if he made a claim of fact he was prepared to defend it.

“I have direct access to the documents by virtue of my position,” he replied. “I know they’re authentic because they’re access-controlled, originated internally, and appropriately marked. I’ve said this before, but authenticity will seem immediately apparent when you see it.”

A piece of paper, I told him, did not mean much on its own. The news would be what it disclosed. Before I could take those disclosures as true, I had to know a lot more.

Who wrote the document? For what purpose? Were there “chops”—initials or stamps—that showed a chain of approval? Did he have the distribution list? How many people had access? What gave the document authority? It would be ruinous to base a big story on a fabricated document, but nearly as bad if it turned out to be a low-level staff draft, a rejected proposal, or an outdated memo about a pilot program long since revoked. What if the document just had its facts wrong? “Dewey Defeats Truman” was a genuine Chicago Tribune headline in 1948, but the other fellow took the oath of office.

“Assuming authenticity, is the document accurate?” I asked. “Does it contain any false statements, misleading spin or important omissions?” Verax said he could not vouch for every page, but its descriptions matched his experience with NSA regulations, training, collection systems, and data repositories. This was not an expired memo or obsolete draft, he said. It was a high-level overview of ongoing operations, prepared and updated recently by its top manager. Every military organization had a “command brief” like that, Verax said, in part “to demonstrate the necessity of the program for budget justification.”

I edged closer to the personal. This story would undoubtedly draw return fire, with attacks on the messenger and his credibility. I could not afford a big surprise there.

“If the administration tries to discredit the source, either speculating about the source’s identity or purporting to know, is there a particular line of attack I should expect? Is there something the administration might say, fairly or not, that could damage the source’s credibility?”

Had he been fired from a government job? No. Substance abuse? No. Drunk driving? “I don’t drink at all,” he replied. After a while he said there was no point dwelling on him. He expected attacks on his character. “You can’t protect the source, but if you help me make the truth known, I will consider it a fair trade,” he wrote. “Ultimately, don’t be distracted by me: the activities are more important than the characters.”

People will say you did not follow procedure, I wrote. If you objected so strongly, what exactly did you do to lodge a protest? Later, after the first stories were published, he would tell me he had in fact raised concerns repeatedly with NSA colleagues and supervisors. I had no way to confirm that. NSA officials told me they found no evidence that Snowden reported a violation of law or rules, but they could not exclude that he spoke of his doubts to colleagues in less formal ways. It became clear, on the other hand, that Snowden did not invoke any official grievance procedure.53 I did not know then that he was a contractor, rather than a government employee, and therefore might not be covered by the limited whistleblower protections of a recent presidential directive.54 In this first exchange, his emphasis was on futility: whistleblowers are commonly crushed when they challenge the leaders or priorities of their agencies. I do not know how anyone in government, or any other large bureaucracy, could deny that with a straight face.

“The IC has had plenty of time to practice defanging internal protest or oversight, and one need only look at outcomes of previous protests to assess the fruitfulness of that avenue,” he said, referring to the intelligence community.

I often ask people with claims of wrongdoing to give me the other side’s strongest rejoinder. The reply helps me test the source and prepare for interviews with the people he accuses. “What should I expect to hear from the U.S. government when it learns I have the document, and how would you respond?” I wrote.

“The usual justifications: the program is authorized by law, it is vital to national security, they don’t comment on sensitive programs or corporate partnerships. I don’t think they will try to challenge the authenticity of the document itself, because it would require access to the program details to fake in the first place.”

“If the administration claims that disclosure of the document, or any part of it, would damage national security, what would be its likely stated reasons? What would be wrong with those claims?”

Verax predicted, accurately, that the government would say publication of the story “will chill corporate partnerships.”

I could not let him stop there. Was there really nothing more to say about the security interests at stake? Did he not worry, I asked, that disclosure of this document would reveal “tactics, techniques, procedures or technology the exposure of which would benefit foreign intelligence targets”?

That got under his skin, and he hinted at renewed doubts about my establishment values. “I am somewhat concerned that journalists are being made to feel that [their] responsibility is protecting the methods that empower an elite at the expense of the world’s inherent right to privacy,” he wrote. “Does such an assertion even require rebuttal?”

Well, yes, I said.

Verax, irritated, made a concession that he would decline to repeat later as a public figure, when his statements grew more politic. A story about the document, he acknowledged, would cause some losses. The benefits, he argued, had overriding value. “Yes, beloved USG TTPs will be exposed that could benefit foreign governments (FG), but that disclosure benefits a far wider audience,” he wrote. Foreign governments “already know the NSA subverts big telecoms companies. They do the same when they can.” But the “innocent and uninvolved” people had no idea they were swept up in large-scale surveillance. Because of that, internet companies felt no pressure to protect them. “I am unconvinced that shadowy figures pose a greater threat to security than information control, total surveillance, and permanent national militarization,” he added.

I would come to think of that tone as his high dudgeon mode. Its arrival, in the months and years to come, signaled time to take a break, to save the subject for another day. Our links were ephemeral. He could close a channel and never show up again. Even so, there were times I pressed past the warning signs. One day, when I asked too many follow-ups, he wrote back, “Are you purposely trying to piss me off with questions you know I won’t answer?”

The hypothetical questions reached an end on May 20, when the PRISM briefing arrived. The next day brought something else entirely.



Prepare yourself.

Jesus.

This was not a Poitras I recognized. Her first urgent email had a practical message: we needed to meet. This second one was purest adrenaline. When I reached her downtown hotel, the room was a shambles. Equipment, clothing, and papers covered the bed and most of the floor. She had not slept or changed, and I could not read her face. Shock, no doubt, but something else, too. Elation? Alarm? Disbelief? If she said anything at the door, I do not remember it. What I do recall is a shake of her head and a sweep of her hand. Come in. See for yourself. I can’t explain.

Verax had sent us another package, larger than the first. Much, much larger. Three digital vaults,55 each with a separate passphrase, nested one inside another like matryoshka dolls. The outer vault was labeled “Pandora.” Inside it was another, labeled “Verax.” And inside that, one more: “Journodrop.” I typed the final passphrase and a status window popped open, text flying up and off the screen too fast to read as the encrypted archive unpacked. The operation took a long time. When it stopped, there were eight gigabytes of new files. I had done the math for a story once: one gigabyte could hold tens of thousands of pages,56 more if fancy graphics were kept to a minimum.

I clicked experimentally on a folder called “fisa,” short for the Foreign Intelligence Surveillance Act. Inside it were two more folders. I clicked the top one and found eleven more folders inside. I began to drill down, opening the first folder listed at each new level. There were six of them at the next, fourteen after that, and then twenty-one—folders inside folders inside folders. A quick scan of file names showed Word memos, plain text files, PowerPoint decks, Adobe portable document files, Excel spreadsheets, and photographs.

I had no words. Nothing in my experience prepared me to cope with this volume. How would I vet it, protect it from theft, write stories across so wide a span? I knew how to chase down facts with old-school investigative methods. I drew on open literature and background interviews for context. I circled hard targets from the outside in, interviewing sources on the periphery before approaching the big shots at the center. Afterward, I started around the circle again. Those methods worked, but they did not scale. I could not authenticate classified documents in batches, dozens or hundreds at a time. And there was no way I would put the archive online to crowdsource the analysis, an effective tool in some cases but not when there were unknown risks to public safety. Even if Verax wanted that—and he emphatically did not, describing the idea as “reckless”—I would have had no part in it.

The size of the archive itself, on the other hand, helped validate it. Over the years, I had seen forgeries, some of them fairly convincing, from hoaxers or people with something to gain. But who could possibly fabricate so many? What benefit could justify the prodigious labor involved? In theory, a few doctored papers could be hidden among real ones. I would have to watch for that. Even so, I was increasingly confident in Verax. Poitras was committed to an afternoon flight. We did not have much time to talk. She kept a copy of Pandora. She gave me the original, and I took it home.

This was the Hollywood version of a “leak”: an unknown source emerging from nowhere, bearing a stupendous scoop. In the real life of a newsroom, this happened so seldom that it was tantamount to myth. Typically, I got my best stories in small pieces from people I had cultivated for years or discovered through a common web of trust, each contributing part of a whole that none would tell me directly.

I could not get past the size of the archive. How many documents did it hold? The number did not matter much, but looking for it became a calming distraction. The job was unexpectedly difficult. I found no point-and-click method to count the combined contents of all those hundreds of folders. Eventually, I resorted to the command line. I opened a Terminal window and tried to remember the syntax. I garbled it, googled it, and finally typed this:


find . ‑type f | wc –l



In the economical language of Unix, I asked the computer to take an inventory. Look inside the current volume. Find only user files. Instead of listing the file names, count them. I tapped Enter and stood, unable to stay still. Seconds ticked away. Nothing happened. As I reached for the keyboard to see what was wrong, the Terminal window scrolled up a line and displayed a response.


51662



I sat back down. Whoa. Well, I sure messed up that command. This was my “air-gapped” computer, disconnected permanently from the internet, so I switched to another laptop and browsed for a more accurate counting method. I tried five variations, adding options to filter out invisible files, temporary directories, and other system junk. The results stayed north of fifty thousand every time.

Agitation sent me on tangents. I reached straight for the cliché, grabbing a package of cheap printer stock from a shelf. What would the archive look like on paper? All right, it’s a standard ream, five hundred pages, call it two inches thick. Suppose every document is one page long. Can’t be true, but keep it simple. To print fifty thousand pages I’ll need a hundred reams. Multiply by two inches, divide by twelve, and, let’s see, the stack is seventeen feet tall. I would have to stand on my own head twice to reach the top. And of course these were not one-page documents, by and large. The first five I opened had page counts of 57, 4, 188, 16, and 356.

I should be more prepared for this. Why so overwhelmed? I had written about classified matters plenty of times. That was hard to avoid as a military and diplomatic correspondent. My master’s thesis,57 long before, had parsed the political theory of “Secrecy, Security, and the Right to Know.” I had twice taught a Princeton course on the subject and debated it in faculty seminars at the U.S. Naval Academy and Stanford’s Hoover Institution.58 Until now, I had never possessed the full text of a contemporary, codeword-classified document, still less a library. Nobody had. Not in my business. Not on this scale. This was not the most voluminous U.S. classified leak in history, I knew. WikiLeaks had published a quarter million diplomatic cables three years before. But those were classified Confidential or Secret. Nearly everything in this archive had Top Secret markings, most were “sensitive compartmented information,” or SCI, and many had cover names, handling caveats, and access controls that signified additional restrictions.59

There was nothing systematic about my work in those first few hours. I clicked on files as they caught my eye and skimmed. I found a lot of technical material: network diagrams, data tables, status reports. Also legal opinions, operational briefs, target lists, budgets, and productivity figures for scores of collection sites identified by cover name. Most of the jargon and cryptonyms meant nothing to me. Then I came across a document bearing the following stamps:


TOP SECRET//STLW//COMINT//ORCON//NOFORN



The last three labels were somewhat generic, as close-hold information goes. The document discussed communications intelligence sources and methods; the NSA, as “originating” agency, controlled distribution; no foreign national should have access. It was the second label, the cryptonym, that leaped off the page. STLW! This one I knew. It stood for STELLARWIND, the warrantless domestic surveillance program created by Dick Cheney in late 2001.60 He and his chief counsel conceived it, enlisted the NSA director, Michael V. Hayden, to build it, found a Justice Department lawyer to bless it, and packaged the program for sign-off by President Bush. STELLARWIND had filled two chapters in my last book, Angler, but I never discovered exactly how it worked. Just the year before, in 2012, I had written to Poitras about her short film on the former NSA official Bill Binney, who spoke of STELLARWIND as a grave threat to privacy. “Wish I knew the underlying details that could support what he’s saying,”61 I wrote. “This story has driven me nuts—spent a long time trying to find out what the program actually did and does, and broke my sword on it.”

If ever I had a white whale, this was it. I had told a tale of historic battles inside the Bush administration, fought to the brink of a mass resignation, but I never had a clear view of the beast itself. And now, out of the blue, it had washed up on the screen of my laptop. The contours were clear, innards laid open to view. There would be a big, important story in that, and I saw a handful of others the first day. I also ran across information that I knew I would not publish. Some of it I almost—not quite—wished I had not seen: ongoing operations against plainly dangerous adversaries, photographs of clandestine personnel in the field.

Fuck, fuck, fuck. I needed a lawyer. I needed a security upgrade. I needed a newsroom at my back. I needed a safe way to reach other experts and sources. I needed advice from my partner Dafna Linzer, a great journalist and the love of my life, but I did not know what I could say without waiving attorney-client privilege. I stewed in our apartment, conspicuously agitated and unable to explain.

Pandora’s name in the Greek myth meant “all-gifted.” Her box, once opened, could never be resealed. Verax intended his gift, like hers, to be irrevocable. In the ancient story, Pandora’s box unleashed every evil that befell humankind. What remained in the otherwise empty box was hope. Verax hoped to make public enough information to start an unstoppable debate. By nature and profession, I believed his “Pandora” would do more good than harm, but nothing quite like it had raised its lid before.



Some people, when unboxing a complicated gift, have the sense to look for a user guide. My first pass through Pandora skipped right past it. That was no fault of Verax, who left a pair of text files in the top directory, with names in emphatic capital letters: “README_ FIRST” and “README_ SECOND.” Eventually, I took notice.

The second file gave a high-level tour of the subjects covered and the organization of folders. The first, a 1,041-word introduction and manifesto, began like a conversation in progress: “It will be retroactively changed to damage my credibility, I had a good record and was well liked.” It was a tense and jumbled opening, with little of the polish I had come to expect from Verax. Years later he told me he composed both cover notes in haste as he reached the brink of departure from his home in Hawaii.62 He had not yet boarded the flight that would leave his whole world behind, but it was too late to change his mind. He had committed himself with one final breach of NSA defenses,63 the one he saved for last. Auditing systems were sure to flag it, and soon. Behind the grandiloquence of his note was a young man, alone, under extraordinary stress.


I led a comfortable and privileged life, a life engineered by the power structure to be difficult to give up. As I advanced and learned the dangerous truth behind the U.S. policies that seek to develop secret, irresistable [sic] powers and concentrate them in the hands of an unaccountable few, human weakness haunted me. As I worked in secret to resist them, selfish fear questioned if the stone thrown by a single man could justify the loss of everything he loves. I have come to my answer.

My sole motive is to inform the public as to that which is done in their name and that which is done against them. The U.S. government, in conspiracy with client states, chiefest among them the Five Eyes—the United Kingdom, Canada, Australia, and New Zealand—have inflicted upon the world a system of secret, pervasive surveillance from which there is no refuge. They protect their domestic systems from the oversight of citizenry through classification and lies, and shield themselves from outrage in the event of leaks by overemphasizing limited protections they choose to grant the governed. I tell you from experience that these protections can be stripped away in an instant.



He closed with a breathtaking act of trust, placing himself entirely in our hands. The timing was his own, as always, but he gave me what I needed when I needed it. “Verax” left the room. His alter ego stepped out from behind the curtain.


EDWARD JOSEPH SNOWDEN, SSN:64 [image: ]

CIA ALIAS “DAVE M. CHURCHYARD” AGENCY IDENTIFICATION NUMBER: 2339176

FORMER SENIOR ADVISOR | UNITED STATES NATIONAL SECURITY AGENCY,65 UNDER CORPORATE COVER

FORMER FIELD OFFICER | UNITED STATES CENTRAL INTELLIGENCE AGENCY, UNDER DIPLOMATIC COVER

FORMER LECTURER | UNITED STATES DEFENSE INTELLIGENCE AGENCY, UNDER CORPORATE COVER



He had a name now. There were so many questions left. What kind of man could assume such risks? Who would take decisions of this consequence upon himself? How could he, how could anyone, walk off undetected with the patrimony of a global surveillance establishment?
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