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FOREWORD
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In an age where everyone is connected at the touch of a screen, we often forget that behind every account, card, or form lies the most precious thing—our identity. We trust that the state, systems, and technology will protect it. We believe that if we follow the rules, we will be safe.

I once believed it too.

Until one day, that belief shattered. When a stranger knocked on my door demanding a car loan I never applied for, and mysterious numbers registered in my name, I realized: this crime wasn't just fiction. It was real. It was happening. And I was a victim.

This book was born from my journey following stolen digital trails, down the winding alleys of bureaucracy, and facing a system that is more often silent than providing answers. Even though it is based on a true story, I told it in novel form, so that every reader can feel the pulse of tension, confusion and anger that I experienced.

"NIK: This is the Victim's Name"This isn't just my story. It's a warning to anyone who has ever given their ID card for photocopying, filled out an online form, or believed their personal data was secure. Because the truth is, one leak could change your life forever.

I hope this book not only keeps you entertained or tense, but also makes you aware—and, more importantly, take action.

Happy reading,

and protect your identity.

Muhammad Ari Pratomo
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CHAPTER 1
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Finding Your Calling

That morning, I sat cross-legged in the living room of a senior lawyer I greatly respected. Among the law books that filled most of the walls, the scent of old wood mixed with black coffee filled the air. Before me sat a figure who, for many young lawyers, is like a north star—a guide, without much fuss.

"Ari," he said, setting his coffee cup on the table. "If you want to be a famous lawyer, you have to choose one path. Focus. And you have to live in that struggle."

I was silent, listening. His eyes were sharp. His words were slow, but biting.

"A great lawyer isn't one who knows every article," he continued. "But one who chooses one area of struggle and becomes a leading voice there. Whether it's a human rights activist, an environmentalist, or a child advocate. Whatever. But it must be authentic, it must reflect who you truly are."

He looked at me deeply, as if he was penetrating my mind which was still filled with ambition and idealism that had not yet found form.

"Think about it," he said again. "What makes you most angry? What makes you most want to talk? That's the beginning of your calling."

I was silent.

In my heart, the words lingered. They slowly moved my mind to the many moments I'd experienced. When the little people were oppressed, when bureaucracy silenced justice, or when their weak voices were drowned out by the din of power.

I started to think. What do you think my passion is? I asked myself.

As a young lawyer living in this fast-paced world, I realize that simply having passion isn't enough. That passion must be directed—it must become a focus of struggle that's not just idealistic, but also relevant and needed by society.

I pondered.

If I choose to focus on human rights, that's certainly noble. But many great figures have already occupied that field. Great names have become symbols of the struggle. They have long track records and profound influence. Will I be just a shadow among them?

Then I moved on to the idea of child protection. It's truly important. Children are the future. But again, many competent and dedicated advocates are already on the front lines of this issue. I didn't want to be a dupe. I wanted to be an authentic advocate—one who spoke out from my own unease.

I closed my eyes for a moment, trying to listen to the deepest voice in my mind. That's when a thought slowly but surely emerged: the digital age.

We currently live in the midst of a massive wave of digitalization. Social media is not just a space for sharing, but also a battlefield for opinions, a hidden haven for crime, and a fertile ground for abuse of power. In this era, a single post can ruin a person's reputation, an identity can be stolen and used as a tool for crime, and a single voice can go viral or be silenced, depending on who wields the algorithm and influence.

I realize that very few lawyers have truly engaged in this area—social media as a tool of social control. Many even consider the digital world too fluid to regulate, or too technical to understand legally.

But that is precisely where the struggle must begin.

A lawyer must be not only legally literate, but also understand algorithms, understand how public opinion works, and be able to act as a shield for those attacked and a voice for those silenced. Someone who can bridge the legal and digital worlds.

I smiled softly. Maybe this was the answer.

After hearing this insightful advice from the senior lawyer I've always considered a mentor in my life and career, I nodded respectfully. It felt like I'd just opened a door of understanding that had been tightly closed.

"Thank you, bro," I said while shaking his hand tightly.

"Don't stop searching, Ari. But when you find what you truly desire, hold on to it for dear life," he said, looking deeply into my eyes.

I said goodbye and hurried home, my steps feeling lighter but full of new responsibilities. Throughout the journey, my thoughts were filled with that one sentence he had just said: A lawyer who wants to make a name for himself must have a struggle that defines his identity.

When I got home, I didn't immediately rest. Instead, that night I felt a powerful urge to start building the foundation of my struggle. I opened my laptop, turned on my phone, and began reorganizing my social media.

I have now changed the function of the accounts that were previously just a place to share daily activities: to become a legal education space that is simple, easy to understand, and relevant to today's digital world.

That night, I made my first post. A short video and a simple infographic with a strong message: "Be Wise on Social Media: The Law Protects, But Awareness Must Start with Us."

I gave the campaign the hashtag:

#AntiPornography#AntiHoax#AntiSARA#EtikaDigital#FightCyberCrime

I chose these issues because I know that before people can understand what personal data protection is, they must first be aware of their responsibilities in the digital space. I want to start from the basics.

I want to be a voice that speaks out about the law, not in complicated language that only fellow lawyers can understand, but in a style that anyone can understand — from high school students to housewives, from content creators to office workers.

And that night, for the first time, I felt: I'm not just a lawyer. I'm starting to become a fighter.

That night, I didn't stop with my first post. After realizing the importance of this struggle, I began to think further: the struggle can't be done alone. There must be a platform. There must be a real movement. I wanted to create something that could live bigger than myself — something that could be continued by anyone who believes that social media isn't just a place for entertainment, but a social space that requires ethics and oversight.

I started doodling in my notebook, writing down various names, thinking of phrases that could represent this mission. Finally, one name seemed fitting, simple, yet powerful:

Social Media and Live Streaming Control Agency.....
This name arose from the needs of the times. Amidst the flood of information, unlimited content, and live broadcasts accessible to anyone, there must be an independent party to oversee it—not to silence it, but to safeguard it. Keeping our digital space healthy, safe, and civilized.

The next day, I contacted several friends who were also active in the legal, media, and educational fields. I explained my vision, and they enthusiastically welcomed it. We began developing a concept, structure, initial work program, and advocacy plan that we could implement together. It didn't take long before I decided on the next step: legalizing it.

I prepared all the documents, drafted the deed of establishment with a notary, and handled all the administrative processes. This institution must be officially registered with the Ministry of Law and Human Rights, through the Directorate General of General Legal Administration (Ditjen AHU). Because a righteous cause must be started the right way.

And when the decree came out, the legal, binding document, I knew one thing:

My struggle has found its way.

In this wild digital world, I choose to stand as a lawyer who stands guard. Guarding
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