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Introduction

Just after 10:00 a.m. on January 3, 2019, Beijing’s Chang’e-4 spacecraft accomplished a major breakthrough in space exploration. The vessel, named after a Chinese moon goddess, successfully landed in the Von Kármán crater on the far side of the moon. None of the previous twenty-seven lunar missions in human history had even attempted this; the challenge of landing on the side of the moon that is perpetually hidden from the Earth’s view was immense. The moon itself is a massive obstacle, blocking direct communications between Earth and its far side. To facilitate signal exchanges, six years earlier, Chinese scientists had positioned a communications relay satellite into orbit. While they were confident that their efforts would pay off, Beijing’s fear of losing face if the mission failed kept it shrouded in secrecy. Chinese researchers were exultant after the landing. “The Chinese people have done something that the Americans have not dared try,” said Zhu Menghua, a scholar with the Macau University of Science and Technology, who has worked closely with the space agency.1

In 2024, China pulled off the feat again, sending the Chang’e-6 spacecraft to collect and deliver far-side rock samples back to Earth—another first. These unprecedented accomplishments have fueled a growing sentiment that China’s space program has closed the gap with NASA. Beijing’s next goals are ambitious: to put astronauts on the moon by 2030 and build a lunar base in partnership with Russia by 2035.2

Needless to say, American lawmakers have become alarmed by China’s rapid progress. Beijing has built a vibrant commercial space industry that threatens to overtake the United States with over 150 companies developing satellites, pursuing research, and launching rockets. NASA has struggled to match these results. Early in 2024, America’s first attempted moon landing in fifty years ended with the spacecraft toppling sideways moments after coming into contact with the lunar surface, compromising critical functions. Another planned mission never even made it to the moon due to glitches with its propulsion system shortly after reaching orbit.3

The pressure is on for NASA to show that it can keep pace with China’s achievements. Through its Artemis program, the United States intends to launch multiple moon landings within the decade and to eventually build a permanent lunar base on the moon’s surface. But Artemis has not gone smoothly; it has faced delays and cost overruns while relying on a complicated mix of government workers and private personnel.

Beijing’s space effort is highly symbolic. “It’s the equivalent of building cathedrals in the twenty-first century,” says Alanna Krolikowski, a professor at the Missouri University of Science and Technology. But unlike cathedrals, China’s space program comes with an obvious military dimension. According to US intelligence, China already fields counterspace capabilities, such as directed-energy weapons, electronic warfare systems, and anti-satellite missiles that are capable of destroying US equipment. Experts fear that China’s growing capacity is creating ripe conditions for a “new space arms race” with the United States.4

Nearly four thousand miles away from Beijing, Ukraine offered a very different lesson in geopolitical competition. In the fall of 2023, Russian missiles were pummeling Ukraine’s cities and destroying its power stations. Ukraine’s defenders felt powerless to stop the onslaught. They lacked aircraft that could defend against Russia’s bombers. Their air defenses had been bolstered by American Patriot missiles, but these were expensive to use and in short supply. For every Russian missile that was intercepted, many others penetrated Ukraine’s defenses. President Volodymyr Zelensky summoned his spy chief, Lt. Gen. Vasyl Maliuk, and asked him: “How can we fight back?”5

Maliuk, a career officer in the Security Service of Ukraine (SBU), was known for running daring operations on a shoestring budget. He had already directed a punishing drone offensive using aerial and seaborne systems that forced Russia’s navy to withdraw most of its Black Sea fleet. He also spearheaded a creative bombing campaign against Russia’s interior, targeting gas plants and defense factories. Now, Zelensky asked Maliuk to accomplish something much more difficult: neutralize Russia’s long-range bombers, which were launching powerful missiles far beyond the range of Ukraine’s defenses. Most of these planes were stationed at air bases deep inside Russia, some as far away as Siberia—thousands of miles from the Ukrainian border.

The Ukrainians met in secret in an operation directly supervised by Zelensky. Their mission was so closely held that not even the Americans were aware of what the SBU was planning. Over many months, they developed an audacious plan called “Spider’s Web,” resembling “a modern version of the Trojan horse.” Their gambit was risky: find a way to bring dozens of Ukrainian drones close to the airfields housing Russia’s strategic bombers in the hopes of catching the Kremlin by surprise. Ukrainian operatives assembled purpose-built drones equipped with AI machine learning capabilities that could take out Russia’s most valuable aircraft. Their engineers used mothballed Soviet bombers displayed in a museum in central Ukraine to teach their systems how to pinpoint structural plane weaknesses, such as missile-mounting points beneath the wings and fuel tank seams.6

The operation then moved to the infiltration phase. Maliuk’s team broke down the drones into their component parts for later assembly. They also smuggled in custom prefabricated cabins equipped with solar panels and EcoFlow batteries. Later, the cabins would serve as launch pads for the drones; the solar panels and batteries would keep the drones charged and allow Ukraine to maintain communication with the devices throughout the operation. Getting the cabins into Russia wasn’t easy; Moscow had banned items such as solar panels from entering the country, forcing the Ukrainians to “bribe Russian customs agents,” Maliuk said. Once the equipment was safely inside Russia, the Ukrainians then needed someone who could painstakingly reassemble the unmanned aerial vehicles (UAVs for their final dispatch to Russia’s far-flung airfields.7

For this stage of the operation, the SBU tapped Artem Tymofeyev, a former DJ, and his wife, Kateryna Tyofeyeva, a tattoo artist, based in the industrial center of Chelyabinsk, about 900 miles east of Moscow. They had both moved to the city in 2018 so that Artem could go into business with his father, who operated a flour mill there. The Tymofeyevs had a history of activism and had participated in 2014 street protests in Kyiv that ousted the pro-Russian president, Viktor Yanukovych. But as Ukraine’s economy worsened, they decided to move to Russia to seek better opportunities. Artem and Kateryna “ticked all the boxes” for the SBU, which approached them about taking part in the operation. After a rigorous vetting process, the SBU felt comfortable proceeding and the couple threw themselves into the mission. Artem set up a logistics company, renting a warehouse close to a local FSB field office. He started acquiring trucks and recruiting drivers—placing an ad on a Russian website and interviewing more than twenty applicants. They spent hours assembling 150 drones and eight cabins while receiving remote instructions from the SBU via phone and video calls. By April 2025, their preparations were complete, although the operation wouldn’t launch until the following month.8

Between May 23 to 26, five different trucks departed from Chelyabinsk with the houses and drones aboard, their drivers unaware of what they were transporting. Several times, the operation nearly unraveled. Once, the roof of a prefabricated cabin slid off, revealing the illicit drone cargo. The driver of the truck called Artem, telling him, “This is some kind of bullshit, there are drones under the roof.” Thinking quickly, Artem played dumb—“What the fuck?” he said. SBU operatives became nervous, reported The Wall Street Journal. What if the trucker couldn’t reinstall the roof? What if the FSB had the truck under surveillance? What if the trucker’s wife found out, and then told her friends? They concocted an excuse for Artem to relay back to the driver: the drones were for hunting—to track animals across a wide area. After a short delay, the driver texted Artem back with a photo of the roof correctly placed on the cabin with a single world: “closed.”9

Each driver was instructed to arrive at specific times and to park their trucks at a designated location close to one of five strategic Russian air bases. Every participant in the operation only had access to essential information. “The people who made the drones did not know that they were for Spiderweb. The people who made the houses did not know that these would be for aerial vehicles.… Each was responsible for his own extremely important, separate direction of work,” said Maliuk.10

At 1:06 p.m. on June 1, 2025, Ukrainian commanders issued the strike order. Remote operators simultaneously slid open the container roofs and released scores of UAVs. One hundred seventeen first-person view (FPV) drones streamed toward their targets. They were equipped with a “unique double warhead,” allowing the first 1.5-pound charge to penetrate the skin of the aircraft and the second explosive to detonate inside. Explosions began lighting up Russia’s airfields, sending towering columns of smoke into the sky. Intelligence sources began sharing direct footage of the attacks. One compelling video taken from a drone camera panned across the airfield, revealing multiple Russian bombers engulfed in flames. The drone then plunged toward the ground, slamming into yet another sitting aircraft.11

The operation dealt a crushing blow to the Russians. While their exact losses remained uncertain, forty-one Russian planes were struck, and at least twelve aircraft were irreparably damaged, including seven TU-95 heavy strategic bombers, which are capable of carrying nuclear weapons. Several TU-22 long-range bombers were also destroyed, along with at least one Beriev A-50 early-warning and control aircraft, a rare plane worth an estimated $330 million. All told, using domestically produced Osa quadcopters—just thirteen to fifteen inches long and costing six hundred to one thousand dollars each—Ukraine wiped out about 20 percent of Russia’s operational long-range bomber fleet, worth billions of dollars. Moscow’s equipment was irreplaceable; Russia no longer makes the 1950s-era Tupolev planes, compromising the Kremlin’s ability to project power beyond its borders.*12

Analysts were stunned by the daring operation. Some experts compared Kyiv’s strikes to the Imperial Japanese Navy’s attack against Pearl Harbor more than eighty years prior, an operation that transformed combat and marked the rise of aircraft carriers as naval warfare’s dominant weapon. “The Ukrainians rewrote the rules of warfare again,” wrote military commentator Max Boot, signaling “the obsolescence of once-dominant weapons systems: battleships in 1941, manned aircraft today.”13

Ukraine’s capacity to strike at the heart of Russian power illustrated a profound shift in geopolitics: big states no longer have a monopoly on the tools of war. Smaller states—with the right engineers and programmers—can now develop sophisticated and often devastating tools to challenge much larger rivals.†14

■ ■ ■

The world is experiencing a significant amount of turbulence. Since the end of the Cold War, the United States stood unchallenged as the “uncontested Rome” of the modern world. But conditions have changed. The rise of China and the aggressive revanchism of Russia are reconfiguring the global order, and emerging states are demanding a greater role in the international system.15 Meanwhile, President Donald Trump’s second term has brought radical disruption to the United States. At home, his agenda has gutted government institutions, put scientific research funding at risk, and deeply altered public life. Overseas, America is abandoning decades-long alliances, shirking international law, initiating new conflicts, and rejecting the post–World War II international order it designed and built. US global leadership, once taken for granted, now hangs by a thread.

As US power ebbs, the world is experiencing rising insecurity, growing fragmentation, and political uncertainty. War has returned to the global stage—the number, intensity, and length of conflicts stand at their highest levels since the Cold War. Adversaries are seeking new technologies to gain an advantage on the battlefield, leading to dangerous and unpredictable outcomes. In 2026, the Bulletin of the Atomic Scientists moved the doomsday clock to 85 seconds to midnight—“closer to catastrophe than ever before”—citing declining international cooperation, leadership failure, and escalating risks from nuclear war, climate change, and disruptive technologies. European leaders have urged their citizens to stockpile food and other essential items to sustain them for at least seventy-two hours in case of crisis. They warn that the bloc faces a “new reality marred with risk and uncertainty”—including Russia’s war in Ukraine, rising geopolitical tensions, sabotage of critical infrastructure, and threats from electronic warfare.16

Conflict is taking on an economic dimension as well. China and the United States are pursuing stringent measures meant to deny their rivals access to their markets and to keep critical technologies under their exclusive control. They have erected trade barriers and restricted the flow of services and goods. Beijing and Washington have slapped on tariffs, penalized rival companies, and authorized billions of subsidies to protect their domestic industries. In contrast, global financial institutions first set up to promote stability, security, open trade, and prosperity—from the World Bank and International Monetary Fund to the World Trade Organization—have been marginalized as nation-states downgrade collaboration and treat the world as a zero-sum zone of competition.

In short, geopolitical competition is intensifying in all domains. I have spent many years studying how technology impacts geopolitics, democracy, and national security. For more than two decades, my foreign policy career spanned the federal government, nongovernmental organizations, think tanks, and universities. That experience showed me just how seriously nations around the world take the competition for technology, and the critical role they expect innovation to play in international affairs. In 2021, I wrote my first book—The Rise of Digital Repression: How Technology Is Reshaping Power, Politics, and Resistance—which examined how a suite of technologies was helping dictators maintain power in their countries. I found that in countries like China and Russia, intrusive tools were giving autocrats like Xi and Putin a powerful means to crush dissent and remove all obstacles to their rule. More recently, I’ve turned my attention to the impact of technology on geopolitics and global affairs.

In the heady period following the fall of the Iron Curtain, American power reigned supreme. Throughout the 1990s and 2000s, the United States set the pace on scientific research, innovation, and development—thereby acquiring crucial geopolitical benefits. Back then, it faced no serious rivals. “The defining and unique feature of world politics after the Cold War was the absence of balancing against the United States,” writes Thomas Wright in All Measures Short of War. “The absence of balancing did not mean that other countries always agreed with the United States. They did not. Rather, it meant there were limits to how they would express their opposition.”17 But America’s unipolar moment would not last. Over time, both China and Russia chafed at American power and pursued other options.

■ ■ ■

This book tells the story of the rebirth of geopolitical competition in the twenty-first century—a contest centered around technology. We face a constant barrage of dramatic headlines: little-known Chinese startup DeepSeek releases an AI model that shocks the world and causes tech stocks to lose billions in valuation. Beijing debuts a mysterious sixth-generation stealth fighter with potential breakthrough capabilities that challenge US air superiority. Israel deploys a machine-driven AI targeting system, seemingly out of science fiction, to hunt for Hamas militants in the ruins of Gaza. Ukrainian soldiers fighting on the eastern front lines convert basic quadcopter drones into devastating weapons that pummel Russian tanks and equipment worth millions of dollars. How can we gauge the significance of these innovations? What is their larger impact on global affairs and the waging of war? What strategies is the United States pursuing to protect its interests and maintain its tech leadership? And what steps are America’s rivals taking to secure their own objectives?

To answer these questions and others, I have organized the book into six sections. Part I explains how nations compete for power in the digital age. Throughout history, opposing countries have vied to control technology, and America’s rivalry with China is a continuation of that dynamic. As American unipolarity has waned, Beijing has invested extraordinary effort into narrowing its technological gap with the United States, and to a large degree it has succeeded. Now, Beijing is accelerating its modernization plans—remaking its military and building cutting-edge AI tools. US policymakers are suitably alarmed and pursuing strategies to slow China’s rise. But America’s concerns extend beyond Beijing. From Russia’s ongoing aggression to threats stemming from an emerging group of middle-power states, the United States faces mounting challenges to its technological leadership.

Part II describes how America’s transition to an open innovation system at the end of the Cold War set the stage for a dramatic expansion of private tech power. Today, private actors control most cutting-edge research and development. Commercial labs, backed by private capital, are driving innovation forward and weakening government influence as a result. These forces are changing the game and shifting the balance of power between private companies and governments.

Indeed, it is now impossible to segregate civilian technologies from military ones—the line between the two has already collapsed. Partly due to the open tech revolution, capabilities developed for consumers are swiftly being repurposed for military use and vice-versa. We need look no further than the Ukraine war to see how the boundaries between civilian and military tech have blurred—geotagged photos from smartphones are used to call in strikes against Russian tanks; Telegram chat groups coordinate cyberattacks against enemy infrastructure. To paraphrase author Rosa Brooks, everything has become war, and the military has become everything.18 Accordingly, it makes little sense to maintain a clear division between military and civilian tech innovations, and I have intentionally included examples of both types throughout the book.

Part III steps back to examine the larger tech war between the United States and China. Both countries are squaring up for a protracted fight—restricting key technologies, investing heavily in the innovations of the future, and recruiting allies to support their goals. I describe how successive US presidents have unleashed economic warfare against their rivals, and dig into the details behind America’s unremitting export-controls push. Part IV then analyzes China’s and Russia’s responses to these efforts. What strategies is Xi Jinping using to offset America’s tech restraints and win the future? What countermeasures has Vladimir Putin implemented to keep his war machine humming? In Part V, I shift the aperture to middle-power states and examine how they are using technology to gain political influence and stature, discussing how new centers of innovation—from Singapore and Tel Aviv to Abu Dhabi—are increasingly contesting US tech leadership.

Finally, in Part VI, I probe the consequences of the new age of geopolitics. In the coming years, major powers will intensify their efforts to stop advanced technologies from proliferating to their opponents; if history is a guide, these strategies will expand tensions and hasten confrontation. We are entering a risky period. The combination of expanding US tech export controls, volatility from Donald Trump’s White House, and retaliatory countermeasures from China could create an escalatory spiral. Of course, many countries caught in the middle are hesitant to align with either bloc. Countries like Brazil, India, and Saudi Arabia will hedge—developing independent relationships with different great powers so they can preserve their options. As tech becomes a crucial point of contestation and particularly as AI becomes more central to militaries, there is a growing risk of a race to the bottom when it comes to developing ever more powerful tools. In the face of these challenges, is confrontation inevitable, or can leaders find a way to manage competition and uphold stability?

■ ■ ■

My motivation for writing Bytes and Bullets is simple: I believe that advanced technology like artificial intelligence, robotics, spacecraft and satellites, leading-edge semiconductors, and quantum computing has become a powerful tool of competition and a primary focal point of geopolitical rivalry. Other authors have provided deep accounts of how these technologies work in isolation, but most have missed the bigger picture. This book shows how the latest tech innovations are now becoming crucial pieces in a geopolitical chess match spanning regions and continents. They have the potential to change how wars are fought, to transform economies, and to upend diplomatic alliances.

Consequently, nations are in a race to subsidize new innovations while denying access to their rivals. The book’s perspective is rooted first and foremost in US interests, reflecting my expertise. But since all sovereign nations are making similar calculations and following comparable logic, these insights apply broadly. Moreover, given America’s outsized global footprint, I would argue that Washington’s policy shifts deserve particular attention. In response to this burgeoning competition, the United States has deployed tools of economic war to curb China’s tech capacity—and following Russia’s attack on Ukraine in 2022, to check Moscow’s access to advanced technologies as well. These measures reflect an important reality: tech has become an essential component of power, and US leaders believe it is vital to keep leading innovations out of the hands of their rivals. But this tech-control strategy faces inherent limitations; for a variety of reasons, Washington’s controls will yield diminishing returns over time.

America’s allies are increasingly reluctant to back its tech war. European states like France and Germany, as well as East Asian countries such as Japan, South Korea, and Taiwan, remain economically interdependent with China. They are loath to cut ties and damage their economies. During Joe Biden’s presidency, they started to band together to deter China and Russia; many agreed upon mutual tech restrictions to check Russian aggression, imposed limited semiconductor controls on China, and called out both countries for violations of international law. But those efforts weren’t uniform. Some nations, like Germany, maintained distance from America’s approach. Even more forward-leaning countries like the Netherlands and Japan had to be cajoled to curb their exports of high-end chip equipment. With Trump back in the Oval Office, this approach has been effectively shelved. He has leveled harsh words against America’s allies, imposed tariffs against their products, and left their leaders fuming. Their doubts have grown. Turbulence in the White House doesn’t mean that countries will exit treaty alliances like NATO (unless, of course, Trump decides to unilaterally withdraw from them); these structures are deeply entrenched and offer numerous advantages. But it could cause other instruments of alliance-building, such as the Quadrilateral Security Dialogue (an arrangement made up of Australia, India, Japan, and the United States that cooperates on security, economic, and global health matters), to fall by the wayside.

History tells us that it is exceedingly difficult to curb technological diffusion—the outward flow of expertise, innovation, research, and ideas. It is already too late to curtail China’s expanding tech capabilities; it is the world’s leading manufacturing power, has invested billions in catching up to the United States, and is now a global leader in many technology fields. Inevitably, Chinese researchers and scientists will come up with creative ways to bypass semiconductor controls or AI model restrictions—it is just a matter of time.

Even if the United States can successfully curb the spread of a small group of cutting-edge technologies for a limited period, many other tools—from autonomous drones and satellite networks to generative AI applications—are already proliferating widely. An array of rising powers is pursuing independent foreign policies alongside powerful tech capabilities. Countries like Iran, Israel, Saudi Arabia, Türkiye, and the United Arab Emirates seek greater influence in a competitive global environment and are using technology as a means to get there.

Finally, Washington’s ability to control the development of cutting-edge technologies is increasingly supplanted by America’s own private companies. Large tech corporations, from SpaceX to Microsoft, have gained newfound sway historically reserved to nation-states, allowing them to shape diplomatic and military outcomes. They are spearheading the race to achieve artificial general intelligence (AGI). They control critical infrastructure—from data centers and underwater sea cables to satellite internet networks—and they are much more focused on short-term profits than diplomatic consequences or international stability. Simply put, American tech firms now wield significant power, further complicating Washington’s strategic options.

The consequence of these trends is that the United States will find itself engaged in an intensifying contest as rival countries implement hard-nosed policies to preserve their advantages, isolate their opponents, and develop ever more powerful systems. The outcome of this competition will redefine the balance of global power and international relations for generations to come.




PART I

Global Rivalry in the Digital Age
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The End of American Unipolarity

The upheaval racking the world today seemed far-fetched until recently. In the 1990s, after decades of Cold War tensions, the fall of the Soviet Union gave policymakers renewed hope that global peace was not only possible, but had already been achieved. Scholars like Francis Fukuyama proposed that we were at the “end of history” and were witnessing an “unabashed victory of economic and political liberalism.” Experts broadly agreed on the idea of “convergence,” which offered an appealing argument: now that America had firmly entrenched itself as the world’s dominant power, major countries had more to gain from competing over business than from fighting wars. Governments would cease treating each other as adversaries and instead work cooperatively and “converge” to tackle common challenges. It was in everyone’s best interests to play by the rules of the international system—created and overseen by the United States—rather than cause problems or create alternative structures.1

For nearly a quarter century, no major powers sought to balance against American unipolarity. Neither China nor Russia was capable or interested in pushing back against US dominance. When they had disagreements with America, they expressed their opposition in UN Security Council votes or in occasional “spasms of anger,” such as China’s fury at NATO’s 1999 bombing of the Chinese embassy in Belgrade.2 But this extraordinary period of convergence began to unravel in the late 2000s.

A significant milestone was President George W. Bush’s response to the September 11, 2001, terrorist attacks. His administration articulated a grand strategy positioning America as the world’s central provider of order and security. “The United States would be the global Leviathan,” writes Princeton academic G. John Ikenberry. It would stand above other states, unconstrained by multilateral rules and institutions. “The United States would have an open-ended license to deploy power and intervene around the world—and do so with fewer checks and balances.” The Iraq War marked the debut of Washington’s new global security doctrine—with all of its consequences. Bush’s strategy ultimately failed on two fronts: it was not operationally sustainable, and it triggered countries to reassess their participation in American hegemony.3

Russia’s public break with the United States came in 2007, at the annual Munich Security Conference. In the Hotel Bayerischer Hof, Russian President Vladimir Putin stood in front of an international assembly of leaders and diplomats and for thirty minutes upbraided America for trying to establish a “unipolar world,” with “one center of authority, one center of force, one center of decision-making.” He warned that the country’s unconstrained use of force would plunge the world into an “abyss of permanent conflicts.” This critique was not particularly original, but Putin’s signaling that the US liberal order was no longer of “interest or value” to Russia was a serious charge.4

American policymakers had spent substantial time working with Russia over the previous decade, in the belief that Moscow would eventually integrate into the post–Cold War system of international stability. At first, it seemed likely that the two countries would foster a close relationship—perhaps even an alliance. In 1992, President Boris Yeltsin paid his first visit to the United States as Russia’s head of state. President George H. W. Bush hosted him at Camp David. The primary focus of the meeting was nuclear reduction, but toward the end of the conversation Yeltsin asked a revealing question:

YELTSIN: Are we still adversaries or not?

BUSH: No, we are not.

YELTSIN: You have nothing here [in the joint statement] which says that we are no longer adversaries and are moving to be allies.

SECRETARY OF STATE JAMES BAKER: It says friendship.

YELTSIN: No, no. We should say that we are moving from a stage of adversaries to allies. This gives a new quality.

Bush held firm, and the joint statement did not include the term “allies” because Bush didn’t “want to act like all our problems are solved.”5 Still, such an outcome didn’t appear far off.

In the ensuing years, however, Russia shifted its stance from cooperation to competition. Its break with the West didn’t happen all at once; rather, it occurred in fits and starts. After succeeding Yeltsin, Putin initially believed that a mutually beneficial partnership was possible, too. He envisioned forming a “common front” in the post-9/11 War on Terror, in exchange for American acceptance of Russia’s special influence in its backyard and an agreement not to interfere with its domestic politics. But such a deal was “never in the cards.” America had no interest in trading anything for a partnership with Russia, a country it viewed in decline.6

William Burns, the former US ambassador to Russia, recounted a meeting he held with Putin and Secretary of State Condoleezza Rice in 2006. Putin invited the Americans to his presidential compound outside of Moscow. After keeping them waiting for some three hours—a common ploy he used to unnerve visitors—he ushered them into his quarters. In front of a “roaring fire,” talk turned to Georgia and its pro-Western, liberal president, Mikheil Saakashvili. Putin expected Saakashvili to show deference to Moscow—which Saakashvili was loath to do. Putin began to lose his cool. As Burns recollects, “Putin’s intimidating aura is often reinforced by his controlled mannerisms, modulated tone, and steady gaze. But he can get quite animated if he wants to drive home a point, his eyes flashing and his voice rising in pitch.” Standing in front of the fireplace, Putin “wagged his index finger” and warned the Americans that “if Saakashvili starts something, we will finish it.” At this point, Rice also got up, “looming several inches taller than Putin in her heels.” Putin said sharply, “Saakashvili is nothing more than a puppet of the United States. You need to pull back on the strings before there’s trouble.” While tensions in the room eventually dissipated, disagreements about how to deal with Georgia and larger differences about Russia’s place in the world were never resolved.7

American policymakers wanted to keep Russia involved in international-security initiatives, such as nuclear arms control, but they were unwilling to cede any influence to Moscow. To that end, America continued supporting pro-democracy groups operating in Russia, as well as dangling the prospect of NATO membership to its neighbors (and former USSR satellites), Georgia and Ukraine. Putin in turn became embittered against the United States—blaming America for fomenting “color revolutions” in Georgia, Ukraine, and Kyrgyzstan—and reacted with fury to any signals about NATO enlargement. In 2008, for the first time since the breakup of the Soviet Union, Russian troops marched into Georgia. In a five-day war, Russian forces came within striking distance of the capital of Tbilisi, signaling the reemergence of Russian military power. This operation paved the way for Russia’s annexation of Crimea from Ukraine in 2014, which effectively “symbolized the end of the post–Cold War era and the reemergence of a new East-West divide in Europe.”8

China underwent a similar shift in the 2000s. Until 2008, China and the United States forged a remarkably stable partnership despite the differences in their political systems. Both countries benefited from good trade relations. China’s economy soared as foreign investment flowed into the country, and it became the manufacturing hub of the world. American corporations enthusiastically opened up shop and pushed Washington to maintain friendly relations. The mantra from Washington was for Beijing to be a “responsible stakeholder” in the international system—as Deputy Secretary of State Robert Zoellick called for in an oft-cited 2005 speech.9

But the 2008 financial crisis changed everything. Seemingly overnight, Wall Street banks and insurance companies collapsed, the stock market plunged, and housing prices plummeted. It represented the biggest economic downturn in the United States since the Great Depression. The crisis caused Chinese leaders to reevaluate the strength of the West. They concluded that America was far weaker than they had previously thought. This stimulated demand among elites and the public for a more “ambitious” foreign policy, driven by the belief that China’s time had come.10 Beijing began staking assertive positions, from pursuing territorial claims in the South China Sea to increasing its investments in military technologies. In diplomatic meetings, China went from accommodating to bullying. In a 2010 meeting of Southeast Asian countries, for example, Chinese Foreign Minister Yang Jiechi flew off the handle. He lambasted delegates who had spoken in favor of collective arrangements to manage maritime claims—something that had become contentious due to China’s newfound aggression. Yang said, “China is a big country and other countries are small countries, and that’s just a fact.” He then scolded Secretary of State Hillary Clinton for “conniving” with the other leaders against China.11

Domestically, Beijing went from decades of restraint to a new era of overreach. The Chinese Communist Party (CCP) instituted policies at home that matched its bellicose rhetoric abroad. Under President Xi Jinping, authorities began implementing technology-fueled repression. They enacted mass surveillance in “smart cities” and built Orwellian digital gulags in outlying provinces like Xinjiang. It became impossible for American policymakers to ignore that China’s grand strategy had shifted. Rather than continue following Chinese leader Deng Xiaoping’s maxim of “hide your strength, bide your time”—a principle that had guided Chinese policy for decades—Xi moved the country in a very different direction. Under his leadership, China emerged as a principal rival to Western democracies, with the aim of “undermining the Western liberal order while reaching for PRC [People’s Republic of China] hegemony in Asia and the expansion of Chinese influence worldwide.” By 2010, the United States began to respond in kind. Obama administration officials organized Southeast Asian countries to push back against China’s maritime claims, they offered more weaponry to Taiwan, and they announced a strategic pivot to Asia in reflection of these tensions.12

Today, the post–Cold War convergence toward the Western liberal order has collapsed, seemingly bringing an end to what Charles Krauthammer famously termed America’s “unipolar moment.” Even Fukuyama himself acknowledges that “we’ve seen frightening reversals to the progress of liberal democracy over the past 15 years” (although he maintains that the liberal democratic order can endure if “people are willing to struggle on its behalf”).13 The world appears headed toward greater fragmentation and a wider dispersion of power.

One consequence of this tumult is a startling increase in violence and war. Research shows that in periods where leaders have uncertainty about their present or future security, the risk of conflict grows.14 Not since the Cold War has the world faced such volatility.

In 2022, for example, nearly 277,000 battle-related deaths were recorded, a number unmatched since 1972. Casualties largely stemmed from two conflicts—the Russia-Ukraine war and armed conflict in Ethiopia between Tigrayan insurgents and government forces. Yet battlefield deaths tell only part of the story. Data collected by Oslo’s Peace Research Institute shows that the number of wars or “conflict events” has also risen dramatically; 2024 registered the highest number of conflict events since 1946. The only other period since World War II with so many state-based conflicts occurred in the early 1990s—an era that included the first Gulf War and civil war in Rwanda. Notably, 2024 saw an increase in interstate war—conflict between sovereign states—something that had become a rarity after World War II. Analysts recorded four interstate conflicts between Russia and Ukraine, Iran and Israel, Afghanistan and Pakistan, and the United States/United Kingdom and Yemen.15 Figure 1 illustrates these grim trends—the line graph shows the number of conflict events per year; the vertical bar graph depicts annual battle-related deaths.


Figure 1. Trends in Conflict, 1946–202416
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The present state of turmoil has caused some analysts to argue that history is reversing course, “pushing the world back in the direction of geopolitical and ideological groupings.”17 Historian Hal Brands, for instance, analogizes current conditions to the interwar period of the 1930s. He writes that between China’s massing of military power in the Pacific, Russia’s assault in Ukraine, and Iran’s interventions through its proxies in the Middle East, many Americans “don’t realize how close the world is to being ravaged by fierce, interlocking conflicts.”18

But it is not just armed conflict that has risen to the fore. Economic warfare has returned as well, displacing the previous era of global collaboration and integration. The United States has undergone one of the biggest reversals on this front. America once stood as the chief proponent of open markets, free trade, and globalized manufacturing. The Treasury Department sent officials around the world to spread the gospel of privatization, lower taxes, and the benevolent power of markets. The benefits of doing so were many. Foreign exports enriched American companies; consumers profited from accessing cheap goods produced in China’s Pearl River Delta (Walmart’s business model would be completely upended without inexpensive products from China). The world accrued immense gains from economic integration. In a twenty-year span, beginning in 1990, 1.3 billion people were lifted out of extreme poverty. A child today is twice as likely to survive into adolescence, while malnutrition and illiteracy rates have plummeted.19 Walling off trade and innovation behind national borders harkens back to the protectionism of the interwar period, to the 1920s and ’30s, and rejects years of accumulated wisdom about protecting the free flow of commerce and information.

But the landscape has changed. By all accounts, President Biden saw himself as an internationalist and sought to strengthen alliances as a means to check rivals. Yet even his administration challenged the old neoliberal order and laid the groundwork for the “new Washington consensus.”20 Undergirded by economic nationalism, the new consensus argued that economic interests should be subservient to strategic interests. If the end goal used to be economic efficiency—even if it meant outsourcing jobs and shuttering American factories—that was no longer the case. Reshoring supply chains came into fashion, officials emphasized resilience over efficiency, and industrial policy no longer was a dirty word. Under Trump, America’s economic nationalism has intensified. Not even one hundred days into office, he imposed 10 percent across-the-board tariffs for all imports to the United States and supplemented them with additional taxes tailored to individual countries.21

There is some wisdom and a lot of folly to America’s course correction. Based on the data, there’s little doubt that China has become the world’s sole manufacturing superpower. In 2008, China supplanted America as the globe’s largest producer—a feat it accomplished in about fifteen to twenty years (far quicker than it took the United States to replace the UK as the world’s leading manufacturer prior to World War I). China hasn’t looked back. In the intervening years, Beijing has “more than doubled its world share” while America’s portion has fallen by three percentage points. At this stage, China has established an unassailable industrial advantage over all of its competitors; its production “now exceeds that of the next [seven] largest manufacturers combined.”22

While the United States cannot realistically overcome China’s manufacturing advantage, that doesn’t mean it is out of options. For one, not all manufacturing is worth the same. A substantial portion of China’s economy remains centered in low-end manufacturing, such as textiles, ceramics, and steel. These are labor-intensive industries that account for a diminishing percentage of future economic output. A smarter strategy would be to subsidize investments in critical sectors linked to high-tech industries (and to constrain competitors from doing the same). These sectors matter quite a bit to countries’ security; the race among great powers to develop ever more powerful microchips, hypersonic missiles, and AI systems is fierce. Therefore, imposing protectionist measures in these areas—even if the result is lower productivity and higher prices—could be a worthwhile trade-off. Such moves, of course, come with risks. A big danger is that political leaders will continue broadening protectionist measures to cover an expanding range of high-tech products. With Trump as president, there is no telling how far these trade restrictions will extend.

What America’s changing economic preferences come down to is whether its leaders believe the country will obtain greater benefits from keeping the door open and maintaining technological interdependence, or whether they are convinced that closing the door to imports and focusing on building up domestic industries is a better course. Their outlook will be heavily influenced by their expectations about the changing balance of power. To get more clarity about where trends are headed, let’s take a look at global forecasting projections.

Changing Balance of Power

The balance of power is shifting in the world, but not always in the ways people think. The University of Denver’s Pardee Center created a “global power index” to measure countries’ relative share of power worldwide. Its model uses a weighted combination of military, demographic, economic, technological, and diplomatic factors. From the end of the Cold War through 2022, figure 2 shows a gradual erosion of American power—in large part due to China gaining ground.

US influence remains high relative to other states. As of 2022, America still controlled nearly a quarter of the global share of power despite having under 5 percent of the world’s population. When the United States’ portion is combined with the European Union’s, their global share of power exceeds 40 percent. In contrast, China continues to lag behind. Other would-be challengers, such as India, Japan, or Russia, barely exceed the 3 percent threshold. But longer trends paint a less optimistic picture; America’s global power has clearly slipped over the decades.

Looking to the future, the signs are muddled. Most experts agree that the foremost geopolitical challenge of the twenty-first century involves managing a rising China seeking to become a dominant power and a declining United States trying to preserve its influence. But consensus breaks down from there. One school of thought holds that China will overtake the United States and claim “power predominance” in as little as a decade. Experts argue that only a dramatic shift by Washington can stem China’s rise. Other analysts fall into an “optimist” camp, unconvinced that China will overtake the United States (and even if this transpires, they argue, China will be incentivized to pursue relatively moderate policies). Their biggest worry is that the two countries will enter a destabilizing “spiral of hostility” fueled by high-tech export restrictions and military buildups in East Asia.23


Figure 2. Global Power Index, Historical Trends (1990–2022)24
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Despite forecasters’ best efforts, it is impossible to anticipate how these trends will play out. Even deciphering the present data is difficult. China’s statistics are deliberately obscure and its officials often release misleading data or “present only facets of the reality they want the world to see,” making it hard to know China’s actual power and status, let alone what they will look like in ten or fifteen years’ time.25 The best we can hope for, then, is to obtain a deeper understanding of underlying trends that will shape future policies in the United States and China. On this basis, three insights are relevant about America’s role in the world.

First, while China’s rise will undoubtedly continue and its material share of global power could surpass the United States in the next decade, this doesn’t mean that China will supplant the United States as a superpower. China will encounter bumps along the road. Hal Brands, for example, argues that the drivers of China’s growth are already stagnating or in decline. From the 1970s to the 2000s, China possessed abundant food, water, and energy resources. It enjoyed “the greatest demographic dividend in history,” with ten working-age adults for every senior citizen. Those factors led China to become the global center of manufacturing and allowed the nation to cut poverty at a stunning rate. Now, the situation has reversed. China is running out of water and is a net importer of energy and food, making economic growth more costly and fostering an unhealthy reliance on external trade. Its declining demographic picture also raises alarm bells—China is losing population at a rapid clip. Thanks to its one-child policy, which was implemented in 1980 to curb overpopulation and ended in 2016, China’s population fell by 2.08 million, with new births dropping by 6 percent in 2023 alone. A new trend is taking hold: outward migration. More than three hundred thousand Chinese annually are leaving for other countries, twice as many as a decade ago.26

Looking at China’s economic productivity also offers insights. Historically, two factors are crucial to determining whether a rising state will overtake an existing great power: the size of the economy and its productivity (roughly calculated as the ratio of a country’s GDP to total hours worked). If a country is economically efficient but has a small economy—such as Norway or Switzerland—then its lack of size renders it noncompetitive. Conversely, if a country possesses a large economy but runs it inefficiently—like India—then this also nullifies its advantages.

China’s economy is large. By some measures, its GDP is equal to that of the United States. In 2022, its GDP stood at $17.96 trillion, close behind America’s GDP of $25.44 trillion; when purchasing-power parity is factored in, China’s economy slightly exceeds the United States’. But Beijing faces a major obstacle: lagging productivity. From 2000 to 2017, China’s total productivity “never surpassed 43 percent of the US,” writes Jeffrey Ding, a scholar at George Washington University. Moreover, China’s future productivity growth is uncertain. Due to inefficient infrastructure outlays, China’s productivity growth declined from 2.8 percent in the early 2000s to 0.7 percent in the decade after (2009–2018).27 As a result, Beijing faces a major productivity challenge in the years ahead. Unless China can dramatically improve its efficiency from new technologies and manufacturing products, it will struggle to make up ground with the United States.

For the sake of argument, suppose that China somehow found a winning formula that allowed it to dramatically increase its productivity and surpass America’s economic output as well as develop new military technologies. That still wouldn’t make China a military peer of the United States. Developing new weapons and tactics “depends on decades of expensively accumulated technological and tactical experience,” writes MIT scholar Barry Posen.28 Successful war fighting requires extensive training, experience in combat, and effective force deployment. Military dominance is not something that magically happens once a country’s economy reaches a certain threshold of size or a country’s army attains a specific number of planes or tanks.

Second, it is unlikely that any middle-power state—or group of middle powers—will challenge the United States or China for dominance in the near future. Aside from the EU (which, as a regional grouping of countries, belongs in a slightly different category), the closest state competitor is India. But even by 2050, its expected share of global power will remain low. While India will accrue greater influence due to its large population and emerging industrial base, on its own it will be unable to tilt the global balance of power. However, it would be unwise to underestimate the growing heft of the “hedging middle.” Countries in the Global South will be intent on diversifying their relationships and optimizing their choices. As William Burns warns, they will see little benefit to “sticking to monogamous geopolitical relationships with either the United States or China.” Instead, more countries will seek open-ended relationships with multiple larger powers—perhaps following America’s lead on certain issues while fostering ties with China on other matters.29

The growing relevance of the BRICS grouping, of which China is a major anchor, is instructive. The acronym stands for the group’s founding five members: Brazil, Russia, India, China, and South Africa. It has since expanded to include Egypt, Ethiopia, Iran, and the UAE (Saudi Arabia is also a participant, but it is not a formal member). Many in the West predicted the group’s rapid demise when it launched in 2009 but its trajectory has gone in the opposite direction. Its ten current members represent over 35 percent of global GDP in purchasing power parity—the exchange rate at which money buys the same amount of goods and services in different countries—exceeding the G7’s global GDP share of 30 percent. In the coming years, the BRICS will likely expand further, “with more than 40 countries expressing interest in joining.” Its October 2024 summit in Kazan, Russia, was telling. The Kremlin crowed that the meeting was the biggest foreign policy event ever hosted by Russia and represented the “literal embodiment of a revisionist approach to the transformation of the international order.” Attendees lavished praise on one other. Prime Minister Abiy Ahmed of Ethiopia, once the toast of the West (and the ill-advised winner of the Nobel Peace Prize) gushed to Putin, “This period was not easy for Russia, but under your leadership you have succeeded to maintain the economic resilience which might be exemplary for most of us.”30

Third, the influence of the West (anchored by the United States and Europe) will continue to wane. America’s diminished ability to “command the commons”—to exert ongoing and continuous superiority over air, sea, and space—will open up space for rival actors.31 Arguably, Trump’s anti-globalization instincts are speeding up this process. As China catches up to the United States, this will inject more uncertainty into the international system. Already, the long post–Cold War peace guaranteed by American power has ended. If policymakers once expected that major powers would stop treating each other as rivals and would instead compete over economic investment and trade, events in the last decade have refuted these assumptions. Russia is engaged in a protracted hot war against Ukraine. China is arming itself with alacrity and pursing menacing actions in the South China Sea and toward Taiwan. Iran, Israel, and Türkiye have developed sophisticated weapons industries whose proliferation is triggering more instability. Meanwhile, Trump is steering the United States in a more confrontational, unilateral, and illiberal direction.

What does all this add up to? More than anything, these trends mean there will be greater unpredictability in the international system. Within a decade, no country will be a fully dominant power. As leaders contemplate these projections, they must confront an unsettling reality: they are steering their nations into security waters more treacherous than any navigated in recent decades.
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Rival Powers Compete for Technology

Rival powers have competed to control technology throughout history. As far back as the sixteenth century BCE, adversaries raced to develop the chariot as a weapon, which altered the balance of power in favor of Egypt and ultimately sparked “a centuries-long arms race from Anatolia to Mesopotamia.” Superior technology has often helped a weaker army attain victory even when faced with long odds, like King Henry V’s deployment of the longbow to inflict a devastating defeat upon the numerically superior French cavalry at the Battle of Agincourt in 1415, or Britain’s use of the Maxim gun (the world’s first fully automatic machine gun) to wipe out thousands of attacking warriors during the First Matabele War in South Africa in 1893. Even today, the popular imagination maintains a belief that a decisive technology can change the course of war and remake geopolitics.

America’s rivalry with China for technological dominance reflects this dynamic. Over the last twenty years, Beijing has sought to narrow the gap with the United States. Its authorities have channeled immense resources into research and development (R&D), invested in high-tech manufacturing, enticed labs and companies to set up shop in-country, and acquired cutting-edge technologies (sometimes legitimately but often illicitly, through IP theft and forced IP transfers). In 2019 alone, China reportedly spent close to $250 billion to support its industrial policies. These efforts have led to impressive gains: today, China’s R&D spending as a percentage of GDP largely matches that of the United States, China’s output of patent applications has grown exponentially, and its volume of high-technology exports significantly exceeds that of the United States.1

Some experts argue that China not only has built the foundations to be a science and technology superpower but is challenging the United States as the world’s leading innovator. The Australian Strategic Policy Institute, for instance, concluded that in sixty-six out of seventy-four critical technologies—spanning defense, space, robotics, energy, biotechnology, and AI—China had taken a significant lead in research generation and development. The National Security Commission on Artificial Intelligence reached a similar finding, noting that for the first time since World War II, “America’s technological predominance—the backbone of its economic and military power—is under threat.” They assessed that if trends persist, China could surpass America as the global leader in AI within a decade.2

Beijing is not limiting its innovation push to civilian technologies; China is also undertaking a major military modernization. It has built up the world’s largest navy in terms of sheer numbers and just completed its third aircraft carrier, the Fujian. Beijing is investing heavily in boosting its nuclear stockpile; the Pentagon estimates that China is set to “quadruple” its nuclear supply by the end of the decade to at least one thousand warheads. China has also committed significant resources to developing “intelligentized” warfare—which relies on AI and other disruptive technologies to wage an integrated campaign in the land, sea, air, space, cyber, and cognitive arenas against its adversaries. And Xi has explicitly called for integrating China’s civilian and defense economies through the concept of “military-civil fusion.” Fundamentally, this initiative involves sharing research, talent, resources, and technology between the two ecosystems (allowing the military to capitalize on China’s world-class innovation economy).3 These combined efforts have not gone unnoticed; rather, they have spurred alarm in US policy circles.

It has become an article of faith among US leaders that technological innovation grants states a decisive edge in strategy and war. In major speeches, policymakers warn that advances in science and technology “have the potential to reshape the global balance of power, spark entirely new industries, and revolutionize the way we live and work.” These ideas provide the intellectual scaffolding for America’s tech war against China. Simply put, if technology is the key to power in the twenty-first century, then it is a “national security imperative for the United States to achieve and maintain unquestioned and unchallenged global technological dominance.”4 In practice, this entails imposing onerous tech export controls against America’s rivals, limiting the proliferation of military technologies, and prioritizing security concerns over economic interests.

But is this view correct? How decisive is technology in matters of geopolitics and war?

I would argue that historically, the connection between technological innovation and achieving of geopolitical interests is not quite so linear as proponents suggest. The spread of firearms in Europe in the sixteenth century is a good illustration. Gunpowder and firearms were not exclusive to Europe in this era—many empires from Mughal India to Ottoman Turkey had access to these weapons. But Europe became the global leader in producing and developing them. Once firearms technology became reliable, Europeans quickly ended the dominance of Central Asian horse archers, who were little match against infantrymen equipped with guns. European armies then turned their firearms against each other, changing the offense-defense balance on the battlefield. Formerly impregnable stone fortresses were now vulnerable to artillery assaults; the new weapons made short work of many “old stone castles scattered around Europe.” As political theorist Niccolò Machiavelli himself wrote, “No walls exist, however thick, that artillery cannot destroy in a few days.”5

But the apparent triumph of firearms proved illusory. Soon, the best minds of the day were devising adaptations meant to blunt the offensive advantages of firepower. Leading lights in Italy, such as Michelangelo and Leonardo da Vinci, came up with an answer. Max Boot describes how they designed “thick, low-slung earthwork fortresses bristling with artillery ingeniously positioned in angled bastions to command interlocking fields of fire.” This style of fortress became known as trace italienne, and it proved pivotal. These forts were not only impenetrable to most contemporary armies, but their proliferation turned the tides of conquest itself: no invader “could hope to unify all of Europe” as a result.6 Within a decade, the initial advantages conferred by gunpowder were supplanted by new adaptations.

Countries that dominate leading industries—such as Germany and Japan’s mastery of the steam engine in the early twentieth century, or Russia and the United States leaping into the atomic age in the aftermath of World War II—can gain crucial military and geopolitical benefits for a period of time. But there are limits to how much technological innovation can propel military victory or foster long-term geopolitical dominance, for several reasons.

First, rivals do not stand still. As historian Paul Kennedy writes, the race for new technologies “never remains constant.”7 Countries that are first movers—those that initially figure out how to use a new military innovation—soon face emulation by their adversaries. One week into its 2022 invasion of Ukraine, Russia had massed a forty-mile mechanized column to attack Kyiv from the north. Due to a combination of miscalculation and ineptitude, the column had grown to include one thousand tanks, twenty-four hundred mechanized vehicles, and fifteen thousand troops—all largely organized in a single-file line. Within days, Ukrainian troops blew out key bridges and destroyed vehicles sitting at the head of the convoy, forcing it to halt. Then, a mix of special forces and volunteer operators equipped with night-vision goggles and thermal-imaging drones wreaked havoc against Moscow’s troops. Said one soldier, “We are like a hive of bees. One bee is nothing, but if you are faced with a thousand, it can defeat a big force. We are like bees, but we work at night.”8 Heavy pressure from Ukrainian drone strikes and artillery brought the convoy to a standstill. After four weeks, the Russians were forced to withdraw.

For months afterward, Ukraine deployed drones to great effect, recapturing lost territory and delivering immense losses to Russia’s troops. But Moscow began to adapt. It implemented electronic countermeasures that caused Ukrainian drones to crash harmlessly. Its military acquired its own UAVs, thousands of Iranian Shahed one-way attack drones that terrorized Ukrainian cities. Later, Russian factories started mass-producing “first-person view” drones to seize the advantage in the trenches. As Luke Mogelson wrote in The New Yorker, this innovation-adaptation pattern was “emblematic of a vicious cycle in which Russia absorbs Ukrainian ingenuity and turns it back against Ukraine, spurring further lethal ingenuity.”9 As a result, Russia reduced Ukraine’s qualitative edge on drone warfare to a draw.

This leads to a second point: unlike in prior eras, technological development today is characterized by open innovation. In the Cold War, states hoarded their capabilities and limited the availability of their technologies. “In a period of closed military innovation, states can largely control access to major technological developments such as nuclear weapons, jet fighters, or precision-guided munitions,” writes Carnegie Mellon scholar Audrey Kurth Cronin. “These technologies are hard to develop, require a high level of expertise, and are carefully protected.” The closed-innovation model dominated for most of the twentieth century through the end of the Cold War. As changes swept through the world and US leaders saw the Soviet Union crumble before their eyes, a post–Cold War “euphoria” about the possibilities of a new world order took hold. The government opened up its innovations and made them publicly accessible. ARPANET became the internet; GPS and smartphone technology were commercialized. Emerging technologies not only became publicly available for use—giving individuals and companies free rein to “buy, use, and distribute them”—but the changed mindset also allowed for experimentation and for people to come up with new ideas, forms, and purposes for them.10

Yet the open innovation model also had its shortcomings. It meant that the bulk of research and new innovations would no longer come from government labs or from public funding. Instead, the private sector became the primary source of technological innovation. Now, new technologies are far more likely to be invented by private companies, financed through private sources of capital, and marketed to clients around the world with fewer regulations. Technologies are often dual use, harboring both military and civilian applications. While private companies have arguably given rise to a new age of innovation, they have also led to painful trade-offs: governments are compromising their ability to control the spread of advanced products that strengthen their geopolitical advantages and militaries.

Tech giants like Apple, Google, and Microsoft wield influence once reserved to nation-states, giving them an outsized ability to impact diplomatic strategies and military decisions. Certain industry leaders, like Elon Musk, have secured extraordinary sway. Tech companies are at the forefront of the contest toward attaining artificial general intelligence (AGI). They control vital infrastructure—cloud computing platforms, telecommunications networks, large data centers, and high-speed satellite networks. Companies are leading the development of more powerful and innovative weapons. Private tech platforms control the information space, setting the rules for how individuals and even governments can communicate with one another.

Third, technological innovation is a necessary but not sufficient condition for military or geopolitical success. Scholarship tells us that how a country uses its innovations—the manner in which it incorporates new technologies into its military structures and institutions or the way these innovations diffuse—makes all the difference. In his book The Diffusion of Military Power, Michael Horowitz, a political scientist at the University of Pennsylvania, argues that whether a country can successfully adopt and use an innovation is dependent on resources and organizational capacity. No matter how “intrinsically compelling a new innovation may seem, it will not diffuse throughout the system” if the costs are too high and the capacity requirements are too onerous.”11

Stephen Biddle, a prominent military historian, analyzed sixteen interstate wars fought between 1956 and 1992. He found that technological superiority was “no better than a coin flip for predicting victory and defeat.” Instead, the real differentiator between victory and defeat was force employment. Militaries that mastered the “modern system” of warfare—which in the offense involved “cover, concealment, dispersion, small-unit independent maneuver, suppression, and combined arms integration” and for defense entailed “depth, reserves, and counterattack”—reduced their vulnerability to twenty-first century weapons and sensors and allowed them to overcome the impact of technological change.12

Political scientist Jeffrey Ding makes a similar point. He notes that influential theorists have long argued that “dominating cycles of innovation in key technologies propels a rising power to global leadership.” But Ding contends that being the first to introduce a novel technology offers limited benefits. First mover advantages “can be offset by other factors that affect the rate at which a country adopts new innovations at scale,” from the strength of communication channels to the density of relationships that connect research institutions and companies. In other words, without requisite organizational capacity, resources, or diffusion, the innovation itself only carries so much weight.13

As we approach a potential moment of technological transformation, it is useful to keep in mind a simple idea: geopolitical and military outcomes are influenced by a complex array of factors; technological innovation is just one piece of a larger puzzle.

An AI Arms Race?

Today, the globe faces an intensifying technological competition led by China and the United States. A key question is whether the world has entered a new age of technology more akin to the first industrial revolution (which pioneered steam engines, machine tools, and the use of basic materials like iron and steel), the second industrial revolution (which saw the advent of the internal combustion engine, electrification, railways, the telegraph, and more efficient manufacturing), or perhaps the information revolution, which ushered in the age of computers and the internet. What makes this age of technological innovation distinctive and how does it compare to prior eras? Answering this question is critical—for it will dictate how governments and companies allocate resources and investments.

The current landscape is dominated by a fascination with artificial intelligence technology. The momentum behind AI is rooted in three developments: increased availability of data from public and private sources, enhanced machine learning and algorithmic approaches, and advanced computer processing. Breakthroughs in AI are occurring with regularity but are dependent on exponentially greater demands for computing power (or “compute” for short). One study suggests that in the past thirteen years, “the amount of compute used to train leading AI systems has increased by a factor of 350 million.”14 Advanced computing is tied to a range of objectives: supporting scientific breakthroughs, enhancing intelligence collection, and protecting critical infrastructure from cyberattacks, just to name a few. It is also foundational to military applications of AI, an issue that has seized policymakers’ attention.

How might AI affect military outcomes? Henry Kissinger, Eric Schmidt (the former CEO of Google), and Daniel Huttenlocher (a dean at MIT) outlined a thought-provoking line of reasoning. In the past, strategic technologies possessed one or two of the following characteristics: (1) carried both civilian and military purposes, (2) spread easily and widely, (3) exhibited massive destructive potential. For example, railways possessed both civilian and military attributes; they could carry troops to the front lines of battle or bring goods to market. Railways were also easily adopted by other states (at least those with the requisite resources and organizational capacity). But railroads offered no destructive potential. In a similar vein, nuclear technologies are also dual use and can generate immense destructive power, but they do not proliferate easily (at last count, only nine states officially possessed nuclear weapons).

AI, on the other hand, “breaks this paradigm.” It is clearly a dual-use technology, it proliferates easily and widely, and its applications have tremendous destructive potential. Not only can AI-enabled weapons help adversaries launch digital assaults with exceptional speed, but “a state may effectively have no time to evaluate the signs of an incoming attack. Instead, it may need to respond immediately or risk disablement.” Imagining a world where AI technology is paired with, say, nuclear weapons underscores the destructive implications of this technology.15

However, we should be careful not to simply assume that AI will bring about such revolutionary transformations. Much of the concern involves AGI systems, which analysts suggest would have the potential to equal or surpass humans “across a wide range of cognitive tasks—the equivalent of millions of brilliant minds working tirelessly at the top of their fields at machine speed.” Some experts contend that not only will AGI unlock scientific discoveries and enhance economic productivity, but it will confer decisive national security benefits, such as inventing a “wonder weapon” that would completely disable an opponent through a “splendid cyber strike,” or developing an advanced autonomous weapon that would lead to military dominance.16

But such outcomes are atypical. “History suggests that technological breakthroughs rarely yield wonder weapons that provide an immediate, decisive impact on military balances or national security,” write Jim Mitre and Joel B. Predd for RAND. “Except for rare examples, such as nuclear weapons, cultural and procedural factors drive an institution’s technological adoption capacity and are more consequential than being the first to achieve a scientific or technological breakthrough.”17 Given the low odds of the wonder weapon scenario materializing, it makes little sense to spend excessive time or resources preparing for that eventuality.

Aside from wonder weapons, other disruptive possibilities could emerge from AGI. For example, it could recalibrate the instruments of national power, destabilizing the current global order. As AGI became rooted in societies, it could uplift certain military capabilities, such as autonomous warfare, and provide big advantages to the side best able to master it. Alternatively, it could reshape national economies through a massive boost in productivity or a major disruption of the labor market.18 But history indicates such scenarios take time to emerge and are contingent on a host of economic, political, and organizational factors, rather than guaranteed by the invention of a unique, breakthrough technology.

In my own research, I have explored the impact of technology on political repression. Dictators have indeed acquired sophisticated digital tools; they can use facial recognition to surveil their populations, deploy spyware to hack into opponents’ phones and peer into personal photos and messages, and install filtering software to censor what citizens can read and access online. Given the plethora of new techniques available to autocratic leaders, the “rise of digital repression” would appear to be a game changer for authoritarians. But advanced technology has
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