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Introduction: Why PowerShell Matters for Modern IT Professionals
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If you are a systems administrator, there is a good chance you have felt a particular kind of dread. It is the 10:00 PM feeling on a Saturday during a "maintenance window," as you remotely connect to the first of 50 servers to apply a security patch. You open the GUI, click "Check for updates," "Install," and "Reboot," and then you do it again. And again. And again, for the next eight hours, in a haze of caffeine and repetitive clicking.

Or perhaps it is the 9:00 AM rush on a Monday, when Human Resources sends you a spreadsheet with 20 new hires starting that day. For each one, you open "Active Directory Users and Computers" (dsa.msc), right-click, select "New User," and begin the 15-step process of typing a name, setting a password, adding them to 12 different groups, and trying to remember the exact UNC path for their home directory. You know you will misspell a name or forget to check a box.

This is the life of the manual, GUI-based administrator. It is a world of repetitive, thankless, and error-prone tasks. Your job is defined by how many fires you can put out and how many boring, identical tickets you can close in a day.

Now, imagine a different world.

That 3:00 AM patch-window alert comes in. You run a single, 10-line script from your workstation. The script intelligently patches, reboots, and validates all 50 servers in parallel, logs its results to a central file, and emails you a "success" report. You are back in bed in 15 minutes.

That 9:00 AM spreadsheet from HR arrives. You drop it into a folder, and a scheduled task automatically parses the file, creates all 20 accounts with a random secure password, assigns them to the correct groups based on their department, creates their home drive with the correct NTFS permissions, and emails each new hire's manager with their login details.

This is not a fantasy. This is the world of automation. The tool that makes this possible, and the skill that will define your career in the modern IT landscape, is PowerShell.

This book is your guide to that world. It is a practical, hands-on, production-focused journey. We are going to leave the GUI behind and build a new, automated way of working. You are not just going to learn a few commands; you are going to learn a new mindset.

The Evolution of IT Administration: From GUI to Automation

For decades, Windows Server administration was a visual, tactile experience. We managed servers as individuals. We gave them names, we logged into them with Remote Desktop (RDP), and we cared for them using a suite of graphical tools: Server Manager, Task Manager, Event Viewer, and the library of MMC snap-ins. This "point-and-click" method was comfortable. It felt safe.

That world is over. The "one server, one administrator" model does not scale in an enterprise built on hundreds of virtual machines, thousands of user accounts, and a global, hybrid-cloud infrastructure.

The industry has fundamentally shifted from managing servers as "pets," unique, hand-cared-for systems, to managing them as "cattle," automated, identical, and disposable units.

This is the world of Infrastructure as Code (IaC). It is a methodology that states all infrastructure (servers, networks, policies, firewalls) should be defined, managed, and provisioned using code, not clicks.

Why? Because a GUI is a liability.


●  A GUI is Inconsistent: A human will make mistakes. You will click the wrong checkbox. You will forget a step. The server you build on Monday will be slightly different from the one you build on Tuesday. This "configuration drift" is a primary source of production outages.

●  A GUI is Slow: Your mouse is a one-to-one (1:1) tool. You can only click on one thing at a time.

●  A GUI is Not Auditable: When an outage happens, how do you prove what you did? There is no log of what you clicked in the GUI.


PowerShell is the solution to all of this. It is the engine Microsoft built to bring the power of IaC and automation to the Windows ecosystem. A script is consistent (it runs the same 1,000 steps in the same order, every time), fast (it is a one-to-many 1:N tool), and self-documenting (the script itself is a perfect audit log of the changes it makes).

This evolution is not a threat; it is an opportunity. The administrators who are stuck in the GUI, clicking the same buttons every day, are becoming obsolete. The administrators who embrace automation, who can manage 1,000 servers as easily as one, are becoming the most valuable and sought-after engineers in the industry. This book is your map to becoming one of them.

What PowerShell Is and Why Every IT Professional Needs It

The first mistake many newcomers make is thinking PowerShell is just a "new command prompt." They see its blue window as a replacement for the black cmd.exe window they have used for years to run ping and ipconfig.

This could not be further from the truth. PowerShell is not just a shell; it is a complete, modern, and powerful automation platform. It is helpful to think of it as three distinct things, all working together.

1. It is a Command-Line Shell

At its most basic level, PowerShell is an interactive, command-line shell. You type a command, press Enter, and get a result. This is where you will run your one-off commands, test your ideas, and perform quick lookups (e.g., Get-Service -Name "spooler").

2. It is a Rich Scripting Language

Unlike old VBScript or batch (.bat) files, PowerShell is a full-featured, modern scripting language. It has all the constructs you need to build complex logic:


●  Variables: To store data, like server names or user lists.

●  Loops (ForEach, While): To repeat tasks.

●  Conditionals (If, Else): To make decisions.

●  Functions: To build reusable tools.

●  Error Handling (Try/Catch): To manage failure gracefully.


This is what allows you to build a multi-step process, like our 20-step new-hire script, into a single, intelligent file.

3. It is an Automation Framework (The Most Important Part)

This is the "secret" to PowerShell and what truly separates it from every other shell. PowerShell is built on the Microsoft .NET Framework. This means that when you run a command, PowerShell does not give you text back; it gives you live, structured objects.

This is the most critical concept you will learn.


●  The Old Way (Text): In cmd.exe, if you run dir, you get a wall of text. If you want to find files over 100MB, you must write a complex script to "parse" that text, skipping headers, finding the 5th column, and converting the text "123,456" into a number. It is slow and fragile. If the text output changes in a new version of Windows, your script breaks.

●  The PowerShell Way (Objects): In PowerShell, you run Get-ChildItem. You are given a collection of FileInfo objects. Each object is a "smart" bundle of data. It has properties like .Name, .Length, and .LastWriteTime. The .Length property is already a number. To find files over 100MB, the command is simple and readable:
Get-ChildItem | Where-Object { $_.Length -gt 100MB }

This object-oriented pipeline is the soul of PowerShell. It means you are not "screen-scraping" text; you are manipulating structured data. This makes your scripts reliable, powerful, and infinitely more capable.

Why You Need It

PowerShell is no longer an optional "nice-to-have" skill. It is the mandatory, foundational technology for managing all modern Microsoft products.


●  Windows Server: All GUI tools, like Server Manager, are now just "click-wrappers" that run PowerShell commands in the background.

●  Active Directory: Automation is the only way to perform bulk operations.

●  Microsoft Exchange, SQL Server: These are managed almost exclusively via their own PowerShell modules.

●  Microsoft Azure: The Az module is the primary, and often only, way to automate and manage your cloud infrastructure.


Learning PowerShell is not just learning a new tool. It is learning the "language" of Microsoft's entire ecosystem. It is the skill that will secure your job and unlock your career advancement for the next decade.

The Business Case for PowerShell: Time Savings, Consistency, and Scalability

When you propose spending a week automating a process that you could do manually, your manager may ask, "Why?" You must be able to articulate the business case. This is not just "fun for IT"; it is a massive, measurable benefit to the company.

1. Time Savings (Efficiency)

This is the most obvious benefit. Let's quantify it.


●  Task: Manually create a new AD user, create their home drive, and set 10 different attributes.

●  Manual Time: 15 minutes per user.

●  Manual Cost (at 100 users/month): 1,500 minutes = 25 hours per month.

●  Automation Time: 4 hours to write and test the script once.

●  Automated Time: 1 second per user.

●  Return on Investment (ROI): Your 4-hour, one-time investment saves the company 25 hours of labor every single month.


This is the math that managers understand. You are not "being lazy"; you are generating a 600% ROI on your time.

2. Consistency (Reliability)

This is the real value for an engineer, and it is even more important than time savings. Humans are inconsistent. A script is not.

When a human creates 20 new user accounts, they will make mistakes.


●  User 1 will have "Sales" in the Department field.

●  User 2 will have "sales".

●  User 3's Department will be left blank.


This "configuration drift" is a nightmare. Your Get-ADUser -Filter "Department -eq 'Sales'" report is now wrong, and the user is not in the right security groups.

An automation script executes the exact same logic, in the exact same order, every single time. It never misspells "Sales." It never forgets to check the "Change Password at Next Logon" box. It never mis-clicks and sets the wrong NTFS permissions.

Automation eliminates human error. It is the key to a stable, predictable, and compliant infrastructure.

3. Scalability (The 1-to-N Advantage)

The GUI is a 1:1 tool. A script is a 1:N tool. "N" can be 10, 1,000, or 100,000.

The effort to write New-ADUser for one user is 99% the same as the effort to write a script that loops through an Import-Csv and creates one thousand users. The effort to write Restart-Service -ComputerName "SRV01" is 99% the same as Get-Content "servers.txt" | ForEach-Object { Restart-Service -ComputerName $_ }.

Scalability is the fundamental reason the GUI has failed. Your job is to manage the entire fleet, not one server at a time. PowerShell is the only tool that makes this possible.

4. Auditing and Security

A manual change in a GUI is invisible. It is a "ghost" action. A script is a permanent, text-based record of the change. When you combine your scripts with a version control system (like Git, as we will in Chapter 22), you get a perfect audit trail:


●  WHO made the change (the Git commit log).

●  WHAT was the change (the git diff view).

●  WHEN was it changed (the commit timestamp).

●  WHY was it changed (the commit message, e.g., "Fix for ticket T-12345").


Furthermore, PowerShell's advanced logging (Chapter 21) can record every command run by every administrator on every server. PowerShell is not a security risk; it is your most powerful auditing tool.

What You'll Learn in This Book and How to Use It Effectively

This book is a journey divided into six parts. We will move methodically from the absolute basics to enterprise-level architecture.


●  Part I: PowerShell Fundamentals will be our "bootcamp." We will start from zero, installing and configuring your environment. You will learn the "grammar" of PowerShell: cmdlets, parameters, the object-oriented pipeline, variables, data types, and the logical If/Else and ForEach constructs that form the "brain" of a script.

●  Part II: Writing PowerShell Scripts is where you become a "tool-builder." You will move from the console to .ps1 files. You will build modular, reusable functions, create professional comment-based help, handle credentials securely, and master the Try/Catch blocks for robust error handling.

●  Part III: Managing Windows Server with PowerShell is where we apply your new skills. You will learn to use PowerShell Remoting (Invoke-Command) to manage your servers from one console. We will automate the "bread and butter" of a sysadmin: services, roles, file systems, NTFS permissions, storage, and performance monitoring. We will end with a deep dive into automating Windows Update.

●  Part IV: Active Directory Administration with PowerShell moves to identity. You will learn to query AD efficiently (-Filter, -Properties), and then automate the entire lifecycle of users, groups, and computers. You will learn to perform bulk imports from CSVs, manage OUs, and automate the backup and reporting of Group Policy Objects (GPOs).

●  Part V: Real-World Automation Projects is our "capstone." We will integrate all the skills from the previous parts to build two high-value, enterprise-grade projects from scratch: a complete User Lifecycle Management System (onboarding/offboarding) and an automated Server Configuration and Compliance Auditing framework.

●  Part VI: Advanced Topics and Best Practices is what takes you from a "scripter" to an "architect." We will convert your functions into professional, versioned PowerShell Modules. You will learn to build an internal repository for your team, and we will cover the "DevOps" principles of using Git for version control and building CI/CD pipelines to test and deploy your automation.


The appendices will serve as your quick-reference "cheat sheets" for common cmdlets and operators.

Prerequisites and Setting Up Your Learning Environment

This book is written for the IT professional. It assumes you are not a developer and have zero prior scripting experience.

It does assume:


●  You are a comfortable Windows user.

●  You understand core IT concepts like Active Directory, DNS, IP addressing, and what a "server" is.

●  You know your way around the Windows Server GUI, even if you find it inefficient.


If you are a help desk admin looking to advance, a network admin who needs to manage servers, or a senior sysadmin who has just been "getting by" with the GUI, you are in the right place.

Your Most Important Tool: A Safe Lab Environment

DO NOT LEARN POWERSHELL ON YOUR PRODUCTION DOMAIN CONTROLLER.

I cannot stress this enough. The best way to learn is to break things. A lab is a safe place to make mistakes. Your production network is not.

Your "lab" can be incredibly simple:

	Your Hypervisor: A Windows 10/11 Pro machine with the Hyper-V feature enabled is perfect. You can also use VMware Workstation or even a free tool like VirtualBox.

	Your Workstation: Your main "admin" machine. This can be your physical Windows 10/11 machine, or a dedicated Windows 11 VM.

	Your Lab VMs: At a minimum, you should build two virtual machines:



○  DC01: A Windows Server (2019 or 2022) that you promote to a Domain Controller for a new, fake forest (e.g., corp.local).

○  SRV01: A second Windows Server, joined to your corp.local domain. This will be your "target" for managing services, files, and roles.


This simple two-server lab is all you need to follow 99% of the examples in this book.

Procedure: Setting Up Your Workstation

Your admin workstation is where you will write and run all your code. Let's make it a professional environment.

	Install PowerShell 7: Windows ships with "Windows PowerShell 5.1" (powershell.exe). This is a legacy, Windows-only version. We will use the modern, cross-platform, and actively developed PowerShell 7+ (pwsh.exe). It is faster and has all the new features.



○  How to Install: The easiest way is with the Windows Package Manager (winget). Open a cmd or powershell prompt and run:
winget install—id Microsoft.PowerShell—source winget

	Install Visual Studio Code (VS Code): This is the modern, free, open-source editor from Microsoft. It is the undisputed standard for PowerShell development. Do not use the old "PowerShell ISE." The ISE is deprecated and does not support PowerShell 7.



○  How to Install: Go to code.visualstudio.com and download the free installer.


	Install the PowerShell Extension: Open VS Code. On the left-hand side, click the "Extensions" icon (it looks like four squares). In the search bar, type PowerShell. The top result from "Microsoft" is the one you want. Click "Install." This gives you rich IntelliSense (code-completion), debugging, and syntax highlighting.

	Install RSAT (Remote Server Administration Tools): To get the ActiveDirectory and GroupPolicy modules (Part IV), you must install the RSAT tools. On modern Windows, this is a "Feature on Demand."



○  How to Install (Admin PowerShell):
# Install the Active Directory tools
Add-WindowsCapability -Name Rsat.ActiveDirectory.DS-LDS.Tools~~~~0.0.1.0 -Online
# Install the Group Policy tools
Add-WindowsCapability -Name Rsat.GroupPolicy.Management.Tools~~~~0.0.1.0 -Online

That is it. You now have a complete, professional automation and development environment, ready for Chapter 1.

How to Approach This Book: Hands-On Learning and Best Practices

This is a hands-on guide, not a novel. You will not learn PowerShell by reading. You will learn it by doing.


●  Type the Code: Do not just copy and paste. Force your fingers to type the commands. You will make typos, and that is a good thing. Fixing your typos is how you learn the syntax.

●  Master the "Discoverability Trio": I cannot teach you all 5,000 cmdlets. But I can, and will, teach you the three commands that let you discover all of them:


	Get-Command: To find commands.

	Get-Help: To learn how to use them.

	Get-Member: To see what you can do with their output.
Master these three, and you will be unstoppable.



●  Embrace -WhatIf: Every "action" command (Remove-, Set-, Stop-) has a -WhatIf parameter. Use it. It is your best friend. It will show you what would have happened without actually doing it.

●  Read the Red Text: You will see red error messages. This is not a failure; it is your script giving you a detailed bug report. Read it. It will almost always tell you the exact line number and the exact reason it failed. Do not be afraid of the red text.

●  Build Your Lab: I will say it again. Build. A. Lab. The freedom to delete an entire OU or re-format a virtual disk is how you build the confidence to never make those mistakes in production.


This will be a challenging, but incredibly rewarding, journey. You are not just learning to replace your mouse with a keyboard. You are learning to engineer solutions, to eliminate tedious work, and to provide enormous, measurable value to your organization. You are learning to stop being a "firefighter" and start being an "architect."

Let's get started.
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Welcome to the start of your automation journey. If you come from a background of managing Windows Servers by clicking through graphical user interfaces (GUIs), the idea of a command-line interface can seem intimidating. You might be comfortable in Server Manager, Active Directory Users and Computers, or the Exchange Admin Center. These tools are familiar, but they are also slow, repetitive, and prone to human error.

The single most valuable skill a modern IT professional can learn is automation. PowerShell is the key to that skill in the Microsoft ecosystem.

In this first chapter, we are starting from ground zero. We will demystify PowerShell, get it installed, and configure your environment. We'll run our first commands and, most importantly, I will show you how to discover and learn everything else. This chapter is about building a foundation of confidence. By the end, you will understand what PowerShell is, how to control it, and how to use its built-in help system to solve any problem.

Understanding PowerShell: Shell, Scripting Language, and Automation Framework

The first point of confusion for many is what PowerShell is. It is not just a replacement for the old cmd.exe command prompt. It is a far more powerful and complex tool. The easiest way to understand it is to break it into its three core components.

1. The Command-Line Shell

At its most basic level, PowerShell is an interactive shell. You type a command, you press Enter, and PowerShell executes it, returning information to the screen. In this way, it is similar to cmd.exe or the bash shell found on Linux. You can navigate the file system, start and stop processes, and manage system services.

This shell is the "front door" to PowerShell. It is where you will experiment, run one-off commands to get quick information, and test your ideas before building them into a larger script.

2. The Scripting Language

PowerShell is also a complete scripting language. Unlike old VBScript or batch files, PowerShell has a rich, modern syntax. It includes all the features you would expect from a programming language:


●  Variables: To store data, like user names or server lists.

●  Logic: If/Else statements to make decisions.

●  Loops: For and ForEach loops to repeat tasks, such as creating 100 user accounts at once.

●  Functions: To group commands into reusable tools.

●  Error Handling: Try/Catch blocks to gracefully manage problems.


This is what allows you to move from running commands to automating an entire process. You do not just get a service's status; you write a script that gets the status, checks if it is "Stopped," attempts to restart it, verifies that it started, and emails you a report.

3. The Automation Framework

This is the most critical and powerful aspect of PowerShell. It is not just a shell; it is an automation framework built on the .NET platform. This means that when you run a command, PowerShell is not just giving you text back. It is giving you live objects.

When you run Get-Service, you are not getting a text table. You are getting an array of System.ServiceProcess.ServiceController objects, complete with properties (like Name and Status) and methods (like Start() and Stop()).

This object-oriented nature is what separates PowerShell from everything that came before it. You never have to parse text. You simply access the property you need. This makes your scripts more robust, reliable, and powerful. It also means PowerShell can interact with virtually any part of the Windows operating system and many third-party applications, from Active Directory and SQL Server to VMware and cloud platforms.

PowerShell Versions: Windows PowerShell vs. PowerShell 7+

Understanding the two major "flavors" of PowerShell is critical for navigating a modern enterprise environment. You will almost certainly encounter both.

Windows PowerShell (Version 5.1)

This is the version of PowerShell that is built-in to Windows 10, Windows Server 2016, and Windows Server 2019. Its executable is powershell.exe.


●  Platform: Windows-only.

●  Framework: Built on the full .NET Framework, which is a Windows-only component.

●  Status: It is considered "feature-complete." This is a professional way of saying it is no longer in active development. It will only receive security patches.

●  Relevance: It is stable, mature, and installed everywhere in your existing Windows enterprise. For the foreseeable future, many of your scripts that target older servers will need to be compatible with version 5.1.


PowerShell Core (PowerShell 7+ or "Modern PowerShell")

This is the present and future of PowerShell. As of this writing, the current version is PowerShell 7. Its executable is pwsh.exe.


●  Platform: Cross-platform. It runs on Windows, Linux, and macOS.

●  Framework: Built on modern .NET (formerly .NET Core), which is open-source and cross-platform.

●  Status: This is the version in active development. It receives all new features, performance enhancements, and bug fixes.

●  Relevance: This is the version you should install, learn, and use for all new development. Its ability to manage hybrid environments (on-premises Windows and Linux servers, plus cloud resources) makes it the new standard. It runs side-by-side with Windows PowerShell 5.1, so installing it is non-destructive.


Our Approach in This Book

This book will focus on modern PowerShell 7+ syntax and practices. However, every example will be tested for compatibility with Windows PowerShell 5.1 where possible. We will clearly note any cmdlets or features that are exclusive to PowerShell 7, helping you write code that works across your entire enterprise.

My professional recommendation: Install PowerShell 7+ on your workstation immediately. Use it as your default. It is faster, has better features, and will prepare you for the future of IT management.

Installing and Launching Your PowerShell Environment

Let's get your workstation ready. We need two things: the PowerShell 7 engine itself and a modern editor to write our scripts.

Installing PowerShell 7+

While you can download an installer package from its official repository, the easiest way on a modern Windows machine is by using winget (the Windows Package Manager), which is built into Windows 10 and 11.

	Open your existing Windows PowerShell 5.1 console (just type "powershell" in the Start menu).

	Run the following command to search for the package:
winget search Microsoft.PowerShell

	You will see an entry for "Microsoft.PowerShell". To install it, run:
winget install—id Microsoft.PowerShell—source winget


This command will download and install the latest stable version of PowerShell 7. You will now have a new "PowerShell 7" icon in your Start menu, and you can run it by typing pwsh.exe.

Choosing Your Editor: ISE vs. Visual Studio Code

You need a place to write and edit your .ps1 script files.

The Integrated Scripting Environment (ISE)

For years, the PowerShell ISE was the standard. Its executable is powershell_ise.exe.


●  The Good: It is built-in to Windows. It is simple, with a script pane, a console pane, and a command browser. It is a gentle introduction to scripting.

●  The Bad: It is only compatible with Windows PowerShell 5.1. It does not and will not ever support PowerShell 7. Like PowerShell 5.1, it is no longer in active development.


My advice: While you may be forced to use it on some locked-down servers, do not get comfortable with it. Do not use it for new development. Its time has passed.

Visual Studio Code (VS Code)

This is the modern, professional standard for editing PowerShell, and virtually any other language.


●  It is Free: It is an open-source product from Microsoft.

●  It is Cross-Platform: It runs on Windows, Linux, and macOS.

●  It is Intelligent: It provides "IntelliSense" (code completion), syntax highlighting, and debugging.

●  It has an Integrated Terminal: You can write your code in the top pane and run it in a PowerShell 7 terminal in the bottom pane.

●  It is Extensible: It has an official extension for PowerShell that makes it the premier development tool.


Procedure: Setting Up VS Code for PowerShell

	Install VS Code: Go to the official VS Code website (code.visualstudio.com) and download the free installer. Run it, accepting the defaults.

	Launch VS Code: Open the application.

	Install the PowerShell Extension:



○  On the left-hand side, click the "Extensions" icon (it looks like four squares).

○  In the search bar, type PowerShell.

○  The top result, by "Microsoft," is the one you want. Click "Install."


	Configure the Default Terminal (Optional but Recommended):



○  In VS Code, press Ctrl+Shift+P to open the command palette.

○  Type Terminal: Select Default Profile.

○  Select "PowerShell 7 (pwsh)" from the list.

○  Now, when you open a new terminal in VS Code (with Ctrl+ `), it will automatically be a PowerShell 7 terminal.


You now have a professional-grade development environment.

Navigating the PowerShell Interface and Understanding Execution Policies

This is the first and most common roadblock for every single person new to PowerShell. You write or download your first script, you try to run it, and you see this terrifying red error message:

.\\MyFirstScript.ps1 : File C:\Scripts\MyFirstScript.ps1 cannot be loaded because running scripts is disabled on this system. For more information, see about_Execution_Policies at https:/go.microsoft.com/fwlink/?LinkID=135170.

This is not a bug. This is the Execution Policy in action.

What is the Execution Policy?

The Execution Policy is a safety feature. It is not a security boundary, but rather a "guard rail" to prevent you from accidentally running a script you did not intend to. It does not stop a malicious user, but it does stop an administrator from accidentally double-clicking a downloaded script.

There are several policies, but these are the ones you need to know:


●  Restricted: This is the default on Windows client operating systems (like Windows 10/11). It means no .ps1 script files can be run, period. Interactive commands are fine.

●  AllSigned: All scripts must be digitally signed by a trusted publisher. This is a secure option for mature enterprise environments but is difficult to implement.

●  RemoteSigned: This is the default on Windows Server. It is the recommended balance for most administrators. It means:

○  Scripts you write yourself on your local computer will run.

○  Scripts downloaded from the internet (which are "marked" by the browser) will not run unless they are digitally signed or you "unblock" them.

●  Unrestricted: All scripts run, no questions asked. Do not use this. It is a security risk.

●  Bypass: Nothing is blocked, and no warnings are generated. This is useful for specific, automated processes but should not be set as a default policy.


Checking Your Execution Policy

Open your PowerShell 7 console and run this command:

Get-ExecutionPolicy -List

You will see a list of "scopes" and their policies. This is a critical concept. Policies are applied in a hierarchy.

A typical output on a developer machine might look like this:

Scope: MachinePolicy, ExecutionPolicy: Undefined

Scope: UserPolicy, ExecutionPolicy: Undefined

Scope: Process, ExecutionPolicy: Undefined

Scope: CurrentUser, ExecutionPolicy: RemoteSigned

Scope: LocalMachine, ExecutionPolicy: Restricted


●  LocalMachine: The policy set for all users on this computer.

○  CurrentUser: The policy set just for your user account.

○  Process: The policy set only for the current PowerShell window.

○  MachinePolicy / UserPolicy: Policies set by a Group Policy Object (GPO).


The most specific policy wins. A GPO (MachinePolicy) will override everything. This is a common source of frustration in corporate environments.

Real-World Scenario: Setting Your Policy

If you run Get-ExecutionPolicy and it says Restricted, you will not be able to run any scripts. For your development workstation, we can set a saner default for just your user account.

Procedure: Setting the Execution Policy

	Open your PowerShell 7 (pwsh) console. You do not need to run as Administrator for this.

	Run the following command:
Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser

	PowerShell will ask you to confirm. Type Y and press Enter.


You have now set the policy for your user account only to RemoteSigned. This will not affect other users or require administrator rights, and it will persist between sessions.

Troubleshooting: "My Policy Will Not Change!"

If you try to set the policy and it seems to "snap back" to Restricted or AllSigned, check the output of Get-ExecutionPolicy -List. If you see a policy set for MachinePolicy, that means your company's IT department is enforcing an Execution Policy via GPO.

You cannot override a GPO. In this situation, you must either work within that policy (by code-signing your scripts) or contact your Active Directory administrators to be placed in an OU with a different policy.

The "Unblock-File" Cmdlet

You are following our new RemoteSigned policy. You download a useful script from a trusted source. You try to run it, and it is blocked! This is RemoteSigned working as intended. The file is "marked" as being from the internet.

You have two correct options:

	Review the script in VS Code to ensure it is safe.

	Once deemed safe, run this command:
Unblock-File -Path C:\Scripts\DownloadedScript.ps1


This removes the "from the internet" marker, and the script will now run perfectly under the RemoteSigned policy.

Your First Commands: Basic Navigation and System Information

Now that your environment is configured, let's run some practical commands. These are cmdlets (pronounced "command-lets") you will use every day.

File System Navigation

PowerShell's file system navigation is similar to cmd.exe, but the cmdlets have proper Verb-Noun names.


●  To see where you are: Get-Location

●  To change directories: Set-Location

●  To list the contents of a directory: Get-ChildItem


Let's write a small script in VS Code.

# -—MyFirstScript.ps1—-
# Write-Host is the basic command to print text to the console.
Write-Host "-—Running my first script!—-"
# 1. Show the user's current directory
Write-Host "Your current location is:"
Get-Location
# 2. Change location to the C:\Windows directory
Write-Host "Changing location to C:\Windows..."
Set-Location -Path C:\Windows
# 3. List all .log files in C:\Windows
Write-Host "Finding all .log files in C:\Windows..."
Get-ChildItem -Path C:\Windows -Filter *.log
# 4. Change back to the user's home directory
Write-Host "Returning to home directory..."
Set-Location -Path $HOME
Write-Host "-—Script finished.—-"
Save this in VS Code as MyFirstScript.ps1. In your VS Code terminal, navigate to that directory and run it by typing: .\MyFirstScript.ps1

Basic System Information

Let's gather some useful data. These cmdlets are essential for inventory and troubleshooting.


●  Get-Process: Lists all running processes.

●  Get-Service: Lists all system services.

●  Get-ComputerInfo: Provides a detailed report of OS and hardware information (Windows PowerShell 5.1 and newer).


Let's get targeted information.

# -—SystemInfo.ps1—-
Write-Host "-—Gathering System Information—-"
# 1. Find all running processes for "explorer"
Write-Host "Finding Explorer process..."
Get-Process -Name explorer
# 2. Find the Windows Update service and show its display name and status
Write-Host "Checking Windows Update service..."
Get-Service -Name wuauserv
# 3. Get basic OS information from Get-ComputerInfo
# We will use Select-Object to pick only the properties we want
Write-Host "Getting basic OS info..."
Get-ComputerInfo | Select-Object -Property OsName, OsVersion, OsBuildNumber
Write-Host "-—Report complete.—-"
When you run this (.\SystemInfo.ps1), you will see a clean report of just the information you asked for. This demonstrates how you can immediately filter and select data.

Getting Help: Using Get-Help, Get-Command, and Get-Member Effectively

I am now going to teach you the three most important commands in all of PowerShell. These three cmdlets are the key to "discoverability." If you master these, you will never be stuck. You will be able to teach yourself anything.

1. Update-Help: Your First Step

Before you do anything else, you must download the help files. PowerShell's help system is extensive, but it does not ship with the files. You have to download them.

Procedure: Updating Your Help Files

	Close all PowerShell windows.

	Open a new PowerShell 7 console as Administrator.

	Run this one command: Update-Help

	Wait. It will connect to the internet and download the latest help content for all your installed modules.


Troubleshooting: If this fails, you are likely behind a corporate firewall or proxy. You may need to add the -Force parameter: Update-Help -Force. If it continues to fail, your network environment is blocking access, and you should contact your network team.

You only need to do this once every few months to keep your help fresh.

2. Get-Help: Your Personal Manual

Now that your help is updated, you can use Get-Help on any command. This is your primary tool.


●  Get-Help Get-Service
This shows the basic syntax, a description, and related commands.
●  Get-Help Get-Service -Detailed
This is more verbose, giving a description for every parameter.
●  Get-Help Get-Service -Examples
This is the most useful syntax for beginners. It provides 5-10 practical, real-world examples of how to use the command, which you can copy and paste.
●  Get-Help Get-Service -Full
This gives you everything: parameters, examples, technical notes, input/output types.
●  Get-Help Get-Service -Online
This automatically opens the full, most-up-to-date Microsoft documentation for that cmdlet in your web browser.

3. Get-Command: The Command Finder

This is how you discover commands you did not know existed.

Real-World Scenario: You want to manage processes, but you do not know the command. You know the noun is "process."

Get-Command -Noun Process

PowerShell will return Get-Process, Start-Process, Stop-Process, Wait-Process. You have just discovered the entire family of commands for managing processes.

You know you want to stop something.

Get-Command -Verb Stop

PowerShell will return Stop-Process, Stop-Service, Stop-Job, and more. This works because PowerShell cmdlets follow a strict Verb-Noun naming convention, which we will cover in detail in the next chapter.

4. Get-Member: The "What Is This?" Command

This is the most powerful and important concept in this entire chapter. As mentioned earlier, PowerShell commands return objects, not text. Get-Member is how you inspect those objects to see what is inside.

Let's run Get-Service again.

Get-Service -Name spooler

You see a nice table, which on the console would look something like this:

Status: Running

Name: spooler

DisplayName: Print Spooler

It looks like text. But it is not. Let's prove it. We use the "pipeline" (the | character) to pipe the output of Get-Service into Get-Member.

Get-Service -Name spooler | Get-Member

The output of this is not a table; it is a blueprint of the object. You will see a TypeName at the top, followed by a list of its members, broken into sections. It will look similar to this:

TypeName: System.ServiceProcess.ServiceController

This is followed by lists of Members, such as:

Methods (Actions):


●  Stop

●  Start

●  Refresh


Properties (Data):


●  Status

●  Name

●  DisplayName

●  ServicesDependedOn


Understanding the Get-Member Output


●  TypeName: This is the object's .NET class. This is its "official name."

●  MemberType: Method: These are the actions you can perform. You can see a Stop() method and a Start() method. This means you can programmatically stop and start the service.

●  MemberType: Property: This is the data on the object. You see the Status, Name, and DisplayName properties, which were used to build the text table. But you also see properties that were not in the table, like ServicesDependedOn.


This is the "Aha!" moment. Get-Member just showed you that you can find a service's dependencies without needing a different command.

Let's try it:

Get-Service -Name spooler | Select-Object -Property Name, Status, ServicesDependedOn

This command gets the service object, and then selects only the properties we want, including the one we just discovered.

Understanding PowerShell's Discoverability

This three-cmdlet combination (Get-Help, Get-Command, Get-Member) is the "discoverability" that makes PowerShell so effective.

Your workflow for learning is now:

	Discover: "I need to work with services."
Get-Command -Noun Service

	Learn: "Okay, Get-Service looks right. How do I use it?"
Get-Help Get-Service -Examples

	Inspect: "The command ran, but what else can I do with this data?"
Get-Service | Get-Member

	Execute: "I see a Status property and a Stop() method. I can use those!"


You are no longer guessing. You are no longer searching the internet for a solution. You are using the system to query itself, find the tools, and learn how to use them.

Key Takeaways

This chapter was a foundational introduction. We covered a lot of ground, moving from zero to a fully configured, professional environment.


●  PowerShell is a command-line shell, a scripting language, and an automation framework built on .NET.

●  Its power comes from an object-oriented design. Cmdlets pass objects, not text.

●  You should install and use PowerShell 7 (pwsh.exe) with Visual Studio Code for all new development.

●  Execution Policies are a safety feature. Set yours to RemoteSigned for your user account: Set-ExecutionPolicy RemoteSigned -Scope CurrentUser.

●  Use Unblock-File to run trusted scripts downloaded from the internet.

●  The "big three" learning commands are:

○  Get-Help to read the manual.

○  Get-Command to find commands.

○  Get-Member to inspect the objects a command returns.


You now have the tools and the knowledge to safely explore PowerShell. In the next chapter, we will take a deep dive into the syntax of PowerShell, breaking down cmdlets, parameters, and the object pipeline in greater detail.
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Chapter 2: PowerShell Syntax and Core Concepts
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In the last chapter, we set up our environment, configured the execution policy, and ran our first commands. We also introduced the "discoverability" trio: Get-Help, Get-Command, and Get-Member. You now have a safe, professional workstation and the tools to teach yourself.

Now, we must move from running commands to truly understanding them. This chapter is your foundation in PowerShell's grammar and structure. We will dissect a command into its component parts, learn the naming convention that makes PowerShell so consistent, and master the use of parameters.

Most importantly, we will dive deeper into the two concepts that make PowerShell the most effective automation tool available: its object-oriented nature and the pipeline. By the end of this chapter, you will not just be copying and pasting commands; you will be reading, understanding, and constructing your own.

The Anatomy of a PowerShell Command: Cmdlets, Parameters, and Arguments

A PowerShell command, at its core, is a simple instruction. Let's look at a practical, real-world command and break it down.

Get-Service -Name spooler -ComputerName SRV-DC01

This command looks simple, but it contains the three key components that make up almost every PowerShell instruction:


●  Cmdlet: Get-Service

●  Parameters: -Name and -ComputerName

●  Arguments: spooler and SRV-DC01


Let's examine each of these in detail.

1. Cmdlet (Command-let)

The cmdlet is the command itself, the verb of the sentence. It is the "engine" that performs the action. In this case, Get-Service is a compiled command, written in .NET, whose specific job is to retrieve Windows service objects.

The name of the cmdlet is always in the Verb-Noun format, which we will cover in the next section. You will also encounter other types of commands in PowerShell, such as functions (which are cmdlets written in PowerShell script), applications (ping.exe), and aliases (gsv), but the "cmdlet" is the primary building block.

2. Parameters

If the cmdlet is the engine, parameters are the steering wheel, accelerator, and brakes. They are the switches and dials you use to modify the cmdlet's behavior. They answer the questions "how," "what," and "where."

Parameters always begin with a hyphen (-). In our example, we have two:


●  -Name: This parameter tells the Get-Service cmdlet, "Do not get all the services. I only want the service with a specific name."

●  -ComputerName: This parameter tells the cmdlet, "Do not run this command on my local machine. I want you to run it against a remote computer named SRV-DC01."


Without parameters, Get-Service would simply return every single service on your own computer. The parameters allow us to be specific and powerful.

3. Arguments

An argument is the value you provide to a parameter. It is the data that the parameter needs to do its job.


●  spooler is the argument for the -Name parameter.

●  SRV-DC01 is the argument for the -ComputerName parameter.


The parameter is the question ("What name?"), and the argument is the answer ("spooler").

Understanding this "Cmdlet-Parameter-Argument" structure is the first step to reading PowerShell. When you see a command, your brain should immediately start to break it down:


●  Stop-Process -Name notepad -Force

●  Cmdlet: Stop-Process (the action)

●  Parameter 1: -Name (what to stop)

●  Argument 1: notepad (the value for -Name)

●  Parameter 2: -Force (a switch to modify the behavior)


Understanding the Verb-Noun Naming Convention

Why is PowerShell so easy to learn after you get past the initial hurdles? The single biggest reason is its strict naming convention. Every core cmdlet follows the same Verb-Noun pattern.

This is not just a suggestion; it is a design mandate. This consistency is what gives PowerShell its discoverability.


●  The Verb: The verb describes the action you want to take. Verbs are standardized. For example, Get is always used to retrieve data. Set is always used to modify existing data. New is always used to create something.

●  The Noun: The noun describes the thing you are acting upon. This is the resource, like Service, Process, ADUser, or Item (a file or folder).


When you combine them, you get predictable, readable commands:


●  Get-Service: Retrieves one or more services.

●  New-Service: Creates a new service.

●  Set-Service: Modifies the properties of an existing service.

●  Start-Service: Starts a service.

●  Stop-Service: Stops a service.

●  Restart-Service: Restarts a service.

●  Remove-Service: Deletes a service.


You just learned the entire "family" of commands for managing services, just by knowing the Verb-Noun pattern.

Real-World Scenario: Discovering Commands

You are a new Active Directory administrator. You need to find a disabled user account. You do not know the command. How do you find it?

You apply the Verb-Noun logic and use Get-Command from Chapter 1.

	What is the action (Verb)? You want to find or retrieve data. The verb is Get.

	What is the "thing" (Noun)? You are working with an Active Directory user. The noun is probably ADUser.


Let's test our theory in the console:

Get-Command -Verb Get -Noun ADUser

PowerShell immediately returns:

Get-ADUser

Now you know the command. How do you use it? You use Get-Help:

Get-Help Get-ADUser -Examples

You will see examples of how to find users, how to filter, and how to search. This is the workflow of a professional. You do not guess; you use the system's own logic to discover the correct tool.

Common Approved Verbs

You cannot make up your own verbs. PowerShell has a standardized set. Here are the most common ones you will use every day:


●  Get: To retrieve one or more items. (e.g., Get-Process)

●  Set: To modify an existing item. (e.g., Set-ADUser)

●  New: To create a new item. (e.g., New-Item)

●  Remove: To delete an item. (e.g., Remove-ADGroupMember)

●  Start: To begin an operation. (e.g., Start-Service)

●  Stop: To end an operation. (e.g., Stop-Process)

●  Restart: To stop and then start an item. (e.g., Restart-Computer)

●  Add: To add a resource to a container. (e.g., Add-Content)

●  Copy: To copy an item. (e.g., Copy-Item)

●  Move: To move an item. (e.g., Move-Item)

●  Find: To search for an item. (e.g., Find-Module)

●  Test: To check a condition (returns True or False). (e.g., Test-Path)

●  Write: To output data. (e.g., Write-Host)

●  Invoke: To perform an action, like running a command. (e.g., Invoke-Command)


This consistency is your greatest ally. When you are looking for a command, you can almost build it yourself just by thinking about what you are trying to do (Verb




































































	Run the dir command.

	Parse the output, skipping the first 5 header lines.

	For each line, figure out if it was a file or a folder.

	If it was a file, find the column with the file size.

	Convert that text (which might have commas in it) into a number.

	Compare that number to 10,000,000.

	If it was larger, print the line.








	Create a test file: New-Item -Path C:\Temp\TestFile.txt -ItemType File

	Get the file object and pipe it to Get-Member:
Get-Item -Path C:\Temp\TestFile.txt | Get-Member
































	Get-ChildItem outputs file objects.

	Where-Object receives each object. It looks at the LastWriteTime property (which is a DateTime object) and compares it to our $cutoffDate variable.

	If the condition is True (the file is older), it passes the object down the pipeline.

	Remove-Item receives the file objects that are older than 30 days and deletes them.
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