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Prologue



The first time I met a spy was in January 2007.

I had been a reporter in Washington, D.C., for more than twelve years by that time, and I’d met congressmen, senators, ambassadors, and a president of the United States. I wrote about good guys, meeting with officials from the American Red Cross, police forces, and religious orders. And I wrote about bad guys, visiting a federal prison to interview a convicted embezzler and chatting with the infamous lobbyist Jack Abramoff at his restaurant on Pennsylvania Avenue. I thought I’d seen pretty much everything the nation’s capital had to offer a reporter. But I’d never met a spy.

So I was excited as I walked up Connecticut Avenue toward Dupont Circle on that chilly afternoon. I quickened my pace, past Burberry, Brooks Brothers, and the other luxury stores that front the broad avenue. I stepped into the boxy, nondescript corporate office building that held the office of the man I was going to meet: Nick Day.

Day was in his late thirties, only a few years older than I was, but he was already a veteran of the British counterintelligence and security service MI5. He was the CEO of Diligence, LLC, a globe-spanning firm that sold intelligence services to private-sector clients. His cofounder at the firm was a fourteen-year veteran of the CIA. They had connections at the top of British and American business and intelligence, and they worked for some of the richest people in the world.


I’d spent nearly five months gathering information on Diligence at that point, and I’d been astonished at what I’d found. Day and his employees had run a months-long covert undercover operation designed to penetrate the offices of KPMG, the global accounting giant. They’d done it on behalf of a Washington lobbying firm that was in turn working for a company controlled by one of Russia’s most powerful oligarchs. And they’d gotten caught.

I didn’t know what to expect. I’d never been to Langley, so I imagined that a spy headquarters would look something like a cross between the laboratory of James Bond’s “Q” and Batman’s cave. But when I arrived on Day’s floor, I walked into a reception area that looked much more like the offices of a 1990s dot-com company than a Hollywood set. Day’s receptionist offered me coffee, and soon Nick Day himself came striding out from the back office. He was of medium build, with dark hair and rolled-up shirtsleeves that revealed hairy forearms. He was charming and friendly, and didn’t seem the least bit fazed by the mess his company was in. I figured he’d seen worse. He led me past a row of analysts hunched over computer screens to an office that was cluttered with brown boxes. It looked as though he’d been packing files.

Day gave me a brief on-the-record interview in which he explained his company’s role in the world economy. Spies, he said, are sometimes the only people who can solve a company’s problems. That was intriguing enough, but I soon learned that Diligence wasn’t the only company in the corporate espionage business. There are probably hundreds of firms like it around the world. Corporations, financial institutions, and wealthy individuals can hire intelligence contractors in Britain, America, Europe, Asia, and the Middle East.

In Washington alone, I discovered, potential clients have a wide menu of options to choose from. They can hire firms staffed by ex-FBI agents, ex-CIA officers, or ex–Secret Service employees. They can hire ex-British MI5 officers like Day at Diligence. There’s even a spy firm made up of ex-Soviet KGB and military intelligence officers. It’s located in suburban Virginia, not too far from CIA headquarters, and I had coffee with the owner. We went to Starbucks.

I had stumbled across an entire hidden industry of spies for hire, and I was captivated.

For me, the industry I’d found represented a chance to cover something new. This was a heck of a lot more interesting than a congressional hearing, a lobbying fight, or even a corruption scandal. I began calling the spies, to see if they’d talk to me. To my surprise, most of them were happy to open up about their business—if not always on the record. I met with corporate intelligence operatives in Washington, New York, London, and Berlin, many of them veterans of the world’s most elite military forces and intelligence services. I studied the history of the corporate espionage industry and learned that private-sector spying had long been intertwined with the government’s own intelligence operations.

The result of that research is this book. In writing it, though, I struggled to answer the most important question about corporate spying: is it right or wrong? To be clear, corporate spying doesn’t necessarily involve anything illegal or even unethical. To call people spies simply means that they use intelligence techniques or are veterans of government intelligence services.

The question of right and wrong, though, has haunted private intelligence operatives and their clients since the dawn of the industry in the 1850s. In fact, Allan Pinkerton, the man acknowledged to be the inventor of the private intelligence business, set down the first industry code of conduct in the mid-nineteenth century in order to ensure that such work would remain the “high and honorable” calling he felt certain it was. Pinkerton outlined basic rules for his agents. They would not work for defendants in criminal cases, and they would not investigate jurors, public officials, or union members. They would not work for a political party against its opposition, they would not work for “vice crusaders,” and they would work only for flat fees, not for a percentage of the spoils. Moreover, they would never investigate the “morals of a woman” nor would they handle divorces or other cases of a “scandalous nature.”

As the 1860s dawned, that was the bright ethical line of the private intelligence industry. But the line didn’t hold. Many of Pinkerton’s modern-day counterparts routinely violate every one of his gentlemanly commandments. The ethical line vanished so quickly, in fact, that Pinkerton’s own agency became known as one of the best union-busting tools of America’s corporate elite. By then, Pinkerton’s sons controlled the company he had founded. Sons don’t bear the sins of their fathers, it’s true. But history teaches that sons don’t always bear their virtues, either.

As the world’s economies intertwine and different value systems collide, the ethical lines are shifting again. In London, corporate surveillance practitioners grumble about their eastern European competition. The British spies—who tail executives, eavesdrop on conversations, and obtain damaging information about their targets—complain that the eastern Europeans go too far. One British operative told me that she’d never spy on a target while he was with his children. To her, tailing an executive to his son’s soccer game feels unseemly. She won’t do it. But she acknowledges that there are others who will.

The way things are going in the private spy business worries some intelligence professionals. As one experienced industry operative told me, “We’re just one scandal away from a government crackdown.” He meant that with so much unsavory conduct going on, the industry is bound to explode into public view. The veteran CIA officer John Brennan, a deputy national security adviser in the White House, is another concerned observer. “The problem is that you do things in the service of your country that are just not appropriate to do in the private sector,” Brennan told me in the months before he was tapped for his White House role by President Barack Obama. “I hope they’ve brought their ethics with them.” At the time, Brennan was between government jobs, and sitting in a bland office at the suburban Virginia company where he worked, which is called The Analysis Corporation. It, too, is a private intelligence firm, although it sells its services to the government, not to the private sector.

Even as it remains a largely hidden industry, the private spying business is becoming an integral part of the way companies do business around the world. The past several years have made it abundantly clear that there are far more hidden, and dangerous, secrets at work in the global economy than even many sophisticated businesspeople once thought. For nervous financiers and executives, ramping up private intelligence capability is an understandable response to the confusing and sometimes deadly situations that surround them. The global economy is a paranoid place.

What will a world shaped by that kind of corporate paranoia look like? To understand, we first need to see the private spies in the field.

Our story begins on a warm afternoon on the island of Bermuda.









CHAPTER ONE

Code Name: Yucca



The poor guy had no idea what he was getting himself into.

When KPMG’s accountant Guy Enright stepped into the Italian restaurant Little Venice in sunny downtown Hamilton, Bermuda, in the spring of 2005, all he knew was that he was there for a lunch meeting with a man who called himself Nick Hamilton.

To set up the lunch, Hamilton had called Enright’s cell phone days earlier, while the accountant was in London attending a KPMG meeting on conflict-of-interest rules. This is going to sound really weird, but I’ve got something sensitive to talk to you about. Could you come to the restaurant alone? Hamilton had told Enright he wanted to discuss important matters, and left the accountant with a vague impression that he was with one or another of the British intelligence services.

There was no way for Enright to know that Hamilton was not at all who he suggested he was. He couldn’t know that several clandestine operatives were right now following him from his office at KPMG Financial Advisory Services to the restaurant, working in an efficient tag-team relay to ensure that Enright wouldn’t spot anything unusual. And Enright certainly didn’t notice that, among the crowd of well-dressed international businesspeople and tourists dining at Little Venice, one woman watched as he took his seat. She, too, was working for Hamilton, and she was there to make sure Enright didn’t have backup of his own.

Enright did not. He was way out of his league. The British-born executive was just like millions of other mid-level white collar workers around the world. What did he know about espionage? But his position as a senior manager in corporate recovery gave him access to documents for which a wealthy client might pay millions of dollars. Might lie for. Might steal, if necessary. And that client hired the man who called himself Nick Hamilton. Hamilton’s team was a mix of American CIA veterans, former officers of the British MI5 security service, and young, adventure-seeking American college graduates.

They were corporate spies.

Over the next several months, the spies executed an extraordinary plan they code-named “Project Yucca.” The covert operation, as elaborate as it became, was just one piece of a global struggle between two corporate behemoths with Russian ties. The spies were working on behalf of Alfa Group Consortium, which is one of Russia’s biggest privately owned financial-industrial conglomerates, its vast holdings ranging from oil and gas to commercial and investment banking, insurance, and telecommunications. At the time Guy Enright showed up for lunch in Bermuda, Alfa Group was in a furious dispute with a mysterious Bermuda-based entity called IPOC International Growth Fund. The fight centered on which company was the rightful owner of $250 million worth of stock in a Russian telecommunications firm called MegaFon.

But the battle was much more than just a legal tussle between companies: it was a personal grudge match between two of Russia’s most powerful men, and it had deep implications for the relationship between the government and the private sector in Russia. And the convoluted battle showed the world how the struggle for power inside Russia could spill over into courtrooms—and board rooms—throughout the global economy. On one side was Mikhail Fridman, one of the youngest Russian oligarchs, who is said to be worth more than $20 billion. Fridman controls Alfa Group, and he was at loggerheads with Leonid Reiman, a former Soviet Army officer who served in Russia’s government under Putin as minister of communications. Fridman and Alfa were convinced that Reiman was the real owner of IPOC, and that the company’s attempt to control the MegaFon shares was a conflict of interest with Reiman’s government position. IPOC, meanwhile, maintained that it was owned by a Danish lawyer, Jeffrey Galmond, who just happened to be Reiman’s attorney. With powerful, and angry, men set against each other, it seemed that almost anything could happen. A former high-ranking American official involved in the affair told a reporter looking into the saga: “Be careful on this one. People get killed over stuff like this in Russia.”*

The goal of the spy operation Project Yucca, then, was to help Alfa untangle the intricate global legal structure of IPOC.1 At the time, the accounting firm KPMG was conducting an investigation on behalf of the government of Bermuda into exactly that question. Alfa’s spies desperately wanted access to the investigation—what nuggets of new information had it uncovered about Alfa’s bitter rival? That’s why the spies targeted Guy Enright: they wanted him to turn over confidential documents at the heart of the investigation.

The spies—veterans of western intelligence services now working in the private sector on behalf of a Russian oligarch—developed a cynical plan: they would appeal to Enright’s patriotism as a British subject. They convinced Enright that they were working for the crown. They mentioned the sinister dealings of the Russian mafia. And before long, Enright would find himself entering the secret world of spies, hiding confidential documents under rocks in a Bermuda field for Hamilton and his team to retrieve, terrified of being caught, and believing all the while that he was helping his country.

He wouldn’t find out until much later that it was all a lie.

 

COMPLEX LOGISTICS WENT into setting up the lunch at Little Venice in Bermuda. The man posing as Nick Hamilton was Nick Day, the charming, dark-haired, thirty-eight-year-old cofounder of the private intelligence firm Diligence, LLC, based in Washington, D.C. Years earlier, Day had started his career in the British military as part of the Special Boat Service (SBS), which operates much like the U.S. Navy SEALs. For years, the SBS motto was: “Not by strength, by guile.”

His firm, Diligence, uses guile, too. And it uses the strength of an advisory board that includes some of the biggest names in global intelligence, business, and politics. Diligence boasts of its advisers on both sides of the Atlantic, including Michael Howard, a former leader of the Conservative party in Britain; Ed Mathias, the managing director of the mammoth American private equity firm Carlyle Group; and, most prominently, William Webster, a former director of both the CIA and the FBI.

Diligence’s operations in Bermuda took place just a few months before the events of a far more prominent case of corporate espionage: the spying scandal at Hewlett-Packard (HP). Executives of HP hired agents to obtain illicit phone records of its board members and rummage through the household trash of reporters covering the company. The revelation of that bit of dirty trickery generated headlines worldwide, sparked confrontational congressional hearings, and prompted felony charges (which were later dropped) against Patricia Dunn, the company’s chairman at the time. But lost in all the media furor over the HP spying scandal was the undeniable fact that pilfering phone records and digging through dumpsters are among the most benign tactics in the corporate espionage playbook. Espionage gets much, much dirtier than that.

The scam Nick Day ran on Guy Enright in Bermuda was just one of 100 or more operations Diligence has launched since its founding in 2000 by Day and a fellow thirtysomething intelligence vet, Mike Baker, who had been a CIA officer for fourteen years. In this case, Diligence didn’t work directly for Alfa Group. Instead, it worked for one of Washington’s most prominent and well-connected lobbying firms, Barbour Griffith and Rogers. This lobbying firm paid Diligence $25,000 per month, plus expenses and, in at least one case, a bonus for obtaining a key document. The lobbyists, in turn, were working for Russia’s largest privately owned bank: Alfa Bank, a subsidiary of Alfa Group Consortium.

The transcontinental struggle between the two Russian heavies was a bonanza for corporate spies, who were reaping hundreds of thousands of dollars in fees working for either IPOC or Alfa. But that meant Diligence had to move carefully—with so many spies on the case it would be hard to find sources, and harder still to determine each person’s true motives. First, a team of Washington operatives from Diligence reconnoitered at the KPMG offices, trying to establish who inside the firm would have access to the key documents.

Many employees at Diligence believed they were on the right side in this battle. They felt that IPOC was the bad guy, nothing more than a convoluted set of shell companies and dummy entities that allowed Leonid Reiman to grab control of MegaFon. They couldn’t wait to expose what they saw as Reiman’s wrongdoing.*


The mission would be tricky, but Nick Day, as always, brimmed over with confidence. “We have a good chance of success on this project,” Day wrote in an internal memo at Diligence. “We are doing it in a way which gives plausible deniability, and therefore virtually no chance of discovery.” Other, similar Diligence operations had been successful, Day noted.

Staffers at Diligence began to work the phones, pretending to be organizers of a corporate conference on accounting soon to be held in Bermuda. To keep the story straight, they talked with local hotels to find out room rates and the prices for renting a conference center, gathering convincing details to drop into later conversations. They flew to Bermuda, and treated KPMG’s secretaries to rounds of drinks at local bars, probing them for information about who the key executives at KPMG were.

Still posing as event organizers, they began calling senior-level KPMG accountants in Bermuda. They told the flattered accountants that they were organizing a major conference, and they were looking for speakers. You’re such an expert. What would you say in your speech to our attendees? What a fascinating job you have! Tell me about it. They were looking for people who would have access to documents regarding the investigation of IPOC. But not just anyone who had access to the papers would work as a source. The experienced hands at Diligence knew that only certain personality types might go along with the scheme they had in mind.

The intelligence firm was looking for people who fit one of two personality profiles, according to a Project Yucca planning memo. One personality type was a “male in his mid-20s who is somewhat bored…has a propensity to party hard, needs cash, enjoys risk, likes sports, likes women, is disrespectful of his managers, fiddles his expenses, but is patriotic.” The memo described the second personality type as “a young female who is insecure, overweight, bitchy, not honest. Someone who spends money on her looks, clothes, gadgets. Has no boyfriend, and only superficial friends. Has a strong relationship with her mother.”


Enright, the British-born accountant, didn’t quite fit either of these psychological profiles, but the firm settled on him as the likeliest leaker.

Enright was oblivious of all this preparation. He didn’t notice the operatives following him to the restaurant, or the spy in the dining room. And he was intrigued by what he heard from the man he knew only as Nick Hamilton. Day never said exactly who he was working for, but he hoped Enright would think he was probing KPMG to find out if IPOC had connections to the Russian mafia. After all, as a veteran of MI5, Nick Day knew exactly how real intelligence officers approach potential sources.

Day said that Enright would have to undergo a background check by the British government to ensure that he was up to the task. Day produced an official-looking—but fake—questionnaire with a British government seal at the top and asked for information about Enright’s parents, his professional background, any criminal history, and his political activities. Enright provided the details dutifully.

It was what spies call a “false-flag” recruitment. To get someone to turn over secret information, a spy needs to figure out what motivates that person. Money? Sex? Patriotism? From there, spies create situations in which they can use the person’s motivations against him or her. And—best of all for a spy—the payoffs don’t even have to be real. You don’t have to sleep with people to manipulate them with sex. You don’t have to bribe them to fire them up with dreams of money. And you don’t even have to be who you say you are. That’s why Nick Day noted in his memo that he was looking for someone “patriotic.” Guy Enright was a useful source: he loved his country. And Nick Day used that to make a fool of him.

Two weeks later, over beers at a bar, Day—still posing as Hamilton—told Enright war stories from his days in the Special Boat Service and began his charming seduction. After a couple of rounds, his questions got more specific: What’s the atmosphere like in your office? What do you know about the investigation of IPOC? The documents from the investigation could prove crucial to the queen’s intelligence on dangerous Russian elements. Enright was no longer just an anonymous accountant. He was in a sensitive, and important, position: by the time Nick Day was done with him, Enright must have thought he was James Bond himself.

Soon, Enright was depositing confidential audit documents in plastic containers at drop-off points designated by Diligence. He turned over transcripts of interviews KPMG had conducted in the investigation of IPOC, and drafts of internal reports KPMG was preparing about the matter. Day picked out a rock in a field along Enright’s scenic twenty-minute daily commute and placed a plastic container under it, creating what spies call a “dead-drop site.” At appointed times, Enright slipped new material into the container, which Day later retrieved. This arrangement kept the two from being seen with one another, and from being photographed by any spies who might be working for the other side.

At one point, Enright left documents in the storage compartment of his moped, which he parked at his home. Enright told Day where he hid the keys to the moped, and when Enright left for a trip, employees from Diligence came by to collect the papers.

Diligence got hold of some of the accounting firm’s most secret materials pertaining to its investigation of IPOC. It obtained a draft of a report to the minister of finance in Bermuda, dated March 24, 2005. Now Diligence knew what KPMG’s investigators were thinking about the mysterious Russian company, and what conclusions the final report would probably make. In the secret global struggle between the two corporate behemoths, it was a coup. Diligence also got transcripts of confidential interviews with key figures at IPOC.

It was a huge intelligence haul for Diligence, which used it to stir up problems for IPOC. Diligence shared much of the material with its client, the lobbying firm Barbour Griffith and Rogers. It sent other information to a former Soviet military intelligence officer for help in understanding the Russian angles. It passed a copy of the draft report on to a former FBI agent, Tom Locke, in the hope that the FBI might take an interest in IPOC. Locke, a legendary figure who had been in charge during the first weeks of the FBI’s mammoth investigation in the wake of the 9/11 attacks, forwarded the report to Chip Burrus, the deputy assistant director of the Criminal Investigative Division of the FBI.

Day and Diligence took elaborate precautions to make sure Enright wasn’t himself a plant or a corporate spy. In this business, one can never be too paranoid. Who knew what schemes the opposing spies were working on? After every meeting, operatives from Diligence followed Enright to his next destination. And when he left his meetings with Enright, Day followed a process spies call “dry cleaning,” designed to detect whether he himself was being followed. He walked a prescribed route through several narrow choke points. That way, Diligence’s employees in preset lookout positions could identify anyone who might have been tailing Nick Day.

Day knew that there were a lot of spies on contract in the battle between Alfa and IPOC. His firm worked alongside allies at other private spy firms who were hired to work other angles of the complicated case. And Day had created a detailed dossier on the long list of spy firms that he believed were working on IPOC’s side of the battle, and that might at any moment be targeting his own operation.

But the most dangerous threat to any spying operation doesn’t come from outside. It comes from within. On the morning of October 18, 2005, an anonymous package turned up at the front door of the offices of KPMG in Montvale, New Jersey. Inside were detailed internal business records from Diligence, including e-mails and other documents, which made it clear to managers at KPMG that their firm had experienced a terrible leak, and Diligence—a firm they had never heard of before—had access to KPMG’s innermost secrets. To this day, it is impossible to say for sure who tipped off KPMG. But Nick Day suspected a recently fired employee who had access to scores of Diligence operations, including the documents dropped at KPMG.


 

MIKE BAKER SETTLES into a plush armchair by the bar at the Four Seasons Hotel in Manhattan with the nimbleness of a man who has spent much of his life slipping into and out of quick conferences in posh hotels like this around the world. With spiky hair and boyish good looks just beginning to show the signs of age, at forty-eight this veteran CIA man could pass for the actor Kevin Bacon. As if to enhance his Hollywood image, Baker is wearing a black suit and white shirt unbuttoned to the point where a tuft of graying chest hair is just visible.

Mike Baker cofounded Diligence with Nick Day, and he’s here to explain how the firm got its start. With a smile, he promises a boring interview.

Baker was born in England to American parents. With a father in the military, he traveled the world at an early age. In 1982, he joined the CIA, becoming a covert operative. Baker says his own exploits paralleled the priorities of the CIA during the following decades: counterinsurgency operations, counternarcotics, and counterterrorism. He loved it—the people, the travel, the operations. And he won’t share any of the details. “I’m just one of those people who believe that you keep your yap shut,” Baker says apologetically.

He does say that his nearly two decades as a spy taught him how the world works. “You peek behind the curtain, and you realize that there’s not a one-world government, and the CIA is not out to hose the average American,” Baker says. Although he worries that most people harbor conspiracy theories about the CIA, Baker depicts it as much like any other government bureaucracy—always shifting direction to please its civilian masters in Washington. “We have the most open, transparent intel service in the world. And people don’t believe it.”

In the early 1980s, Baker explains, the CIA was “old school,” the kind of place people joined to spend an entire career. But as has happened in other areas of American and world business, the idea of a job for life was replaced by a series of jobs in which employees pick up skills at one stop that they’ll use at the next, more lucrative, stop. Baker saw a new generation of recruits come into the CIA with a different attitude. For them, the CIA would be a stopover on their way to another career. That trend was happening in other western intelligence services, too—and after the Soviet Union collapsed in the early 1990s, a flood of KGB veterans entered the global job market.

Baker says that not all those who quit the CIA left for the money. Many of his contemporaries quit in the late 1990s because they thought the CIA had become too risk averse. It was a far cry from the CIA that just ten years earlier had been running a massive secret war against the Soviets in Afghanistan, and managing other, smaller, anticommunist operations around the globe. After the Berlin wall came down, ennui plagued the spies and their bosses at Langley: What are we fighting for now?

In 1998, Baker went in search of something else to do. Living in London at the time, he met Nick Day through a mutual friend. Day, the son of a mathematics professor at Oxford University, had never gone to a university himself, instead opting for the military straight out of high school and then going into the British counterintelligence and security service MI5. The two men had a lot in common: Day, too, had just left the intelligence world and was looking for a place in the private sector. Over a long dinner, the two young spies got along like old friends. Soon, Baker and Day went to work together at a private intelligence firm called Maxima.

After their years in the CIA and MI5, Baker and Day had problem-solving skills, investigative talents, and street smarts that would prove to be extremely lucrative in the corporate setting. Most important, they were more aggressive than people who’d spent their careers inside the corporate cocoon. They—and the other spies then leaving government service for the private sector—approached business questions in a different way.


Say an investment firm wanted to know whether there were any problems with the rollout of a new product coming from a drug company—call it “BigPharma, Inc.” The investment firm would want to know when the product would be launched, whether there were any problems with the science behind the product, and whether the executives thought it would be a blockbuster. Traditional Wall Street investment analysts would be limited to standard ways of getting information: checking corporate filings, debriefing industry experts, conducting conference calls with management, and the like.

Spies think differently. To find out what was going on with BigPharma, they might roll out a host of intelligence techniques. In a variation on the technique used to case the KPMG office in Bermuda, they might call the biggest hotel near the pharmaceutical company’s headquarters, posing as potential customers, and check the dates when the hotel’s ballroom might be available for an event. Which dates were free? Was the ballroom booked for a specific evening? Turning on the charm, they’d ask who had reserved it—was it the nearby pharmaceutical company? Could the pharmaceutical company be planning a party to celebrate the launch of a new product? What’s that date again?

Then they might want to know what potential problems existed with the product. It’s easy to set up an account with a job seekers’ Web site like Monster.com. Posing as a potential employer, spies can set the software to show all the résumés available from people hoping to leave BigPharma. They can track how many employees of BigPharma put their résumés up on Monster.com every day. Over time, they can plot the results on a chart, and see when the number of people wanting to leave the company spikes. Are the employees looking to leave coming from the legal department? Or sales? If so, there might be a problem in that area.

To find out, the next step is to set up a dummy executive recruiting firm, and call the people who’ve put their résumés on the site, and offer interviews. Employees can be surprisingly candid about their own company when they think they’re interviewing for a job. They’re being duped, of course, and there is no job being offered. But in the meantime, information about BigPharma changes hands.

This information exchange can run up against insider-trading laws, which prohibit trading securities based on material, nonpublic information. But many spies say that’s not much of a problem: the employees talking to the fake executive recruiters are sometimes unaware of how much they’re passing along. And later, while still employed by the company, they’re unlikely to admit their disloyalty. What’s more, the interviews are two or three steps removed from the Wall Street trader who buys or sells on the basis of the information. The trader himself may have no idea where the information came from.

Another way a spy can use a dummy corporation is to set up a fake documentary film company and call BigPharma’s CEO for an interview. Many documentary films are produced by obscure firms and don’t see the light of day for months, or even years, after filming. Both aspects of the process are handy for a spy: BigPharma’s media relations people won’t be surprised to be contacted by a small firm they’ve never heard of before. They might agree to the interview, and allow the phony film crew on company grounds, where the spies can film everything within camera range—labs, sales offices, documents, and more. And when the CEO sits for an interview, the makeup, bright lights, and flattering interviewer might put him off his guard. With cameras rolling, he may give far more information than he’d ever wanted to about the new product and its rollout date. Months later, the company’s media representatives will have moved on to other projects, and may not stop to wonder why they never heard of that documentary film again.

It turns out that government-trained spies have all sorts of skills that are handy in the corporate arena, including surveillance, undercover operations, and the ability to blend in on the streets of a foreign country. Spies sell their services to investment firms, companies checking up on their competitors, lawyers engaged in high-stakes litigation, corporate raiders trying to buy companies, and more.

Setting up shop in London, Baker was the only American among a crowd of former Scotland Yard investigators, former customs inspectors, and former intelligence agents like Day, all of whom were now in the private sector. Maxima’s CEO played an avuncular role, schooling the two younger men on how to run a business. But after a few years, Baker and Day began to grow restless. Both men wanted to earn money—far more than their salaries at the time—and they knew that the only way to do that was to own their own firm. At the end of 2000, they quit Maxima to launch a new intelligence outfit: Diligence.

At first, Baker and Day scrambled to buy mobile phones and generate clients. They didn’t have any start-up capital, but Baker recruited a former CIA colleague and Latin American specialist who had some family money to put into the nascent company. The little firm grew, soon hiring a hardworking researcher and a Russian investigator.

A few months after launching the firm, Day and Baker flew to Washington, D.C., trolling for high-powered lobbying and financial clients. Working their international intelligence contacts, they landed a meeting with the former U.S. ambassador to Germany, Richard Burt, who was then affiliated with the influential Republican lobbying firm Barbour Griffith and Rogers. Nursing a severe migraine headache that morning, Baker had to drag himself to a meeting at the firm’s elegant headquarters on Pennsylvania Avenue. At the time, Barbour Griffith and Rogers represented some of the biggest companies in the world in scores of different industries, including Delta Airlines, GlaxoSmithKline, and Lockheed Martin. The automotive giant DaimlerChrysler alone was paying the firm $200,000 per year to steer it through the intricate Washington byways. Microsoft paid the firm more than $500,000 in fees that year.


Even so, Baker and Day cut the meeting short. They didn’t see how the lobbying business, which was all about influencing the American government, meshed with what they were offering: global clandestine intelligence operations for corporate clients.

But Rick Burt did.

A few months later, Burt called Diligence, telling Day and Baker that his American lobbying firm wanted to buy a piece of their British spy firm. In his own career, Burt had seen how government experience could lead to lucrative business opportunities in lobbying and international finance. He’d gone from being a national security correspondent for the New York Times in the 1970s to a post at the State Department, leading to an appointment as ambassador to the Federal Republic of Germany from 1985 to 1989. One person who has known him for a long time says that Burt’s career was helped tremendously by his second marriage, to Nancy Reagan’s social secretary, Gayle Burt. Burt sat a few chairs away from President Ronald Reagan on June 12, 1987, as Reagan delivered a famous speech in Berlin: “Mr. Gorbachev, tear down this wall!”

At the end of the Reagan administration, Burt became the chief U.S. negotiator in the Strategic Arms Reduction Talks (START) with the former Soviet Union, and then decamped for the private sector and a partnership at the consulting firm McKinsey and Company.

Barbour Griffith and Rogers invested in Diligence. Suddenly, the little shop became an intercontinental firm. Burt stepped in as Diligence’s chairman, although he kept his office at Barbour Griffith and Rogers. Burt’s connections provided an entrée to the top of Washington society, but that access came at a cost. His abrasive style was legendary in Washington, and his verbal blunders caused some heartache for the growing company, which needed all the goodwill it could get. On occasion, for example, Burt would burst into rages at the lobbying firm. One person familiar with him says, “Rick Burt could be a very nasty piece of work.”


Still, Diligence leveraged Burt’s connections to its own benefit, becoming wired into the uppermost echelon of British and American business, politics, and intelligence. Eventually, Diligence’s advisory board would include an astonishing array of heavy hitters:


	Judge William Webster, a former director of both the CIA and the FBI

	Michael Howard, a former leader of the Conservative Party in Britain

	Lord Charles Powell, former foreign affairs and defense adviser to the British prime minister Margaret Thatcher

	Ed Mathias, managing director of the enormous American private equity firm Carlyle Group, which specialized in buying and selling defense companies

	Thomas “Mack” McLarty, former chief of staff to President Bill Clinton

	Ed Rogers, chairman of Barbour Griffith and Rogers, a protégé of Republican political consultant Lee Atwater, and a veteran of the Reagan and the first Bush administrations.



The weave of interconnections between these men can be complicated. For example: Diligence’s chairman Rick Burt has also served as a senior adviser to Ed Mathias’s Carlyle Group; as a senior adviser to Mack McLarty’s firm, Kissinger McLarty Associates; and as a senior advisory board member to Barbour Griffith and Rogers’ client Alfa Bank, in Moscow.2

The overlapping relationships created a constant stream of business referrals and mutual assistance to a group of executives whose business affiliations and loyalties extend across national borders and around the world. The group was poised to take advantage of the new opportunities available in the global economy. In the coming years, Barbour Griffith and Rogers would represent clients from all over the world, including the governments of Equatorial Guinea, Eritrea, Honduras, Serbia, and Qatar. The business would prove lucrative: Eritrea, a desperately poor country bordering Sudan in eastern Africa, for example, would sign a contract to pay the lobbying firm $65,000 per month for “strategic counsel and tactical planning” in Washington.3

 

FOR DILIGENCE, THE global network of connections paid off, and business started to accelerate. Through a contact who had formerly worked at the CIA, the Diligence team landed a high-paying assignment working for Enron, the Houston-based energy trading firm. Enron had spent years lobbying in state capitals and in Washington for energy deregulation, which would allow anyone to buy and sell electrical power just like other commodities. The huge company was politically well connected with the newly elected administration—President George W. Bush famously nicknamed his fellow Texan, Enron’s CEO Kenneth Lay, “Kenny Boy”—and it was posting huge numbers. In July 2001, it reported earnings of $50.1 billion, more than triple the year before. But before long, those numbers, like much of the firm’s operations, would prove nothing more than a mirage.

What no one knew at the time was that Enron was hiding more secrets than just its bogus accounting. Buried deep inside Enron was a corps of intelligence veterans, spies who reached out to Diligence for help vetting the companies that the energy giant wanted to acquire. But soon the Enron intelligence team had a much bigger idea. The company’s traders could make more money if they could determine in advance when power plants would be turned off for maintenance.

Power plants can’t run ceaselessly. Periodically, they have to be taken off-line for inspections and repairs. This maintenance is done at regular intervals, but not always with public notice. And when the plants go down, sometimes for days at a time, the price of electricity in an entire region can go up, following the time-tested laws of supply and demand. The less electricity in the market from the power plant, the more expensive the remaining electricity will be.


For an energy trader, advance notice of a power plant shutdown could be a powerful way to make money. Armed with a schedule, Enron traders could make bets in the energy markets based on nearly certain knowledge that electricity prices would rise, by how much they would increase, and when it would happen. These bets—a sure thing, in some cases—could be worth millions of dollars.

Enron approached Diligence with a proposition. It wanted to know when the power plants would be going on and off. Enron’s intelligence officers had already developed a checklist of things a plant would do just before a shutdown. For one thing, plants tended to let the supply of coal on their property run low just before shutdown—no sense investing in expensive inventory that the plant wouldn’t be using anytime soon. Also, even routine plant maintenance requires specialized employees to visit the facility. To accommodate them, plant owners frequently brought in portable toilets to set up around the grounds. And all those new workers require a place to stay. In the rural areas of Europe where power plants are frequently situated, the one or two local hotels were bound to be booked to capacity during the maintenance project.

For a spy, all these preparations are easy to detect. In late 2000 and 2001, Diligence set about gathering intelligence on as many as a dozen of continental Europe’s biggest power plants. Baker won’t say exactly where the plants were, but another person familiar with the operation recalls missions in France, the Netherlands, and Germany.

Baker decided that the best way to gather most of the information was from the air. So he hired small commercial aircraft typically used for mapping and surveying, and outfitted them with video cameras. Then he and his pilot flew over the plant, training their equipment on the telltale areas. How high were the coal stacks? How did that height compare with last week? How many cars were in the workers’ parking lot? More than usual? Painstakingly, Baker overflew each location in a four-seat airplane, compiling the same kind of secret data that spies once recorded for contending governments—only now he was doing so for one of the world’s wealthiest companies.

Baker flew on many of the missions and dispatched lower-level Diligence employees on others. To avoid detection, he hired local planes and pilots in each country. Other pilots at the small airports he used might notice any foreigners hanging around. The last thing Baker wanted was pilots asking questions about the operation. As long as the locals saw the flights as a source of business, though, Baker figured that no one would worry too much about what or who they were for. After all, the operation was perfectly legal. Real estate developers, surveyors, and other specialists use aerial surveillance all the time. Baker and his pilots dutifully made sure that each day’s flight plan was filed with government authorities.

Back in London, meanwhile, Diligence’s team members manned the phones to gather the rest of the information they needed. Posing as potential customers, they called to book reservations in the hotels nearest the power plants they were targeting. Asking for room rates and availability weeks in advance, they could pinpoint when each hotel was at maximum capacity—or sold out. By trolling for “no vacancy” dates, they developed more data on when the maintenance was likely to happen.

Putting it all together, Diligence sent the raw data and video along to Enron’s intelligence operatives, who worked out when the plants were going off-line and passed the information along to the traders doing battle in the energy markets. At first, Diligence passed along the details from every flight, but soon it settled on a system of weekly reports. Enron gained a crucial edge over the rest of the traders in the market. The work was done for a monthly retainer that represented a key, regular stream of income for Diligence. Baker declines to say how much Enron paid per month, and he says he has no idea how much money Enron made from the overflight information.

The nifty little scheme crashed to a halt in late 2001, as Enron itself collapsed into bankruptcy. Even with the moneymaking European spy flights, Enron’s top executives had badly mismanaged the company, steering revenues into numerous secret shell companies. As the firm began to unravel, Baker says he got a sudden call from his contact at Enron: “If you’ve got any bills outstanding with us,” he said, “get them to me today, and I’ll make sure you get paid.”

 

THE LOSS OF Enron was a learning experience for the young spy firm. Baker says the message was clear: “There’s a lot of information available out there.” The key, he concluded, was to match a client who understands the value of information and an intelligence firm that has the wherewithal to go out and get it. And he took away one more thought: Diligence could have charged twenty times more for the information than it did. As he learned the value of information, Baker resolved not to undercut his own pricing again.

Over the next couple of years, Baker and Day traveled widely, rubbing elbows with some of the richest and most powerful people in the world. And they became close friends. Baker moved to Washington, D.C., to be near the lobbying firm Barbour Griffith and Rogers, which was still a major source of referrals for business.

By 2005, Diligence was eager to grow still further, and he was scouting around for investors to finance expansion. Ultimately, Burt provided an introduction to an Argentine private equity firm, the Exxel Group, run by a flashy buyout specialist, Juan Navarro, who was based in Buenos Aires. This Uruguayan-born investor cut a glamorous figure: he lived in a penthouse, cultivated expensive tastes, and was known for his aggressiveness. In 1991, he quit a successful career at Citibank’s Argentine venture capital unit to launch his own firm, Exxel. He secured investments from GE Pension Trust, Rockefeller and Company, Liberty Mutual, and Columbia University, and began investing billions in nearly 100 companies, mostly concentrated in Latin America.

During the course of negotiations with Exxel, Baker began to feel uncomfortable about the future of Diligence. The new cash would mean big-time expansion, and new management responsibilities for himself and Day. He says now that he was worried and felt it might be better to bring on a professional CEO who would have the experience to expand the company without wasting money. Baker disclosed to his colleagues and prospective investors such as Exxel Group that he wouldn’t stay on board much longer.

Exxel Group invested in Diligence, reportedly taking a $15 million stake in it. Baker cashed out, selling his remaining 15 percent stake in Diligence to Exxel as part of the transaction. Barbour Griffith and Rogers cashed out, too. No one involved will reveal the exact numbers regarding who got what. But even if the deal valued Diligence at a relatively small amount of money, it’s likely that Baker walked away from the deal with more than $1 million in cash, a tidy profit from his five-year involvement with the company.

Now it would be up to Day, running Diligence on his own, to deploy the remaining money and generate the kind of growth his new investors were expecting. Soon, his attention would turn to a new client that Baker had been working hard to sign just before leaving the firm, Russia’s largest commercial bank, Alfa Bank. Alfa was already a client of the lobbying firm Barbour Griffith and Rogers, which in 2005 received $680,000 in fees from Alfa.

What’s more, the lobbyists disclosed in federal filings that they didn’t do any lobbying at all that year for Alfa. That’s a lot of money to pay a lobbying firm that’s not doing any lobbying. Often, lobbying firms are paid not to lobby—the technical definition of which is contacting public officials on behalf of a client—but to “consult,” which means simply to provide advice to the client about how to handle Washington.*

Before he left Diligence, Baker says, he pushed the lobbyists to provide an introduction to Alfa. The huge Russian bank would make a great client for Diligence. Barbour Griffith and Rogers made the connection, and soon after that, Nick Day was in Bermuda fetching KPMG’s documents out from under rocks.

The anonymous document drop at KPMG in October 2005 put a stop to that operation. On November 10, 2005, KPMG Financial Advisory Services filed suit against Diligence, alleging fraud.4 But the legal complaint filed by KPMG was heavily censored. Page after page of the publicly available version of the document was left blank, simply stamped “REDACTED” in bold letters.

Perhaps the complaint was so heavily shielded from view because the company feared letting even more sensitive details of the case into the open. But perhaps, too, KPMG held back so much of its filing because the company was embarrassed at how easily an employee had been duped out of its most secret corporate work product. After all, KPMG is one of the world’s largest accounting and consulting firms. It routinely handles the deepest secrets of the biggest companies in the world. What would its clients think if they knew those documents could leak out to corporate spies?

Indeed, the entire case was filed under seal, and it wasn’t until months later that any of the documents began to surface into public view. At Barbour Griffith and Rogers, the move to release the documents set off panic. The prestigious firm didn’t want the public or the press to know that it had been involved in the spy game.

On January 24, 2006, the firm’s lead lobbyist on the Alfa account, Keith Schuette, sent an e-mail to his boss, the legendary Washington fixer Ed Rogers. Under the subject heading “Legal,” Schuette wrote, “Ed: Judge has unsealed the complaint against Diligence from KPMG. It has attracted no attention thus far, but I cannot imagine that it will remain quiet forever. Neither we, nor the client are mentioned in the complaint. Current strategy if it comes alive in the press [is] for Diligence to stonewall. Will keep you posted.”

“What does it say??” responded Rogers, twenty minutes later.


“Basically that KPMG was harmed by Diligence stealing materials under false pretences etc…. and that they must cease and desist,” wrote Schuette. “Critical issue now is KPMG’s request for expedited discover[y] and judge ruling on the question of jurisdiction. If the judge accepts jurisdiction and agrees to expedited discovery, things will deteriorate in very short order. If he goes against both, then it should die a fairly quiet death.”

The judge did accept jurisdiction, and permitted discovery. That is the process by which lawyers obtain testimony and documents from the other side in a legal battle. Lawyers can force documents, records, e-mails, and other material from the opponent’s files onto the record. That’s how Schuette’s e-mail later ended up as part of the court record.

And the Diligence case did not die a quiet death.

 

AFTER PROJECT YUCCA imploded, Nick Day closed the Connecticut Avenue offices of Diligence, LLC, in Washington in exchange for much more modest digs. He moved his own residence to the picturesque French Alpine town of Saint-Gervais, which is only an hour’s drive from Switzerland. He is still in business, although he says that fallout from the Bermuda incident—which included recriminations, resignations, and lawsuits—taught him a lesson. He and his firm have changed their ways in its aftermath. “We essentially help businesses deal with the risks of operating in challenging markets,” Day says. “It’s a role which government agencies don’t necessarily have the resources or understanding to be able to fulfill.”

Mike Baker, who left the firm well before the Bermuda operation, bounced around at other corporate intelligence firms, for a time running Prescience LLC, his own private intelligence firm serving hedge fund clients. He took on work as a Hollywood script consultant on intelligence matters and writes commentaries for FoxNews.com. He says he is working on a book. In early 2009, though, he and Day went back into business together for the first time in years. Day’s firm, Diligence, purchased Baker’s firm, Prescience, and Mike Baker went to work in Diligence’s New York offices at 7 Times Square.

These days, Guy Enright is working for Deloitte and Touche in London. He didn’t come away empty-handed from his encounters with Nick Day. As Project Yucca wound down in 2005, Day, still in the guise of Nick Hamilton, gave Enright a Rolex watch worth thousands of dollars. Enright was led to believe it was a thank-you gift from the British government.

But that, too, was a lie.

 

IT HAS NEVER been clear who, exactly, owns Diligence, especially since several investors and owners have come and gone over the years. Day refuses to reveal who owns the spy company today. But one possible source of financial backing is one of the oldest banking families in the world, the Rothschilds.

In the spring of 2007, the British and American press reported that Diligence had received an infusion of an unknown amount of capital from a fund controlled by Nick Day’s longtime friend Nathaniel Rothschild, then thirty-six years old, the wealthy son of Lord Jacob Rothschild and heir to one of the world’s most famous and ancient banking fortunes. The New York Times once called Nathaniel “the man who may become the richest Rothschild.”

By 2007, Day had become a close associate of Nathaniel Rothschild. The two men had a lot in common: they were roughly the same age, both British, and both high-living businessmen who thrived on global intrigue. The friendship was a sign of just how far Nick Day had risen, professionally and socially. Through Rothschild, Day gained entrée to a family that had long dominated European banking, and had figured out—hundreds of years earlier—the value of marrying business and intelligence.

Nathaniel is in line to become a baron, and thus the fifth in a line of Lord Rothschilds. His family’s history dates back to 1744, with the birth of Mayer Amschel Rothschild in the Jewish ghetto of Frankfurt, Germany. His roots are in England, but Rothschild maintains offices and a spectacular home in New York. He travels around the world on a private plane. Rothschild, who is known to friends as Nat, was born on July 12, 1971.

Nat’s ancestor Mayer Rothschild founded a financial house, and then a family dynasty, sending his five sons to five different European capitals to open financial offices of their own. When he reached age twenty-one, Mayer’s son Nathan went to England: first to Manchester, and then to London, where in 1809 he opened offices at New Court in St. Swithin’s Lane that to this day serve as headquarters for the bank that bears his name. By the 1820s, Rothschild was prosperous enough to lend capital to the Bank of England, heading off a potential economic crash in London.

From their earliest days, the Rothshilds understood the importance of combining finance and intelligence. Nathanial coordinated high-stakes financial deals with his four brothers on the continent, who were based in France, Italy, Austria, and Germany. Through couriers, clients, and confidants, they developed an elaborate intelligence network that spread across Europe. Nathan Rothschild arranged for money to be shipped to the duke of Wellington’s armies during their epic battle against Napoleon. In 1815, Rothschild knew of Wellington’s spectacular defeat of Napoleon at Waterloo an entire day before the British government itself was informed.

In 1875, Nathan’s son Lionel raised enough capital for the British government to acquire a major interest in the Suez Canal. And in 1885, Nathan Mayer Rothschild II became Baron Rothschild. Over the next fifty years, the family grew and prospered, branching into railroads, mining, and science. Two branches of the family in France became active in the wine industry, founding Château Mouton Rothschild, which produces one of the world’s finest clarets; and Château Lafite Rothschild, which produces elite premier cru wines.

Nat is the only son of four children. He attended Eton and Wadham College, Oxford. An extremely privileged young college student, he joined the Bullingdon Club, a rowdy all-male drinking society.

After college in 1995, he began his career in New York at Gleacher and Company, whose founder was a friend of Lord Rothschild. The same year, Nat married the socialite Annabelle Neilson, but their riotous relationship ended in divorce three years later. While in New York, Rothschild met Timothy Barakett, then just twenty-nine and a few years older than Nat. Barakett was raising money for a new hedge fund, Atticus Capital. He eventually made the young Rothschild a partner in his fund and set him loose to leverage the Rothschild family name and connections to raise money for Atticus. Nat bore down on business, and the fund achieved astonishing success until the crash of 2008, which hit Atticus, and scores of hedge funds like it, very hard.

Still, Barakett had leaped to the top of the hedge fund universe, ranking number seven in the trade publication Alpha magazine’s survey of the best paid fund managers of 2007, with a personal take of $750 million. Another partner at Atticus, David Slager, ranked number thirteen, with single-year earnings of $450 million. Rothschild himself tied for thirty-eighth place, earning $250 million that year. In 2007, the reporter Landon Thomas Jr. of the New York Times quoted Peter Munk, the founder and chairman of Barrick Gold, who overcame his early skepticism and agreed to Nat’s entreaties to invest in Atticus. “This kid is special,” Munk told the Times. “It’s back to when they were ruling the world.”

The Rothschilds of old bestrode the globe and saw political leaders come to them for money. Nat Rothschild continues that tradition today, maintaining houses in Paris, London, Moscow, and Greece. He’s said to be an adviser to the Russian oligarch Oleg Deripaska, who controls the Russian company Rusal, the world’s largest aluminum company. In March 2008, Rothschild and his father hosted the Republican presidential candidate John McCain at a fund-raiser at Spencer House on Saint James’s Place in London, the lavish estate built for the ancestors of Princess Diana. Under American campaign law, foreigners can’t contribute to presidential candidates, but they can host events. For the invited American donors, attendance at the Rothschild fund-raiser cost between $1,000 and the campaign maximum, $2,300.

With connections like that, Nick Day and the corporate intelligence industry he represents have circled back to a much earlier era in which private business interests deployed their own intelligence networks around the globe. And although today’s corporate spies have the technology and techniques of modern espionage at their fingertips, their history is deeply interwoven with the history of capitalism itself.
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