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  About the Book


  There is more information in the world than ever before – but who’s in control?


  At the centre sits the Establishment: governments, corporations and powerful individuals who have more knowledge about us, and more power, than ever before. Circling them is a new generation of hackers, pro-democracy campaigners and internet activists who no longer accept that the Establishment should run the show.


  Award-winning journalist and campaigner Heather Brooke takes us inside the Information War and explores the most urgent questions of the digital age: where is the balance between freedom and security? In an online world, does privacy still exist? And will the internet empower individuals, or usher in a new age of censorship, surveillance and oppression?


  About the Author


  Heather Brooke is a journalist and Freedom of Information campaigner based in London who is famous for uncovering the MPs’ expenses scandal. She writes for the main national papers and has worked as a consultant and presenter for Channel 4’ s Dispatches. She is a visiting professor at City University’ s Department of Journalism and is also the author of Your Right to Know and The Silent State. In 2009 she was named Reformer of the Year and has won numerous awards, including the Setting the Political Agenda Award from the Political Studies Association and, in 2010,  Judges’ Prize at the British Press Awards.


  Also by Heather Brooke:


  Your Right to Know


  The Silent State


  Heather Brooke


  THE REVOLUTION

  WILL BE DIGITISED


  Dispatches from the Information War
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  He who receives an idea from me, receives instruction himself without lessening mine; as he who lights his taper at mine, receives light without darkening me. That ideas should freely spread from one to another over the globe, for the moral and mutual instruction of man, and improvement of his condition, seems to have been peculiarly and benevolently designed by nature, when she made them, like fire, expansible over all space, without lessening their density in any point, and like the air in which we breathe, move, and have our physical being, incapable of confinement or exclusive appropriation.


  Thomas Jefferson


  Foreword


  We are at an extraordinary moment in human history: never before has the possibility of true democracy been so close to realisation. As the cost of publishing and duplication has dropped to near zero, a truly free press, and a truly informed public, becomes a reality. A new Information Enlightenment is dawning where knowledge flows freely, beyond national boundaries. Technology is breaking down traditional social barriers of status, class, power, wealth and geography, replacing them with an ethos of collaboration and transparency. In this new Enlightenment it isn’t just scientific truths that are the goal, but discovering truths about the way we live, about politics and power.


  During the first Enlightenment the free flow of information was considered essential to understanding the natural world; without full disclosure we had no hope of overcoming our inherent human biases that occluded our vision of the truth. In England, scientists were careful to cordon off this questing curiosity to science but its revolutionary impact in politics led to the American and French revolutions. Thomas Jefferson said that America was an experiment that would ‘demonstrate to the world the falsehood that freedom of [speech and] the press are incompatible with orderly government’. America produced ‘the first legislature that had the courage to declare that its citizens may be trusted with the formation of their own opinions’.


  This aspiration is not solely American. Citizens around the world have long declared a desire to be trusted with the formation of their own opinions, and that can only come when they have access to the facts. This is the essence of the information war. Do we trust citizens to communicate freely and come to their own conclusions, or do we believe those in authority have a right to restrict and manipulate what we know? Do we hold to Enlightenment ideals of reason and the pursuit of truth no matter where that takes us, or put our faith in authority to make certain an uncertain world?


  The digital age can be experienced as a sensation of information overload, a deluge of data and accelerated technological innovation. As I became enmeshed in this world I felt overloaded, too, as I experienced the erasure of boundaries between the public and private that characterises the online sphere, and found myself grappling with the slippery nature of digital data first-hand as data leaked and then the leaks were leaked. It can seem like chaos. When anyone can say anything how do we determine what is true and what is misinformation or lies? Exposing secrets can and does reveal corruption and abuses of power. Powerful figures who once relied on deference to keep silent those who would speak against them can now be challenged by weaker individuals who have a global voice thanks to the Internet. Such a publishing free-for-all can also leave individuals vulnerable to false claims.


  Additionally as we move our lives online we are in danger of creating a central storehouse where nosy state officials and private companies can monitor our every move. Where are the boundaries between transparency and privacy; quality control and freedom? We have the technology to build a new type of democracy but equally we might create a new type of totalitarianism. These are the stakes in the information war.


  The Internet is powerful because it allows people to organise around issues at unprecedented speed, broadcast their thoughts and challenge those in charge. A wave of such groups banded together in early 2011 to demand the removal of authoritarian leaders in the Middle East as one country after another rose up with varying degrees of success. But the Internet doesn’t cause revolution. It is a communications network. What people choose to do with technology – that is where we can make moral judgements. Some people will use it for ill, others for good. Security forces tend to focus on the ills, while the majority use it for good. In the name of protecting us from ‘bad things on the Internet’ there are increasing moves to suppress communications networks in both repressive and democratic countries. Demands to shut down, censor, filter or in other ways oversee and control the way people communicate are on the rise.


  The extent of the digital revolution was brought home to me as I was putting the final touches to The Silent State, an account of my investigations into Britain and the power imbalance between citizens and the state. For five years I’d investigated British institutions mostly using the country’s new Freedom of Information Act. I was born and raised in America, and trained as a journalist there, so maybe this was my way of ‘bringing the revolution home’ by trying to open up secretive British institutions to the citizenry. I made many hundreds of FOI requests to various public bodies but the one that provoked the greatest resistance was to Parliament, which fought for five years – ultimately all the way to the High Court – to prevent publication of how parliamentarians were spending public money.


  At every stage of my investigation politicians and bureaucrats were convinced they could avoid accountability as they always had before: first by calls to deference (we had to trust them), when that failed, obstruction (this is none of your business), followed by misinformation (claiming publication would be dangerous and harmful) and finally outright refusal. Even after I won the court case, officials worked to suppress and stifle the information. What no one predicted was quite how easy it would be to simply copy the entire digital database of politicians’ expenses claims and leak it to the public. In 2009 someone inside Parliament did just that, and the resulting full disclosure caused a major political scandal.


  What we witnessed in Britain was a culture clash: bewigged and be-stockinged parliamentary officials who believed in their right to rule without public prying; suddenly challenged by a populace no longer content with this arrangement and newly armed with an entire data set of how politicians were spending public money. Officials tried to shut down and manage the story, but it was precisely their heavy-handedness that fanned the flames of public discontent. One politician after another was forced to resign.


  In this book I chart the battles fought over information globally. Two sides are competing to determine the world’s future: on one side freedom fundamentalists, hacktivists and democracy campaigners seeking to increase the free flow of information largely through the Internet; opposing them are the traditional gatekeepers of information – governments, police, intelligence agencies and the military.


  I explore the most pressing issues of the digital age: digitisation and why it is revolutionary, hackers and hackerspaces, the law in a globalised world, the role of journalism, information ownership, privacy, anonymity, Internet surveillance and national security. The narrative traces the year of my investigation, and while I could discuss the information war without mentioning WikiLeaks, the events of 2010 were so dramatic it seemed natural to use them as the spine of the book and nestle within each chapter wider discussion of the relevant issue. What I hope to show is that this revolution is not simply about WikiLeaks. It’s just as much about what is happening in Iceland, where citizens rose up to overthrow official secrecy, or the hundreds of young Internet activists setting up spaces around the world where they come together in an online version of the English coffee houses where the Enlightenment was born. Times of great change can feel like chaos, and the natural reaction is to crave certainty. Instead of trying to impose control, what I suggest in the conclusion of this book is that we look afresh at the way we organise power. I believe there is a better way to practise politics and the Internet provides a model.


  A few notes on the text. To convey the drama of events I have written the book in a narrative style. Some scenes were pieced together, particularly the first chapter, which is a portrait of the leaker, here described as an anonymous ‘kid’, who I have created based on information in the public record. Whether or not Private Bradley Manning is guilty of the leaks, he carried the consequences for most of 2010 and 2011 and so I have taken some of his biographical details to describe this character. Chapter Two is reconstructed from interviews with David House and Jim Stone. Other chapters written in novelistic fashion are based on interviews with the following people: in Iceland: Birgitta Jónsdóttir, Smári McCarthy and Herbert Snorrason; in Boston: David House, Danny Clark and a few others who did not want to be named; at the Guardian: David Leigh, Alan Rusbridger, Nick Davies and Ian Katz. Others who contributed are mentioned by name in the text but I also took information for narrative scenes from interviews with Daniel Domscheit-Berg, Rop Gonggrijp, James Ball, Jacob Appelbaum and Julian Assange. In other chapters, I relate events and conversations as I experienced them first-hand.
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  Data in the Desert


  Contingency Operating Station, Hammer, Iraq, January 2010


  THE FUNNY THING about life here: you never really know the time. It could be noon, dusk, dawn or midnight, though it hardly matters. Once you punch the five digits into the cipher lock you enter a world where time is meaningless, like the dark heart of a Vegas casino devoid of clocks. Welcome to Casino America. Hey, why not? It is, after all, a cheap construct of America plopped down in the middle of a desert. The guys outside could be playing basketball in Ohio or Texas; only their tan camos and sand-coloured boots give any hint that this is a war zone. The Pop-Tarts, Tater Tots and Cheerios are just like at home. It’s just a shame so few Iraqi families are going to be enjoying such delights.


  The kid hangs up his jacket and checks out the half-full Mr Coffee on the counter. Another day stretches in front of him. It could be a day just like the one before, a day that he can hardly recall as it was so similar to the one before that, like reflections in a mirror. It’s virtual reality, and the irony is that life online feels more real. That’s where his friends are and where he feels most connected. But today is going to be different. Not that the other guys in the room will notice, he hopes. One of the young men looks up from his computer. He smiles but his eyes quickly zip back to his screen.


  Another man in a khaki T-shirt nods a curt acknowledgement. He doesn’t really like this kid. Maybe it’s because he’s so short, or the way he’s so serious and silent, as if he’s superior or something. Fortunately there’s no need to make a lot of small talk as the first thing the kid does once he settles at his desk is put on his headphones. Maybe he’s listening to music or watching videos or whatever. The kid is an intelligence analyst so there’s all sorts of material to keep him busy.


  The room is barren and beige, the makeshift walls decorated only with a few whiteboards, a poster of the Stars and Stripes and a world map; a television hangs from the ceiling in one corner, a chunky white printer sits idle in another.


  The kid pours coffee into a chipped, oversized US Army mug and heads to his workstation. Unlike the other desks in this prefab building, his area is neither spartan nor plastered with sports memorabilia. There’s an American flag poking out of a pen pot and what look to be a couple of photographs tacked onto a wall. Neither of the other guys has bothered to ask who the people in them are, and the kid has not volunteered. He logs onto his computers and the light from the screens flashes into his clear blue eyes. He’s only just out of his teens with apple cheeks and an open expression somewhat tempered by a solemn, quiet demeanour. Some part of him would like to be less serious, see this place as a joke like the others, ‘just get out of it what you can’.


  Partly that was the reason he’d joined the army: to get some qualifications and experience, give his life focus, direction. He’d always been good with computers and did a few classes at community college but … how could he describe it? The world has so much to offer and he couldn’t wait to get out and explore it. He did want to be all he could be, and working meagre jobs to pay for community college wasn’t it. The military had worked out for his dad and so his dad thought it would do the same for the kid. Early on, he’d thought maybe his dad was right. Technology was making all sorts of things possible but society wasn’t changing fast enough. Being part of the US Army would help spread the gospel of democracy, Internet freedom and freedom of speech throughout the world.


  He scrolls through his emails. There are a few requests from his commanding officer. Some admin work that he processes quickly. He logs into the classified networks using his username and password. On one computer he logs onto Siprnet (the Secret Internet Protocol Router Network) and on the other, JWICS (the Joint Worldwide Intelligence Communication System), the top-secret version of the Internet used by the State Department and Department of Defense to transmit classified information. He puts on his headphones and pops in a CD marked ‘Lady Gaga’. The rules are that devices like CDs or memory sticks are only supposed to be used for making official copies or backups, and iPods are banned, but you only have to look around to see how strictly these rules are enforced, which is to say not at all. Everyone on the base is watching videos, movies, listening to music, playing games. How else are you supposed to keep yourself sane for fourteen hours a day, every day, with no breaks and little else to do? The kid was surprised at first to see guys putting music CDs into machines hooked up to classified networks, but after three weeks at the base you stopped caring.


  Any ideals he’d had about the invincibility and security of the American military networks were demolished after his first week. He’d asked the guy from the National Security Agency if he’d ever seen any suspicious activity coming out of the local networks but all that had got him was a shrug and a muttered ‘It’s not a priority,’ before the guy went back to watching the film Eagle Eye (presumably preferring the cinematic version of his job to the mundane reality).


  But the kid took his duties seriously. His job description stated he was to assist ‘in determining significance and reliability of incoming information’ and that’s exactly what he did, digging through multiple intelligence reports of the same incidents, getting independent verification where possible or a translation if needed to find the truth. That’s what he’d done when his commander asked him to investigate the detention by the Iraqi Federal Police of fifteen people accused of printing ‘anti-Iraqi literature’. The Iraqi police wouldn’t cooperate with US forces, so the kid was told to find out who the supposed ‘bad guys’ were and the significance of their crime. He got hold of the material and found an interpreter to read it to him. There was nothing in the literature advocating violence or supporting terrorists; rather it was a scholarly critique against the Iraqi Prime Minister Maliki titled ‘Where did the money go?’ It was exactly the sort of First Amendment freedom of expression that the US was supposed to be exporting.


  He went immediately to the officer in charge, and set about explaining how the suspected terrorists had simply written a benign report on political corruption that you might see in any newspaper in a democratic country. It was a mistake, he insisted. These guys were allies, not enemies – they were targeting the wrong people.


  This wasn’t what the officer wanted to hear. It didn’t fit into his game plan, his worldview, and his eyes began to drift long before the kid had finished his little speech.


  ‘I didn’t ask for your opinion on the matter,’ the officer replied, icily. ‘I want you to get their names, their addresses. And more where they came from.’


  ‘But they are not our enemies.’


  ‘You don’t know that,’ the officer shot back. ‘They could be.’


  ‘But they’re not. And by concentrating on them we’re ignoring the real enemies.’


  All this had done was infuriate the officer, who ordered him to mind his own business and do the job he’d been tasked to do.


  The kid pounded his fingers onto the keyboard. If this is the calibre of people charged with making Americans secure then goddamn, we are in some serious shit. It was as clear as the sun shining down every day that if the US military carried on like this then Al Qaeda wouldn’t need any other recruiting agent than the good ole United States Army.


  The officer’s disparagement of the truth led the kid to wonder what other lies were being told about Iraqis and to the American people for the sake of some official’s easy life. He’d channelled his frustration into his intelligence role by trawling through the military networks looking for files or incidents that showed similar cover-ups. There were a lot of codes and tags and jargon but he could piece some of it together from what he already knew. He found a cache of military dispatches from the current war in Afghanistan.
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  There were even more files from the Iraq war, nearly half a million of them. He wasn’t sure what truth these records would reveal but he suspected it was different from the ‘We’re winning’ whitewash that the Pentagon was churning out to the American people.


  Even if the commanding officer didn’t appreciate his thoroughness, the kid thought other soldiers and operatives in the field would. It was a bit like playing God – watching over all these people. He wasn’t trying to control them, just making sure they were safe and that they got the most accurate picture of reality so they could make the best decisions. Maybe that’s what made him think about leaking the data.


  After all, the stuff on Siprnet wasn’t exactly top secret. How could it be, when all that was required to access the database was a security clearance up to ‘Secret’ which some 3 million US soldiers, government employees and contractors had? A democracy, we’re told, is government by the people, for the people, so why should the common people be kept in the dark? They’re the ones paying the bills and in whose name wars are fought. Was it right that this information be restricted only to those who already held power? This is America as all Americans should see it. Power talking to itself.


  Whatever his reasoning, today is a turning point. From helpless voyeur of history to change-maker. He is feeling strong today with the courage of his convictions. It’s no good looking to anyone else to make the world a better place. We each have to do our part to work with what we’re given.


  The more he thought about it, the more amazing it was that no one had done it before. A corporation couldn’t get away with the sort of lax security that existed on the base. They would have been poked and prodded by competitors. But what competition does a government have except other governments? It was about 100 per cent likely, he figured, that China and/or Russia already had everything worth taking from this system. Scoured through the files, sucking down data quietly and covertly. He’d mentioned a few obvious fixes early on, but no one was interested in fixing anything. More work. As far as he could tell, there was only one other person who knew anything about computer security on base, a SIGINT (Signals Intelligence) analyst, but fixing flaws mustn’t have been his job either. You see where the bureaucrats’ priorities are. For them national security is about securing their own positions of power.


  So why hadn’t anyone made this information public before? His only conclusion was that people are trained to do what they’re told, rarely stopping to consider whether it’s right or wrong. Someone in authority says ‘Do this,’ or ‘Don’t do that,’ and most people will blindly follow, especially in the military. Weren’t we past that whole Nuremberg defence thing yet? he wondered.


  That was the appeal of WikiLeaks with their motto, ‘Courage is contagious.’ Watching what they had done had certainly changed the kid’s views on what was possible. The publication of the 9/11 pager messages in November, messages that were strictly classified and held by the National Security Agency, had impressed him. You didn’t get hold of them without having an inside source and you didn’t publish without having balls of brass. And that, apparently, was what WikiLeaks had. They championed the public’s right to know in the face of trenchant official secrecy.


  He’d also been reading about Daniel Ellsberg, the military analyst who leaked the Pentagon Papers to the New York Times during the Vietnam war. When the idea first occurred to him, he couldn’t imagine placing himself alongside a man like Ellsberg. But then as he began digging into the data, he realised that what he read day in, day out could be today’s Pentagon Papers.


  War could be noble if you were in it for the right reasons and acting honourably. But the longer he was here, the more he believed this war met neither of those qualifications. His privileged access to the inner workings of the US and other governments had also led him to another, even more startling revelation. There was a bigger war going on. An Information War. And in this war, the kid wasn’t just an errand boy. By teaming up with WikiLeaks it was possible he could transform global perceptions about politics, power and people’s right to know. He asked himself if his reasons for entering this war were noble and just. He was fighting to liberate not only the American people, but the world’s people, from rulers who wielded power over their populaces not just through authoritarianism and fear, but through ignorance.


  People who change history need to be prepared to make sacrifices. Words are easily spoken but the ultimate test must be action: what are you prepared to do? What consequences are you prepared to endure to stand up for what you believe? If he was serious about bringing truth to the world, changing power structures, liberating information and giving power to the people then it was time to contact that crazy, white-haired Australian. He could go to a journalist but which one? And would they even publish such material? He doubted it.


  Inspired, he carefully starts to search through the directories looking for the items he’d mentally catalogued earlier. His plan: to transfer the data from the classified network onto a disk, erase all evidence of the download, then get the data onto his other laptop where he’ll sort it, compress it, encrypt it and upload it to WikiLeaks. There are a few details to work through and he has a trip home planned at the end of the month, a well-earned break. Maybe he can seek advice. But for now, he can at least make a start.


  He synchs the words to ‘Telephone’ while writing the war logs to disk. ‘Poker Face’ might have been more appropriate.


  Digital data


  Before we go any further I want to define ‘digital data’ so we can better understand why it is so revolutionary.


  Before digitisation, data was stored in paper, microfiche or tape format. Digital comes from the Latin digitus, meaning ‘toe’ or ‘finger’. ‘Digits’ came to refer to numerals because the ten fingers (digita) used to count correspond to our decimal system. ‘Digital’ is defined as anything that is relating to, resembling or possessing a digit or digits, and digital data is data represented as a series of numerical values or information displayed as numbers. What is remarkable about digital data is that its duplication and transmission can seemingly be done beyond any physical manifestation. It has an ethereal quality, almost like pure thought. Ether used to be an imagined substance that was believed to fill all space, and support the transmission of electromagnetic waves. ‘Ethereal’ means something is light as air, impalpable, celestial or spiritual. The huge troves of data that exist on Siprnet or JWICS have this quality. The data exists, but where? And how? Not in physical stacks of paper, but somewhere inside a network. The physical component is the server or servers on which bits of the data are stored but in its transmission to another server it has no physical mass.


  What this means is that digital data can be shared and spread easily, just like an idea or a thought. It can replicate so rapidly that its proliferation can often be equated to the spread of a virus. The cost of duplicating digital data is zero, or close to it, once you have the necessary hardware to store it on. Think back to the analogue age when it cost money to share information as it meant producing another physical copy, whether a printed book or a cassette tape. In the digital age, these physical components are gone. Now it costs money not to share data. Sharing and copying are the default dynamic of digital data and any person or organisation who wants to impede this free-flow has to spend considerable amounts of money and resources. Unfortunately for the information liberators of the world, there are plenty of individuals and organisations willing to outlay the necessary resources to do this, as we will read later.


  By ‘digitisation’ I mean the transfer of data into digital form so it can be processed directly by a computer. It’s this ability to directly interrogate and analyse information that is so powerful and revolutionary. When I teach journalism students about what is quaintly called ‘computer-assisted reporting’1 I tell them to study the scene in All the President’s Men where the actors playing Bob Woodward and Carl Bernstein are sitting in the Library of Congress trawling through thousands of library cards looking for any members of the Republican Party who borrowed books on Ted Kennedy. The way the scene is filmed gives some flavour of the time and the tedium of such research in the analogue age. Now all this data is digitised in a central database and can be interrogated in all manner of ways while still providing an answer within seconds.


  Which brings me to another aspect of digitisation: the huge amount of information that can be stored on comparatively minute pieces of physical matter. There’s more information in the world than ever before – as former Google CEO Eric Schmidt told an audience in August 2010. Every two days we create as much of it as we did from the dawn of civilisation up until 2003. Yet storage has also changed dramatically. The ratio of data to matter on a stone tablet is pretty poor. It gets better as we move to vellum or paper and better still as we shift to magnetic ribbons. It’s truly staggering once you get to disks, USB sticks and microchips. Two major technological advances – in semiconductor manufacturing and fibre-optic communications – have made it possible to cram a lot more information into smaller physical components. The price performance of silicon has been accelerating so that a computer that cost you $1,000 two years ago would cost just $500 today and would be twice as powerful. This exponential rise is known as Moore’s Law after Intel co-founder Gordon E. Moore, who described the trend in his 1965 paper; it has proven uncannily accurate ever since. Now a stick the size of a thumbnail can easily contain a database of 250,000 records which in their paper form, just to put this in perspective, would work out to some 213,969 pages of A4 paper that would stack about 25 metres high – not something one could easily slip past security.


  The contrasts with the analogue age couldn’t be starker. When Daniel Ellsberg sought to enlighten the US public about the government’s secret activities in Vietnam, he had to spend hours in front of a photocopier to duplicate the Pentagon Papers, then physically hand the material over to a newspaper reporter. When a court injunction stopped publication in one newspaper, he had to give another hard copy to another newspaper, and then another. US Senator Mike Gravel then read portions of it into the Congressional Record. With so many copies around, the secrecy became untenable. When the White House challenged the legality of this hugely controversial and politically damaging leak, the US Supreme Court ruled that the unauthorised release of the Pentagon Papers was necessary and that only a free and unrestrained press can effectively expose deception in government. What’s new today isn’t just that one database can hold six years’ worth of sensitive military data, or that hundreds of thousands of people have access to this data and can download copies, but that an upstart website like WikiLeaks can upload just one of these copies and share it with the entire world using a series of uncensorable, and untraceable, international servers hooked into a global network. If you’re an authoritarian government partial to controlling your citizens through controlling information, that’s a frightening prospect.


  Yet the very ephemerality of digital data also presents a danger. If pages are ripped from a book there is a gap in pagination, so we spot it. But when virtual matter is altered, how do we know? When British newspapers receive libel threats over articles, for example, it is not uncommon for the paper to instantly pull the article from its website. If the reader knows the link to the article, she is met with a ‘404 error’ which indicates only that the server could not find the requested page, which might be for any number of reasons. It’s as if the article never existed. This was one of the difficulties UK campaigners faced when trying to reform the libel law in 2010/11 because they couldn’t get accurate data on how often newspapers were self-censoring after receiving a libel threat. Similarly in China, this is how news which is online at one hour suddenly disappears the next without a trace.


  Digitised data can leave an audit trail, particularly if a decent records management system is in place, but often it takes a computer forensics specialist to trace it. People may not be aware that pressing ‘delete’ on a computer to get rid of something doesn’t instantly make that item disappear. It remains on the computer – or mobile phone – until it is overwritten. It is rather like a letter written by hand in pencil. The words are erased but there may still be traces of lead, or indentations from the pressure of the handwriting, from which words can be deduced. Computer forensics experts seek to retrieve deleted digital data in a similar way. There are ways to counter this – one of which is to write over the disk, a process known as zero-filling where each byte of data is imprinted with a zero or sometimes a ‘1’.


  While governments usually have the resources to track down and reconstruct deleted data, most of us don’t. If we buy a printed book, for example, and then it is recalled, the store, publisher or government will have to physically take the book from us, which once you’ve sold even a few hundred copies is no easy task. Not so with digital. On 17 July 2009, thousands of people who had downloaded 99-cent copies of George Orwell’s Animal Farm and 1984 to their Kindle eBook readers found the titles suddenly deleted. It transpired that Amazon.com remotely deleted the titles from purchasers’ devices after discovering the publisher lacked the proper rights. Amazon refunded customers’ money but many were furious. Some likened it to a bookstore clerk coming to your house when you’re not at home and taking the books from your bookshelf.


  It’s fitting that one of the books dropped into this memory hole was 1984. In that novel, Orwell describes the largest section of the Ministry of Truth’s records office as the part employing people ‘whose duty it was to track down and collect all copies of books, newspapers, and other documents which had been superseded and were due for destruction’. This was essential if all the past versions of news were to be altered or deleted to maintain the ‘truth’ of the present. And herein lies one of the gravest threats of digitisation. In the digital age, this most difficult part of any censorship operation – that of collecting, altering or destroying the offending speech – becomes easy. Information stored digitally on a centralised network can easily become one giant memory hole, and the way authoritarian governments rewrite history is itself being rewritten.


  In the digital age we have the technological tools for a new type of democracy but the same technology can also be used for a new type of totalitarianism. What happens in the next ten years is going to define the future of democracy for the next century and beyond.


  1. I take issue with this phrase as we don’t talk about ‘telephone-assisted reporting’. The fundamentals of investigation remain the same regardless of the technology used.
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  Building a Revolution, One Hackerspace at a Time


  Boston, Massachusetts, Wednesday 27 January, 5.45 p.m.


  IT’S FIFTEEN MINUTES before the launch and the basement of 111 Cummington Street is filling up. David House, a lean twenty-two-year-old with blond hair, Nordic cheekbones and a passing resemblance to the lead singer of eighties Norwegian band A-ha, is making final preparations. He has on a top hat so people can identify him as the ringleader and a black T-shirt with the words ‘GRAFFITI RESEARCH LAB’ printed in white. At 6 p.m. the Boston University Information Lab & Design Space (BUILDS) is officially open.


  About sixty people file into a room that resembles a set from a low-budget science fiction show. On one side there are banks of PCs and servers, on another a mural of a 2001 Space Odyssey-style floor-to-ceiling computer and a porthole showing a view from space. Whiteboards, chalkboards, toolboxes and power tools fill the room. There are several tables, one laden with soft drinks, another with tiny coloured lights, another strewn with metal hooks and picks.


  ‘What is this place?’ a woman asks the man next to her, gazing around.


  ‘How can I get a swipe card?’ a student asks David.


  ‘Just follow me,’ he tells the crowd in his soft East Coast accent. He was born and raised in Alabama, but he’s long since lost his Southern drawl. He trained himself by watching old Humphrey Bogart films but if he drinks enough whiskey the Southern accent creeps back.


  ‘Can I get one too?’ Soon everyone wants a swipe card. It gives access to the room 24/7, the only one of its kind anywhere at BU. Down the road at the prestigious Massachusetts Institute of Technology, workshops like this aren’t unusual, and the students there are deemed trustworthy enough to have access at all hours. Until now, though, the more sober BU admins haven’t been so keen to entrust their students with their own room filled with power tools and computer servers. David has spent the past few months talking them round, persuading them that a research centre created and run by students, with an entirely open and fluid agenda, will be a benefit to the university. It will help foster a spirit of innovation and entrepreneurship needed to create the tech companies of the future. A video crew mingles among the crowd and picks out a member of staff to interview. She thinks the space is a great idea, as do a number of her colleagues.


  It didn’t start out that way.


  When David arrived as an undergrad at BU in January 2008 eager to soak up as much knowledge and as many new ideas as he could, there wasn’t an active computing club in the computer science department. He’d spent years back home walking in the woods, dreaming about a future surrounded by smart people making their dreams happen, and yet BU was proving too conventional. The local chapter of the Association for Computing Machinery (ACM), the world’s largest computing society, had lapsed, and no one had bothered to renew
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