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      We live in a regulated world. Some industries are far more regulated than others.

      And for good reason, I think. I personally have no desire to get botulism from a can of food or have my car lose steering while I'm driving down the highway. Nor do I want someone to be able to take my money when I deposit it at the bank. And I'd certainly like my grandma's prescription medications to be consistent and free of toxins.

      Ideally, companies would do these things on their own because it's good business to not steal from, poison, or otherwise endanger your customers. But harsh experience has shown that's not how the world works. So we have regulations that all businesses must comply with, like tax regulations and employment laws, and then there are the industry-specific requirements where generally the more risk to the eventual customer, the more regulation.

      And while it can initially seem straight-forward to comply with these regulations, my almost twenty years of experience with regulation in the financial services industry has shown me that it is not. For many businesses, especially smaller businesses operating in a highly-regulated environment, the scope and pace of regulation can be overwhelming. For larger businesses it's usually more an issue of how best to build a compliance program that is effective yet still cost-conscious.

      So what I've tried to do in this book is lay out a framework for how to approach regulatory compliance and the different ways in which that compliance can be achieved.

      I'm an opinionated person, so I'll also touch on a few issues that aren't specifically regulatory compliance issues. For example, right up front we'll discuss compliance as a business decision and what that means to everyone within the organization. I'll also touch on some concepts that originated in auditing and have found their way into compliance, such as tone at the top. And how industry best practices and regulatory guidance can skew the actual written requirements that apply to your company.

      All of this is part and parcel of regulatory compliance in my opinion. Although there is also the basic framework of how to approach compliance that we'll cover as well.

      At this point you're probably wondering who I am and why you should listen to me. What gives me the experience to write this book?

      My background is in financial services regulation. I started my career at what was then NASD, now FINRA, which is a government-authorized entity in the United States that is responsible for the primary oversight of broker-dealers based in or doing business in the United States. (The Securities and Exchange Commission (SEC) then provides oversight of them, but the majority of on-site examinations of broker-dealers conducted in the U.S. are conducted by FINRA examiners.)

      I was initially a field examiner, conducting on-site exams of broker-dealers for compliance with FINRA as well as SEC requirements. I then worked in the department at FINRA that was responsible for writing the examination procedures for all of those field examiners. During that time I wrote or rewrote FINRA's examination procedures for anti-money laundering (AML) regulation, mutual fund compliance, and a number of other regulatory requirements, although I'm certain they've changed since then. I was also one of their designated national experts on anti-money laundering regulation.

      When I left FINRA I went to work for a boutique consulting firm where I worked with a large range of financial services entities from broker-dealers to banks to money services businesses to investment advisors to credit rating agencies and more. My focus was on anti-money laundering compliance, credit rating agency regulations, and corporate governance and risk compliance.

      My clients at the consulting firm were some of the largest financial institutions in the world, and we often evaluated their compliance programs on an entity-wide basis so I also ended up dealing with regulatory requirements from all over the world.

      After I left full-time salaried employment I continued to work with a large range of clients and on a wide variety of projects, including a number that dealt with data. For example, one project involved the standardization of data across multiple internal platforms. Another involved providing a subject matter review of a data set to determine what data it actually contained and what the limitations of that data set were. (I'll touch on data issues a bit in this book, but I explored them more thoroughly in How to Gather and Use Data for Business Analysis formerly Data Principles for Beginners.)

      So that's me.

      All told I spent close to twenty years on regulatory compliance in the financial services industry with experience on both the compliance and the regulatory side, which I think is essential when trying to discuss this topic in the way we're going to for the rest of this book.

      I guess I should add here that I also triple majored at Stanford (in Anthropology, Psychology, and Economics) and have an MBA from the Wharton School at the University of Pennsylvania.

      Although I honestly will tell you that formal education is meaningless when it comes to being knowledgeable about regulatory compliance. It's very much a boots on the ground area of expertise. I just mention it so that we can get the trust factor out of the way because my default style of communication is more casual than my experience or education would imply.

      This is a fairly short book, because the basic framework of regulatory compliance is pretty simple and straight-forward. I like to say it's not rocket science.

      Having said that, though, the trade-offs and real-life judgement calls that have to be made when you're dealing with regulatory compliance are anything but simple. That's where experience and expertise truly come into play. So what I'm giving you here is the foundation you need to build from. How you put that into practice day-to-day will depend very much on your industry and the specific company you work for.

      You may be wondering at this point if this book is for you. And I would say that if you have an interest in regulatory compliance, no matter your level of expertise or industry, then, yes, it is. Many of the examples I'm going to use are based on my experience in the financial services industry and more specifically AML compliance, but I've tried to make this book accessible to anyone tasked with building, managing, participating in, or regulating a regulatory compliance program.

      Alright then.

      Now that you have a general idea of what we're going to cover and who I am, let's dive right in starting with one of the most controversial aspects of regulatory compliance: the fact that at the end of the day compliance is a business decision.
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      As someone who started my career on the regulatory side of the business I would love to think that all companies strive to comply with all of their regulatory requirements with 100% effort and dedication. But that is not the case.

      Nor is it possible.

      Let's take a very simple example from broker-dealer regulation, discretionary accounts.

      FINRA has a rule, FINRA Rule 3260, related to discretionary accounts. These are accounts where the customer has granted their broker the right to enter into transactions on their behalf without specific permission from the customer.

      If a discretionary account exists, additional supervision and documentation are required.

      The rule has an exception for trades where the stock and quantity of shares have been approved by the customer but the price and timing are left up to the broker.

      So if Gary Broker talks to his customer at nine in the morning and says, "I think we should buy 100 shares of Disney today" and the customer says, "Okay", Gary could wait a little bit to put in that purchase order trying to get the best price as long as the customer knows he is going to do so and that would not be considered exercising discretion.

      But he can't wait until the next day to put in the order. And he certainly can't just put through a trade in a customer's account without calling them.

      Seems straight-forward enough, right? Unless the account is discretionary, the customer needs to approve that transaction on that day.

      But how would you ensure compliance with this requirement with 100% certainty?

      You could call every customer and confirm that they'd authorized the order.

      You could require a customer signature or email on all orders unless a discretionary agreement was in place.

      You could have real-time monitoring of all customer communications to make sure that all transactions were authorized.

      Or you could have the broker transfer the customer to a different staff member to confirm approval.

      I'm sure there are a few other options that would serve the same purpose as well. But that's a lot of effort to monitor for something that is not very common.

      Many of the small broker-dealers (or firms) I examined twenty years ago "complied" with this rule by stating in their policies and procedures that they didn't allow discretionary accounts. But they failed to even define what that was. (Which really was not sufficient.)

      The only firms that actually monitored their transactions to the extent mentioned above were ones that were required to do so as a result of a settlement with their regulator. Or ones who fell under a very specific separate regulatory requirement (the "Taping Rule") that was meant to capture firms where "bad brokers" had moved.

      The rest of the broker-dealers fell somewhere in between those two extremes. And where they fell on that spectrum was a business decision.

      Every broker-dealer evaluated its business, the types of customers it serviced, and the types of brokers it employed, and then made a decision about how to comply with this requirement while still remaining competitive within the industry.

      This happens with every single rule in every single regulated industry.

      Whether anyone wants to admit it or not, businesses analyze all regulatory compliance decisions from a risk and cost perspective. How much will it cost us to do this? How much trouble will we get into if we don't do it?

      I would be willing to bet money that the full analysis rarely gets put in writing, however, because stupid people don't stay in business long. And no one wants to have a written document at their company that outlines why they determined they didn't need to ensure full compliance with a regulation that was meant to prevent theft or endangering someone's life.

      So no one puts this full analysis in writing. But these are the types of questions they ask:

      How relevant is this requirement to our business? Does it apply to 100% of our business? Does it only apply to 1% of our business?

      How costly is it to comply with this requirement? Are there alternatives that are less costly? What do we risk with the lower-cost alternatives?

      How important is this requirement to our shareholders? Our regulator? Our board? Our customers? Our employees? And the public?

      What are the consequences if we don't comply? Will people die? Will people lose their money? Will we be sued by our customers? Will our regulator take action against us?

      There are also a few questions I wish weren't part of
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