
        
            [image: Cover]
        

    
e-Pedia: Comparison of DNS Blacklists

The following table lists technical information for a number of DNS blacklists




by Wikipedia contributors




For a detailed list of authors, please use the link to the authors provided at the end of each article. 







Licensed by e-Pedia (an imprint of e-artnow) 2017, pursuant to: Creative Commons Attribution-ShareAlike 3.0 Unported License (CC- BY-SA 3.0 License)




This edition has been last updated 2017-06-13




Contact: info@e-artnow.org




ISBN 978-80-268-5572-9








Editorial note: 


this carefully crafted ebook is formatted for your eReader with a functional and detailed table of contents. This book has been derived from Wikipedia: it contains the entire text of the title Wikipedia article + the entire text of all the 19 related (linked) Wikipedia articles to the title article. This book does not contain illustrations or illustration descriptions.  e-Pedia (an imprint of e-artnow) charges for the convenience service of formatting these e-books. We donate a part of our net income after taxes to the Wikimedia Foundation from the sales of all e-books based on Wikipedia content. You can access the original Wikipedia articles on the internet free of charge. e-artnow and e-Pedia are neither affiliated with nor endorsed by Wikipedia or the Wikimedia Foundation.



        
            Disclaimer:
            

            
                this book does not constitute professional advice. If you need specific advice (for example, medical, legal, financial or risk management), please seek a professional who is licensed or knowledgeable in that area.

                This book may include hyper-links to other sites which are not maintained by, or related to e-Pedia (an imprint of e-artnow). Hyper-links to such sites are provided as a service to readers and are not sponsored by or affiliated with Wikipedia or e-Pedia/e-artnow. e-Pedia/e-artnow has not reviewed any or all of such sites and is not responsible for the content of those sites. e-Pedia/e-artnow is not responsible for webcasting or any other form of transmission received from any hyper-linked site. Hyper-links are to be accessed at the user's own risk, and e-Pedia/e-artnow makes no representations or warranties about the content, completeness or accuracy of these hyperlinks or the sites hyper-linked to such site. e-Pedia/e-artnow provides hyper-links as a convenience, and the inclusion of any hyper-link to a third-party site does not necessarily imply endorsement by e-Pedia/e-artnow of that site or any association with its operators. 

                This book has been derived from Wikipedia, pursuant to the Creative Commons Attribution-ShareAlike 3.0 Unported License (CC- BY-SA 3.0 License)

                e-artnow and e-Pedia are neither affiliated with nor endorsed by Wikipedia or the Wikimedia Foundation.

            

        

    


Recommended titles:

e-Pedia: Web Scraping
e-Pedia: Anti-spam Techniques






Main table of contents:

Comparison of DNS Blacklists





Introduction





Linked articles


B,
C,
D,
F,
H,
I,
M,
O,
S,
T






View in order of appearance


View in alphabetical order





Main TOC 

Comparison of DNS Blacklists






The following table lists technical information for a number of DNS blacklists.



	Blacklist operator
	DNS blacklist
	Zone
	Listing goal
	Nomination
	Listing lifetime
	Notes
	Collateral listings
	Notifies upon listing



	WebIron LLC RBL[image: External link]
	BABL[image: External link]
	babl.rbl.webiron.net
	Lists IP ranges belonging to officially published abuse addresses that either bounce or request not to receive abuse notices. The aim of this list is to block companies that openly shrug their abuse responsibilities.
	Abuse addresses that fail to be deliverable for 3 out of the last 7 days are automatically added.
	Lifetime listing or automatic once mail delivery resumes in the case of automated additions.
	
	Yes
	No



	CABL[image: External link]
	cabl.rbl.webiron.net
	Lists IP ranges belonging to abuse addresses that have failed to handle abuse issues for at least 30 days. The aim of this list is to hold companies accountable for the abuse that originates from their networks rather than just ignoring it.
	IP ranges belonging to abuse addresses with reported and unresolved issues for at least 30 days are automatically added.
	Automatic removal is done once all hosts with abuse unresolved for 30 days have been clean for 2 weeks.
	Data for lists are generated from live data collected by the WebIron web security platform.
	Yes
	Yes



	STABL[image: External link]
	stabl.rbl.webiron.net
	Lists single IP addresses recently attacking websites and servers.
	Lists IP addressed belonging to hosts that have attacked at least twice within the last 48 hours.
	Automatic removal is done once a host has gone 24 hours without an incident
	Data for lists are generated from live data collected by the WebIron web security platform.
	No
	No



	All
	all.rbl.webiron.net
	Contains IP addresses and ranges from BABL, CABL, and STABL
	Depends on list
	Depends on list
	
	Yes
	No



	Crawler
	crawler.rbl.webiron.net
	Web Crawler IP lookup used to match user agents with known crawler IP addresses. Data from this list is considered BETA.
	
	
	This DNSRBL contains valid and legitimate crawlers. Matching alone should not be used for blocking
	No
	No



	ARM Research Labs, LLC GBUdb[image: External link]
	Truncate[image: External link]
	truncate.gbudb.net
	Extremely conservative list of single IP4 addresses that produce exclusively spam/malware as indicated by the GBUdb IP Reputation system. Most systems should be able to safely reject connections based on this list.
	Automatic: IPs are added when the GBUdb "cloud" statistics reach a probability figure that indicates 95% of messages produce a spam/malware pattern match and a confidence figure that indicates sufficient data to trust the probability data.
	Automatic: Continuous while reputation statistics remain bad. Warning: Produces false positives, and has no remedy/removal process. IPs are dropped quickly if the statistics improve (within an hour). IPs are dropped within 36 hours (typ) if no more messages are seen (dead zombie).
	Source data is derived from a global network of Message Sniffer[1] filtering nodes in real-time. Truncate data is updated from statistics every 10 minutes.
	No
	No



	invaluement DNSBL[image: External link]
	ivmSIP[image: External link]
	Paid access via rsync
	Single IP addresses which only send UBE. Specializing in snowshoe spam and other 'under the radar' spams which evade many other DNSBLs. Has FP-level comparable to Zen.
	Automatic (upon receipt of a spam to a real person's mailbox), with extensive whitelists and filtering to prevent false positives
	Typically an automatic expiration 11 days after the last abuse was seen, but with some exceptions
	Spam samples are always kept on file for each listing. Removal requests are manually reviewed and processed without fees.
	No
	No



	ivmSIP/24[image: External link]
	Paid access via rsync
	Lists /24 blocks of IP addresses which usually only send UBE and containing at least several addresses which are confirmed emitters of junk mail. Collateral listings are kept to a minimum because subsections are often carved from /24 listings when spammers and legit senders share the same /24 block.
	Automatic once at least several IP addresses from a given block are individually listed on ivmSIP, with extensive whitelists and filtering to prevent false positives
	Expiration time increases to many weeks as the fraction of IP addresses in the /24 block in question sending junk mail increases
	Removal requests are quickly and manually reviewed and processed without fees.
	Yes
	No



	ivmURI[image: External link]
	Paid access via rsync
	Comparable to uribl.com and surbl.org, this is a list of IP addresses and domains which are used by spammers in the clickable links found in the body of spam messages
	Automatic (upon receipt of a spam to a real person's mailbox), with extensive whitelists and filtering to prevent false positives
	Typically an automatic expiration several weeks after the last abuse was seen.
	Spam samples are always kept on file for each listing. Removal requests are quickly and manually reviewed and processed without fees.
	No
	No



	proxyBL
	dnsbl[image: External link]
	dnsbl.proxybl.org
	Lists all types of open (publicly accessible) proxies
	Automated listing through crawling of websites
	As long as proxy is verified open (automated)[2] Service died mid 2014
	Time between verifications increases exponentially in relation to the number of times the host was verified an open proxy
	Yes
	No



	UCEPROTECT-Network
	UCEPROTECT Level 1[image: External link]
	dnsbl-1.uceprotect.net

(also free available via rsync [3])
	Single IP addresses that send mail to spamtraps
	Automatic by a cluster of more than 60 trapservers [4]
	Automatic expiration 7 days after the last abuse was seen, optionally express delisting for a small fee.
	UCEPROTECT's primary and the only independent list
	No
	No



	UCEPROTECT Level 2[image: External link]
	dnsbl-2.uceprotect.net

(also free available via rsync [3])
	Allocations with exceeded UCEPROTECT Level 1 listings
	Automatic calculated from UCEPROTECT-Level 1
	Automatic removal as soon as Level 1 listings decrease below Level 2 listing border, optionally express delisting (for a fee)
	Fully depending on Level 1
	Yes
	No



	UCEPROTECT Level 3[image: External link]
	dnsbl-3.uceprotect.net

(also free available via rsync [3])
	ASN's with excessive UCEPROTECT Level 1 listings
	Automatic calculated from UCEPROTECT-Level 1
	Automatic removal as soon as Level 1 listings decrease below Level 3 listing border, optionally express delisting (fee)
	Fully depending on Level 1
	Yes
	No



	Spam and Open Relay Blocking System (SORBS)
	dnsbl[image: External link]
	dnsbl.sorbs.net
	Unsolicited bulk/commercial email senders
	N/A (See individual zones)
	N/A (See individual zones)
	Aggregate zone (all aggregates and what they include are listed on SORBS)[5]
	As per component list
	Via SORBS Report Manager



	safe.dnsbl[image: External link]
	safe.dnsbl.sorbs.net
	Unsolicited bulk/commercial email senders
	N/A (See individual zones)
	N/A (See individual zones)
	"Safe" Aggregate zone (all zones in dnsbl.sorbs.net except "recent", "old", "spam" and "escalations")
	No
	Via SORBS Report Manager



	http.dnsbl[image: External link]
	http.dnsbl.sorbs.net
	Open HTTP proxy servers
	Feeder servers
	Until delisting requested.
	
	No
	Via SORBS Report Manager



	socks.dnsbl[image: External link]
	socks.dnsbl.sorbs.net
	Open SOCKS proxy servers
	Feeder servers
	Until delisting requested.
	
	No
	Via SORBS Report Manager



	misc.dnsbl[image: External link]
	misc.dnsbl.sorbs.net
	Additional proxy servers
	Feeder servers
	Until delisting requested.
	Those not already listed in the HTTP or SOCKS databases
	No
	Via SORBS Report Manager



	smtp.dnsbl[image: External link]
	smtp.dnsbl.sorbs.net
	Open SMTP relay servers
	Feeder servers
	Until delisting requested.
	
	No
	Via SORBS Report Manager



	web.dnsbl[image: External link]
	web.dnsbl.sorbs.net
	IP addresses with vulnerabilities that are exploitable by spammers (e.g. FormMail scripts)
	Feeder servers
	Until delisting requested or Automated Expiry
	
	No
	Via SORBS Report Manager



	new.spam.dnsbl[image: External link]
	new.spam.dnsbl.sorbs.net
	Hosts that have sent spam to the admins of SORBS or SORBS Spamtraps in the last 48 hours
	SORBS Admin and Spamtrap
	Renewed every 20 minutes based inclusion in on 'spam.dnsbl.sorbs.net'
	
	No
	Via SORBS Report Manager



	recent.spam.dnsbl[image: External link]
	recent.spam.dnsbl.sorbs.net
	Hosts that have sent spam to the admins of SORBS or SORBS Spamtraps in the last 28 days
	SORBS Admin and Spamtrap
	Renewed every 20 minutes based inclusion in on 'spam.dnsbl.sorbs.net'
	
	No
	Via SORBS Report Manager



	old.spam.dnsbl[image: External link]
	old.spam.dnsbl.sorbs.net
	Hosts that have sent spam to the admins of SORBS or SORBS Spamtraps in the last year
	SORBS Admin and Spamtrap
	Renewed every 20 minutes based inclusion in on 'spam.dnsbl.sorbs.net'
	
	No
	Via SORBS Report Manager



	spam.dnsbl[image: External link]
	spam.dnsbl.sorbs.net
	Hosts that have allegedly sent spam to the admins of SORBS or SORBS Spamtraps at any time
	SORBS Admin and Spamtrap.
	Until delisting requested.
	
	No
	Via SORBS Report Manager



	escalations.dnsbl[image: External link]
	escalations.dnsbl.sorbs.net
	Netblocks of service providers believed to support spammers
	SORBS Admin fed.
	Until delisting requested and matter resolved.
	Service providers are added on receipt of a 'third strike' spam
	Yes
	Via SORBS Report Manager



	block.dnsbl[image: External link]
	block.dnsbl.sorbs.net
	Hosts demanding that they never be tested
	Request by host
	N/A
	
	No
	Via SORBS Report Manager



	zombie.dnsbl[image: External link]
	zombie.dnsbl.sorbs.net
	Hijacked networks
	SORBS Admin (manual submission)
	Until delisting requested.
	
	No
	Via SORBS Report Manager



	dul.dnsbl[image: External link]
	dul.dnsbl.sorbs.net
	Dynamic IP address ranges
	SORBS Admin (manual submission)
	Until delisting requested.
	Not a list of dial-up IP addresses
	No
	Via SORBS Report Manager



	noservers.dnsbl[image: External link]
	noservers.dnsbl.sorbs.net
	No Servers Permitted by ISP Policy
	Netblock Owner Administered
	Not Applicable.
	No Servers Permitted by ISP Policy
	No
	Via SORBS Report Manager



	rhsbl[image: External link]
	rhsbl.sorbs.net
	Aggregate RHS zones
	N/A
	N/A
	
	No
	No



	badconf.rhsbl[image: External link]
	badconf.rhsbl.sorbs.net
	Domains with invalid A or MX records in DNS
	Open submission via automated testing page.
	Until delisting requested.
	
	No
	No



	nomail.rhsbl[image: External link]
	nomail.rhsbl.sorbs.net
	Domains which the owners have confirmed will not be used for sending email
	Owner submission
	Until delisting requested.
	
	No
	No



	Spamhaus
	SBL Advisory[image: External link]
	sbl.spamhaus.org
	Verified sources of spam[image: External link], including spammers and their support services, per policy[image: External link]
	Manual
	From five minutes to a year or more, depending on issue and resolution
	
	Rarely (escalation)
	Yes (partial)



	XBL Advisory[image: External link]
	xbl.spamhaus.org
	Illegal third-party exploits (e.g. open proxies, email spambots, malware download sites
and botnets)


	Third-party with automated additions
	Varies, under a month, self removal via Composite Blocking List lookup.
	Consists of the Composite Blocking List
	No
	No



	PBL Advisory[image: External link]
	pbl.spamhaus.org
	Addresses not meant to be initiating SMTP connections, such as residential dynamic IPs
	Manual, by providers controlling the IPs or by Spamhaus PBL Team
	Self-removal (see spamhaus web site)
	Should not be confused with the MAPS DUL and Wirehub Dynablocker lists
	No
	No



	SBL+XBL[image: External link]
	sbl-xbl.spamhaus.org
	A single lookup for querying the SBL and XBL databases
	
	
	
	As per component list
	As per component list



	Zen[image: External link]
	zen.spamhaus.org
	A single lookup for querying the SBL, XBL and PBL databases.
	
	
	Preferred list to check all Spamhaus listings with one query.
	As per component list
	As per component list



	ORBITrbl Aggressive RBL
	RBL[image: External link]
	rbl.orbitrbl.com
	Unsolicited bulk/Commercial email senders (/24 IP address block)
	Feeder servers
	Until delisting requested? (Only When Found to be Non Spam Source)Their web server is down[6] 2014-11-17 - Their RBL server is reporting all queries as SPAM.
	Aggregate zone
	Yes
	No



	Composite Blocking List
	CBL[image: External link]
	cbl.abuseat.org

(also free available rsync access, on request see FAQ [7])
	Only IP addresses exhibiting characteristics specific to open proxies, spamware, malware downloaders, botnets and the like.
	Automatic: large spamtraps, production mail servers and other detecton methods.
	Less than a month after last listable event, self-removal via CBL lookup.
	Use Spamhaus XBL or Spamhaus Zen instead; they include CBL.
	No
	No



	IBM DNS Blacklist
	Cobion[image: External link]
	dnsbl.cobion.com

	
	
	
	This DNSBL zone is part of the default configuration for Proventia Mail Security System and Lotus Protector for Mail Security
	No
	No



	Passive Spam Block List
	PSBL[image: External link]
	psbl.surriel.com

(also free available via rsync [1][image: External link])
	IP addresses used to send spam to trap
	spamtraps
	Temporary, until spam stops
	
	No
	No



	DNSRBL - DNS Real-time Blackhole List
	DNSRBL[image: External link]
	dnsrbl.org
	IP addresses used to send spam to trap
	spamtraps
	Temporary, until spam stops
	
	No
	No



	Weighted Private Block List
	WPBL[image: External link]
	db.wpbl.info
	IP addresses used to send UBE to members
	spamtraps
	Temporary, until spam stops
	
	No
	No



	Protected Sky RBL
	RBL[image: External link]
	bad.psky.me
	IP Reputation based. Seems to be proprietary.
	Automatic, "based on several factors".
	Temporary. Has self removal, users can not request delisting.
	
	Yes
	No



	SpamCop Blocking List
	SCBL[image: External link]
	bl.spamcop.net
	IP addresses which have been used to transmit reported email to SpamCop users
	Users submit
	Temporary, until spam stops, has self removal
	
	No
	Yes (partial)



	SpamRats
	RATS-NoPtr[image: External link]
	noptr.spamrats.com
	IP addresses detected as abusive at ISP's using MagicMail Servers, with no reverse DNS service
	Automatically Submitted
	Listed until removed, and reverse DNS configured
	
	Yes
	No



	RATS-Dyna[image: External link]
	dyna.spamrats.com
	IP addresses detected as abusive at ISP's using MagicMail Servers, with non-conforming reverse DNS service (See Best Practises) indicative of compromised systems
	Automatically Submitted
	Listed until removed, and reverse DNS set to conform to Best Practises
	
	Yes
	No



	RATS-Spam[image: External link]
	spam.spamrats.com
	IP addresses detected as abusive at ISP's using MagicMail Servers, and manually confirmed as spam sources
	Manually Submitted
	Listed until removed
	
	Yes
	No



	RATS-Auth[image: External link]
	auth.spamrats.com
	IP addresses detected probing passwords or authenticating without sending mail
	Automatically Submitted
	Listed until removed
	
	Yes
	No







	SpamCannibal
	spamcannibal.org[image: External link]
	bl.spamcannibal.org
	IP addresses and related generic netblocks that have sent spam.
	spamtraps
	Until removal requested and matter resolved by changing server DNS ptr record to a non-generic name.
	Even if a particular IP has not sent spam, it may be included in a generic netblock which will provide many false positives. listed=127.0.0.2
	Yes
	No



	Distributed Realtime Blocking List
	drand DRBL node[image: External link]
	spamtrap.drbl.drand.net
	IP addresses used to send spam to traps or members
	Automated [de]listing.
	Varies from spam type, rate and other sophisticated factors. 30 s to 1 week.
	High IP network aggregate threshold greater than or equal 254. Offline since 2010. [8]
	Yes
	No



	Junk Email Filter
	Hostkarma[image: External link]
	hostkarma.junkemailfilter.com

blacklist.hostkarma.com
	Detects viruses by behavior using fake high MX and tracking non-use of QUIT
	Automated [de]listing
	Black list Data lives for 4 days. White list data lives for 10 days.
	127.0.0.1=white 127.0.0.2=black 127.0.0.3=yellow
	Yes
	No



	The Abusive Hosts Blocking List (AHBL)
	dnsbl[image: External link]
	dnsbl.ahbl.org
	Aggregate zone, contains UCE/bulk email senders, open proxies, open relays, trojaned/infected machines, comment/trackback spammers
	Feeder systems, manual
	Until delisting requested As announced,[9] all public zones are no longer functioning (they return positive responses for all queries)
	Aggregate zone (all aggregates and what they include are listed on AHBL)[10]
	Yes
	no



	rhsbl[image: External link]
	rhsbl.ahbl.org
	Domains sending spam, domains owned by spammers, comment spam domains, spammed URLs
	Manual
	
	Yes
	No



	ircbl[image: External link]
	ircbl.ahbl.org
	Subset of dnsbl, contains only open proxies, compromised machines, comment spammers
	Until delisting requested
	Designed for use on IRC servers
	Yes
	No



	Quorum.to
	ip-dnsbl[image: External link]
	list.quorum.to. ( or per-subscriber: [id].list.quorum.to. )
	Stop spam from hosts that send no legitimate mail (list most non-mail-sending hosts).
	Listings based on "instant" automated checks, recipient nomination and traps.
	Listings can be challenged. Subscribers vote to decide sender status.
	Public list follows standard dnsbl protocol. Subscription based service is more capable, but does not follow standard.
	Yes
	No



	Heise Zeitschriften Verlag GmbH & Co. KG, hosted by manitu GmbH
	NiX Spam (nixspam)[image: External link]
	ix.dnsbl.manitu.net
	Lists single IPs (no IP ranges) that send spam to spamtraps. Lists mailhosts, rather than domains, and thus blocks entire hosting providers and ISPs.
	Automated listing due to spamtrap hits. Exceptions apply to bounces, NDRs and whitelisted IPs.
	12 hours after last listing or until self delisting
	TXT records provide information of listing incident - NiX Spam also provides hashes for fuzzy checksum plugin (iXhash) for SpamAssassin.
	No
	Yes (for ISPs/ESPs on request)



	inps.de
	inps.de-DNSBL[image: External link]
	dnsbl.inps.de
	Single IP addresses
	IP addresses can be reported as known spam sources by users, additionally automated listing if spam arrives at the mailservers of inps.de
	IP addresses are listed until they are removed manually via the website.
	A- and TXT records are available for each entry; Removal is free after 30 days for automatic additions and after 7 days for manual additions; otherwise removal fee is at least EUR 10,00.
	Maybe
	No



	blocklist.de [2][image: External link]
	dnsbl[image: External link]
	bl.blocklist.de
	IP-Addresses who Attacks other Server/Honeypots over ssh, imap, smtp, ftp, web, rfi, sqli, ddos....
	Automatic: over Honeypots and with over 515 Users and 630 Servers from blocklist.de via Fail2Ban or own scripts
	Automatic: 48 Hours after the last Attack. But earlier remove is available over the Delist-Link
	Services is free! Source data is from Honeypot-Systems and over 515 User with 630 Servern there reports Attacks with Fail2Ban
	No
	Yes



	SRN:SurGATE Reputation Network
	SRN[image: External link]
	srnblack.surgate.net
	Spam sources, relay abusers
	Feeder servers
	Automatic expiry (varies by type); webpage allows delisting
	Removal requests are quickly and manually reviewed and processed without fees.
	Yes
	No



	s5h.net Internet Services
	s5h.net[image: External link]
	all.s5h.net
	Spam sources from email, forums, referrer spam and dictionary attacks
	Traps
	Twelve months unless ISPs request removal earlier
	By request. ISPs can provide request exclusion
	Yes
	No



	MegaRBL
	RBL[image: External link]
	rbl.megarbl.net
	IP addresses used to send spam to traps
	spamtraps, in order to avoid abusive reports (Competitors, false positive, etc...) only MegaRBL team can add an IP to the list.
	Until delisting requested.
	Removal requests are quickly and manually reviewed and processed without fees.
	No
	Yes



	realtimeBLACKLIST.com
	RBL[image: External link]
	rbl.realtimeblacklist.com
	Spam Trap
	List of IP addresses that sends spam or causing troubles with botnets or phishing
	Until delisting requested.
	Removal requests will be investigated and processed within 24 hours of submission.

Previously known as IPrange.net RBL Project
	No
	No



	BarracudaCentral
	RBL[image: External link]
	b.barracudacentral.org
	Spam Trap
	Provides a list of IP addresses which are sending spam. The Barracuda Reputation system uses automated collection methods to add and delete IP addresses from the BRBL.
	Until delisting requested.
	Requires registration of administrator and hosts to use. Removal requests are typically investigated and processed within 12 hours of submission if provided with a valid explanation
	No
	No







	Virbl
	RBL[image: External link]
	virbl.dnsbl.bit.nl
	IP addresses that recently sent viruses.
	2 virus mails sent to an associated system.
	Automatic delisting. Listed as long as there were more than 2 virus mails sent in the last week. Offline Since May 2016
	
	No
	No




Notes

"Collateral Listings" - Deliberately listing non-offending IP addresses, in order to coerce ISPs to take action against spammers under their control.

"Notifies upon listing" - Warns the owner of the IP/Domain when they list an IP. (so owners can take action to fix the problem)
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DNSBL






This article is about the DNSBL. For other uses, see black hole (disambiguation)[image: External link].

A DNS-based Blackhole[image: External link] List (DNSBL) or Real-time Blackhole List (RBL) is an effort to stop email spamming[image: External link]. It is a "blacklist"[image: External link] of locations on the Internet reputed to send email spam. The locations consist of IP addresses[image: External link] which are most often used to publish the addresses of computers or networks linked to spamming[image: External link]; most mail server[image: External link] software can be configured to reject or flag messages which have been sent from a site listed on one or more such lists. The term "Blackhole List" is sometimes interchanged with the term "blacklist" and "blocklist".

A DNSBL is a software mechanism, rather than a specific list or policy. There are dozens of DNSBLs in existence,[1] which use a wide array of criteria for listing and delisting of addresses. These may include listing the addresses of zombie computers[image: External link] or other machines being used to send spam, ISPs[image: External link] who willingly host spammers, or those which have sent spam to a honeypot[image: External link] system.

Since the creation of the first DNSBL in 1997, the operation and policies of these lists have been frequently controversial,[2][3] both in Internet advocacy[image: External link] and occasionally in lawsuits[image: External link]. Many email systems operators and users[4] consider DNSBLs a valuable tool to share information about sources of spam, but others including some prominent Internet activists have objected to them as a form of censorship.[5][6][7][8] In addition, a small number of DNSBL operators have been the target of lawsuits filed by spammers seeking to have the lists shut down.[9]



TOP


[image: TOC] TOC Next [image: Next chapter] 
 History of DNSBLs



The first DNSBL was the Real-time Blackhole List (RBL), created in 1997, at first as a BGP[image: External link] feed by Paul Vixie[image: External link], and then as a DNSBL by Eric Ziegast as part of Vixie's Mail Abuse Prevention System (MAPS)[image: External link]; Dave Rand at Abovenet was its first subscriber.[10] The very first version of the RBL was not published as a DNSBL, but rather a list of networks transmitted via BGP[image: External link] to routers[image: External link] owned by subscribers so that network operators could drop all TCP/IP[image: External link] traffic for machines used to send spam or host spam supporting services, such as a website. The inventor of the technique later commonly called a DNSBL was Eric Ziegast while employed at Vixie Enterprises.

The term "blackhole" refers to a networking black hole[image: External link], an expression for a link on a network that drops incoming traffic instead of forwarding it normally. The intent of the RBL was that sites using it would refuse traffic from sites which supported spam — whether by actively sending spam, or in other ways. Before an address would be listed on the RBL, volunteers and MAPS staff would attempt repeatedly to contact the persons responsible for it and get its problems corrected. Such effort was considered very important before blackholing all network traffic, but it also meant that spammers and spam supporting ISPs could delay being put on the RBL for long periods while such discussions went on.

Later, the RBL was also released in a DNSBL form and Paul Vixie encouraged the authors of sendmail[image: External link] and other mail software to implement RBL support in their clients. These allowed the mail software to query the RBL and reject mail from listed sites on a per-mail-server basis instead of blackholing all traffic.

Soon after the advent of the RBL, others started developing their own lists with different policies. One of the first was Alan Brown's Open Relay Behavior-modification System (ORBS)[image: External link]. This used automated testing to discover and list mail servers running as open mail relays[image: External link]—exploitable by spammers[image: External link] to carry their spam. ORBS was controversial at the time because many people felt running an open relay was acceptable, and that scanning the Internet for open mail servers could be abusive.

In 2003, a number of DNSBLs came under denial-of-service attacks[image: External link]. Since no party has admitted to these attacks nor been discovered responsible, their purpose is a matter of speculation. However, many observers believe the attacks are perpetrated by spammers in order to interfere with the DNSBLs' operation or hound them into shutting down. In August 2003, the firm Osirusoft, an operator of several DNSBLs including one based on the SPEWS[image: External link] data set, shut down its lists after suffering weeks of near-continuous attack.

Technical specifications for DNSBLs came relatively late in RFC5782.[11]
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 URI DNSBLs



A URI[image: External link] DNSBL is a DNSBL that lists the domain names and sometimes also IP addresses which are found in the "clickable" links contained in the body of spams, but generally not found inside legitimate messages.

URI DNSBLs were created when it was determined that much spam made it past spam filters during that short time frame between the first use of a spam-sending IP address and the point where that sending IP address was first listed on major sending-IP-based DNSBLs.

In many cases, such elusive spams contain in their links domain names or IP addresses (collectively referred to as a URIs) where that URI was already spotted in previously caught spam and where that URI is not found in non-spam e-mail.

Therefore, when a spam filter extracts all URIs from a message and checks them against a URI DNSBL, then the spam can be blocked even if the sending IP for that spam has not yet been listed on any sending IP DNSBL.

Of the three major URI DNSBLs, the oldest and most popular is SURBL[image: External link].[12] After SURBL was created, some of the volunteers for SURBL started the second major URI DNSBL, URIBL.[13] In 2008, another long-time SURBL volunteer started another URI DNSBL, ivmURI.[14] The Spamhaus Project provides the Spamhaus Domain Block List (DBL) which they describe as domains "found in spam messages".[15] The DBL is intended as both a URIBL and RHSBL, to be checked against both domains in a message's envelope and headers and domains in URLs in message bodies. Unlike other URIBLs, the DBL only lists domain names, not IP addresses, since Spamhaus provides other lists of IP addresses.

URI DNSBLs are often confused with RHSBLs (Right Hand Side BLs). But they are different. A URI DNSBL lists domain names and IPs found in the body of the message. An RHSBL lists the domain names used in the "from" or "reply-to" e-mail address. RHSBLs are of debatable effectiveness since many spams either use forged "from" addresses or use "from" addresses containing popular freemail domain names, such as @gmail.com, @yahoo.com, or @hotmail.com URI DNSBLs are more widely used than RHSBLs, are very effective, and are used by the majority of spam filters.
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 How a DNSBL works



To operate a DNSBL requires three things: a domain to host it under, a nameserver for that domain, and a list of addresses to publish.

It is possible to serve a DNSBL using any general-purpose DNS server software[image: External link]. However this is typically inefficient for zones containing large numbers of addresses, particularly DNSBLs which list entire Classless Inter-Domain Routing[image: External link] netblocks. For the large resource consumption when using software designed as the role of a Domain Name Server, there are role-specific software applications designed specifically for servers with a role of a DNS blacklist.

The hard part of operating a DNSBL is populating it with addresses. DNSBLs intended for public use usually have specific, published policies as to what a listing means, and must be operated accordingly to attain or sustain public confidence.
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 DNSBL queries



When a mail server receives a connection from a client, and wishes to check that client against a DNSBL (let's say, dnsbl.example.net), it does more or less the following:


	Take the client's IP address—say, 192.168.42.23—and reverse the order of octets, yielding 23.42.168.192.

	Append the DNSBL's domain name: 23.42.168.192.dnsbl.example.net.

	Look up this name in the DNS as a domain name ("A" record). This will return either an address, indicating that the client is listed; or an "NXDOMAIN" ("No such domain") code, indicating that the client is not.

	Optionally, if the client is listed, look up the name as a text record ("TXT" record). Most DNSBLs publish information about why a client is listed as TXT records.



Looking up an address in a DNSBL is thus similar to looking it up in reverse-DNS. The differences are that a DNSBL lookup uses the "A" rather than "PTR" record type, and uses a forward domain (such as dnsbl.example.net above) rather than the special reverse domain in-addr.arpa.

There is an informal protocol for the addresses returned by DNSBL queries which match. Most DNSBLs return an address in the 127.0.0.0/8 IP loopback[image: External link] network. The address 127.0.0.2 indicates a generic listing. Other addresses in this block may indicate something specific about the listing—that it indicates an open relay, proxy, spammer-owned host, etc. For details see RFC 5782[image: External link].
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 URI DNSBL



A URI DNSBL query (and an RHSBL query) is fairly straightforward. The domain name to query is prepended to the DNS list host as follows:


example.net.dnslist.example.com


where dnslist.example.com is the DNS list host and example.net is the queried domain. Generally if an A record is returned the name is listed.

[image: TOC] TOC [image: Previous chapter] Previous Next [image: Next chapter] 
 DNSBL policies



Different DNSBLs have different policies. DNSBL policies differ from one another on three fronts:


	Goals. What does the DNSBL seek to list? Is it a list of open-relay mail servers or open proxies—or of IP addresses known to send spam—or perhaps of IP addresses belonging to ISPs that harbor spammers?

	Nomination. How does the DNSBL discover addresses to list? Does it use nominations submitted by users? Spam-trap addresses or honeypots[image: External link]?

	Listing lifetime. How long does a listing last? Are they automatically expired, or only removed manually? What can the operator of a listed host do to have it delisted?
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 Varieties of DNSBLs



In addition to the different types of listed entities (IP addresses for traditional DNSBLs, host and domain names for RHSBLs, URIs for URIBLs) there is a wide range of semantic variations between lists as to what a listing means. List maintainers themselves have been divided on the issues of whether their listings should be seen as statements of objective fact or subjective opinion and on how their lists should best be used. As a result, there is no definitive taxonomy for DNSBLs. Some names defined here (e.g. "Yellow" and "NoBL"[16] ) are varieties that are not in widespread use and so the names themselves are not in widespread use, but should be recognized by many spam control specialists.


	White List

	A listing is an affirmative indication of essentially absolute trust

	Black List

	A listing is a negative indication of essentially absolute distrust

	Grey List

	Most frequently seen as one word (greylist or greylisting) not involving DNSBLs directly, but using temporary deferral of mail from unfamiliar sources to allow for the development of a public reputation (such as DNSBL listings) or to discourage speed-focused spamming. Occasionally used to refer to actual DNSBLs on which listings denote distinct non-absolute levels and forms of trust or distrust.

	Yellow List

	A listing indicates that the source is known to produce a mixture of spam and non-spam to a degree that makes checking other DNSBLs of any sort useless.

	NoBL List

	A listing indicates that the source is believed to send no spam and should not be subjected to blacklist testing, but is not quite as trusted as a whitelisted source.
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 Uses of DNSBLs




	Most message transfer agents[image: External link] (MTA)[17] can be configured to absolutely block or (less commonly) to accept email based on a DNSBL listing. This is the oldest usage form of DNSBLs. Depending on the specific MTA, there can be subtle distinctions in configuration that make list types such as Yellow and NoBL useful or pointless because of how the MTA handles multiple DNSBLs. A drawback of using the direct DNSBL support in most MTAs is that sources not on any list require checking all of the DNSBLs being used with relatively little utility to caching the negative results. In some cases this can cause a significant slowdown in mail delivery. Using White, Yellow, and NoBL lists to avoid some lookups can be used to alleviate this in some MTAs.

	DNSBLs can be used in rule based spam analysis software like Spamassassin[image: External link] where each DNSBL has its own rule. Each rule has a specific positive or negative weight which is combined with other types of rules to score each message. This allows for the use of rules that act (by whatever criteria are available in the specific software) to "whitelist" mail that would otherwise be rejected due to a DNSBL listing or due to other rules. This can also have the problem of heavy DNS lookup load for no useful results, but it may not delay mail as much because scoring makes it possible for lookups to be done in parallel and asynchronously while the filter is checking the message against the other rules.

	It is possible with some toolsets to blend the binary testing and weighted rule approaches. One way to do this is to first check white lists and accept the message if the source is on a white list, bypassing all other testing mechanisms. A technique developed by Junk Email Filter[18] uses Yellow Lists and NoBL lists to mitigate the false positives that occur routinely when using black lists that are not carefully maintained to avoid them.

	Some DNSBLs have been created for uses other than filtering email for spam, but rather for demonstration, informational, rhetorical, and testing control purposes. Examples include the "No False Negatives List," "Lucky Sevens List," "Fibonacci's List," various lists encoding GeoIP information, and random selection lists scaled to match coverage of another list, useful as a control for determining whether that list's effects are distinguishable from random rejections.
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 Criticisms



Some end-users and organizations have concerns regarding the concept of DNSBLs or the specifics of how they are created and used. Some of the criticisms include:


	Legitimate emails blocked along with spam from shared mailservers. When an ISP's shared mailserver has one or more compromised machines sending spam, it can become listed on a DNSBL. End-users assigned to that same shared mailserver may find their emails blocked by receiving mailservers using such a DNSBL.[19] In May 2016, the SORBS system was blocking the SMTP servers of Telstra Australia, Australia's largest internet service provider. This is no surprise as at any one time, there would be thousands of computers connected to this mail server infected by zombie type viruses sending spam. The effect is to cut off all the legitimate emails from the users of the Telstra Australia system.

	Lists of dynamic IP addresses. This type of DNSBL lists IP addresses submitted by ISPs as dynamic and therefore presumably unsuitable to send email directly;[6] the end-user is supposed to use the ISP's mailserver for all sending of email. But these lists can also accidentally include static addresses, which may be legitimately used by small-business owners or other end-users to host small email servers.[20]

	Lists that include "spam-support operations", such as MAPS RBL.[21] A spam-support operation is a site that may not directly send spam, but provides commercial services for spammers, such as hosting of Web sites that are advertised in spam. Refusal to accept mail from spam-support operations is intended as a boycott[image: External link] to encourage such sites to cease doing business with spammers, at the expense of inconveniencing non-spammers who use the same site as spammers.

	Some lists have unclear listing criteria and delisting may not happen automatically nor quickly. A few DNSBL operators will request payment (e.g. uceprotect.net)[22] or donation (e.g. SORBS[image: External link]). Some of the many listing/delisting policies can be found in the Comparison of DNS blacklists article.

	Because lists have varying methods for adding IP addresses and/or URIs, it can be difficult for senders to configure their systems appropriately to avoid becoming listed on a DNSBL. For example, the UCEProtect DNSBL seems to list IP addresses merely once they have validated a recipient address or established a TCP connection, even if no spam message is ever delivered.[23]



Despite the criticisms, few people object to the principle that mail-receiving sites should be able to reject undesired mail systematically. One person who does is John Gilmore[image: External link], who deliberately operates an open mail relay[image: External link]. Gilmore accuses DNSBL operators of violating antitrust[image: External link] law.


	For Joe Blow to refuse emails is legal (though it's bad policy, akin to "shooting the messenger"). But if Joe and ten million friends all gang up to make a blacklist, they are exercising illegal monopoly power.[24]



A number of parties, such as the Electronic Frontier Foundation[image: External link] and Peacefire[image: External link], have raised concerns about some use of DNSBLs by ISPs[image: External link]. One joint statement issued by a group including EFF and Peacefire addressed "stealth blocking", in which ISPs use DNSBLs or other spam-blocking techniques without informing their clients.[25]

Spammers have pursued lawsuits against DNSBL operators on similar grounds:


	In 2003, a newly formed corporation calling itself "EmarketersAmerica" filed suit against a number of DNSBL operators in Florida[image: External link] court. Backed by spammer Eddy Marin, the company claimed to be a trade organization of "email marketers" and that DNSBL operators Spamhaus and SPEWS were engaged in restraint of trade[image: External link]. The suit was eventually dismissed for lack of standing[image: External link].[26]

	In 2006, a US court ordered Spamhaus to pay $11,715,000 in damages to the spammer "e360 Insight LLC". The order was a default judgment, as Spamhaus (which is a UK operation) had refused to recognize the court's jurisdiction and did not defend itself. See e360 Lawsuit[image: External link]. This decision was later overturned by an appeals court[image: External link].
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	Comparison of DNS blacklists

	DNSWL[image: External link]
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Spamtrap





A spamtrap is a honeypot[image: External link] used to collect spam[image: External link].

Spamtraps are usually e-mail[image: External link] addresses that are created not for communication, but rather to lure spam.[1] In order to prevent legitimate email from being invited, the e-mail address will typically only be published in a location hidden from view such that an automated e-mail address harvester (used by spammers) can find the email address, but no sender would be encouraged to send messages to the email address for any legitimate purpose. Since no e-mail is solicited by the owner of this spamtrap e-mail address, any e-mail messages sent to this address are immediately considered unsolicited.

The term is a compound[image: External link] of the words "spam" and "trap", because a spam analyst will lay out spamtraps to catch spam in the same way that a fur trapper lays out traps to catch wild animals. The provenance of this term is unknown, but several competing anti-spam organizations claim trademark over it.

[image: TOC] TOC Next [image: Next chapter] 
 Industry uses



An untainted spamtrap can continue to collect samples of unsolicited messages that can be acted on by an automated anti-spam system. The automated system could instantly block any further e-mail messages with the same content, arriving for other e-mail addresses, because the messages would then be considered as bulk unsolicited e-mail, the typical definition of spam. Automation is considered "safe" because no legitimate email messages should be arriving to the spamtrap address.

The source IP address of a sender delivering e-mail to the spamtrap could also be added to a blacklist for source address blacklisting of e-mail.
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 Vulnerabilities




	A spamtrap becomes tainted when a third party discovers what the spamtrap e-mail address is being used for. Once this occurs, the third party could target the spamtrap by maliciously sending email to it giving the third party some control over the automated process of what is being considered bulk unsolicited e-mail by the anti-spam system. However, they would be able to subscribe a spamtrap address to an email list only if that list would not use confirmed opt-in[image: External link].

	Spammers using spamtrap addresses from their mailing lists as sender addresses can cause backscatter[image: External link] when a reply/DSN is sent to the spamtrap address.

	If the spammer puts a spamtrap mailbox address into the TO or CC line, when any of the other addresses "reply-all" or forward the message, it will cause that address to be considered spam, too.

	Many spamtrap addresses show up in search engine results, and anyone can write to these addresses without knowing that all mail will be caught as spam.
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 Usenet



A spamtrap can also be a Usenet[image: External link] newsgroup[image: External link] whose sole purpose is to lure cross-posted[image: External link] spam. For example, the alt.sex.cancel[image: External link] newsgroup charter[image: External link] states that any article posted there may be cancelled immediately. Thus, a spammer who cross-posts an article to the entire alt.sex.* hierarchy[image: External link], including alt.sex.cancel, will find that article is quickly cancelled.
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	Project Honey Pot[image: External link]

	Address munging[image: External link]

	Anti-spam techniques (e-mail)[image: External link]

	Botnets[image: External link]

	E-mail address harvesting[image: External link]

	List poisoning[image: External link]

	Stopping e-mail abuse[image: External link]
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Spam and Open Relay Blocking System





"SORBS" redirects here. For other uses, see Sorbs (disambiguation)[image: External link].

SORBS ("Spam and Open Relay Blocking System") is a list of e-mail servers suspected of sending or relaying spam (a DNS Blackhole List). It has been augmented with complementary lists that include various other classes of hosts, allowing for customized email rejection by its users.
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 History



The SORBS DNSbl project was created in November 2002. It was maintained as a private list until 6 January 2003 when the DNSbl was officially launched to the public. The list consisted of 78,000 proxy relays and rapidly grew to over 3,000,000 alleged compromised spam relays.[1]

In November 2009 SORBS was acquired by GFI Software, to enhance their mail filtering solutions.[2]

In July 2011 SORBS was re-sold to Proofpoint, Inc.[image: External link][3]
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 DUHL



SORBS adds IP ranges that belong to dialup modem pools, dynamically allocated wireless, and DSL connections as well as DHCP LAN ranges by using reverse DNS[image: External link] PTR records, WHOIS[image: External link] records, and sometimes by submission from the ISPs themselves. This is called the DUHL or Dynamic User and Host List.[4] SORBS does not automatically rescan DUHL listed hosts for updated rDNS so to remove an IP address from the DUHL the user or ISP has to request a delisting or rescan. If other blocks are scanned in the region of listings and the scan includes listed netspace, SORBS automatically removes the netspace marked as static.

Matthew Sullivan of SORBS proposed in an Internet Draft[image: External link] that generic reverse DNS addresses include purposing tokens such as static or dynamic, abbreviations thereof, and more.[5] That naming scheme would have allowed end users to classify IP addresses without the need to rely on third party lists, such as the SORBS DUHL. The Internet Draft has since expired. Generally it is considered more appropriate for ISPs to simply block outgoing traffic to port 25 if they wish to prevent users from sending email directly, rather than specifying it in the reverse DNS record for the IP.[6]

SORBS' dynamic IP list originally came from Dynablock[image: External link] but has been developed independently since Dynablock stopped updating in December 2003.[7]

[image: TOC] TOC [image: Previous chapter] Previous Next [image: Next chapter] 
 Spam traps



IP addresses that send spam[image: External link] to SORBS spamtraps are added to their spam database automatically or manually. In order to prevent being blacklisted, major free email services such as Gmail[image: External link], Yahoo[image: External link], and Hotmail[image: External link], as well as major ISPs[image: External link] now implement outgoing anti-spam countermeasures. Gmail, for example, continues to get listed and delisted [8][9] because they refuse abuse reports.[10] However, smaller networks may still be unwittingly blocked. Because spammers use viruses, malware, and rootkits[image: External link] to force compromised computers to send spam, SORBS lists the IP addresses of servers that the infected system uses to send its spam. Because of this, larger ISPs and corporate networks have started blocking port 25[image: External link] in order to prevent these compromised computers from being able to send email except through designated email servers.[11]
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 Preemptive listings



SORBS[image: External link] maintains a list of networks and addresses that it believes are assigned dynamically to end users/machines, it refers to this list as the DUHL (Dynamic User/Host List).[12] The list includes wide networks of computers sharing the same IP address using network address translation[image: External link] which are also affected (If one computer behind the NAT is allowed to send spam, the whole network will be blacklisted if the NAT IP is ever blacklisted.) This is a common method of pre-emptive blocking as most legitimate mail servers are hosted in data centers designed and provisioned for such services, the legitimate mail servers that are affected by such listings are most commonly home hobbyists running their own mail servers. The Spamhaus Policy Block List (PBL) is another such pre-emptive list which does not just list dynamic hosts, but also blocks hosts it believes [13] should not be sending email directly to third-party servers. SORBS[image: External link] also operate another list which is similar to the Spamhaus PBL called the NoServers list, which is wholly maintained by the network administrators of the respective networks and is therefore theoretically False Positive free.
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 Escalated listings



SORBS has been accused of deliberately targeting innocent users through escalated listings. Its website describes the process as follows: "An escalated listing on the other hand is where a whole network of IP addresses is listed in SORBS and all hosts and IPs (whether assigned to a single customer or multiple) are listed and therefore blocked or result in spam folder issues. Why does SORBS create escalated listings? The simple answer is to stop spam. You ask






Unique IPs in Proxy entries:   562007
Unique IPs in Relay entries:   647
Unique IPs in Spam entries:   17766841
Unique IPs in Hacked entries:   5319703
Unique IPs in DUHL entries:   358553087
Unique IPs in exDUHL entries:   540915
Unique IPs in Cable entries:   879711
Unique IPs in Zombie entries:   2579717
Unique IPs in AdminRequested entries:  1
Unique IPs in UnAllocated entries:  24817
Unique IPs in CoLo entries:   4135
Unique IPs in MailServer entries:  31
Unique IPs in Spammer entries:   1
Unique IPs in Escalated entries:  2817
Unique IPs in Phishing entries:   110373
Unique IPs in Virus entries:   31
Unique IPs in BackScatter entries:  31
Unique IPs in Business entries:   2722404
Unique IPs in Static entries:   10790747
Unique IPs in WhiteHat entries:   1
Unique IPs in NoServers entries:  14918751
Unique IPs in CoreNetwork entries:  7521
Unique IPs in InstantReport entries:  31
Unique IPs in EmailReport entries:  1
Unique IPs in Permission entries:  81
Unique IPs in Botnet entries:   381139
Total IPs listed in the database  415165541






	Comparison of DNS blacklists







	Official website[image: External link]

	Open Relay Online Tester[image: External link]
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