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			On résiste à l’invasion des armées; on ne résiste pas à l’invasion des idées.

				(One withstands the invasion of armies; one does not withstand the invasion of ideas.)

				—VICTOR HUGO
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			CHAPTER 1

			GENESIS

			
				-
			

			With each step, my new shoes dig into my heels. I clutch a dark-blue binder, filled with documents organized by colored tabs. Awestruck by where I’ve found myself, and apprehensive of where I’m heading, I focus on the sounds of our footsteps. An aide reminds us to move quickly so we won’t be seen. We walk past uniformed guards, into an atrium, and turn down a corridor. The aide pushes open a door and we rush down some stairs and into a hallway that looks exactly like the last one—marble floors, high ceilings, wooden doors with the occasional American flag. There are seven of us, and our footsteps echo through the hall. We are close; then I’m caught. A congressman spots me and waves hello. Back again already? A handful of journalists wanders out of a press conference. They clock my electric pink hair and know who I am.

			Two cameramen run in front of me and start filming, walking backward as they do. A scrum forms, the questions start coming—Mr. Wylie, a question from NBC! A question from CNN! Why are you here?—and one of my lawyers reminds me to keep my mouth shut. The aide points me to an elevator, warning the journalists to keep their distance, and we pile in. The cameras keep snapping as the doors close.

			I’m jammed in the back of the elevator, surrounded by people in suits. We start to descend, dropping deep underground. Everyone stays quiet on the way down. My mind is swimming with all of the prep work I’ve done with my lawyers—what U.S. laws were broken and by whom, what rights I do and don’t have as a non-citizen visiting America, how to calmly respond to accusations, what happens if I am arrested afterward. I have no idea what to expect. No one does.

			
			We come to a stop and the elevator doors glide open. There’s nothing down here except another door, with a large red sign that reads RESTRICTED AREA in white lettering. NO PUBLIC OR MEDIA ACCESS. We’re three floors beneath the U.S. Capitol, in Washington, D.C.

			Beyond the door, the floors are covered in a plush maroon carpet. Uniformed guards confiscate our phones and other electronics, placing them on a numbered shelf behind the desk, one to a person, and giving us each a numbered ticket. They tell us we can have only pencils and paper beyond this point. And on the way out, they warn us, our papers could be confiscated if it’s determined that we’ve taken notes on anything of a sensitive nature.

			Two guards push open a massive steel door. One of them gestures us through, and one by one we step into a long hallway dimly illuminated by fluorescent lights. The walls are paneled in dark wood, and the corridor is lined with long rows of American flags on stands. It smells like an old building, stale and musty, with hints of cleaning fluid. The guards lead us down the hall, turning left and continuing to yet another door. Above, a wooden seal emblazoned with a giant eagle, arrows clutched in its talons, stares down at us. We have arrived at our destination: the Sensitive Compartmentalized Information Facility (SCIF) of the United States House Permanent Select Committee on Intelligence—the same room where classified congressional briefings are held.

			Inside, hit by the glare of fluorescent lights, my eyes need time to adjust. The space is thoroughly nondescript, with blank beige walls and a conference table surrounded by chairs. It could be any room in any of the numerous bland federal buildings scattered across Washington, but I’m struck by the silence of the SCIF. It is soundproof, built with multilayer walls that make it impervious to surveillance. The architecture is said to be blast-proof. This is a secure space, a place for America’s secrets.

			Once we’ve taken our seats, the members of Congress begin filing in. Aides place tabulated binders on the table in front of each committee member—the Democrats’ ranking member, California congressman Adam Schiff, sits directly across from me, and to his left sits Congresswoman Terri Sewell, with Eric Swalwell and Joaquin Castro clustered together at the far end. I’m flanked by my lawyers and my friend Shahmir Sanni, a fellow whistleblower. We give the Republicans a few minutes to show up. They never do.

			
			It’s June 2018, and I’m in Washington to testify to the U.S. Congress about Cambridge Analytica, a military contractor and psychological warfare firm where I used to work, and a complex web involving Facebook, Russia, WikiLeaks, the Trump campaign, and the Brexit referendum. As the former director of research, I’ve brought with me evidence of how Facebook’s data was weaponized by the firm, and how the systems they built left millions of Americans vulnerable to the propaganda operations of hostile foreign states. Schiff leads the questioning. A former federal prosecutor, he is sharp and precise with his lines of inquiry, and he wastes no time getting to the heart of the matter.

			
				Did you work with Steve Bannon? Yes.

				Did Cambridge Analytica have any contacts with potential Russian agents? Yes.

				Do you believe that this data was used to sway the American electorate to elect the president of the United States? Yes.

			

			An hour goes by, then two, then three. I chose to come here of my own accord and to answer these questions about how a liberal, gay twenty-four-year-old Canadian found himself part of a British military contractor developing psychological warfare tools for the American alt-right. Fresh out of university, I had taken a job at a London firm called SCL Group, which was supplying the U.K. Ministry of Defence and NATO armies with expertise in information operations. After Western militaries were grappling with how to tackle radicalization online, the firm wanted me to help build a team of data scientists to create new tools to identify and combat extremism online. It was fascinating, challenging, and exciting all at once. We were about to break new ground for the cyber defenses of Britain, America, and their allies and confront bubbling insurgencies of radical extremism with data, algorithms, and targeted narratives online. But through a chain of events that unfolded in 2014, a billionaire acquired our project in order to build his own radicalized insurgency in America. Cambridge Analytica, a company few had ever heard of, a company that weaponized research in psychological profiling, managed to turn the world upside down.

			
			In the military, when weapons fall into the wrong hands, they call it blowback. It looked as if this blowback had detonated in the White House itself. I could not continue working on something so corrosive to our societies, so I blew the whistle, reported the whole thing to the authorities, and worked with journalists to warn the public about what was going on. Sitting before this panel, jet-lagged from a transatlantic flight the day before, I still cannot help but feel on the spot as the questions grow more pointed. But several times, my attempts to explain the intricacies of the company’s operations leave everyone with puzzled faces, so I simply pull out a binder and slide it to the congressmen. What the hell, I think. I’ve come this far, so I might as well give them everything I have with me. There is no break, and the door behind me remains closed the entire time. I’m locked in a stuffy, windowless room deep underground, with nowhere to look except straight into the eyes of these members of Congress as they all try to figure out what the hell just happened to their country.

			

			—

			THREE MONTHS BEFORE THIS, on March 17, 2018, The Guardian, The New York Times, and Britain’s Channel 4 News had simultaneously published the results of a yearlong joint investigation, spurred by my decision to reveal the truth about what was happening inside Cambridge Analytica and Facebook. My coming out as a whistleblower prompted the largest data crime investigation in history. In Britain, the National Crime Agency (NCA), MI5 (the U.K.’s domestic intelligence agency), the Information Commissioner’s Office, the Electoral Commission, and London’s Metropolitan Police Service all got involved. In the United States, the FBI, the Department of Justice, the Securities and Exchange Commission (SEC), and the Federal Trade Commission (FTC) jumped in.

			
			In the weeks before that first story, the investigation by special counsel Robert Mueller had been heating up. In February, Mueller indicted thirteen Russian citizens and three Russian companies, charging them with two separate counts of conspiracy. A week later came indictments of former Trump campaign manager Paul Manafort and his deputy, Rick Gates. On March 16, Attorney General Jeff Sessions fired FBI deputy director Andrew McCabe, just a little more than twenty-four hours before he was to retire with a pension. People were desperate for information about what had happened between the Trump campaign and Russia, but no one had been able to connect the dots. I provided evidence tying Cambridge Analytica to Donald Trump, Facebook, Russian intelligence, international hackers, and Brexit. This evidence revealed how both an obscure foreign contractor engaged in illegal activity and the same foreign contractor had been used by the winning Trump and Brexit campaigns. The email chains, internal memos, invoices, bank transfer records, and project documentation I brought demonstrated that Trump and Brexit had deployed the same strategies, powered by the same technologies, directed by many of the same people—all under the specter of covert Russian involvement.

			Two days after the story’s release, an urgent question was brought to the main chamber of the British Parliament. In a rare moment of solidarity, government ministers and senior opposition members of Parliament sang as a unified chorus about Facebook’s negligence in failing to prevent its platform from becoming a hostile propaganda network for elections and the implications for Western democracies. The next wave of stories focused on Brexit, with the integrity of the referendum vote called into question. A collection of documents I provided to law enforcement revealed that the Vote Leave campaign had used secret Cambridge Analytica subsidiaries to spend dark money to propagate disinformation on Facebook and Google ad networks. This was determined to be illegal by the U.K.’s Electoral Commission, with the scheme ending up as one of the largest and most consequential breaches of campaign finance law in British history. The office of the U.K.’s prime minister, 10 Downing Street, descended into communication crisis as the evidence of Vote Leave’s cheating emerged. The NCA and MI5 were later handed evidence of the Russian embassy’s direct relationship with the largest funders of pro-Brexit campaigns during the referendum. A week later, Facebook’s stock plummeted 18 percent, amounting to an $80 billion loss in valuation. The turbulence would continue, culminating in what still stands as the largest single-day loss in share value in U.S. corporate history.

			
			On March 27, 2018, I was called before Parliament for a live public hearing—something I’d get quite used to over the next several months. We covered everything from Cambridge Analytica’s reliance on hackers and bribes to Facebook’s data breach to Russian intelligence operations. After the hearing, the FBI, DOJ, SEC, and FTC launched investigations. The U.S. House Intelligence Committee, House Judiciary Committee, Senate Intelligence Committee, and Senate Judiciary Committee all wanted to talk to me. Within weeks, the European Union and more than twenty countries had opened up inquiries into Facebook, social media, and disinformation.

			I told my story to the world, and now every screen was a mirror reflecting it back at me. For two weeks straight, my life was chaos. Days would start with appearances on British breakfast shows and European networks at 6 A.M. London time, continuing with interviews on U.S. networks until midnight. Reporters followed me everywhere. I started to receive threats. Fearing for my safety, I had to hire bodyguards to protect me at public events. My parents, both physicians, had to temporarily close their medical clinic due to a frenzy of journalists asking questions and scaring patients. In the months that followed, my life became almost unmanageable, but I knew I had to keep sounding the alarm.

			The story of Cambridge Analytica shows how our identities and behavior have become commodities in the high-stakes data trade. The companies that control the flow of information are among the most powerful in the world; the algorithms they’ve designed in secret are shaping minds in the United States and elsewhere in ways previously unimaginable. No matter what issue you care about most—gun violence, immigration, free speech, religious freedom—you can’t escape Silicon Valley, the new epicenter of America’s crisis of perception. My work with Cambridge Analytica exposed the dark side of tech innovation. We innovated. The alt-right innovated. Russia innovated. And Facebook, that same site where you share your party invites and baby pictures, allowed those innovations to be unleashed.

			

			—

			
			I SUSPECT I WOULDN’T have been interested in technology, or ended up at Cambridge Analytica, had I been born into a different body. I defaulted to computers because there was not much else available to a kid like me. I grew up on Vancouver Island, on the west coast of British Columbia, surrounded by oceans, forests, and farmland. My parents were both physicians, and I was their eldest, followed by my two baby sisters, Jaimie and Lauren. When I was eleven, I started to notice that my legs were becoming stiffer and stiffer. I couldn’t run as fast as the other kids, and I started to walk funny, which of course made me a target for bullies. I was diagnosed with two relatively rare conditions, whose symptoms included severe neuropathic pain, muscle weakness, and vision and hearing impairment. By twelve I was in a wheelchair—just in time for the onset of adolescence—and I used that chair for the rest of my school days.

			When you are in a wheelchair, people treat you differently. You can sometimes feel more like an object than a person—your means of getting around is how people come to understand and define you. You have to approach buildings and structures differently—What entrances can I go in? How do I reach my destination while avoiding stairs? You learn to look for things that other people never notice.

			Not long after I discovered the computer lab, it became the one room at school where I didn’t feel alienated. Outside, there were either bullies or patronizing staff. Even when teachers shepherded other kids to interact with me, it was always done out of obligation, which became even more annoying than being ignored. Instead I’d go to the computer lab.

			I started making webpages around age thirteen. My first website was a Flash animation of the Pink Panther being chased by a bumbling Inspector Clouseau. Soon after, I saw a video about programming tic-tac-toe in JavaScript and thought it was the coolest thing ever. The game seems simple enough until you start having to break down all of the logic. You can’t just let the computer randomly select a box, as that would be boring. You have to guide the computer with rules, like putting an X in a box adjacent to another X—that is, unless there is an O already in that row or column. And what about diagonal Xs—how do we explain them?

			
			Eventually I strung together hundreds of lines of spaghetti code. I still remember the feeling of making a move and then watching my little creation play back. I felt like a conjurer. And the more I practiced my incantations, the more powerful my magic could become.

			Outside of computer lab, school remained an education in what I wasn’t able or allowed to do, and who I could not be. My parents encouraged me to keep trying to find a place where I could fit in, so when I was fifteen, I spent the summer of 2005 boarding at Lester B. Pearson United World College, an international school in Victoria named after the Nobel Peace Prize–winning Canadian prime minister who conceptualized the world’s first U.N. peacekeeping force during the 1950s Suez Crisis. Spending so much time with students from every part of the world was enthralling, and for the first time, I was actually interested in the lessons and what my peers had to say. I became friends with a survivor of the Rwandan genocide, who told me one evening when we were up late in our residence hall about how his family was murdered and what it was like walking alone all the way to a refugee camp in Uganda when he was just a child.

			But it was after sitting at a dinner one evening in the dining hall where Palestinian and Arab students sat directly across from Israeli students, forcefully debating the future of their homelands, that I really started to wake up to the world around me. I realized how much I didn’t know about what was happening—but I wanted to—and so I very quickly developed an interest in politics. The following school year, I began skipping class to attend town hall events with local members of Parliament. At school, I rarely talked to anyone, but at these events I felt free to express myself. In a classroom, you sit in the back while the teacher tells you how and what to think. There is a curriculum, a prescription of thought. But in a town hall, I discovered the opposite. Sure, the politician stands up front, but it is the people in the audience—us—who get to tell him or her what we think. That inversion was so incredibly appealing to me, and whenever members of Parliament would announce an event, I’d show up, ask questions, and even tell them what I thought.

			
			It was liberating to find my voice. Like any teenager, I was exploring who I was, but for someone gay and in a wheelchair, this was an even bigger challenge. When I started attending these public forums, I began to realize that many of the things I was living through were not simply personal issues—they were also political issues. My challenges were political. My life was political. My mere existence was political. And so I decided to become political. An adviser to one of the MPs, a former software engineer named Jeff Silvester, took notice of this outspoken kid who always showed up. He offered to help me find a role in the Liberal Party of Canada (LPC), which was looking for tech help. Soon it was agreed: At the end of that summer I would start my first real job, as a political assistant at Parliament in Ottawa.

			I spent the summer of 2007 in Montréal, hanging out in hacker spaces frequented by French Canadian techno-anarchists. They tended to gather in converted industrial buildings with concrete floors and plywood walls, in rooms decorated with retro tech like Apple IIs and Commodore 64s. By then, with treatment, I could shuffle around without a wheelchair. (I have continued to improve, but my physical limits were tested by my experience as a whistleblower. Just before the first Cambridge Analytica story was published, I had a seizure and collapsed, unconscious, on a South London sidewalk before waking up at University College Hospital to the sharp pain of a nurse inserting an IV needle into my arm.) Most hackers couldn’t care less what you look like or if you walk funny. They share your love of the craft and want to help you get better at it.

			My brief exposure to hacking communities left a permanent impression. You learn that no system is absolute. Nothing is impenetrable, and barriers are a dare. The hacker philosophy taught me that if you shift your perspective on any system—a computer, a network, even society—you may discover flaws and vulnerabilities. As a gay kid in a wheelchair, I came to understand systems of power early on in life. But as a hacker, I learned that every system has weaknesses waiting to be exploited.

			

			—

			SHORTLY AFTER I STARTED my job at the Canadian Parliament, the Liberal Party took an interest in what was happening down south. At that time, Facebook was just becoming mainstream, and Twitter had just started gaining momentum; no one had any concept of how to use social media to campaign, because social media was in its infancy. But a rising star in U.S. presidential politics was about to hit the accelerator.

			
			While other candidates were twiddling their thumbs trying to figure out the Internet, Barack Obama’s team set up My.BarackObama.com and started a grassroots revolution. While other sites (like Hillary Clinton’s) focused on putting up standard political advertisements, Obama’s website centered on providing a platform for grassroots organizations to organize and execute get-out-the-vote campaigns. His website ratcheted up excitement around the Illinois senator, who was much younger and more tech savvy than his opponents. Obama felt like what a leader is supposed to be. And after spending my formative years being told about my limits, the defiant optimism he instilled in that simple message of Yes, we can! spoke to me. Obama and his team were transforming politics, so when I was eighteen, I was among several people sent to the United States by the Liberal Party to observe different facets of his campaign and identify new tactics that could be transported back for progressive campaigns in Canada.

			At first, I toured a couple of early primary states, starting with New Hampshire, where I spent time talking to voters and seeing up close what American culture was really like. This was both fun and eye-opening; coming from Canada, I was struck by how different our sensibilities were. The first time an American told me he was dead set against “socialized medicine,” the same kind of public healthcare I accessed almost every month back home, I was shocked that someone could even think this way. The hundredth time, not so much.

			I liked roaming around and talking with people, so when it was time to switch focus to the data group, I wasn’t terribly excited to do it. But then I was introduced to Obama’s national director of targeting, Ken Strasma, who quickly changed my mind.

			The sexy part of the Obama campaign was its branding and use of new media like YouTube. This was the cool stuff, the visual strategy nobody had used before because YouTube was still so new. That was what I wanted to see, until Ken stopped me short. Forget the videos, he told me. I needed to go deeper, into the heart of the campaign’s tech strategy. Everything we do, he said, is predicated on understanding exactly who we need to talk to, and on which issues.

			
			In other words, the backbone of the Obama campaign was data. And the most important work Strasma’s team produced was the modeling they used to analyze and understand that data, which allowed them to translate it into an applied fit—to determine a real-world communications strategy through…artificial intelligence. Wait—AI for campaigns? It seemed vividly futuristic, as if they were building a robot that could devour reams of information about voters, then spit out targeting criteria. That information then traveled all the way up to the senior levels of the campaign, where it was used to determine key messages and branding for Obama.

			The infrastructure for processing all this data came from a company then called the Voter Activation Network, Inc. (VAN), which was run by a fabulous gay couple from the Boston area, Mark Sullivan and Jim St. George. By the end of the 2008 campaign, thanks to VAN, the Democratic National Committee would have ten times more data on voters than it had after the 2004 campaign. This volume of data, and the tools to organize and manipulate it, gave Democrats a clear advantage in driving voters to the polls.

			The more I learned about the Obama machine, the more fascinated I was. And I later got to ask all the questions I wanted of Mark and Jim, as they seemed to find it amusing that this young Canadian had come to America to learn about data and politics. Before I saw what Ken, Mark, and Jim were doing, I hadn’t thought about using math and AI to power a political campaign. In fact, when I first saw people lined up at computers at the Obama headquarters, I thought, Messages and emotions, not computers and numbers, are what create a winning campaign. But I learned that it was those numbers—and the predictive algorithms they created—that separated Obama from anyone who had ever run for president before.

			As soon as I realized how effectively the Obama campaign was using algorithms to deliver its messages, I started studying how to create them on my own. I taught myself how to use basic software packages like MATLAB and SPSS, which let me mess around with data. Instead of relying on a textbook, I started by playing with the Iris data set—the classic data set for learning statistics—and learned by trial and error. Being able to manipulate the data, which involved using the different features of irises, like petal length and color, to predict species of flowers, was absolutely absorbing.

			
			Once I understood the basics, I switched from petals to people. VAN was filled with information on age, gender, income, race, homeownership—even magazine subscriptions and airline miles. With the right data inputs, you could start to predict whether people would vote for Democrats or Republicans. You could identify and isolate the issues that were likely to be most important to them. You could begin to craft messages that would have a greater chance of swaying their opinions.

			For me, this was a wholly new way of understanding elections. Data was a force for good, powering this campaign of change. It was being used to produce first-time voters, to reach people who felt left out. The deeper I got into it, the more I thought that data would be the savior of politics. I couldn’t wait to get back to Canada and share with the Liberal Party what I’d learned from the next president of the United States.

			In November, Obama achieved a decisive victory over John McCain. Two months later, after friends in the campaign extended an invitation to the inauguration, I flew to Washington to party with the Democratic victors. (First came a slight kerfuffle at the door, when staff freaked out about letting the under-twenty-one me into the open-bar event.) I had an incredible evening, chatting with Jennifer Lopez and Marc Anthony, watching Barack and Michelle Obama enjoy their first dance as the First Couple. A new era had dawned, and now came a chance to celebrate what could happen when the right people understood how to use data to win modern elections.

			

			—

			BUT BY DIRECTLY COMMUNICATING select messages to select voters, the microtargeting of the Obama campaign had started a journey toward the privatization of public discourse in America. Although direct mail had long been part of American campaigns, data-driven microtargeting allowed campaigns to match a myriad of granular narratives to granular universes of voters—your neighbor might receive a wholly different message than you did, with neither of you being the wiser. When campaigns were conducted in private, the scrutiny of debate and publicity could be avoided. The town square, the very foundation of American democracy, was incrementally being replaced by online ad networks. And without any scrutiny, campaign messages no longer even had to look like campaign messages. Social media created a new environment where campaigns could now appear, as Obama’s campaign piloted, as if your friend was sending you a message, without your realizing the source or calculated intent of that contact. A campaign could look like a news site, university, or public agency. With the ascendancy of social media, we have been forced to place our trust in political campaigns to be honest, because if lies are told, we may never notice. There is no one there to correct the record inside of a private ad network.

			
			In the years leading up to the first Obama campaign, a new logic of accumulation emerged in the boardrooms of Silicon Valley: Tech companies began making money from their ability to map out and organize information. At the core of this model was an essential asymmetry in knowledge—the machines knew a lot about our behavior, but we knew very little about theirs. In a trade-off for convenience, these companies offered people information services in exchange for more information—data. The data has become more and more valuable, with Facebook making on average $30 from each of its 170 million American users. At the same time, we have fallen for the idea that these services are “free.” In reality, we pay with our data into a business model of extracting human attention.

			More data led to more profits, and so design patterns were implemented to encourage users to share more and more about themselves. Platforms started to mimic casinos, with innovations like the infinite scroll and addictive features aimed at the brain’s reward systems. Services such as Gmail began trawling through our correspondence in a way that would land a traditional postal courier in jail. Live geo-tracking, once reserved for convicts’ ankle bracelets, was added to our phones, and what would have been called wiretapping in years past became a standard feature of countless applications.

			Soon we were sharing personal information without the slightest hesitation. This was encouraged, in part, by a new vocabulary. What were in effect privately owned surveillance networks became “communities,” the people these networks used for profit were “users,” and addictive design was promoted as “user experience” or “engagement.” People’s identities began to be profiled from their “data exhaust” or “digital breadcrumbs.” For thousands of years, dominant economic models had focused on the extraction of natural resources and the conversion of these raw materials into commodities. Cotton was spun into fabric. Iron ore was smelted into steel. Forests were cut into timber. But with the advent of the Internet, it became possible to create commodities out of our lives—our behavior, our attention, our identity. People were processed into data. We would serve as the raw material of this new data-industrial complex.

			
			One of the first people to spot the political potential of this new reality was Steve Bannon, the relatively unknown editor of right-wing website Breitbart News, which was founded to reframe American culture according to the nationalist vision of Andrew Breitbart. Bannon saw his mission as nothing short of cultural warfare, but when I first encountered him, Bannon knew that something was missing, that he didn’t have the right weapons. Whereas field generals focused on artillery power and air dominance, Bannon needed to gain cultural power and informational dominance—a data-powered arsenal suited to conquer hearts and minds in this new battlespace. The newly formed Cambridge Analytica became that arsenal. Refining techniques from military psychological operations (PSYOPS), Cambridge Analytica propelled Steve Bannon’s alt-right insurgency into its ascendancy. In this new war, the American voter became a target of confusion, manipulation, and deception. Truth was replaced by alternative narratives and virtual realities.

			Cambridge Analytica first piloted this new warfare in Africa and tropical islands around the world. The firm experimented with scaled online disinformation, fake news, and mass profiling. It worked with Russian agents and employed hackers to break into opposition candidates’ email accounts. Soon enough, having perfected its methods far from the attention of Western media, CA shifted from instigating tribal conflict in Africa to instigating tribal conflict in America. Seemingly out of nowhere, an uprising erupted in America with manic cries of MAGA! and Build the wall! Presidential debates suddenly shifted from policy positions into bizarre arguments about what was real news and what was fake news. America is now living in the aftermath of the first scaled deployment of a psychological weapon of mass destruction.

			
			As one of the creators of Cambridge Analytica, I share responsibility for what happened, and I know that I have a profound obligation to right the wrongs of my past. Like so many people in technology, I stupidly fell for the hubristic allure of Facebook’s call to “move fast and break things.” I’ve never regretted something so much. I moved fast, I built things of immense power, and I never fully appreciated what I was breaking until it was too late.

			

			—

			AS I MADE MY WAY to the secure facility deep under the Capitol that day in the early summer of 2018, I felt numbed to what was happening around me. Republicans were already conducting opposition research on me. Facebook was using PR firms to smear its critics, and its lawyers had threatened to report me to the FBI for an unspecified cybercrime. The DOJ was now under the control of a Trump administration that was publicly ignoring long-held legal conventions. I had enraged so many interests that my lawyers were genuinely concerned the FBI might arrest me after I was finished. One of my lawyers told me the safest thing to do was stay in Europe.

			I cannot, for security and legal reasons, quote directly from my testimony in Washington. But I can tell you that I walked into that room with two large binders, each containing several hundred pages of documents. The first binder contained emails, memos, and documents showing the extent of Cambridge Analytica’s data-harvesting operation. This material demonstrated that the company had recruited hackers, hired personnel with known links to Russian intelligence, and engaged in bribery, extortion, and disinformation campaigns in elections around the world. There were confidential legal memos from lawyers warning Steve Bannon about Cambridge Analytica’s violations of the Foreign Agents Registration Act, as well as a cache of documents describing how the firm exploited Facebook to access more than eighty-seven million private accounts and used that data in efforts to suppress the votes of African Americans.

			
			The second binder was more sensitive. It contained hundreds of pages of emails, financial documents, and transcripts of audio recordings and text messages that I had covertly procured in London earlier that year. These files had been sought by U.S. intelligence and detailed the close relationships between the Russian embassy in London and both Trump associates and leading Brexit campaigners. This file showed that leading British alt-right figures met with the Russian embassy before and after they flew to meet the Trump campaign, and that at least three of them were receiving offers of preferential investment opportunities in Russian mining companies potentially worth millions. What became clear in these communications was how early the Russian government had identified the Anglo-American alt-right network, and that it may have groomed figures within it to become access agents to Donald Trump. It showed the connections among the major events of 2016: the rise of the alt-right, the surprise passage of Brexit, and the election of Trump.

			Four hours went by. Five. I was deep into describing Facebook’s role in—and culpability for—what had happened.

			
				Did the data used by Cambridge Analytica ever get into the hands of potential Russian agents? Yes.

				Do you believe there was a nexus of Russian state-sponsored activity in London during the 2016 presidential election and Brexit campaigns? Yes.

				Was there communication between Cambridge Analytica and WikiLeaks? Yes.

			

			I finally saw glimmers of understanding coming into the committee members’ eyes. Facebook is no longer just a company, I told them. It’s a doorway into the minds of the American people, and Mark Zuckerberg left that door wide open for Cambridge Analytica, the Russians, and who knows how many others. Facebook is a monopoly, but its behavior is more than a regulatory issue—it’s a threat to national security. The concentration of power that Facebook enjoys is a danger to American democracy.

			Dancing a delicate ballet among multiple jurisdictions, intelligence agencies, legislative hearings, and police authorities, I have given more than two hundred hours of sworn testimony and handed over at least ten thousand pages of documents. I found myself traveling around the world, from Washington to Brussels, to help leaders unpack not only Cambridge Analytica but also the threats social media poses to the integrity of our elections.

			
			Yet, in my many hours of giving testimony and evidence, I came to realize that the police, the legislators, the regulators, and the media were all having a difficult time figuring out what to do with this information. Because the crimes happened online, rather than in any physical location, the police could not agree on who had jurisdiction. Because the story involved software and algorithms, many people threw up their hands in confusion. Once, when one of the law enforcement agencies I was dealing with called me in for questioning, I had to explain a fundamental computer science concept to agents who were supposedly specialists in technology crime. I scribbled a diagram on a piece of paper, and they confiscated it. Technically, it was evidence. But they joked that they needed it as a crib sheet to understand what they were investigating. LOL, so funny, guys.

			We are socialized to place trust in our institutions—our government, our police, our schools, our regulators. It’s as if we assume there’s some guy with a secret team of experts sitting in an office with a plan, and if that plan doesn’t work, don’t worry, he’s got a plan B and a plan C—someone in charge will take care of it. But in truth, that guy doesn’t exist. If we choose to wait, nobody will come.

		

	
		
		
			
			CHAPTER 2

			LESSONS IN FAILURE

			
				-
			

			It was eight years before this that I moved to England, where the story of my entanglement with Cambridge Analytica began. I’d worked in Canadian politics for a few years, but the irony is that I moved to London to escape politics. In the summer of 2010, I moved into a flat on the south bank of the River Thames, near the Tate Modern, the modern art museum housed in the colossal old Bankside Power Station. After several years in Ottawa, I had decided, at age twenty-one, to leave politics and move across the Atlantic to attend law school at the London School of Economics and Political Science (LSE). No longer in politics, I was unshackled from my old responsibilities to the party. It didn’t matter anymore who I might be seen with, and I no longer had to watch what I said or think about who might be listening. I was free to meet new people and I was excited to make a new life for myself.

			When I arrived it was still summer, and the first thing I did after unpacking was head out to sit with the sunbathers, tourists, and young couples in Hyde Park. I took full advantage of London, spending Friday and Saturday nights in Shoreditch and Dalston, and Sundays in Borough Market, London’s oldest food market, which is crammed into an outdoor hall alive with a cacophony of shouting traders, visitors, and cooking stalls. I started making friends with people my age, and for the first time, I felt young.

			But a few days after I arrived, still feeling fuzzy from the jet lag, I got a call that made it clear that it wouldn’t be so easy to leave politics behind. Four months earlier, a man named Nick Clegg had become the country’s deputy prime minister.

			
			First elected to the European Parliament in 1999, he worked his way up to become, in 2007, the leader of the Liberal Democrats. This was back in the days when the Lib Dems were the radical third party of British politics—the first to support same-sex marriage, and the only party to oppose the war in Iraq and call for abandoning Britain’s nuclear arsenal. In the 2010 general election, after more than a decade of Labour’s now tired “third way,” “Cleggmania” swept across Britain. At his peak, Clegg was polling as highly as Winston Churchill and positioned himself as Britain’s answer to Barack Obama. After the election, he became part of a coalition government that made the Conservative David Cameron prime minister. The call was from his office: They’d heard about my data work in Canada and America from mutual connections in liberal politics, and they wanted to know more.

			At the appointed time, I arrived at Liberal Democratic Headquarters (LDHQ), which was then still located at No. 4 Cowley Street in Westminster. Located only a few blocks from the Palace of Westminster, the converted neo-Georgian mansion stood handsomely adorned in crimson brickwork and flanked by large stone chimneys on either side. It was rather outsize for the tiny, winding street, so I had no problem spotting it. Because it housed the offices of a party in Her Majesty’s Government, an armed unit of the Metropolitan Police stood guard nearby, strolling up and down the small side street. After being buzzed in, I heaved open the weighty wooden doors and walked up to reception, where I was greeted by an intern who would show me to the meeting. Still adorned with the manor’s original chandeliers, oak paneling, and fireplaces, the place revealed the faded elegance of a once grand residence, which felt oddly fitting for this once grand party.

			Cowley Street, as they all called it, was unlike anything else I had seen in Canada or the United States. I wondered how all the party staffers waddling past one another in the cramped and creaking hallways could get anything done. Old bedrooms were jammed with desks, and cables connecting to servers were taped up on walls and around doorframes. In one converted closet, a man apparently with sleep apnea was snoring loudly on the floor, but no one paid him much attention. Looking around, I got the impression that this place operated more like an old boys’ clubhouse than a party in government. I walked up a large staircase with ornately carved railings and was shown into a large boardroom that must have once been the main dining room. After I’d waited several minutes, a small cadre of staffers filed in. When the obligatory British small talk concluded, one of them said, “So tell us about the Voter Activation Network.”

			
			After Obama’s 2008 victory, parties all over the world were becoming interested in this new “American-style campaign,” powered by national targeting databases and big digital operations. Behind the campaign was the emerging practice of microtargeting, where machine-learning algorithms ingest large amounts of voter data to divide the electorate into narrow segments and predict which individual voters are the best targets to persuade or turn out in an election. The Lib Dems wanted to talk to me because they were unsure whether they could translate this new school of campaigning into the British political system. What was so interesting for them about the project I had worked on with the LPC—setting up the same kind of voter-targeting system used by the Obama campaign—was that it was the first of its kind and scale outside the United States. And Canada, like Britain, uses the same first-past-the-post “Westminster model” electoral system and has a diverse array of political parties. In this conversation, the staffers realized that half of the localization work would have already been done if they imported the Canadian version of the technology. At the end of the meeting, they were almost giddy after learning about what the system could do. After leaving, I ran back to school to catch the tail end of a lecture on the rules of statutory interpretation and thought that was the end of it.

			But the Lib Dem advisers called again the next day, asking if I could come back and tell my story to a bigger group. I was in the middle of a lecture, so I didn’t pick up initially, but after four missed calls from a random number, I stepped out to see what was so urgent. There was a senior staff meeting that afternoon, and they asked if I could do an impromptu presentation on microtargeting. So after class, I walked from LSE back to Cowley Street with my backpack filled with textbooks. With such short notice, I didn’t have time to change, so I headed to meet the deputy prime minister’s advisers in a Stüssy graphic print T-shirt and camo sweatpants.

			
			Walking into the same boardroom, I was met this time with the humming cacophony of a packed room. I was ushered to the front without any prompt, so, after apologizing for my slightly ridiculous attire, I proceeded to just wing it. I told them how the Lib Dems could use microtargeting to overcome the disadvantages that come with being such a small party. And as I continued, I couldn’t help but get more passionate. I hadn’t spoken about this since I left the LPC, and my heart simply poured out. I told them about what I had seen on the Obama campaign, what it was like to see so many people vote for the first time, what it was like to see African Americans at rallies filled with hope. I told them that this was not just about data; this was about how we could reach the people who had given up on politics. This was how we would find them and inspire them to turn out. But, most important, this was about how technology could be the vehicle that this party, which now found itself in the corridors of power, deployed to upend the entrenched class system that underpins so much of British politics.

			A few weeks later, the Lib Dems asked me to come work for them and implement a voter-targeting project in Britain. I was just starting my degree at LSE, and, as a twenty-one-year-old student, I was finally finding my feet in London. I hesitated about whether it was really a good idea to distract myself with politics again. But here was a chance to take the same technology—the same software, and essentially the same project—and finish what I had started in Canada. But it was what I saw hanging so casually on the wall in one of the offices at Cowley Street that finally pulled me in. It was an old yellowing card, with slightly curled corners, with an excerpt of the Liberal Democrats’ constitution that read NO ONE SHALL BE ENSLAVED BY POVERTY, IGNORANCE OR CONFORMITY.

			I said yes.

			

			—

			AFTER THE 2008 PRESIDENTIAL ELECTION, I returned to Ottawa and wrote a report about the Obama campaign’s new technology strategies. It landed with a thud. Everyone was expecting me to tell them about the campaign’s flashy branding, graphics, and viral videos. Instead I wrote about relational databases, machine-learning algorithms, and how these things connected to one another through software and fundraising systems. When I recommended that the party invest in databases, people thought I’d lost my mind. They wanted sexy answers—not this. Obama was their benchmark for a “model” campaign, and they were taken with high cheekbones and pouty lips, not the skeleton and backbone that made it all possible.

			
			Most campaigns can be boiled down to two core operations: persuasion and turnout. The turnout, or “GOTV” (get out the vote), universe is those people who likely support the candidate but do not always vote. The persuasion universe is the inverse, representing those who likely will vote but do not always support the party. People who are either very unlikely to vote or very unlikely to ever support us are put into an exclusion universe, as there is no point in engaging them. Voters who are both very likely to support the candidate and very likely to vote—these are the “base” voters, and they are typically excluded from contact, but they might be prioritized for volunteer or donor recruitment. Finding the right set of voters to contact is the name of the game.

			In the 1990s American voters were generally targeted using data provided by local or state offices, which typically contained each voter’s party registration (if they had one) and their voting history (which elections they came out to vote in). However, the limitation to this approach is that not all states provide this information, voters change their mind more frequently than they change their party registration (or would not register a party), and this information would tell you nothing about the issues that actually motivate the voter. What microtargeting did was find extra data sets, such as commercial data about a voter’s mortgage, subscriptions, or car model, to provide more context to each voter. Using this data, along with polling and the statistical techniques, it’s possible to “score” all of the voter records, yielding far more accurate information.

			What Obama’s campaign did was mainstream this technique and put it at the heart of its campaign operations. This is important because the organized chaos of campaign activity is typically not what one sees on TV, such as speeches or rallies. Rather, it is the millions upon millions of direct contacts made by volunteer canvassers or via direct mail to individual voters throughout the country. Although less sexy than a beautifully crafted speech or amazing branding, it is this unseen machinery that provides the critical horsepower of a modern presidential campaign. When everyone else is focused on the public persona of the campaign, strategists are focused on deploying and scaling this hidden machinery.

			
			Eventually some of us in the Opposition Leader’s Office, where I was working in Parliament, realized we could show the party how useful the Voter Activation Network would be if we created a parliamentary version of it for the leader’s interactions with constituents and citizens. The party was unwilling to foot the bill for something so extravagant as a new database, but we realized we had room for it in the leader’s official parliamentary budget. The only problem was that these were technically public funds, and any pilot database we created could not be used for political purposes. But we were not too concerned. A parliamentary version would contain the records of constituents and citizens who had contacted the leader, and since constituents are simply voters with a different hat on, it would allow us to highlight all the same functionalities to the party without needing them to spend anything. Surely, after seeing such a system firsthand, the Liberal Party of Canada would begin to understand the potential of data. We asked Mark Sullivan and Jim St. George if they’d ever thought about expanding VAN internationally—to Canada. They hadn’t done any big projects outside the United States at that point, but they jumped at the chance to work with us. With the help of Sullivan and St. George, we were able to create a Canadianized VAN infrastructure in six months. To the party’s delight, VAN even worked in both English and French. There was only one problem: There was no data to actually fuel the system.

			Computer models are not magical incantations that can predict the world—they can make predictions only when there is an ample amount of data to base a prediction upon. If there was no data in the system, then there could be no models or targeting. It would be like buying a race car but skimping on gasoline—no matter the car’s sophisticated engineering, it just wouldn’t start. So the next step was to procure data for VAN. But data was going to cost money, and because it would be used for campaigns, by law the party had to pay for it, not the leader’s parliamentary office. But almost immediately there was hard pushback from the party, which was not eager for change. I turned to the MP who first brought me into politics, Keith Martin. He had given me my first internship when I was still in school, and later my first real job, in the Canadian Parliament. Martin was often called the “maverick” of Canadian politics, and he staffed his office with mavericks, too. For me, he was a perfect fit. Martin trained as an ER doctor and spent his early medical career in African conflict zones, treating everything from land-mine injuries to malnutrition. This guy was legit cool and lived an amazing life before politics—on the wall in his office he had photos of himself looking like Indiana Jones in a khaki overshirt, sitting with leopards. As an ER medic, he was trained to not waste time, but in politics you survive by wasting time. He was once so incensed at the mechanistic procedures of Parliament that, mid-debate, he picked up “the Mace”—the gold-plated medieval weapon we inherited from Britain that lies in the aisle of the House of Commons.

			
			In 2009, Jeff Silvester, Martin’s senior adviser, a former software engineer who’d turned his attention to politics, was one of the few people in the party who understood what I was trying to do. He was my mentor and my rock throughout my time at Parliament. I explained that even though the party hadn’t authorized me to move forward with the data targeting program, we needed to do it. And that meant we needed funding. With Martin’s approval, Jeff agreed to help me raise money without telling the party’s national office about it. We started holding secret events where I could explain to would-be donors that we needed this program if the LPC had any hope of being competitive in the twenty-first century. We did all this on the down-low, persuading people on the ground to put in money while the party staff weren’t paying us any attention. In short order, we raised several hundred thousand Canadian dollars, which was enough to get the program started. Dissatisfied with the national office, the British Columbia wing of the party agreed to be the guinea pigs in our experiment.

			It was not clear whether any of this would work. In the United States, there are only two major parties, whereas in Canada there are five. This means that the dimensionality of what you are predicting for is no longer binary (Democrat or Republican) but multivariate (Liberal, Conservative, New Democratic Party, Green, or Bloc Québécois). With more options, you get many different kinds of swing voters (e.g., Lib-Con vs. Lib-NDP vs. Lib-Green, etc.) who can float their support around in many directions. There was also a far less developed market for consumer data in Canada and Europe, so many of the standard data sets in the USA either were not available or had to be pieced together from many sources. Finally, parties in other countries often have strict donor or spending caps. A lot of people were skeptical that microtargeting could even be deployed outside of America, but I wanted to try nonetheless.

			
			I called up Ken Strasma, who ran Obama’s targeting operation in 2008, and asked if he’d be willing to help us set up a program in Canada. Strasma’s team in Washington, D.C., then built the models. The B.C. office in Vancouver pieced together useful data sets, such as old polling and canvassing data, and Strasma worked out how to deal with the additional complexities of multi-party politics. Volunteers all over the province were given either these new canvass lists to try out or old lists that would serve as controls. A sigh of relief came to the B.C. party staff as the results came in. As with many campaigns, the party uses persuasion canvasses to reach out to voters who have not yet made up their minds which party they will be supporting. By comparing the successful conversion rates (where a previously undecided voter declares support for your party) of the old lists with those of the new microtargeting lists, the B.C. operation was able to establish that the new targeting approaches had higher conversion rates. It was very exciting. We proved that what Obama accomplished in America would be possible in different political systems around the world. But when the national party in Ottawa found out what we had done, they objected to a national project. They wanted to run campaigns like Obama’s, but when shown how to do it, they refused.

			I’d been drawn to politics because it seemed like a way to make a difference in the world, but after more than a year of banging my head against the wall, what was the point? Then came an intervention. In the Liberal Party, many of the secretarial staff came from a gaggle of older Québécois ladies, who had been around long enough to see how politics can transform someone. They took me to lunch in Gatineau, the French part of town just across the Ottawa River. After lighting up their cigarettes, they said, in their raspy, accented voices, “Listen, don’t become like us.” They told me they’d given their lives

			
			
			

			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			

			
			
			
			
			

			
			
			
			
			
			
			
			
			
			

			
			
			
			
			
			
			
			
		

	OEBPS/9781984854643_nav.xhtml

		
			Contents


			
						Cover


						Title Page


						Copyright


						Epigraph


						Contents


						Chapter 1: Genesis


						Chapter 2: Lessons in Failure


						Chapter 3: We Fight Terror in Prada


						Chapter 4: Steve from America


						Chapter 5: Cambridge Analytica


						Chapter 6: Trojan Horses


						Chapter 7: The Dark Triad


						Chapter 8: From Russia with Likes


						Chapter 9: Crimes Against Democracy


						Chapter 10: The Apprentice


						Chapter 11: Coming Out


						Chapter 12: Revelations


						Epilogue: On Regulation: A Note to Legislators


						Dedication


						Acknowledgments


						About the Author


			


		
		
			Landmarks


			
						Cover


						Cover


						Title Page


						Contents


						Start


						Copyright


			


		
		
			Print Page List


			
						iii


						iv


						vii


						3


						4


						5


						6


						7


						8


						9


						10


						11


						12


						13


						14


						15


						16


						17


						18


						19


						20


						21


						22


						23


						24


						25


						26


						27


						28


						29


						30


						31


						32


						33


						34


						35


						36


						37


						38


						39


						40


						41


						42


						43


						44


						45


						46


						47


						48


						49


						50


						51


						52


						53


						54


						55


						56


						57


						58


						59


						60


						61


						62


						63


						64


						65


						66


						67


						68


						69


						70


						71


						72


						73


						74


						75


						76


						77


						78


						79


						80


						81


						82


						83


						84


						85


						86


						87


						88


						89


						90


						91


						92


						93


						94


						95


						96


						97


						98


						99


						100


						101


						102


						103


						104


						105


						106


						107


						108


						109


						110


						111


						112


						113


						114


						115


						116


						117


						118


						119


						120


						121


						122


						123


						124


						125


						126


						127


						128


						129


						130


						131


						132


						133


						134


						135


						136


						137


						138


						139


						140


						141


						142


						143


						144


						145


						146


						147


						148


						149


						150


						151


						152


						153


						154


						155


						156


						157


						158


						159


						160


						161


						162


						163


						164


						165


						166


						167


						168


						169


						170


						171


						172


						173


						174


						175


						176


						177


						178


						179


						180


						181


						182


						183


						184


						185


						186


						187


						188


						189


						190


						191


						192


						193


						194


						195


						196


						197


						198


						199


						200


						201


						202


						203


						204


						205


						206


						207


						208


						209


						210


						211


						212


						213


						214


						215


						216


						217


						218


						219


						220


						221


						222


						223


						224


						225


						226


						227


						228


						229


						230


						231


						232


						233


						234


						235


						236


						237


						238


						239


						240


						241


						242


						243


						244


						245


						246


						247


						248


						249


						250


						251


						252


						255


						256


						257


						258


						259


						260


						261


						262


						263


						264


						v


						265


						266


						267


						268


						269


						271


			


		
	

OEBPS/images/9781984854643_cover.jpg
Viindtr™ck

Cambridge Analytica
And The Plot
To Break America

Christopher
















OEBPS/images/9781984854643_title_page.jpg
MINDF*CK

CAMBRIDGE ANALYTICA
AND THE PLOT
TO BREAK AMERICA

CHRISTOPHER WYLIE

RANDOM HOUSE

NEW YORK





